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Announcements

 QRadar 7.3.0 Patch 4 is being released today (ISO & SFS)!

« Passport Advantage ISOs are for new installations only.

« User Behavior Analytics 2.1.1 is now on the IBM App Exchange.

« Look on the IBM Security App Exchange for new downloadable apps
and content (https://exchange.xforce.ibmcloud.com/hub).
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What is a QRadar App?

IBM QRadar Security Intelligence
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App Validation Process

App validation consists of:
Review of app name, version and description.
Review the screen-shots and icons.
Ensuring the extension zip is the correct structure.
Thoroughly checking the manifest for all required fields.
Checking for collisions between app page_scripts and QRadar functions.
Verify globalization functionality.
Run static analysis on any python and js code.
Ensure that the app installs/uninstalls/reinstalls.
Tests the app's functionality.
Verify that the docker container can handle the app being started and stopped.
Verify that the app logs information appropriately.
Verify any app storage.
Review all API calls.
Ensure that there are no hard-codded values.
Executing security tests.
Verify any additional packages.
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Ul App Capabillities
Tabs unique to your requirements

Add a new tab to the QRadar Ul.
Fully custom Ul using flask with HTML.

IBM QRadar Security Intelligence

Dashboard ~Offenses Log Activity Network Activity ~Assets Reports Risks  Vulnerabiliies Admin [RVESSFUETUIES

Quick insights o,

Monitored Users

13.9k

Current High Risk Users

251

Sense Events (last hour)

1.3m

Offenses Generated (last hour)

267

System Score (Last 24 Hours) Risk Category Breakdown (Last Hour) > User Geography

@ UBA : User Anomalous...

UBA : User Geography.

1918740
1500000
1000000

500000

09:15  12:00 18:00 00:00 06:00 09:15

Most Risky Users (Overall Score) Most Suspicious Users (Window Score)

/\ Robert Smith 5469 @ /__/ Robert Wiliams +335
/\ James Smith 4978 @ /_/ James Johnson +310
T Michas smitn 4820 ®© N Robert dones +300
/\ Robert Brown 4722 (o4 /\/ John Davis +275
/\ John Brown 4636 © —\/ James Brown +265
/_/ James Johnson 4612 ® ,_-\/ John Jackson +265
\/\ John Johnson 4492 & ____/ James Jones +255
/— John Smith 4375 © /\ Robert Smith +255
f Michael Johnson 4025 @ J William Smith +245
/\/ Robert Williams 3947 @ J William Jones +245

IBM Security

®© @ © 06 @ © & 0 0

Recent Sense Offenses

Offens: 340
User: Robert Thomas
Event Gount: 58

Offe 39
User: Joseph James
Event Count: 49

Offes 338
User: Eric Jones
Event Count: 47

Offens:
User: William Jackson
Event Count: 59

User: David Taylor

Flow Gount: 0

Flow Gount: 0

Flow Count: 0

Flow Count: 0

about 2 hours age
Ma_gnnuds: 3

about 2 hours ago
Ma_gnlluds: 3

about 2 hours ago
Ma_gnnuds: 3

about 2 hours ago
Ma_gniluds: 3

about 2 hours age

Event Count: 46 Flow Count: 0 Magnitude: 3
Watchlist
Robert Smith 55k N ©
Kenneth Anderson 6345 A [S]
Frank Harris 370.5 [S]



Ul App Capabillities

IBM QRadar Security Intelligence

Dashboard DECLLLETGI Offenses Log Activity  Network Activity  Assets Reports  Risks  Vulnerabilities Admin  Deployment

Create a new dashboard tile.
Display interesting visualizations.
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Ul App Capabillities

Admin Icon
Add an icon to the QRadar admin tab.

Reference Data Import (LDAP)

IBM QRadar Security Intelligence
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Ul App Capabillities

Toolbar buttons
Add a button to any QRadar toolbar.
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Ul App Capabillities

Right Click Menu

Add an option to a right click menu.
Tooltip

Add a hover-over tooltip.
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Ul App Capabillities

Custom Columns
Add a custom column to the log activity or network activity tables.
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Ul App Capabillities

Content Panes
Add a HTML frame into either an Offense Summary or an Asset Summary.
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Content and Content Packs

Content
A Ul App can also include QRadar content such as:

Rules
Custom Properties (event/flow)
Log Sources, Log Source Types and Log Source Categories
Reports
Saved Searches
Dashboards
Function Groups (i.e. log source groups)
Reference Data
Historical Correlation Profiles

Content can also be bundled without a Ul app as a Content Extension and
shared through the IBM Security App Exchange.

13 IBM Security



The QRadar SDK



The SDK

The QRadar SDK contains many functions to help you develop QRadar apps such as:
Workspace Creation

A single command allows users to create a blank app.
Local App Testing

Test the basic functions of your app without deploying the app to QRadar.
App Deployment

Deploy your app to QRadar for testing.

To install the SDK:
We recommend the latest version of Python 2.

Download the SDK from the IBM Security App Exchange Developers Forum
(https://developer.ibm.com/qradar).

Unzip the file and run the install script inside
(A Windows .bat file and a Unix .sh file in the zip).

You should now be able to use the qradar_app_creator function.
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The gradar_app_creator command

All The functions of the SDK are executed by the qradar_app_creator command:

Workspace Creation
gradar_app_creator create -w ~/QradarApps/com.me.myApp.1.0.0
Local App Testing
gradar_app_creator run -w ~/QradarApps/com.me.myApp.1.0.0
Open your browser to http://0.0.0.0:5000 to test the Ul of your app
App Deployment
gradar_app_creator package -w ~/QRadarApps/com.me.myapp -p com.me.myapp.zip
gradar_app_creator deploy -q 10.11.12.13 -u admin -p com.me.myapp.zip
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The App Workspace

The workspace will contain this file structure:
App folder
This is the main directory for you app, it contains:
gpylib — A python library that your app can use to perform
QRadar functions.
__init.py___ - The initialization file that starts the flask

instance and imports the views and qpylib.
static — Static files (.js, .css etc.).
templates — Jinja 2 templates.
views.py — Flask entry point (routes).

store folder

This is the Data store for your app (logs, app databases etc.).

gradar_appfw_venv folder
This folder contains the python virtual environment where the
dependencies are installed.

manifest.json
This file tells QRadar what your app does.

run.py
This file contains instructions to run the code in the app
folder.

IBM Security
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IBM QRadar Security Intelligence

Dashboard Offenses Log Activity Network Activity Assets Reports Risks Vulnerabilities Admin Hello World RGTILRL LT[RV

IBM QRadar App Editor ~ File ~  Actions ~

‘4 Ul app
= index.html manifest.json * init__.py
_| _nit__py
iv{
manifest.json 2 "console_ip": "9.XXX.XXX.XXX",
S "name": "Hello World",
.| qpylib 4 "description”: "An Application to display Hello World",
S~ "resources": {
4 static 6 "memory": 200
. z 1,
qjslib 8- "areas": [
9- 1
- templates 10~ "required_capabilities": [
11 "ADMIN"
index.html 12 1
. 13 "description”: "A Hello World example app",
| views.py 14 "id": "HelloWorld",
15 "text": "Hello World",
16 "url": "index"
17 L
18~ {
19~ "required_capabilities”: [
20 "ADMIN"
21 1,
22 "description”: "Application Development",
23 "id": "editorArea_Hello_World",
24 "text "Hello World Development",
25 "url": "app_editor/editor"
26 }
27 1,
28 "version": "1.0.0",
29 "uuid": "5158c3d1-9035-4d13-a4ac-5e8bdf1221c9",
30 "app_id": 1019
318l 3
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I
App Memory Requirements

« All QRadar Console appliances have a hard limit of 10% of the overall appliance memory
allocated to apps.

Console maximums (physical and VM installations)

— 12.8GB of maximum memory for a 128 GB Console appliance
— 6.4GB of maximum memory for a 64GB Console appliance

— 4.8GB of maximum memory for a 48GB Console appliance

* Apps typically take ~200MB; however, some special apps use more resources. For
example:

— QRadar Advisor with Watson takes around ~500MB
— User Behavior Analytics (UBA) takes ~700MB of memory (without Machine Learning).
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High Level App Architecture

Docker container for each app

— Storing/processing data
Flask routes URLSs to python methods
— Return templated html pages
— Return data (json blobs)
Manifest maps URLs to QRadar items
- Area
- Config page
- Rightclick
— Dashboard
QRadar handles the rest and is the

delivery mechanism
- Proxy (URL’s to containers)
— Provisioning
- Tabs, dashboard, config page,
rightclick etc

Docker Container

Flask

URL /endpointl
def getEndPointl:
doStuff()

return html

Storage
SQLite DB
Store
Spark

IBM Security
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Where do App Nodes fit?

An App Node is a CentOS or RHEL
appliances that can host the docker
container.

Applications hosted on an App Node are not
restricted to the same memory
requirements as the Console appliance.
App nodes are not QRadar managed hosts
and exist outside of the deployment.

As of QRadar 7.3.0, only one App Node
appliance is supported.

Add Node

Before you add a Node, please make sure the host has RHEL 7 or Centos 7 installed.
The IP of the host is required as well as user credentials for a user with sudo access.
Hover over label fields for more information.

Node IP: |

Node User:
Node Password:

Confirm Password:

“ Ca"ce‘
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Flask

Flask

web development,
one drop at a time

Flask provides easy routing between a URL and your Python code.
Flask is used primarily through the route() decorator which binds a URL to a function:

@app.route(‘/hello’)
def hello():
return 'Hello, World'

The @app.route defines a URL that is bound to the function definition below it.
You can also have variable URLs as part of your application:

@app.route('/user/<username>")
def show_user_profile(username):
return 'User %s' % username
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Jinja

Flask also gives the ability to render Jinja templates. ﬁ
A Jinja template gives you python level control and logic inside HTML.

To use jinja you need to have a template in the templates folder and call it with flask
( e('/hello/")
} e('/hello/<name>"')
def hello(name=None):
return render_template ('hello.html', name=name)

The above code snippet would try to render the hello.html template which could look
like this:

<!doctype html>
<title>Hello from Flask</title>
{% if name %}
<h1l>Hello {{ name }}</hl>
{% else %}
<hl>Hello, World!</hl>
{% endif %}
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Qpylib Functions

Here are the very helpful gpylib functions:
log(message, level='info') - Creates log messages in the QRadar logs (defaults to info).
set_log_level(log_level='info') - Overrides the default log level.
get_store_path(relative_path="") - Returns the path of the store directory.
get_root_path(relative_path="") - Returns the path of the root directory.
REST(GET, <url>, headers=<headers>, data=<data>, params=<params>, json=<json>,
version=<version>)
Function that makes API calls.
get_console _address() - Returns the IP of the QRadar console.
get_app_base_url() - Returns the base URL of the app.
get_app_id() - Returns the numeric id of the app.
get_app_name() - Returns the name of the app.
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App Manifest

* To make the generated manifest readable:
— mv manifest.json manifest.json.bu
— python -m json.tool manifest.json.bu > manifest.json

"description”: "A Hello World app”,
"1d": "QHelloWorld",
"required_capabilities”: [

SR ® |In QRadar make an area
T o " ® Callit Hello World
et el oty B e Link it to ‘/index’ from Flask
"url”: "index"
}

1,

"description”: "Application to display hello world",

"name": "Hello World",

"uuid”: "e@372428-6156-4a6a-86bb-6dcd121e:

"version": "1.@"
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Content Export

Cannot upload app.zip to ‘Extenstion Management’ window

Need content bundle:
Jopt/gradar/bin/contentManagment.pl --action export --content-type 100 --id <id> -t “ZIP”

This .zip can be uploaded/installed through the Extension Management page

Not validated/signed though (warning on install)
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Communicating with QRadar through REST APIs

APl Documentation

QRadar Help Contents

Interactive AP| for Developers Home

About

v [ 5.1 |
» [ /analytics 5.1 - GET - /siem/offenses
» (O fariel
» (O /asset_model Description
» (0 fauth
» [ lconfig Retrieve a list of offenses currently in the syst

» (O3 /gqui_app_framework

» 3 Melp Response Description

> @ fqvm An array of Offense objects. An Offense objec

m

» (1 /reference_data

id - Number-The ID of the offense.
description - String - The description
assigned_to - String - The user the ofl
categories - Array of strings - Event cz
category_count - Number-The num!
policy_category_count - Number- Tk
security_category_count - Number -

» [ /scanner

v [ Isiem

» [5) Nocal_destination_addre|

3 D loffense_closing_reason|

» 2 Unffonce idl
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SEC Token and Authorization

« Create a SEC Token from the authorized services Ul in the Admin tab.
* Needed for QRadar API calls from Flask (back-end)

* From browser (JS) can use session cookie

« See incident overview app, does all API calls in JS

*  Admin/Admin permissions
— 728+ Ariel is not admin required
— Everything else is
« Perpetual is best (so app doesn’t stop working)

« Hard code into this app for speed (NOT the best practice)
- Example code

— QDI views.py lines ~ 50 - 70

— Store in config.json
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Call QRadar API from Flask

* importjson
- from gpylib import gpylib

token 'e4af27ee-cc57-4439-af 1b-9770e398e85"’
header = { 'token': token, 'content-type' : 'application/json', 'Version':

response = qpylib.REST( 'GET', 'api/reference_data/sets’, headers=header )
values = response. json()

gpylib.log( json.dumps(values, indent=4]

render_template('paged4.html', values=values)
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Advanced Topics

Ingestion
— Ariel
Storage
- Memory
— Files (config to json)
- SQLite
Output
- LEEF logs
Performance
— QRadar API’s
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I
Ingestion - Ariel

* Need to use AQL
< Cannot use normal searches (quick filters)
- Searches are dangerous!

- Limit results, searched records
— Use paging when pulling back results if necessary

Post search and get search ID

token = getToken()
header = { 'SEC' : token, 'content-type' : 'application/json’', 'Version':
query = { 'query_expression’ : "select * from events limit 10" }

4

apiResponse = qpylib.REST( 'POST', 'api/ariel/searches’', headers=header, params=query)

responseJson - apiResponse. json()
searchid - responseJson[ 'searc

Example: see QDI app/daemon_methods.py
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Ingestion - Ariel
Keep checking search status until it is COMPLETED

start_time = time.time()
True:
apiResponse - qpylib.REST( 'GET', 'api/ariel/searches/’ + searchid, headers-header)
responseJson - apiResponse. json()

responseJson[ 'status’] "COMPLETED" :

time.time() start_time > TIMEOUT:
Exception('Ariel search did not come back with results within %s seconds' * TIMEOUT )
time.sleep(2)

Get search results

apiResponse = qpylib.REST( 'GET', 'api/ariel/searches/' + searchid + '/results', headers=header)
responseJson - apiResponse. json()
events - responseJson['events']

Example: see QDI app/daemon_methods.py

35 IBM Security



Storage

Memory
— Limited (200 MB default)
— Definable in manifest, limited to 10% physical RAM on console
— App node helps this

Files (config to store/config.json for example)

- Use gpylib.get_store path('token.json') and NOT a hard-coded path

* Makes work both locally and deployed (path problems)

— See QDI app config.py which reads/writes to file to save SEC token for searching
SQLite DB

- schema.sql

— Init DB before polling

— DB migration on app update (new columns, tables etc)

— See UBA app for examples
Spark, RDD’s

— Barebones container, need to include dependencies (55MB rh6 image, no JRE even)
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Output - Create LEEF Logs

class EventCreator:
DSM_PORT = 514
LEEF_MESSAGE "{{date}} 127.@.8.1 LEEF:2.@|IBM|Sense|1.8|{{event
LEEF_PROPERTIES = {
“sourceip”: "src”,
"destinationip”: "dst",
"sourceport”: "srcPort”,
"username”: "usrName",

}

def init__(self, logger=None, console_ip=None):
logger:
self.logger = logger
console_ip:
self .DSM_IP = console_ip

def create_user_score(self, event_data):

event self . LEEF_MESSAGE.replace('{{date}}’, time.strftime("%b %d %H:%M: %S

.replace(’'{{event_name}}', 'User Score') \
.replace(’'{{cat}}’, 'User Risk')

event ‘usrName=" event_datal 'username ']

sock - socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
sock.sendto(event, (self.DSM_IP, self.DSM_PORT))

Example

IBM Security
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Performance - QRadar API’s

 Ariel
— Limit results searched
— Limit records returned
- Be as specific as possible (logsource, custom property etc)
— Turn on indexing for custom properties
* Assets
- Slow right now
— Expect them to take a long time if you have a full asset model
- Use filters
« Offenses
— Returns ALL offenses (closed and open)
— Kills docker container easily
— Use filters (filter on ‘OPEN’ for example)
— Page results

select*from-eventstast10
hours

select username, starttime
from events

where username is not null
order by starttime desc
l[imit 100

last 1 hours
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Other Useful Information/Tools

« Can taIk to other apps (GET/POST data etc)

Call api/gui_app_framework/applications - @, QRadar
- Get the app_id (traverse the json, look for app name or similar) o buildRestUrl(path)

- URL for app root is:
- Jconsole/plugins/<app_id>/app_proxy/ * generateHttpRequest{args)
+ getApplicationBaseUrl(id)
+ getApplicationld()
¢+ getCookie(cookieName)
¢ getCurrentUser()
\ o getltemld()
*gpylib python module s getSelectedRows()
: IlicI)EgSg'll'nr?”lethods o getWindowOrigin()
~ Token handling o openAsset{assetld, openWindow)
* ppenhssetForlpAddress(ipAddress, openWindo

* New SDK includes QRadar JS lib ‘qappfw.js’

- Tons of useful functions (open search, asset etc)

¢ openEventSearch(agl, openWindow)
* openFlowSearch(aqgl, openWindow)

* openOffense(offenseld, openWindow)
@ rest(args)

# windowOrTab(url, tabName)
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Troubleshooting & Support



Where do | start with troubleshooting?

Clearing browser cache

A number of issues can be validated by making sure that the browser cache is cleared before you
start any investigation or app review.

Use the developer tools to validate API calls (Developers)

All newer browsers support developer tools where you can validate API calls, look at response
headers.

« [ /gui_app_framework

|

» [ /application_creation_task
Sl s L Try It Outt

hd D lapplications
[5] Happlication_id}
Response Code & Request URI

¥ [ /help -
< I ] » o
[ {3 Inspector Console [ Debugger  {} Style Editor (& Performance ik Memory BB B © O & x
W [ HTML CSS IS XHR Fonts Images Media Flash WS Other (@ 238 requests, 1,065.67 KB, 25.43 5 Filter URLs ED
Status Method File Domain Cause Type Transferred Cookies Params Response Timings Security
O 200 GET blankgif @ 172167735 Bimg gif cached * Request URL: https: //172.16.77.35/api/gui_app_framework/applications

= Request method: GET
Remote address: 172.16.77.35:443

applications 172.16.77.35

O 200 GET dojo.css?version=1969177427 & 172167735 B stylesheet css cached Status code: @ 200 OK Edit and Resend Raw headers
O 200 GET ResizeHandle.css?version=1969177427 & 172167735 @ stylesheet css cached Version: HTTP/1.1

O 200 GET dijit.css?version=1969177427 @ 172167735 Bstylesheet css cached Filter headers

o 200 GET BusyButton.css?version=1969177427 @ 172167735 @ stylesheet css cached Response headers (0.399 KB) il
O 200 GET claro.css?version=1969177427 @ 172167735 D stylesheet css cached Access-Control-Allow-Origin: ™" =
A oonn GET Aiiit ree a 177167735 A chulachant ree rarhad Cache-Control: "no-cache, no-store, must-revalidate”
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Debugging Deployed Apps

/opt/gradar/support/gapp_utils.py Is

gs-ubal# /opt/qradar/support/gapp_utils.py ls

15 complete. Moving on...

STATUS

RUNNING
RUNNING
RUNNING

/opt/gradar/support/qgapp_utils.py connect <applD>

[root@ouellettel106 logs-ubal# /opt/qradar/support/qapp_utils.py connect 1003

Existence of Docker check is complete. Moving on...

bash-4.1# tail -n 5 /store/log/app.log

Sep 19 17:33:14 127.0.0.1 [APP_ID/1003][NOT:0000006000][INFO] Poll finished for 'QDI Database Cleanup'
127.0.0.1 [APP_ID/1003][NOT:0000006000][ INFO] Running poll for ’'Server Info Check'’

Sep 19 17:33:21
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Debugging Deployed Apps

* App Logs
- [storel/log/
* app.log (front end, views requests)
« poll.log (back end)

« Can us vi to edit files live in container (html, js, python files)
— Most changes real-time (html, js) if you reload page
— Python changes require restarting the container
— After changes, reload app/containers: service gdocker restart

» Get logs with app/docker logs, config, content:
— Jopt/qradar/support/get_logs.sh -a
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Resource Management (cont)

« Docker containers are currently limited to 200Mb (!)

« #docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
f6adc016321b a2949c82f50e4£d8b6£f4c5¢c51377004e:1latest "bash

start containe 46 hours ago Up 46 hours 0.0.0.0:49159-

>5000/tcp a2949c82£50e4£d8b6£4c5c51377004e store app

 # docker stats f6adc016321b
CONTAINER CPU % MEM USAGE/LIMIT MEM % NET I/0
foadc016321b 0.02% 67.93 MiB/100 MiB ©67.93% 78.66 KiB/175.3 KiB
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Helpful Links

'Rock Your SOC|

Become the rock star in your SOC by developing custom applications
using the IBM QRadar App Framework

- © Download the QRadar SDK

e

Get information about apps and enablement
https://developer.ibm.com/gradar

Forum links — Ask us questions!
 http://iom.biz/gradarapps (for app related questions)
* http://iom/biz/qradarappdev (for development related questions)
Python: https://www.python.org
Flask: http://flask.pocoo.org
Jinja: http://jinja.pocoo.org

IBM Security
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THANK'Y

FOLLOW US ON:
n https://www.facebook.com/IBM-Security-Support/

QRadar Forums: https://ibm.biz/gradarforums
youtube/user/ibmsecuritysupport
@askibmsecurity

securityintelligence.com

xforce.ibmcloud.com
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