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1 Introduction

1.1 Purpose

This document is designed to be a simple/basic guide (complete with screenshots) for how to install a
“standard” Controller 10.4.2 system from scratch.

e Itisintended to be utilised by IBM Cognos (and partners) technical consultants, to help perform an
installation of Controller 10.4.2 server in ‘simple / standard’ environments.

e Itis also possible for less-experienced people (for example customer’s I.T. departments) to use
this document too, so long as:

e It will be a simple/standard implementation of Controller

e The customer accepts responsibility for any problems that may arise from the use of this
document

In other words, the customer must accept that IBM’s recommendation is always to employ an experienced
IBM Cognos Technical Consultant to help them install Controller.

e Employing an experienced IBM technical consultant will ensure that the risk is minimised of
unexpected issues arising from an install or upgrade.

By following these “best practices” the intention is to make Controller installation as easy as possible, with
the minimum of possibility for errors/issues. The author suggests that experienced technical consultants
can also use this document as an ‘aide-memoir’, i.e. a concise set of instructions for installing the software
as per current best practices, for typical situations.

1.2 Applicability
This document is based on installing Controller 10.4.2, which was released 19" December 2019.

1.3 Exclusions and Exceptions

There are an infinite variety of possible customer I.T. environments/needs/specialist requirements.
Therefore, IBM has intentionally made Controller flexible to give the customer many different ways to
install Controller 10.4.2. Therefore, the advice in this document may have to be modified by the reader to
fit in with their specific needs/environment.

Although this document demonstrates proven practices suitable for most environments, it is not necessarily
perfect for all environments.

Employing an experienced IBM Cognos technical consultant to install your Controller server(s) is always the
recommended and ideal scenario.

1.4 Special statement from the author (RC)

It has been my pleasure to create these best practice documents over the years. However, I will soon
(Summer 2020) no longer be employed by IBM so this is the last generation of documentation that I will
be making. Take care, and farewell.

NOTE: This document was last updated by the author April 24™ 2020.

e The latest version of this document can always be found here:
https://www.ibm.com/support/pages/node/213339



https://www.ibm.com/support/pages/node/213339
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2 Important Notes, Tips and WARNINGS

2.1 Do not ignore/skip any sections of this document, unless you understand the
consequences!

It is possible to install Controller and get it working without performing some of the steps that the author
prescribes/recommends (in this document). However, customer feedback has confirmed that, unless you

perform all of my recommendations/extra-steps, then the customer’s Controller system will NOT work well
in the long-term.

Many of the author’s tips and recommendations refer to IBM “Technotes”.
e One method of searching the Technote knowledgebase is to use this link: https://www.ibm.com/mysupport

e Alternatively, it is easy to search the Technotes by simply using ‘Google’. For example, if you want to
search for the error message “My error message” then run the following Google search, and the
top results should be our Technotes:

GU 8IC ‘ “Cognos Controller” and “My error message”

In addition, most of the author’s other Proven Practice documents can be found inside these Technotes.
o For example, see here for the latest version of this document:
https://www.ibm.com/support/pages/node/213339

2.2 Server name conventions — FQDN and NetBIOS

Throughout this document, the author shall talk about configurations that refer to the <servername> of
your Controller server. There are two main conventions for server naming:

(a) NetBIOS - for example ‘MY SERVERNAME'
(b) FQDN - recommended by the author - for example ‘MYSERVERNAME.uk.companyname.com’

The different name types are most clearly shown in Windows inside “Control Panel\System and
Security\System”:

Control Panel > System and Security > System v O | Search Control Panel »p

View basic information about your computer
Windows edition
Windows Server 2019 Datacenter
tings © 2018 Microsoft Corporation. All rights reserved. Windows Server: 2019
System
Processor: AMD EPYC Processor (with IBPB) 2.30 GHz (8 processors)
Installed memory (RAM): 160 GB
System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: Controller10421 &) Change settings

Full computer name: Controller10421.fyre.ibm.com

Computer description

Workgroup WORKGROUP

e Pink = NetBIOS name
e Green = FQDN name (recommended by the author)

Alternatively, you may even be using something else to refer to your servers. For example, you may want
to use a “virtual” DNS name (for Disaster Recovery purposes). Whatever naming convention that you
choose, you *must* use the SAME (correct) version of your server name at *all* times, to retain
consistency.

WARNING: To summarise, customers should typically use either NetBIOS or FQDN names
throughout their entire configuration/deployment, but not both (a mixture). [Using a mixture
of naming conventions will cause complications/problems later].



https://www.ibm.com/mysupport
https://www.ibm.com/support/pages/node/213339
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3 Initial Server Prerequisites

3.1 Server hardware recommendations
Naturally, customers must deploy Controller on hardware that is sufficiently powerful to give the end users
a good experience.

e Please refer to the author’s Technote for my server hardware recommendations (based on
customer success/feedback) here: https://www.ibm.com/support/pages/node/871602

3.2 VMWare / ESX (and other virtual platforms)
Most customers choose to deploy Controller on virtual hardware (such as VMWare/ESX). However, the
author recommends:

« Make sure that the virtual hardware is configured correctly. For example, configure the number of
CPU cores per socket correctly (see scenario #8 here:
https://www.ibm.com/support/pages/node/384319 )

e When the system is 100% tested (and working OK) the author recommends that customers create
a virtual snapshot (of the image) as a backup precaution. Archive this backup somewhere safe (in
case it is necessary to revert to it later.

3.3 Operating System
Full detalls of the supported environments for Controller 10 4.2 are here:
.ib ort/knowled 4. .ibm.swg.ba.

wronments html '
e Although other environments are supported, this document shall mainly assume that you are using
Windows 2019 DataCenter Edition.

3.4 Windows Patches

As a general best practice, before starting please ensure that your operating system is patched to the
latest Microsoft Windows patches.

3.5 Windows User during installation

When using modern versions of Windows (for example 2012 onwards) there are many tasks that are
‘locked down’ to user accounts who are not the ‘Administrator’ account.

Therefore, to make things easier/quicker, the author currently recommends that (if possible) perform all
install/configuration tasks when logged on as the local ‘Administrator’ user account:

;Q; Computer Management

File Action View Help

s 7nE d= HE
& Computer Management (Local) || Name Full Name Description
" _
0 ;‘:._ystem Tools r . Built-in account for administering ..

1) Task Scheduler

. } #;, DefaultAccount A user account managed by the sy..

{g! Event Viewer B" r Fyre

3| Shared Folders s

. ; % Guest Built-in account for guest access t..

v &% Local Users and Groups E’ hd

- ss
| Users

Groups ! A user account managed and used..

e This is an optional (not mandatory) recommendation - purely to make things
easier/quicker/simpler for the person installing the software ©@).


https://www.ibm.com/support/pages/node/871602
https://www.ibm.com/support/pages/node/384319
https://www.ibm.com/support/knowledgecenter/en/SS9S6B_10.4.2/com.ibm.swg.ba.cognos.qrc_ctrl_inst.doc/c_qsg_ctrl_supportedenvironments.html
https://www.ibm.com/support/knowledgecenter/en/SS9S6B_10.4.2/com.ibm.swg.ba.cognos.qrc_ctrl_inst.doc/c_qsg_ctrl_supportedenvironments.html
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3.6 Required Windows Components — Microsoft IIS webserver & Enable network COM+
access

By default, several required Windows components are not installed/enabled. Therefore:
e C(lick ‘Start — Server Manager’
e Click “"Add Roles and Features”:

Fﬁ Server Manager

Server Manager *» Dashboard

IE8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

o _ 0 Configure this local server
WE File and Storage Services b

QUICK START

Add roles and features

M

w

Add other servers to manage

WHAT'S NEW .
4 Create a server group

5 server to cloud services

n
~
=]
|
jum
(1]
[a]
—
=
[
%]

e Choose “Role-based or feature-based installation” then click Next.
e Select your server, and click Next.

e Select/tick Web Server (I1S) (if it is not already installed) then click *Add Features'.

B Add Roles and Features Wiza - [m] | B Add Roles and Features Wizard X
DESTINATION SERVER Add features that are required for Web Server (1S)?
S€|E‘Ct server VO|E'S Controller10421.fyre.ibm.com

The following tools are required to manage this feature, but do not

. — X have to be installed on the same server.
Select one or more roles to install on the selected server.
o 4 Web Server (IIS)
Roles Description 4 Management Tools
Active Directory Certificate Services Web Server (IIS) provides a reliable, [Tools] IS Management Console

Server Roles Active Directory Domain Services manageable, and scalable Web

Active Directory Federation Services application infrastructure.
Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation
DHCP Server
DNS Server
Fax Server
i+ [m| File and Storage Services (1 of 12 installed)
Host Guardian Service Include management tools (if applicable)
Hyper-V
Network Controller
Network Policy and Access Services
Print and Document Services

Remote Access
Remote Desktop Services

L Valume Activation Services
Windows Deployment Services

< Previous Next > nstal Cancel

e Click Next
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¢ Inside “Features” you must expand “.NET Framework 4.7 Features”
e Ensure that the following options are ticked/enabled:

I-'= Add Roles and Features Wizard

Select features

Before You Beain Select one or more features to install on the selected server.

Installation Type Features

erv ecti
SEUET s 2E I b [ ] .NET Framework 3.5 Features
4 @ MNET Framework 4.7 Features (2 of 7 installed)

H NET Framework 4.7 (Installed)
ASP.NET 4.7

4 [m| WCF Services (1 of 5 installed)
HTTP Activation
L

Message Queuing (M5SMQ) Activation
[] Named Pipe Activation
[ TCP Activation
TCP Port Sharing (Installed)
Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption

Server Roles
Web Server Role (IIS)
Role Services

Confirmation

o

= O

DESTINATION SERVER
Controller10421.fyre.ibm.com

Description

Provides services to collect and

X

archive Windows Server system data.

e After ticking *HTTP Activation’, you will receive a new screen. Click "Add Features” to confirm.

e Click Next, Next.

¢ When you reach the ‘Role Services’ section for IIS, ensure the following (including ‘HTTP

Redirection’) are selected:

f. Add Roles and Features Wizard = [m] x

DESTINATION SERVER
Controller10421.fyre.jbm.com

Select role services

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services Description

Server Selection HTTP Redirection provides support

4[] Web Server L
to rediirect user requests to a specific

Server Roles a Common HTTP Features

[¥] Default Document destination. Use HTTP redirection
Features <] Directory Browsing whenever you want customers who
Web Server Role (IIS) [¥] HTTP Errors might use one URL to ac_tual\y enq

[¥] Static Content up at another URL. This is helpful in

ces |z HTTP Redirectio many situations, from simply
Confirmation ] WebDAV Publishing renammg_ yourWeb_slte. to .
4 Health and Diagnostics overcoming a domain name that is

<] HTTE Logging difficult to spell, or forcing clients to

[] Custom Logging use a secure channel.

[ Logging Tools

[] ODBC Logging

[] Request Monitor

[] Tracing

a Performance
Static Content Compression
[] Dynamic Content Compression
4 Security

< Previous Instal Cancel

e Click Next
e Click Install

Launch http://servername and ensure that the default website appears successfully before proceeding to

the next stage.
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3.7 Other Microsoft Software
Install each the following Microsoft software/components on your application server:

e MS Excel — either 2010 (32-bit), 2013/2016 (32 or 64-bit) or 2019 (64-bit)

Although it is not strictly 100% necessary to install MS Office on your application server, the author
recommends that you install Microsoft Excel on the application server.

- This is because it makes testing immediately after the installation (plus throughout the future
lifetime of the Controller system) very easy

After installing MS Office, please patch to the latest Microsoft Office patch version.

e Microsoft Visual C++ 2010 SP1 Redistributable Package (x64)
Launch the file “veredist x64.exe” and perform a default install.

- This file is currently downloadable from here: http://www.microsoft.com/en-
gb/download/details.aspx?id=13523

e VITAL (unless you are using Windows 2019): Microsoft.NET Framework 4.7.2

NOTE: If using Windows 2019 you can skip this step (because we already installed 4.7.2 earlier). If unsure,
you can try to install anyway — you will merely get this message:

ol Microsoft NET Framewark X

I Your installation will not occur. See below for reasons why.
-

Details

.NET Framework 4.7.2 or a later update is already installed on this computer.

This requirement is new for Controller 10.4.2. If you fail to perform this step, then the service ‘IBM Cognos
Controller Web Spreadsheet Service’ will not install!
- For more details, see here: https://www.ibm.com/support/pages/node/1168390

Download.NET Framework 4.7.2. This is the file “NDP472-kB4054530-x86-x64-All0S-ENU.exe”
- At the time of writing, it can be downloaded from here: https://support.microsoft.com/en-
gb/help/4054530/microsoft-net-framework-4-7-2-offline-installer-for-windows

Double-click: NDP472-KB4054530-x86-x64-AllOS-ENU.exe
e Perform a default installation
e Reboot server


http://www.microsoft.com/en-gb/download/details.aspx?id=13523
http://www.microsoft.com/en-gb/download/details.aspx?id=13523
https://www.ibm.com/support/pages/node/1168390
https://support.microsoft.com/en-gb/help/4054530/microsoft-net-framework-4-7-2-offline-installer-for-windows
https://support.microsoft.com/en-gb/help/4054530/microsoft-net-framework-4-7-2-offline-installer-for-windows
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3.8 Database client software

IMPORTANT NOTE: Controller server contains mostly 64-bit code. However, a small portion (the COM+
subsystem) is still 32-bit.

party database client software
Luckily, SQL and DB2 database clients contain both the 32-bit and 64-bit versions in one package.
e However, if using Oracle you will need to manually install both packages separately.

e Therefore Controller requires both the 32-bit and 64-bit versions of the required pre-requisite third-

Depending on which database platform you are using (SQL, Oracle or DB2), you will need to
perform the steps listed below:

OPTION #1 — Microsoft SQL
In theory, you can simply install the SQL 2012 native client (sqlncli.msi).
- For details, see here: https://www.ibm.com/support/pages/node/6151713

However, the author recommends installing ALL the client tools (just in case). See below for instructions
(for each version of SQL):
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If using SQL 2019 as your database server:
o Insert SQL 2019 media and launch setup.exe
o Choose 'Installation’ — ‘New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK

% SQL Server 2019 Setup - O X

Feature Selection

Select the Standard features to install.

Product Key
Download it from the web

License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules
Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

[ ] Looking for Reporting Services?

Eeatures:

Shared Features
[[] Data Quality Client
Client Tools Connectivity
(] Integration Services
[[] Scale Qut Worker
Client Tools Backwards Compatibility
Client Tools SDK
[[] Distributed Replay Controller
[[] Distributed Replay Client
[[] sQL Client Connectivity SDK

[ RSP

<

Select All Unselect All

nstance root directory: C:\Program

>

Feature description:

The configuration and operation of each
instance feature of a SQL Server instance is
isolated from other SQL Server instances. SQL

Prerequisites for selected features:

To be installed from media:
Microsoft Visual C++ 2017 Redistributable

Disk Space Requirements

Drive C: 381 MB required, 221499 MB available

Shared feature directory:

Shared feature directory (x86):

C:\Program Files\Microsoft SQL Server\ |

C:\Program Files (x86)\Microsoft SQL Server\ |

o Accept all the default values during the wizard

TIP: To make future administration potentially more convenient later, the author recommends to then:

< Back Next » Cancel

o Browse to this website: https://go.microsoft.com/fwlink/?LinkId=531355

o Download the latest version of “SQL Server Management Studio (SSMS)” from the link. Double-click on the file

("SSMS-Setup-ENU.exe"”) and perform a default installation



https://www.ibm.com/support/pages/node/6151713
https://go.microsoft.com/fwlink/?LinkId=531355
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If using SQL 2017 as your database server:
o Insert SQL 2017 (x64) media and launch setup.exe
o Choose 'Installation’ — ‘New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK

Feature Selection

Product Key

License Terms

Install Setup Files
Install Rules

Feature Selaction

Feature Rules

Feature Configuration Rules

Ready to Install

Select the Standard features to install.

5 SOL Server 2017 Setup - O X

@ Looking for Reporting Services?  Download it from the web

[[1 Data Quality Client
I\entTuu\s Connectivity
[] Integration Services
[ Scale Out Worker

lient Tools Backwards Compatibility
lient Teols SDK

[ Distributed Replay Controller

[] Distributed Replay Client

Global Rules Eeatures: Feature description:
LU Shared Features # | [ The configuration and operation of each
Product Updates instance feature of a SOL Server instance is

Prerequisites for selected features:

Already installed:
Microsoft NET Framework 4.0

Disk Space Requirements

[J50L Client Connectivity SDK « || Drive C: 381 MB required, 232224 MB available

< >

Installation Progress

Complete

Select All Unselect All

Instance root directory: C:\Program Files\Mlicrosoft SOL Server

Shared feature directory: |Ci\Program Files\Microsoft 0L Server, |

Shared feature directory (x86): | C/\Program Files (xB8)\Microsoft SOL Server |

< Back Next > Cancel

o Accept all the default values during the wizard

TIP: To make future administration potentially more convenient later, the author recommends to then:
o Browse to this website: https://go.microsoft.com/fwlink/?LinkId=531355

o Download the latest version of "SQL Server Management Studio (SSMS)” from the link. Double-click on the file
("SSMS-Setup-ENU.exe”) and perform a default installation
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If using SQL 2016 as your database server:
o Insert SQL 2016 (x64) media and launch setup.exe
o Choose 'Installation” — *“New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK


https://go.microsoft.com/fwlink/?LinkId=531355
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% SOL Server 2016 Setup

Feature Selection

Product Key
License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Select the Standard features to install.

Features:

Feature description:

Shared Features

[ Reporting Services - SharePoint
[ Reporting Services Add-in for SharePoint Proc

[ Data Quality Client

> Client Tools Connectivity

[ Integration Services

Client Tools Backwards Compatibility

Client Tools SDK

[ Documentation Compenents
[ Distributed Replay Controller
[ Distributed Replay Client

[ S0L Client Connectivity SDK

Redistributable Features
<

The configuration and operation of each ~
instance feature of a SQL Server instance is
isolated from other S5OL Server instances. QL
Server instances can operate side-by-sideon v

Prerequisites for selected features:

Already installed:

Tn be installed from media:
<

i Microsoft .NET Framework 4.0

Disk Space Requirements

Drive C: 444 MB required, 87897 MB available

Select All Unselect Al
Instance roet directory:

Shared feature directory:

Shared feature directory (x86):

CA\Program Files\Microsoft SOL Server?

|C:\ngram Files\Microsoft SOL Server\

|C:\Prugram Files (x86)\Microsoft SOL Server\

< Back MNext >

Cancel

o Accept all the default values during the wizard

o After the product has finished installing, download latest service pack (for example SP2 for 64-bit =
SQLServer2016SP2-KB4052908-x64-ENU. exe) from Microsoft

o Double-click to upgrade the client tools to SP2, then reboot application server

TIP: To make future administration potentially more convenient later, the author recommends to then:
o Browse to this website: https://go.microsoft.com/fwlink/?LinkId=531355

o Download the latest version of "SQL Server Management Studio (SSMS)” from the link. Double-click on the file
("SSMS-Setup-ENU.exe”) and perform a default installation
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If using SQL 2014 as your database server:

o Insert SQL 2014 (x64) media and launch setup.exe

o Choose 'Installation” — *"New SQL Server stand-alone installation...

o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK
o Management Tools — Complete

=
Ll

Feature Selection

Select the Enterprise features to install,

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role
Feature Selection

Feature Rules

Features:

SQL Server 2014 Setup

[ Reporting Services - Mative
Shared Features

Feature Configuration Rules

Ready to Install
Installation Progress

Comnblete

[ Reporting Services - SharePoint

[] Reporting Services Add-in for SharePoint Pros

[[] Data Quality Client
[ Client Tools Connectivity
[] Integration Services

Client Tools Backwards Compatibility

¥ Client Taols SDK
[[] Docurnentation Camponents

=[] Managernent Tools - Basic

Managernent Tools - Complete

[ Distributed Replay Cortroller
< m

o Accept all the default values during the wizard

o After the product has finished installing, download latest service pack (for example SP3 for 64-bit =
SQLServer2014SP3-KB4022619-x64-ENU. exe) from Microsoft

o Double-click to upgrade the client tools to SP3, then reboot application server



https://go.microsoft.com/fwlink/?LinkId=531355
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If using SQL 2012 as your database server:
o Insert SQL 2012 (x86 and x64) media and launch setup.exe
o Choose 'Installation” — ‘New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK
o Management Tools — Complete

Shared Features
[] Reporting Services - SharePoint
[ Reperting Services Add-in for SharePoint Products

] Data Quality Client Prerequisites for selected features:
[ QL Server Datz Toels Already installed:

v CieutT =d~mr Microsoft .NET Framework 4.0
[] Integration Services Windows PowerShell 2.0

¥ Client Tools Backwards Compatibility
[#] Client Tools SDK

Microsoft NET Framework 3.5
To be installed from media:

 Documentation Components Microsoft Visual Studio 2010 Shell
[¥] Management Toals - Basic

¥ Management Tools - Complete
[] Distributed Replay Controller
] Distributed Replay Client v

['setect Al | [[Unselect an |

Shared feature directory: C:\Program Files\Microsoft SQL Servery
Shared feature directory (xB6}: |C\Program Files (xB6]\Microsoft SOL Server, |:|
| < Back Next > H Cancel | Help ‘

o Accept all the default values during the wizard

o After the product has finished installing, download latest service pack (for example SP4 for 64-bit =
SQLServer2012SP4-KB4018073-x64-ENU. exe) from Microsoft

o Double-click to upgrade the client tools to SP4, then reboot application server
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OPTION #2 — Oracle

Controller 10.4.2 supports:
- Oracle 12.1.0.2.0 Release 1 Enterprise edition
- Oracle 19.3 Enterprise Edition
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Oracle 19.3

Firstly, download the latest version of the Oracle 19.3 release 1 64-bit client. At the time of writing:
o This is currently available from here:
https://www.oracle.com/database/technologies/oracle19c-windows-downloads.html

o Specifically, you need to download the files “"WINDOWS.X64_193000_client.zip” and
“WINDOWS.X64_193000_client_home.zip”.
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Oracle 12c¢
Firstly, download the latest patchset version of the Oracle 12C release 1 64-bit client.
At the time of writing:

o The latest version is 12.1.0.2.0

o This is currently available from here: http://www.oracle.com/technetwork/database/enterprise-
edition/downloads/database12c-win64-download-2297732.html

o Specifically, you need to download “winx64_12102_client.zip”.

Extract this file ("winx64_12102_client.zip”) onto the Controller application server, and run
'setup.exe’

o VITAL: During the client installation wizard, select a full '"Administrator’ install option:

| £ Oracle Database Client 12c Release 1 Installer - Step 1 of 6 =0 -
ORACLE’
Select Installation Type B e — c
DATABASE
9 Select Installation Type ‘What type of Installation do you want?
I -
& Select Product Languages ) IngtantClient (350.0MB}

Installs Instant Client Software
¥ 5 [administrator (1.5GB)
Installs the: it console, t tools, networking services, utilties and basic client software.

() Runtime (1.168)

Installs tools for developing applications, networking services and basic client software.
( : ) Custom

Enables you to choose individual components to install.

o Typically choose all the default options for the other wizard choices.

TIP: After the install has finished, check that it has installed all the expected components, by looking at the

size of the "C:\app" folder (or wherever you have installed it to). The total size should be approximately
1.41Gb.

e Now create/edit your TNSNAMES.ORA file.

o By default, this is located here:
C:\app\client\Administrator\product\12.1.0\client_1\network\admin

o Ensure that it contains entries on how to connect to your Oracle database server(s)

e Next you need to create a ‘System Variable’ (on your Controller application server) called
‘TNS_ADMIN’ to point to the location of your TNSNAMES.ORA file.
o By default, the value would be:
C:\app\client\Administrator\product\12.1.0\client_1\network\admin


https://www.oracle.com/database/technologies/oracle19c-windows-downloads.html
http://www.oracle.com/technetwork/database/enterprise-edition/downloads/database12c-win64-download-2297732.html
http://www.oracle.com/technetwork/database/enterprise-edition/downloads/database12c-win64-download-2297732.html
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System Properties S
Computer Name | Hardware | Advanced | Remote
Environment Variables x

User variables For Administrator

Variable Edit System Variable
TEMP
THP

Wariable name: THS_ADMIN <]
oriproductil 1.2, 0)cient_1inetwarkladmin

Watiable value:

E:yystem wariables
Wariable Value ~
e Cilitindons\TEMP
S TS ADIIN Ci\app\Administrator|productiL L 2.Bich...
USERNAME SYTEM
windr Ciiindons -
o> wew.. |[ edt. |[ ek |

TIP: Before continuing, due to a bug in Oracle (https://community.oracle.com/thread/3653584) you will
probably need to rename the registry key “HKLM\Software\Oracle” to “"HKLM\Software\Oracle.OLD".

o Secondly, download the latest patchset version of the Oracle 12C release 1 32-bit client. At the
time of writing:

o The latest version is 12.1.0.2.0

o This is currently available from here: http://www.oracle.com/technetwork/database/enterprise-
edition/downloads/database12c-win64-download-2297732.html

o Specifically, you need to download “winnt_12102_client32.zip".

o Extract this file ("winnt_12102_client32.zip") onto the Controller application server, and run

'setup.exe’
o VITAL: During the client installation wizard, select a full '"Administrator’ install option:
| &) Oracle Database Client 12c Release 1 Installer - Step 1 of 6 = -
DE‘ACI_E
Select Installation Type 126
 DATABASE
- Select Installation Type What type of Installation do you want?
+ Select Product Languages ! InstantClient (350.0MB}

Installs Instant Client Software
|:> # () |administrator (1 5GA)

Installz the management console, management tools, networking services, utilties and basic client software.
() Runtime (1.1GB}

Installs tools for developing applicatiens, networking services and basic client software.

() Custom

Enables you to choose individual components to install.

e The author recommends that you install this software to a SEPARATE folder (from the 64-bit client)
o For example, install it into the folder: C:\app_32\Administrator

e After the install has finished, check that it has installed all the expected components, by looking at the

size of the "C:\app_32" folder (or wherever you have installed it to). The total size should be
approximately 1.41Gb.

IMPORTANT: Finally, undo the registry key renaming that you did earlier.
e In other words, rename the registry key "HKLM\Software\Oracle.OLD” to “"HKLM\Software\Oracle”.


https://community.oracle.com/thread/3653584
http://www.oracle.com/technetwork/database/enterprise-edition/downloads/database12c-win64-download-2297732.html
http://www.oracle.com/technetwork/database/enterprise-edition/downloads/database12c-win64-download-2297732.html
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OPTION #3 — DB2
NOTE: IBM no longer (since April 30™ 2020) supports DB2 10.5 !

Therefore, if using DB2 11.1 as your database server:

Controller 10.4.2 comes bundled with a ‘restricted license’ version of IBM DB2 ("DB2 Advanced Workgroup Server
Edition Server Authorized User Single Install V11.1").

e Therefore, you can download the relevant DB2 installation files from the same location that you downloaded
the Controller 10.4.2 media.

[Alternatively, if you have a separate license for DB2 server, you can choose to obtain the DB2 software from
elsewhere].

Assuming that you want to use the ‘bundled’ version of DB2, first install DB2 11.1:
e Open the folder for '*CNB89ML’ (containing the extracted files for ‘DB2_AWSE_AUSI_Svr_11.1_win_86-64.zip").
e Extract the ZIP file to a folder
e Double-click on <location>\setup.exe
e  Click "Install a Product"
e Underneath "IBM Data Server Client Version 11.1" click "Install New"
e In the Wizard, choose ‘I Accept’ then click "Next"
e Choose install type "Custom" then click "Next"

e Choose the default ("Install IBM Data Server Client on this computer and save my settings in a response file")
and click "Next"

e Accept the default installation folder (or choose a new directory) as required, and choose "Next"
e Ensure that "English" is selected and click "Next"

e Inside the "DB2 copy name" accept the default ("DB2COPY1") then click "Next"

e Click "Next"

e Accept all the defaults *except* inside the "Enable operating system security for DB2 objects" untick
the option "Enable operating system security" (see here for why: https://www-
01.ibm.com/support/docview.wss?uid=swg21504470 ).

45! DB2 Setup - IBM Data Server Client - DB2COPY1 x

Enable operating system security for DB2 objects

Specify if you would like to enable operating system security for DB2 files, folders, registry keys, and other
objects on your computer. If you enable this security, operating system access to DB2 objects will be limited to
the groups spedified below.

|:>:|§ﬂa!z!.& operating system security!
Information on the DB2 administrators group and DB2 users aroup is avaiiable by dicking Help.

DB2 administrators group

None - use local group

DB 2ADMMS

DB2 users group

Mane - use local group

[pB2USERS

Installshield

<Back Cancel Help
e Click "Finish"

e Click "Next”, then “Finish”

e Close the final DB2 screen.

Next, choose which DB2 Fix Pack (patch) to upgrade to.
o At the time of writing, the latest DB2 11.1 patch is “Mod 4 Fix Pack 5 iFix001"
= This is the file “v11.1.4fp5_ntx64_universal_fixpack.exe”
o For more details, see here: https://www.ibm.com/support/pages/node/318421
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https://www-01.ibm.com/support/docview.wss?uid=swg21504470
https://www-01.ibm.com/support/docview.wss?uid=swg21504470
https://www.ibm.com/support/pages/node/318421
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3.9 Adobe Acrobat Reader

Strictly speaking, you do not need to install Adobe Acrobat Reader on your application server. However, to
make testing easier, the author recommends that you install a modern/recent version (for example latest
version of Adobe DC).

3.10 Other Miscellaneous Windows settings

Ensure that all servers (e.g. SQL, Application#1, APP#2, Citrix #1, Citrix#2) are members of the same
domain (Active Directory)

e If they are not in the same Windows domain, then this will cause problems when using advanced
functionality (for example MSAS Data Mart publishes, and also using Optimise2/ERO)

3.11 Windows UAC

Disabling UAC is not strictly necessary (either on the server or the client device). However, to make the
installation much easier (fewer prompts during the software install/configuration) the author typically
disables the Windows UAC prompts before continuing (you can re-enable UAC once everything is
installed/working):

e Start - Settings - Control Panel

e Click "User Accounts- User Accounts"

e C(lick "Change User Account Control settings"
e Change slider setting to "Never notify"

e Click OK

e User Account Control Settings

Choose when to be notified about changes to your computer

User Account Contral helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control setting:

Always notify

Never notify me when:

®  Programs try to install software or make changes to my
computer

» Imake changes to Windows settings

- - -
0 Mot recommended. Choose this only if you need to use
~  programs that are not certified for Windows 7 because

- they do not support User Account Control.

Mever notify

Remember to re-enable UAC after the installation is finished (and you have tested that everything
is working OK).

3.12 Enable the Windows policy 'Do not forcefully unload the user registry at user logoff'.
Some customers (RARE) want to run a Windows service under a non-system user account.

e In general, the author does not recommend doing this. Instead, he generally prefers all Windows
services to run under the Local System account.

If you do run services under a ‘real’ (non-system) username, then to stop various error messages (for
example https://www.ibm.com/support/pages/node/157537) it is VITAL that you should:

e Launch the group policy editor (click "Start - Run" then type "gpedit.msc")

e Navigate "Computer Configuration -> Administrative Templates -> System-> UserProfiles"
e Double-click on "Do not forcefully unload the user registry at user logoff"

e Change the setting from “Not Configured” to “Enabled”.



https://www.ibm.com/support/pages/node/157537
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3.13 Best practices before proceeding

(1) Ensure that your application server has a fast (minimum gigabit) network connection to/from
the database server

(2) As a precaution, try testing the network connection (between the application servers and the
database server), to make sure that there are no unexpected bottlenecks. For guidance on this,
see here: https://www.ibm.com/support/pages/node/375651

(3) Check your Windows Regional Settings, before installing any software.

o Typically, ensure that your server has been installed with the appropriate setting for your
country (e.g. English (UK)) as default regional options/language/keyboard.

o These regional settings choices should be consistent (the same) between the various servers
(Database, Application server and Citrix servers) involved. [Having a mixture of Regional
Settings increases the likelihood of experiencing application issues].



https://www.ibm.com/support/pages/node/375651

Installing & Configuring IBM Cognos Controller 10.4.2 server 20

4 Recommended Server System Settings

4.1 Create a Controller System Windows domain user

Some Controller system components (mainly, "ERO / Optimise2”) run best under a Domain User account,
SO now:

¢ Create a Windows (Active Directory) domain user (e.g. DOMAIN\Controller system)

o Ensure that the user’s password is not set to expire
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Optional: In many customer environments, it makes installation (and future troubleshooting work) easier if you
make this ‘Controller system’ user to be a user account which can logon to the server(s). Therefore, consider adding
this Domain User to the local “administrators” group that resides on the server (s).

o Specifically, right-click on “*My Computer”, and choose “Manage”
o Expand “Local Users and Groups - Groups”
o Open up “Administrators” and add the domain user here

e Ensure that the customer does not have a policy (e.g. an AD Group Policy) which periodically automatically
removes non-recognised accounts from the local “*Administrators” group
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4.2 NEW (from v10.4.2 onwards): Choose which engine (CA or Embedded Report Library)
you will use for Standard Reports

From Controller 10.4.2 onwards, you can choose to not a Cognos Analytics (CA) server.

- Instead, you can use the optional 'Cognos Controller Embedded Report Library' standard report
engine (via the configuration parameter "ccrReports")

If you choose ‘Embedded Report Library’ then you can skip all the sections (below) referring to Cognos
Analytics (CA).

4.3 (Optional) Allow Cognos CGI/ISAPI extensions (only required if using CA ‘gateway’
feature for SSO)

If you choose to use CA’s optional ‘gateway’ feature (which is necessary for some features, for example
Single Sign On - see later) then you must allow ISAPI (see later section for more details).
e By default, both CGI and ISAPI are disabled in IIS.

e Therefore, you must enable ISAPI by using either of the following methods (‘quick’ or ‘slow’):

Quick and easy method:

¢ Open the IIS administrative Manager tool, highlight your server, and open ‘ISAPI and CGI
Restrictions’

@ Internet Information Services (IIS) Manager
—_—
©

‘ea » VMCONTI02 »

File  View Help
Connections
@- &

=

5 Start Page 4 iter: + % Go - (ShowAll | Group by: Area - -

@3 VMCONT102 Home

4165 VMCONT102 (VMICONT102\A | —
12 Application Pools ASPINET .
site =f Z] 4 =
335 Sites e 9 = o

NET NET NET Error NET  NETTrust Applicstion Conmection
Level Settin

E K
Authorizat.. Compilation Pages Globalization s gs Strings.
F 5
F BE R & ;

Machine Key Pagesand  Providers  Session State SMTP E-ml
Controls
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Right-click on the white background, and choose ‘Edit Feature Settings’

® Internet Information Services (1IS) Manager

- 95 » UM-CCR-SVR-1041 » TR
File View Help
Q- Y U;J' ISAPI and CGI Restrictions

W Start Page
\'--“3 VM-CCR-5VR-1041 (VM-CCR4

Use this feature to specify the ISAPI and CGl extensions that can run on the Web server,

Q Application Pools Group by: No Grouping <
4] Sites Description Restriction Path
{ASP.NET vA.03..  Allowed FwindiriE\Microsoft. NET\Framework\v4,0,30319\aspnet_isapi.dll
ASP.NET v403.. Allowed Fwindirie\Microsoft. NET\Frameworkf44v4.0.30319\aspnet_isapi.d|
Add...
| Edit Feature Settings... |
@ Hep

e Tick the box “Allow unspecified ISAPI modules”
-

“ @3 » CONTROLLER10421 » g

File View Help
Connections 5 aF
- @9 1SAPI and CGI Restrictions
<, - [ |
€5 Start Page
v 43 CONTROLLER10421 (CONTR(

Alerts

The CGI module is not
installed. You can specify

Use this feature to specify the ISAP] and CGl extensions that can run on the Web server. CGl applications that are

» A allowed to run, but they will

4 Application Pools Group by: No Grouping - viok B Bl ta et ikl thie

&) Sites Description Restriction Path CGl module is installed
ASP.NET v4.03... Allowed 9%windir36\Microsoft. NET\Framework\v4.0.30319\aspnet _isapi.dil Actions

ASP.NET v4.03... Allowed Y%windir3\Microsoft.NET\Framework64\v4.0.30;

\aspnet_isapi.dll
Edit ISAPI and CGI Restrictions Settings ? X

[ Allow unspecified CGl modules

[ Allow unspecified ISAPI modules

P
e Click OK.

Slower/More precise method:
If you need to have more precise security control, you could instead do the following (after installing CA server):
o Right-click on the white background, and choose ‘Add’
o Inside the “Add ISAPI or CGI Restriction” box, create a new Webserver extension
o Call the ‘Description’ ‘cognosisapi.dil’
o

Inside the ‘ISAPI or CGI path’ configure it to allow the relevant file:  C:\Program
Files\ibm\cognos\analytics\cgi-bin\cognosisapi.dil

o Make sure that "Allow extension path to execute" is ticked
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4.4 Optimise IIS website ‘Application Pool’ settings
Inside IIS Manager, open the section 'Application Pools'
e Right-click on *.NET v4.5’ (make sure you choose the ‘Integrated’ version) and choose 'Advanced
Settings'
File View Help

Connections -
T Q%' Application Pools

-5 Start Page
v -85 VBRACONTBAP11 (VBRACON
..... ‘:i Application Pools

This page lets you view and manage the list of application poels on the server, Application pools are associated with werker processes, contain one or
more applications, and provide isolation amoeng different applications.

.[&] Sites Filter: - Go -~ \zShow All | Group by: Mo Grouping -
Name Status MET CLR V... Managed Pipel... ldentity Applications
Q.NETVZ.D Started w20 Integrated ApplicationPoolld.. 0
(2} NETv2.0 Classic  Started  v2.0 Classic ApplicationPoolld... 0
# ¥ NET vd.5 Started  vA.D Integrated T -

() NETv45Classic  Started  vA0 Classic & Add Application Pool...
L} Classic [NET Ap... Started w20 Classic Set Application Pool Defaults...
() DefaulthppPool  Started w40 Integrated Start

B Stop

o Recycle..

[=]  Basic Settings...

Recycling...
lj\) Advanced Settings...
4 Rename
K Remove

View Applications

@ Help

e Make sure that “"Enable 32-bit Applications” is set to “False”
e Also, modify the setting "Identity" to be "LocalSystem":

Advanced Settings ? X
~ (General) =
{MET CLR Version v4.0
Enable 32-Bit Applications |:>Fa\se
Managed Pipeline Mode Integrated
Mame NET vd.5
Cueue Length 1000
Start Mode OnDemand
~ CPU
Limnit (percent) o
Limit Action MNoAction
Limit Interval (minutes) 5
Processor Affinity Enabled Falze
Processor Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4294067295
~ Process Model
Generate Process Model Event L

LocalSystem
ldle Time-out (minutes) 60
Idle Time-out Action Terminate hd

Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

OK Cancel

e Under 'Process Model', change the setting for 'Idle Time-out (minutes)' from the default (20) to
600

o This is because of intermittent problems such as this:
https://www.ibm.com/support/pages/node/227467



https://www.ibm.com/support/pages/node/227467
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Although it is rarely necessary, the author recommends (see here for why
https://www.ibm.com/support/pages/node/227467) t0 also do the following:

Right-click on the white/blank background and choose 'Set Application Pool Defaults...":

r QJ' Application Pools

 Start Page This page lets you view and manage the list of application pools on the s

§ CONTROLLER10421 (CONTRC | 15cesces, contain one or more applications, and provide isolation amon
) Application Pools

& Sites Filter - % Go -G ShowAll | Groupby: NoG

Name Status  .NETCLRV.. Managed Pipel... Ides

{2V NET va.5 Started  v4.0 integrated Loc

(D NETva5 Classic  Stated 40 Classic Apt

(D DefaultAppPool  Started 40 Integrated Apt

J  Add Application Pool..

[T set Application Pool Defaults...

© Hep

Then change the value of 'Idle Time-out' from the current (20) to 600.

(oS A NV E VI VI VI VI VI VI VN VI VIV VI VI VI VY V]

Finally, a problem has been seen in a significant number of customers, where IIS Application Pool recycling
can (very rarely) trigger a variety of symptoms, such as: https://www.ibm.com/support/pages/node/551629

The author therefore recommends that you:
- Ideally disable application pool recycling completely, and instead rely on a weekly (or monthly)
IISRESET (or reboot)
- Alternatively, change application pool recycling to a time when no users are on the system (for
example 1lam)

Full details of both of those methods are explained here: https://www.ibm.com/support/pages/node/712107

However (for the sake of convenience) below is the author’s ideal solution (Method #2 in the above
Technote) where we:
- Configure the application pool (mentioned inside the Event Viewer 'System' log) to NEVER recycle.
- Instead, perform a regular (scheduled) IISRESET (which will clear all webserver processes/memory
completely) during a regular downtime period (for example every Sunday morning at 3am).

1. Right-click on the relevant application pool (typically *.NET 4.5")
2. Click 'Recycling':
3. Untick all the boxes:

Edit Application ool Recycling Settings 7%

‘-; Recycling Conditions
| «=

|
| Fined intervais

| [ Regular tme intencals (in minates} [ Fixed number of requests

Specifc time(s}

Exsmple: 8:00 PM.12:00 AM

Memory Based Maximums

Virtusl memory usage (in KB [ Private memory usage (in KB):

Concel

4. Click "Next", "Finish".

5. Decide on a regular time for (brief) downtime

- For example, every Sunday morning at 3am

- NOTE: The amount of downtime will be very small. Typically an IISRESET will only take a few seconds to complete.

6. Right-click on 'Start' and click "Command Prompt (Admin)"

7. Type in @ command similar to:

schtasks.exe /create /ru "SYSTEM" /SC WEEKLY /D SUN /ST 03:00 /TN "IISRESET for Cognos Controller" /TR
"c:\windows \system32\iisreset.exe"


https://www.ibm.com/support/pages/node/227467
https://www.ibm.com/support/pages/node/551629
https://www.ibm.com/support/pages/node/712107
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Make sure there is a success, similar to:

indow sy

yst
TN "IISRESE

T

The
i

for Cogno

8. Click "Start - Administrative Tools - Task Scheduler"
9. Make sure that the relevant task appears as expected, for example:

©)

24

-

ully he

Task Scheduler [= 1o .
File Action View Help
== B
) Task Scheduler (Local) Actions.
y . a
» 1] Microsoft Task Scheduler (Local)
) Symantes Endpaint Py Connect to Another Computer...
B Create Basic Task...
% Create Task..
[AdteTada n Import Task..
T Display All Running Tasks
Active tasks are tasks that sre currently enabled and have not expired. & Enable All Tasks History
S AT Service Account Configuration
View »
|6 Refresn
Task Name Next Run Time Triggers Location ~
Regular Maintenance 16/06/2018 03:0335 0200 every day \Microsof\ Windews\ TaskSchedule Help
Symantec Endpoint Protection Err... 16/06/2018 05:20:18 AL00:00 every day - Trig.. \Symantec Endpoint Protection =
o desstbaat— 16/06/2012.0020.32 + 00 . Micepsoft\Office
ISRESET for Cognos Controller A1 0300 every Sundlay of... 1
Frmsoft Windows\ Data Intearits
< [ >
Last refreshed at 15/06/2018 13:10:17 Refresh
< i > e
€] Task Scheduler [= 1 o (=
File Action View Help
==y =
(S Task Scheduler (Local) MName Status  Triggers Next Run Time Last Run Time Last Run Result  Author Created | | Actions
) Task Scheduler Library B ISRESET for... Run.. At03:00 every Sunday of every week, starting 15/06/2012 17/06/2018 03:00:00 Never Richard 15/06/2012 13:10:05 | Task Sch.. =
M ft -
b cpasaft ) 2 Optimize Sta... Ready When computer is idle 28/03/2018 231315 (0D Microsoft Corporation =l 15 Creat
Symantec Endpoint Pl - 2] Creat...
2 Optimize Sta... Ready When computer isidle Never Microsoft Corporation c
L t..
D Optimize Sta... Ready When computer is idle 26/03/2018 23:13:15 (0wl Microsoft Corparation real
% Optimize Sta... Ready When computer is idle Mever Microsoft Corparation I Impor...
- i Disple.
General | Triggers | Actions | Conditions | Settings | History (disabled c
| Triggers | [ | Settings | History (disatied) | @ Ensbl.
Neme [ISRESET for Cognos Controller | NewF,
Locatiom:  \ View b
Author: Richard S Refresh
Description: ‘ ﬁ
Help

10. At a a later date (for example the following Monday) check that the task ran successfully.
For example, look inside 'Event Viewer', inside the 'System' log, for entries similar to the following:

File View Help
g B[
8 Event Viewer (Local)

p 5 Custom Views

Action

Level DNate and Time

System Number of events: 1,679,355

4 [ Windows Logs Le Source Fuent ID__Task C
) Application f;)lnformation 15/06/2018 13:15:26 II5-lISReset 3201 None
Security i)Information  15/06/2018 13:15:25 Service Control Manager 7036 None
Setu Information  15/06/2018 13:15:25 Service Control Manager 7036 None
System L Information  13/06/2018 13:15:25 WAS 5211 None
=] Forwarded Events [§1 Information  15/06/2018 13:15:25 1IS-IISReset

p B Applications and Services Lo|
.4 Subscriptions

(D 1nk "

(IJInformation  15/06/2018 13:15:23

1S/NEIN10 12,1571

Service Control Manager

c Cmmbeal B4

7036

IN2E

NN N N NN N N N N NN N N N N

Event 3202, IIS-IISReset

General | Details

IIS stop command received from user NT AUTHORITY\SYSTEM. The logged data is the status code.

NN NN N NN NN
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4.5 Disable Internet Explorer Enhanced Security Configuration

The author recommends that (for the initial installation/testing phase) IEESC is disabled. The customer
may choose to re-enable it after the testing phase is complete.

Right-click on 'My Computer' and choose 'Manage'
Highlight “Local Server” (at the top of the screen), and then locate the setting ‘IE Enhanced

Security Configuration’
Click the word ‘On’ (see below) to change the settings:

B

@ v Server Manager * Local Server

I58 Dashboard
i Local Server
ii All Servers

B App Server

¥E File and Storage Services B

o s

Server Manager

B8 PROPERTIES
. For VMCONT102

VMCONT102
WORKGROUP

Computer name

Workgroup

T

Internet Explorer Enhanced Security Configuration -

Internet Explorer Enhanced Security Configuration {IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:
'@' ) on (Recommended)
W ®of

Userf
& O on (Recommended)
& @of

More about Internet Explorer Enhanced Security Configuration

| oK | | Cancel

led

prd

@1 F

25

Manage

Windows

Customer Exp

Total disk spac

Security Configuration

ry (RAM)

Tools

ce Improvement

= | O X

View Help

TASKS *
MNever

Not confi

MNever

Off

Program Not partig

On

E {UTC) Dul
00252-00

Log

oA
Date and Time

Ensure that 'Internet Explorer Enhanced Security Configuration' is configured to be 'Off' for both
Administrators and Users.

4.6 Disable Internet Explorer’s publisher certificate revocation checking

If your application server cannot connect to the internet, then you will receive large delays when you
attempt to run the Controller .NET software. To solve this, launch Internet Explorer, and click ‘Tools —
Options'.

Click *Advanced’ tab” and UNTICK “Check for publisher’s certificate revocation”:

General | Security | Privacy | Content | Connections | Programs Advanced

Settings

1 I

9 security

Enable DOM Storage

~

D Allow active content from CDs to run on My Computer™

[ Allow active content to run in files on My Computer™

D Allow software to run or install even if the signature is inv
% Check for publisher's certificate revocation )

Check for server certificate revocation™

J Check for signatures on downloaded programs

D Do not save encrypted pages to disk

[] Empty Temporary Internet Files folder vwhen browser is cl

Enable Integrated Windows Authentication™
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4.7 Add servers to Trusted Sites zone in IE

Important: It is VITAL to ensure that communication between the application servers is not blocked
by Internet Explorer. Therefore, you MUST perform the following steps:

e Launch Internet Explorer, and click ‘Tools — Options’
e Click ‘Security’, select ‘Trusted sites’ and click ‘sites’ button:

| Trusted sites X
| I
| General m Privacy Content Connections Programs Advanced
| n =/ B ¢ You can add and remove websites from this zane. All websites
in this zone will use the zone's security settings.
Select a zone to view or change b-cetting
q w «’ ® Add this website to the zone:
|| Add
Internet Local intranet  |Trusted sites Restricted sites
Websites:
Trusted sites http://controller10421 Remove
This zone contains websites that you http://controllerl0421.fyre.ibm.com
A trust not to damage your computer or httn: //localh
your files. ttp:/flocalhost
You have websites in this zone.

Security level for this zone

Allowed levels for this zone: Al @equlre server verification (https:) for all sites in this zone

- Appropriate for websites on your local network
(intranet)
. - Most content will be run without prompting you

- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[]Enable Protacted Made (requires restarting Tnternat Explorar)

Untick the box ‘Require server verification...” and add all the addresses for all the separate
Controller servers (e.g. report server, gateway etc.) in here

TIP: In case you need it later, it is recommended you add both the NetBIOS and FQDN names:
In other words, if you have 3 Controller application servers, add the following:

o http://controllerAPP/ , http://controllerapp.domain.com/
o http://controllerREP/ , http://controllerREP.domain.com/
o http://controllerGWY/ , http://controllerGWY.domain.com/

Finally (for example see here: https://www.ibm.com/support/pages/node/699599 ) you must:

©)
@)

Open the Internet Options, Security tab
Change the security level for the “Trusted sites” from the default *Medium” to "Medium-Low”


https://www.ibm.com/support/pages/node/699599
http://controllerapp/
http://controllerapp.domain.com/
http://controllerrep/
http://controllerrep.domain.com/
http://controllergwy/
http://controllergwy.domain.com/
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5 Database Preparation

TIP: The following section assumes you are using Microsoft SQL. If you are using a different database
platform, please refer to the author’s companion documentation:

o Oracle: https://www.ibm.com/support/pages/node/374389

o DB2: “Installing & Configuring IBM DB2 10.5 for use with Cognos Controller 10.2 - Support Proven
Practice” plus the following guidance:

= ContentStore: https://www.ibm.com/support/pages/node/241753
= Main Database: https://www.ibm.com/support/pages/node/462863

5.1 Default Collation Setting for SQL server

Important: It is vital that you read and understand this section. Using the ‘wrong’ database
collation for the Controller application repository database will cause problems in the future.

Controller should work with most case-insensitive server collation settings. However, you cannot transfer a database from one SQL
server (to a different SQL server) if the 2 servers have different server default collation settings.

o  This is because the Controller database *must* match the collation setting of the TEMPDB database, so that it can transfer
information correctly.

o  For more information, see here: https://www.ibm.com/support/pages/node/388945

Since the customer will want to transfer their database between customer <> Cognos Support and < IBM Cognos consultant, it is
essential that they are aware that each SQL server (that they transfer the database to/from) must have the same collation
setting for its TEMPDB database (also known as having the same ‘default’ collation setting).

Therefore (if at all possible) you should try your best to ensure that your SQL server has the IBM Cognos ‘preferred’ (most
tested/used) collation settings of:

- either: Latinl_General_CI_AS
- or: SQL_Latinl_General_CP1_CI_AS (recommended by the author)

TIP: The above is explained in more detail here: https://www.ibm.com/support/pages/node/1170148

You can check what your SQL server’s default collation setting is, by using the ‘SQL Server Management Studio’ tool. Right-click on
server, and click “properties” — see below for an example:

... Microsoft SQL Server Management Studio

Ele Edt Yiew Tools dow  Commurity  Help

Dvewoeery || BEGH B G Hd BEEBEF

Object Explorer Details |

Connect ~ | 33 = 2 @&

=] U’ WBRACONTSGL3 (SQL Server 9.0.4035 - WBRACONTSOL3\Administra
es

| 1 VRRACONTSOI 2 (SO Server O 0 4035 - VRRAC

|§ Server Properties - VERACONTSQL3

5 Soript - [l Help

WBRACONTSOLI
& Database
& pdvanced
& Pemissions

Microsoft Windows NT 5.2 (3730]
NT INTEL %86

5.00.4035 00

Englsh [Urited States)

3583 (ME)

]

sthiicrosoft SHL ServertSSOL T
s _General_CF1_CI_AS

er
I Clustersd

TIP: If you yourself are installing the Microsoft SQL server, then you may decide that you want to use IBM Cognos’ customer’s
most popular collation ("SQL_Latin1_General_CP1_CI_AS"). To achieve this, during the SQL server installation wizard, when
you reach the “collation settings” screen, choose “dictionary order, case-insensitive, for use with 1252 Character Set”.



https://www.ibm.com/support/pages/node/388945
https://www.ibm.com/support/pages/node/1170148
https://www.ibm.com/support/pages/node/374389
https://www.ibm.com/support/pages/node/241753
https://www.ibm.com/support/pages/node/462863
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5.2 Upgrade SQL Server to latest Service Pack

Naturally, after installing SQL Server it is standard best practice to immediately patch it to the latest
Microsoft service packs.

At the time of writing, the author recommends:

e SQL 2014:
o Install SP3 by downloading and running SQLServer2014SP3-KB4022619-x64-ENU.exe”.
e SQL 2016:

o Install SP2 by downloading and running SQLServer2016SP2-KB4052908-x64-ENU.exe”.
e SQL 2017 & 2019:
o Install latest Cumulative Update

5.3 Install latest SQL Management Studio
Modern versions of MS SQL Server do not install SQL Management Studio. Therefore you must manually
download it (from Microsoft) and install it.

e At the time of writing, the latest version is 18.5, and is downloadable from here:
https://docs.microsoft.com/en-us/sqgl/ssms/download-sql-server-management-studio-
ssms?view=sql-server-ver15

5.4 Post-install SQL Server Optimisations

e Maximum server memory (in MB)

Important: — For performance reasons, it has been found that it is best to re-configure
your SQL server to NOT use all the server's RAM.

than the total of RAM in the server.

(which equates to 12Gb).
e For more details, see here: https://www.ibm.com/support/pages/node/158749

e Instead, modify the SQL memory setting "Maximum server memory (in MB)” to be less

o For example, in a 16Gb RAM server, it is suggested to change the value to 12288

e SQL Server parallelism

Some customers can greatly benefit from changing their SQL "Max Degree of Parallelism" (MAXDOP)
setting (for example see: https://www.ibm.com/support/pages/node/490047).

There is a balance to be had between speeding up tasks (such as consolidations) and stopping the system
getting overloaded by large/complex processes. As a general guide, the author recommends:
e For underpowered (below recommended specifications) SQL servers with only 2 or 3 CPUs (CPU
cores) - change the value to 1
e For SQL servers with 4 to 7 CPUs - change the value to 2 or 3
e For SQL servers with 8 to 12 CPUs - change the value to 3 or 4
e For SQL servers with 12 to 16 CPUs - change the value to 4 or 5 or 6.

General Performance Tips:

Finally, there are several general ways to improve SQL performance, including:

e Ensure that system/TEMPDB, DATA and LOGS and are on separate arrays, for maximum
performance

e Change the default storage location for the DATA/LOG files on the SQL server at this point, to
save time in the future.

o Ideally, the SQL server should be running on a server dedicated to this task only. However, if
it is performing another role (e.g. it is a development/test Controller Application server) then
modify the SQL Server’s memory settings so that it does not use all the available RAM.



https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15
https://www.ibm.com/support/pages/node/158749
https://www.ibm.com/support/pages/node/490047
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5.5 Controller SQL login user and database creation

TIP: For instructions on how to move existing Controller databases (from an old Controller version) to
a new SQL server, see here: https://www.ibm.com/support/pages/node/795804

=  Create blank SQL database(s) for Controller “application” repository (i.e. financial data)
= Most customers have a need for ‘live’, ‘test’ and ‘training’ databases

Suggestion: call these ControllerLIVE, ControllerTEST and ControllerTRAIN respectively

. (Optional) If using Cognos Analytics, create blank SQL database for CA “ContentStore” (in other words, the report server
configuration data)

= Suggestion: call this ControllerContentStore

=  Create SQL login

e To enable SQL logins, you must ensure that your SQL server is set to ‘mixed-mode’ authentication

e By convention, IBM documentation uses a SQL login called “fastnet”, although any name could be used (although cannot
start with a number e.g. “1cognos” since get errors with certain processes e.g. DBMAINT).

. Microsoft SOL Server Management Studio

File Edit Wiew Toaols Window Community Help

Qv || E GBSy eEd B IRE S,

Object Explorer Details]
Cornect~ | 3 m T [#] HEFET “

=1 | YBRACONTSOL3 (SGL Server 5.0,4035 - ¥BRACONTSOLIYAdministra
[[J Databases

=) 3 Security _?’ Lj LOgInS

[ Logins YBRACONTSGLISecurityiLogins
[ Server Roles J
[ Credentials E Login Properties - fastnet M=l
[ server Objects Selectapa ® Sai
cript - Hel
(3 Replication 4 General _r 5 sotet - [ Heb _!’
3 Management T

4 Server Roles
[ Motification Services A g Mapping Login name: Ifastnet Search...
[F 5L Server Agent o

17 Securables £ windows authentication

S Status
& SOL Server suthentication
Pazsword: Ioooooouuuu.
Carifim password [seeseccecscacas

[~ Specify old password

Old paszword: I

— ™ Enforce password policy
= Enforee password expiation

[T User must change password at nest login

= Mapped to certificate

Certificate name:; |

) Mapped to aspmmetrc key

Server
VBRACONTSOLI ey neme I

Connection: .
VERACONTSOL Madminktatr | 0o/t detabase:

Ay View connection properties

Default language: IEng\ish j

Important
e The password for “fastnet” cannot contain any ‘&’ characters.
e For most situations, do NOT tick the ‘Enforce password policy’ checkbox

e Also, ensure that this SQL login (e.g. “fastnet”) has its “default language” set to “English”.

Otherwise you may get strange issues, such as standard reports having incorrect decimal
characters.



https://www.ibm.com/support/pages/node/795804
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e  Give SQL login database access rights

Click on “server roles” and ensure that ONLY the roles “public” and “bulkadmin” (known in previous versions of
SQL as “bulk-insert administrators” are ticked

For your information, the *bulkadmin’ is required for “Optimise2” (ERO) to work
E Login Properties - fastnet

5 Script - m Help

= Roles
1A User Mapping
A Securables
154 Statuz

Server ole iz used to grant server-wide secunty privileges to a uger.

Server moles:

[wl bulkadmin
] dbereator

[ digkadmin
[ processadmin
[w] public

[ secuntpadmin
[ serveradmin
[ setupadmin
[ spzadmin

VITAL: Do *not* give the SQL login (for example ‘fastnet’) ‘sysadmin’ rights.
See Technotes such as https://www.ibm.com/support/pages/node/375211 for why not.

e  Ensure that ‘fastnet’ is given “dbowner’ rights to the following databases:
e tempdb — required since Controller extensively uses this database

model — required since SQL will occasionally recreate tempdb from a copy of ‘model’, e.g. whenever SQL is restarted
all Controller application databases (for example ControllerLIVE, ControllerTEST, ControllerTRAIN etc.)

[ Login Properties - fastnet [_[C]

Selectapage 5 Seipt + I Help
2 General p
H ServerRoles L7
3 User Mapoing Users mapped to this login
# Securables Map | Database [ User | Default Schema |
2 Status r
[~ master
Ly [ model : fastnet dbo [
"r r msdb
¥ tempdb fastnet dho B
™| Guest account enabled for: mode|
Database role membership for: mods|
| Connection ] db_accessadmin
] db_backupoperator
Server
YBRACONTSOL3eyilic ] db_datareader
] ob_datavriter
Connection O] db_ddladmin
YBRACONTSOLIwdministiator | |7 by dengdatareader
4 View connection propetties ] db_denydatawriter
[l db_owner
- ] db_secuityadmin
Progess o e
Ready = S

Cancsl y

Information: The SQL login ‘fastnet’ requires ‘dbowner’ rights to the database tempdb to allow the
ERO (“Enhanced Report Optimisation” — also known as “Optimise2”) feature to work.

[By default SQL will allow the user “fastnet” read /write access to TEMPDB (regardless of whether we use
Optimise2 or not). However, the reason why the Controller SQL login specifically needs dbowner rights is

because of a confirmed Microsoft limitation of their SQL product, where *BULK INSERT’ (which is the
technique behind Optimise2), requires dbowner rights].



https://www.ibm.com/support/pages/node/375211
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5.6 Create an Optimise2 (a.k.a. "Advanced Excel Link” or “E.R.0.” — Enhanced Reporting
Optimisation) share
In most circumstances, it is easiest to place this share on the SQL server:
e Create a folder on the SQL server (e.g. called "D:\Optimise2”) and share it (for example as the name “Optimise2$")
e Modify the share and NTFS permissions of it so that the Controller service account user (for example
domain\controller system) has full control rights

e  For more information, see here: https://www.ibm.com/support/pages/node/374517

5.7 Optional - Restore other databases (if necessary)

You may already have a Controller database to restore (for example sent from the application consultant).
Use the SQL Management Studio tool to restore the database. After restoration, you will have to remove
orphaned users (‘synchronise SQL logins") by:

e launch Query Analyser

e change database to one you have just restored

¢ run the following script (update user.sQL):

EXECUTE sp_change users login 'Update One', 'fastnet',6K 'fastnet'
GO

NOTE: change *both* the users ‘fastnet’ and ‘fastnet’ for the name of the SQL login that you have
chosen to use (for example ‘cognos’).
- TIP: For more details, see here: https://www.ibm.com/support/pages/node/795804

5.8 Create Database Maintenance Plans

Important: It is VITAL that, for performance and stability reasons, your SQL server has a Database
Maintenance plan configured. See here for more information: https://www.ibm.com/support/pages/node/394895

SQL: The author’s best practices are:
Create a database maintenance plan (e.g. called “Controller databases”) which:
e Optimises/re-indexes/update_statistics once a week (e.g. every Sunday morning at 4am)
e Backs up the database nightly
e Backs up the transaction logs nightly
- In addition, it is HIGHLY recommended that:
e You configure an *additional* new maintenance job, which merely “update the statistics” every night
e This will speed up certain operations inside Controller
See here for full details of how to achieve the above: https://www.ibm.com/support/pages/node/394895

Oracle: To create a basic maintenance plan (to automatically update Oracle statistics and indexes) see
here : https://www.ibm.com/support/pages/node/558339
o TIP: For more best-practice hints & tips, see here: https://www.ibm.com/support/pages/node/374389

DB2: The author’s best practices are explained here: https://www.ibm.com/support/pages/node/276899



https://www.ibm.com/support/pages/node/374517
https://www.ibm.com/support/pages/node/795804
https://www.ibm.com/support/pages/node/394895
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https://www.ibm.com/support/pages/node/558339
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6 Installation of Controller Server

IMPORTANT: Be aware that:

(a) Since version 10.3.1, the Controller server installation wizard no longer includes a Cognos
BI ‘runtime’ component. In other words, by installing Controller server you no longer
automatically install a Cognos report server too (simultaneously).

- Therefore, the Controller 10.4.2 RTM software download bundle
(https://www.ibm.com/support/pages/node/1075881) includes a link to download Cognos
Analytics (CA) server version 11.0.13 “Limited Use” version.

(b) Since version 10.4.2, customers can choose to not use CA

- Instead, they can use the simpler/lightweight “Embedded Report Library” engine

Therefore, if you choose to use CA (typically because you want to use Cognos CAM
authentication) then you will need to install CA separately, for example either:
e On the same server where Controller server is installed (but in a separate folder)
e Oron a separate (dedicated to CA-only) application server.

6.1 Download the Controller 10.4.2 RTM, CA (optional) and PA software from the IBM
website
Instructions for how to download 10.4.2 are found here: https://www.ibm.com/support/pages/node/1075881)

TIP: Typically, most customers will only need to download the following components:

(1) ‘Main’ Controller server software
= CC3SMML = Controller 10.4.2 Microsoft Windows Multilingual
= This is the file: IBM_COGNOS_CONTROLLER_10.4.2_MICR.tar.gz

(2) Cognos Analytics server
= CNV2WML = Cognos Analytics Server Limited Use 11.0.13 Microsoft Windows Multilingual
= This is the file: ca_server_var_win64_11.0.13.exe

(3) Planning Analytics (replacing the old TM1 component) server
= CC2RSML = Planning Analytics 2.0.8 Microsoft Windows Multilingual
= This is the file: PA_2.0.8_MICROSOFT_WINDOWS_ML.tar.gz

TIP: Because Planning Analytics (TM1) is very memory intensive, for most customers
the author recommends that customers have a ‘dedicated’ (PA only) server.

6.2 Download any preferred/recommended (post 10.4.2 RTM) Interim Fix Packs

The author recommends downloading the latest patch in order to benefit from the latest bug-fixes.
e See here for the latest patch versions: https://www.ibm.com/support/pages/node/1167628
e At the time of writing, the current latest patch was IF3

NOTE: Only ‘GA’ versions are freely available. Therefore, if you want the latest (non-GA) Interim Fix, you
will have to contact IBM Support for permission to download the latest patch version.


https://www.ibm.com/support/pages/node/1075881
https://www.ibm.com/support/pages/node/1167628
https://www.ibm.com/support/pages/node/1075881
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6.3 Obtain a suitable JDBC driver

Some Controller functions use JDBC connectivity to access the Controller databases. Controller does not
ship with a JDBC driver in the software itself, so you must download a suitable JDBC driver from the

relevant database provider’s website.

- This is explained fully here: https://www.ibm.com/support/pages/node/301623

To summarise the author’s recommended JAR files:

Database Server | Description Filename
Microsoft SQL JDBC driver sqljdbc4.jar
or mssql-jdbc-7.0.0.jre8.jar
Oracle JDBC thin driver varies*
(example: ojdbc5.jar)
IBM DB2 DB2 driver db2jcc.jar

TIP:

e MS SQL (sqljdbc4.jar or mssql-jdbc-7.0.0.jre8.jar)
o see here: https://www.ibm.com/support/pages/node/1135510

e Oracle

o There are several different possible file names/versions (for example ojdbc5.jar).

o For full details, see: https://www.ibm.com/support/pages/node/549487

e DB2 (db2jcc.jar)

o Assuming you have installed the DB2 10.5 client in the default location, then you can find
this (on the Controller application server) here: C:\Program Files\ibm\SQLLIB\java



https://www.ibm.com/support/pages/node/301623
https://www.ibm.com/support/pages/node/1135510
https://www.ibm.com/support/pages/node/549487
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6.4 Controller Server Software installation

TIP: The following assumes that there is only 1 application server (combined Controller and CA), with all
Controller/CA components installed and running on this server.

Logon to the Controller Application Server and extract the installation media
(IBM_COGNOS_CONTROLLER_10.4.2_MICR.tar.gz) to a sensible folder location. Afterwards, launch the
install routine from the folder.

e Double-click on: .winx64h\issetup.exe

During the install, you are asked several questions. Assuming that you only have one single application
server, then typically choose the following defaults:
e (English) Next

e "I Agree”, Next
e "I Agree”, Next
e <default installation location C:\Program Files\IBM\cognos\ccr_64> Next (“Yes")
e Make sure you tick ALL the optional components:
) 1BM Cognos Controller X

Welcoms Component Selection

IBM License Agreement Which components do you want to install or upgrade?

Non IBM License Agreement

» 2:: "mnt:lnlhgeﬁ;n - _~| Content Manager Components [Selected]
= m";F a "7 ~| Application Tier Components [Selected]
o 7 - | Gateway Components [Selected]

Smmary v~ | Financial Anahtics Publisher [Selected]

Progress "/ ~| Cortroller Web [Selected]

Finish "V ~| Controlier Web Frontend [Selected]

_¥_~| Controller Reports [Selected]
]
Description Disk Space
Controller Web Spreadsheet Service Total required
349GB

e Next
e "IBM Cognos Controller - 64” Next
e Next

The install will start (60 components):

Installing 21 of 60 total components
;
After it has completed, click “Finish”.
6.5 Install/apply required Controller Interim Fix / Fix Pack

At the time of writing, the latest patch is Interim Fix 3.
e See here for the latest patch versions, and how to install it: https:/www.ibm.com/support/pages/node/1167628

6.6 Fix known issue with VFP COM+

If you have never installed Controller server on this application server before (in other words, it is not an
upgrade) then there is a known issue where the frangoVFP.dll file will not register successfully in COM+.

- See here for the solution: https://www.ibm.com/support/pages/node/6198780



https://www.ibm.com/support/pages/node/1167628
https://www.ibm.com/support/pages/node/6198780
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6.7 (Optional) Cognos Analytics (CA) Server installation

IMPORTANT: Some features/functionality (for example SSO) require the CA gateway
components to be installed. However, by default the gateway is NOT installed. Therefore, please
follow the instructions carefully, to install the gateway component (as a precaution, in case you
need to use it later).

e Double-click on:  ca_server_var_win64_11.0.13.exe
e C(lick Next,
e Choose 'IBM Cognos Analytics (IBM Bundler Edition)":

® |BM Cognos Analytics ( IBM Bundler Edition )

The pasy-to-use yet powerful application that integrates reporting, modeling, analysis,
dashhoards and events so you make effective business decisions.

e Choose 'T Accept’, Next
e Choose the default installation folder (C:\Program Files\ibm\cognos\analytics)
e Tick ‘Make shortcut visible to all users in the Start menu”:

B 1BM Cognos Analytics ==
@ Product install Location
O License agreement
O Location Install location (full installation requires 7GB):
(O Install type C:\Program Fileslibm\cognostanalytics
O Credentials Restore Default | ‘ Choose...
() Pre-Installation summary
) Installing Shortcut folder.
C‘ Complete IBM Cognos Analytics
| Make shortcut visible to all users in the Start menu
e Click Next, Yes
. \ LA .
IMPORTANT: Choose ‘Custom’ install:
1= |BM Cognos Analytics — %

@ Productinstall Installation type
O License agreement

@ Location (O Easyinstall

© Install type

(O Credentials

re-Installation summary
_) Installing
(O complete

amonly what you want, so you can distribute capabilities to fit your needs.
- application services
- content repositories

- expand your capacity onto an additional machine

e Choose ‘First Install’ then Next

IMPORTANT: Tick ‘Optional Gateway’ so that all components are selected, then Next:

12+ [BM Cognos Analytics -

@ Productinstall Choose components
1© License agreement

® Location Choose the components to install

© Install trpe Install only whatyou want, o you can distribute capabilities o fit your needs.
O Credentials

-nstallation summary

[ Content repositor
alling poston

Contains your content manager services and connects o your content store database.

Application senices
Contains your report services and batch report services.

Optional Gateway
Select this component ifyou want fo us optional features such as Kerberos
authentication or third-party portal integration,

Samples
Install samples that use spreadsheets into the Getting Started folder.

Installarwhere

Cancel Previous Next

e Click ‘Install’




—
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7 Configuration of Controller Server

7.1 Copy required JDBC drivers onto server

Copy the JDBC driver(s) (see earlier in this document for more details) into the Controller 'Integration’, ‘Lib’ and ‘ccr_64’ folders,
plus the Cognos Analytics ‘drivers’ folder.

TIP: By default, the folders are located here:
1. C:\Program Files\ibm\cognos\ccr_64\server\Integration
2. C:\Program Files\ibm\cognos\ccr_64\server\FAP\lib
3. C:\Program Files\ibm\cognos\ccr_64
4. C:\Program Files\ibm\cognos\analytics\drivers
[FYI Previous versions of this document mentioned this folder: C:\Program Files\ibm\cognos\analytics\webapps\p2pd\WEB-

INF\lib ... However, this can cause issues (such as: https://www.ibm.com/support/pages/node/295205) in rare circumstances].

TIP: The JDBC driver filenames are:
e For SQL, the IDBC file is typically sqljdbc4.jar or mssql-jdbc-7.0.0.jre8.jar
e For Oracle, there are several different possible file names/versions (for example ojdbc5.jar).
e For DB2, the JDBC file is db2jcc.jar

For full details on JDBC drivers for Controller, see https://www.ibm.com/support/pages/node/301623
- However, be aware that for Cognos Analytics you may need further/different files. For example,
see here: https: //www.ibm.com/support/knowledgecenter/en/SSEP7]_11.0.0/com.ibm.swg.ba.cognos.ig_rolap.doc/t ig_rolap_sql_connect.html

7.2 For Oracle Only - Configure ‘ccr-system-properties.properties’ file

If using Oracle, then you need to specify the location of the TNSNAMES.ORA file in the ccr-system-properties.properties file in

the ...Server\integration folder.
For Oracle 11G, by default the location of the TNSNAMES.ORA file is usually the directory:
C:\app\Administrator\product\11.2.0\client_1\network\admin
Therefore, in the case of a default Oracle 11G rel2 client install, you need to modify the file as follows:
# Oracle Network admin directory path, the location of the TNSNAMES.ORA file
oracle.net.tns_admin= C:\\app\\Administrator\\product\\11.2.0\\client_1\\network\\admin
| < Local Disk (C:) » Program Files » ibm » cognos » ccr 84 e server b integration v & | Search integration
Marne - Date rmodified Type Size
| antlr-3.2,jar PIA05/2014 20:26  JARFile 875 KB
H || cer-commaon,jar 2170524 20:26 JAR File 3,911 KB
ces ) cer-dbTypes 217052014 20:26 PROPERTIES File AKE
|| cer-integration,jar 21/05/204 20:26 JAR File IBKE
P2 || cer-integration-server,jar 21/05/204 20:26 JAR File 45 KB
e j cor-system-properties <: 21/05/2014 20:26 PROPERTIES File 1KE
£ cor-system-properties - Motepad

File Edit Format ‘iew Help

#

# BI and PM: ccr

It

(T Copyright IBM Corp. 28@4, 2869, All Rights Reserwved

The source code for this program is not published or
otherwise divested of its trade secrets, ilrrespectiwve of
what has been deposited with the U.S5. Copyright Office.

IBM SCURCE CODE HEADER END
User defilned Swystem properties

R A

# Oracle Network admin directory path, the location of the THSNAMES.ORA file [?
# oracle.net.tns_admin=C:\NoracleVyproductyy16. 2. e\ \client_ 13 \NETWORKNSADMIN

I oracle.net.tns_admin=C:\\appi\Administratori\yproductyh11. 2.8 \client_1%\networkyhadmin



https://www.ibm.com/support/pages/node/295205
https://www.ibm.com/support/pages/node/301623
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7.3 (Optional) - Cognos Analytics configuration

NOTE: Cognos Analytics will work OK without using IIS, so (for now) we will not configure IIS to interact with CA.
= If you choose to use SSO, then you must configure IIS later. See here for details: https://www.ibm.com/support/pages/node/559381

=  Launch Cognos Configuration (Start Menu > IBM Cognos Analytics> Cognos Configuration)

= Navigate throughout Cognos Configuration, and modify all the relevant references which (by default) initially refer to “localhost”.
Change them to the appropriate rea/ servername, for example:

) IBM Cognos Configuration - VMWIN2016 - O X
Fle Edit View Actions Help
P E |G
Explorer Environment - Group Properties
Local Configuration Mame Value
Deployment files location ../deployment -~
5] Configuration Group Data files location . Jdata
£+ f Logaing # Map files location ..Jmaps
i IE File Temporary files location .. Jtemp
£+ [ 18M Cognos services Encrypt temparary files? False
L |E. IEM Cognos # Format spedfication file location .. Jeonfiguration /cogformat. xml
@ Portal Services Sort buffer size in MB 32
= [E Security 1P Version for Host Name Resolution Use TPv4 addresses
=3 @ Authentication Gateway Settings
. [0 cognes # Gateway URI @ htﬂ::;’%uufbu’vl[d\sp
=+ [ Cryptography Gateway namespace
. E Cognos Content Manager sAMAccountName
H @ Replication Allow namespace override?
E @ 18M Cognos Application Firev || # Dispatcher URIs for gateway
£ [ pata Access Controller URI for gateway
= El Content Manager Dispatcher Settings
¢ [ content Store # External dispatcher URT @) hitp:/[VMWINZ016]2300/p2pd/serviet/dispatch
; [ Mabile # tnternal dispatcher URT &) hitp:/JvMwIN2016{9300/p2pd/serviet/dispatch
Dispatcher password ~ eeesseeseeeeeer
@ Human Task and Annotation External JMX port 0
= 18M Cognes Planning External MY credential 000 s
[ Contribut... # Report Server execution mode 32-hit
Other URT Settings
* Dispatcher URI for external applications (5 http:,' 9300 fbifv 1/disp
# Content Manager URIs &) hitp:/[VMWIN2016|9300/p2pd/serviet
Font Settings
PRI S . Mt M i s am b T hd
Specifies the URT to the IBM Cognos Controller server, if present.
and:
| N | Portal Services - Component Properties
Local Configuration [iame [ [value
-~ rom .
| = Environment Web Content URI
i @ Configuration Group Location of ‘applications. xml' @) http:/fMwInz0 16]9300/samples/cps4fapplications. xml
E\"El Logging Trusted Signon Namespace ID
E File Shared secret EEEEEEEEEREEEEE
EJ% IEM Cognos services
¢ Lo|[@ IBM Cognos
----- R |

CA’s default memory setting is 4096 (4Gb). For most customers, this is ideal.
= However, if your application server has less than 12Gb RAM, consider reducing this to 2048:
Explorer
@ Local Configuration
—[E Environment
: @ Configuration Group
@ Logging
[0 File

@ IBM Cognos services

IBM Cognos

iR Prdnl O

Value
Type WebSphere Liberty Profile

#* Ping timeout in seconds 240

* Stop wait time in seconds

Maximum memory for Websphere Liberty Profile in MB

Advanced properties



https://www.ibm.com/support/pages/node/559381
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Open the section "Local Configuration - Security - Authentication"”
- Modify the setting "Inactivity timeout in seconds" from the current (default 3600) to 36000 (which is 10
hours). This is to solve intermittent problems like: https://www.ibm.com/support/pages/node/227467

@ IBM Cognos Configuration - Controller10421

File Edit View Actions Help

) mw |G =

Explorer
@ Local Configuration Name Value
> (8 Envronment
@G Configuration Group Allow session information to be shared...  False
& @ Logging Restrict access to members of the buil... False
[D] File Automatically renew trusted credential Primary namespace only
& @] IBM Cognos services Advanced properties <dick the edit button>
[E% 18M Cognos Multitenancy
@ Portal Services Tenant ID Mapping
-)-[8 security Tenant Bounding Set Mapping
& [ Authentication
(=] [P

- Press ‘Save’

Assuming you are using ‘Native’ security, make sure that ‘Allow anonymous access?’ is set to TRUE:
File Edit View Actions Help

H| ) @ @ @ e

Explorer Cognos - Namespace - Resource Properties
Local Configuration MName Value

= [E Environment Type Cognos

e N
Logging

[T Fie

@ IBM Cognos services
i - IBM Cognos

@ Portal Ser...

—[E Security

@ Authentication

|E| Cognos

IRl Coanos Users

In the tree control in the left pane, click on the Local Configuration > Data Access > Content Manager > Content Store entry

TIP: The default contentstore type (for Cognos Analytics) is DB2. Therefore, we shall change this to SQL in the next steps

e  Right-click on ‘Content Store” and choose 'Delete’, then click ‘yes’ to confirm

B[ Data Access

: @ Content Manager
b @ Conkent Stare

[ Matification

= @ IBM Cognos Planr

Reset ko Default |

Rename. ..

Test

e Right-click on ‘Content Manager’ and choose 'New resource' - 'Database’

{ -] LB LOgnas Ao
- [B Data Access _A

@ Conkent Manage -
H Reset to Default |

-] Matification
E@ IEM Cogros Plar
Iﬁ Contributor T

e  Select 'Microsoft SQL Server database'

=  Type the name 'Content Store'
= In the right pane, click on the UserId and password, then on the edit button (it has a pencil icon). Enter the user id and
password, then click the ok button


https://www.ibm.com/support/pages/node/227467
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=  Fill in the other entries, to point to your ContentStore database:

@

H b mm g e
Explorer
B Local Configuration
[& Environment
m Configuration Group
[ Logoing
Fie
S m 1BM Cognos services
[ 18 Cognos
[y Portal Services
- [B searity
m Authentication
D Cognos
2 [ Cryptography
Cognos

Replication
1BM Cognos Application Firey
= [ Data Access

[ Content Manager
[ s

Notification

Human Task and Annotation
1BM Cognos Planning

[y Contributor Data Server

= In the left pane, right click on the Content Store entry, and select the Test option from the popup menu item. Ensure it is

| Name | Value
Type Microsoft SQL Server database
* Database server with port number or i... () controller 10421.fyre.ibm.com: 1433
UserIDandpassword ~ [Teeeeeeeeese |2
* Database name ContentStore
SSL Encryption Enabled False
Value - User ID and password X
User ID:
fastne ]
Password:
ssesenes
Confirm password:
ssssssee
o J[ come

Content Store - Database - Resource Properties

Specifies the user ID and password that the product uses to connect to the content store.

This value identifies the database user who has unrestricted access to the database. The product uses this account
to access the content store. To secure the logon credentials, you can encrypt the database logon information
immediately by saving your configuration.

successful (this will take a minute or so)
= In the tree control in the left pane, click on the Local Configuration
=  (Click the Save Button, and then the Start Service button in the main toolbar (this can take several minutes)

7.4 Test Cognos Analytics (Cognos Connection)

Test the following website directly from the application server itself first (before trying on remote client PCs).

e  TIP: Use the direct CA (non-gateway) URL:  http://<servername>:9300/bi

@ hitp://vmwin2016:93

= IBM Cognos Analytics

bi/?perspective=hon O ~ € || @ Welcome

a1
OO

Welcome to IBM Cognos Analytics

L] Get started by opening a dashboard, report or story!

Your content will appear here.
Add some data or try our samples to get started.

7.5 Import the Controller “Standard Reports” Framework Manager model via Cognos

Connection

Copy the ‘Controller’ Framework Manager package to the CA server:
. Copy this file: C:\Program Files\ibm\cognos\ccr_64\deployment\Controller.zip
= To here: C:\Program Files\ibm\cognos\analytics\deployment

39
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Launch ‘Administration Console’
= TIP: Either click on this link from the main homepage:

e toe http://vmwin2016:9 erspective=cog O + G ||}
IBM Cognos Analytics Welco

Manage activities ~

Content

o|o

Create and manage content

Data server connections
Create and manage connections

Manage system settings

Customization
Manage themes and extensions

Lal
=
76t Configuration
»

Multitenancy |

Share services with multiple tenants

| Administration console... |

(] @ an Administration console

...or launch it directly from http://<servername>:9300/bi/v1/disp?b action=cogadmin

= Click Administer IBM Cognos content
=  Click the Configuration tab

*=  Click Content Administration

=  Click '‘New Import’ button:

IBM Cognos Administration v m v Launch~ @ ~

New Import

Status Security Config i Library Multitenancy P E"ﬂ
[ Data Source Connections ] 7 Administration 1 (=] % Gﬁ ['?f & 0&' '9'3' of BB b =" Q
¥ Content Administration
Distribution Lists and Contacts ntries: I:l - l:l o
&) Printers 1] [mvames | Modified ¢ | Actions
Py Styles
@ Portlets Mo entries.

% Dispatchers and Services

B8 Query Service Caching
Last refresh time: 10 January 2014 14:30:13

*  Select the “Controller” entry, then click Next then Next

- ] X
e & nhttp://controller10421.fyre.ibm.com:9300/bi/v1/disp?b_action=cogadmin - o Search. p - .8 01 |
2 Welcome & IBM Cognos Administration
File Edit View Favorites Tools Help

IBM Cognos Administration

Status Security Configuration Library Multitenancy Mobile EB
[J Data Source Connections

Select a deployment archive - New Import wizard

Select the deployment archive from which to get the entries to import. If the archive is encrypted, you will be prompted to enter the encryption password.
Distribution Lists and Contacts Deployment archive

= printers The location of the deployment archive is set using the deployment files location in IBM Cognos Configuration.
i) Styles Entries: 1 |- |©
() Portlets Name &

®
& Dispatchers and Services © W controler

O W Ssamples_for_Install_var_11 0_13
BB Query Service Caching

Cancel < Back Next = Finish
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. Tick the box next to the Controller entry, and click Next
Public folders, directory and library content

Change the target name of packages and folders if you do not want to overwrite them in the target with packages and folders from the deployment archive.
Disable the packages or folders if you do not want users to access them in the target after the import.
Entries: 1-1
-.> Name ... Target name [] Disable after import | In target content | Modified
B~ controller . Controller & O

&

o  Click Next, then Next then Finish
o  Click Run, then OK

To test that the above was successful, click on the ‘Content Administration’. You should see a Controller folder (see example below):

& hitp://vmwin2016:9300/bi/v1/dispTb_action=cogadmin p-c 2 Creste dashboard = IBM Cognos Administration

IBM Cognos Administration

Status Security Configuration Library Multitenancy Mobile a[p

(] Data Source Connections Administration 3% Gf 0§ B~ Wi~ | of B2 ® B9
coties: 1. T ]0

Distribution Lists and Contacts O Name © Modified ¢ Actions

(=) Printers ||:| %3 controller 3 January 2018 14:ﬂIJ:EIH| = > 62 More...
iy Stles Last refresh Gme: 3 January 2018 14:01:57

7.6 Modify 'logoff.xts' file

There is a known problem (see here: https://www.ibm.com/support/pages/node/305065) if you do not modify the 'logoff.xts' file.
Therefore:

1. Logon to the Cognos Analytics server

2. Browse to here: C:\Program Files\ibm\cognos\analytics\templates\ps\portal
3. As a precaution, create a backup copy of the following file: logoff.xts
4
5

. Edit the following file (for example in Notepad): logoff.xts

. Locate the following section:
<xos: entityBody>
<html>
<head>
<meta http-equiv="refresh" content="0; URL={$loggoffURL}" />
<title> Logout Redirect </title>

6. Comment the line shown in bold (above). In other words, modify the line so that it looks similar to:

<l--<meta http-equiv="refresh" content="0; URL={$loggoffURL}"/>-->

7. Stop the “IBM Cgonos” service.

8. Browse to here: C:\Program Files\ibm\cognos\analytics\webapps\p2pd\WEB-INF\lib
9. Rename the file “portal.jar” to: portal.jar.backup

10. Start the IBM Cognos service

7.7 (Rare) Extra step if Cognos Analytics (CA) server is installed on same server as Database
server
For performance reasons, you should NOT have the Report Server service (i.e. the Windows service called "IBM Cognos”) running on

the same server as your database server (for example Microsoft SQL). However, if you do (e.g. this is a very small demo/test server)
then you may get an issue after a reboot, where the Cognos BI service does not successfully (automatically) start

o This is caused by the SQL “ContentStore” database not being available when the “IBM Cognos” Windows service tries
to start

There are many ways to solve this. See here for more details: https://www.ibm.com/support/pages/node/374963
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7.8 (Optional) ‘Embedded Report Library' standard report engine configuration

If you have chosen not to use Cognos Analytics (instead, chosen to use ‘Embedded Report Library’) then
you need to enable it:

Browse to the folder: C:\Program Files\IBM\cognos\ccr_64\ControllerProxyServer

As a precaution, create a backup copy of: web.config

Open the file web.config inside NOTEPAD

Search for the entry:  <appSettings>

Underneath that line, add an entry similar to:

<add key="ccrReports" value="http://myservername.mycompany.com:9082/fcm.reports/report" />

- Save changes
- Make sure that the Windows service 'IBM Cognos Controller Reports' is running

Full details of the above (including printscreens) are here: https://www.ibm.com/support/pages/node/1489047

7.9 ‘Controller Core’ IIS configuration
Add the Controller IIS virtual directories:

=  Add the ibmcognos virtual directory
o  Launch IIS Manager
In the tree control in the left pane expand (machine name) > Web Sites > Default Web Site
Right click the default web site
Choose 'Add Virtual Directory'
Enter ibmcognos in the Alias

In the ‘Physical path’ browse to the (Controller_installdir)\webcontent path (for example C:\Program
Files\ibm\cognos\ccr_64\webcontent and click Next

o Click OK
L E Internet Information &

C]

O O O O O

& » VMCONTI0Z » Sites » Default\Web Site » ibmcognos »

File  View Help

Connections . .
ST — | ibmcognos Home
""" S Start Page Filter: - % Go - (g Show Al
495 YMCONT102 (VMCONT102\4
; Application Pools ASP.NET @
4.[@| Sites =) \J “
2 € Default Web Site B E
b aspnet_client NET NET .NET Error NET

Add Virtual Directory \;-

Site name:  Default Web Site
Path:

Alias: Q

|ibmcognos |

Example: images

Physical path: [Q

|C:\Prugram Files\ibmcognosiccr_64\webcontent | EI

Pass-through authentication

‘ Connect as... | ‘ Test Settings... |

| oK | | Cancel
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=  Add the controllerbin virtual directory
e  Launch IIS Manager
e In the tree control in the left pane expand (machine name) > Sites > Default Web Site
e  Right click the ibmcognos virtual directory and choose ‘Add Virtual Directory’
e  Enter controllerbin in the Alias edit field

e  Browse to the <CCR_installdir>\webcontent\ccr path (typically C:\Program Files\ibm\cognos\ccr_64\webcontent\ccr)
and click OK

Add Virtual Directory [ [e|

Site name:  Default Web Site

Path: fibmcognos
Alias: &

|(ontherbm |

Example: images

Physical path: [?

|C:\Program Files\ibm'.cognos\cer_64\webcontenticcr ‘ l:l

Pass-through authentication

| Connect as... | ‘ Test Settings... ‘

| OK | ‘ Cancel

o  Add the controllerserver application
e Right click on the ibmcognos entry, select Add Application from the popup menu
. Enter controllerserver in the Alias edit field
e  Change the ‘Application Pool’ to be “.NET v4.5":

Select Application Pool ? *

Application pool:
Site name:  Default Web Site >,NET\.r4.5 ks
Path: fibmcognos

Properties:

Alias: [-/Z Applicati I
ias: =TT EEE Net CLR Version: 4.0

N
|c0ntr0|lerser\re‘r’ | |DefauItAppPO0I I:[P Select... | Pipeline mode: Integrated

Example: sales

Physical path: Cancel
| [

e  Browse to the (CCR_installdir)\ControllerProxyServer path (typically C:|Program
Files|ibm|cognos|car_64|ControllerProxyServer) and click OK
Add Application ? X

Site name:  Default Web Site
Path: fibmcegnos

Alias: A Application pool:
[controllerserver f[NETvas | [ Sselect.

Example: sales

Physical path:

[rogram Files\BM\cognasicer_64\ControllerProxyServer] | .

Pass-through authentication

Connect as.. Test Settings..

[ Ensble Preload

oK Cancel

(oS T AV VI VI VI VI VI VI VIV VI VIV VI VIV VI VI VI VIV VI VN IV IV VI VI VI VY VY VI N Y VI VI NI VI N F VIV VI VI VI VI VI V]

=  (Optional — extremely rarely necessary!) Add the controller virtual directory.

e Note that this is VERY rarely needed. It is only necessary if deploying the Controller classic client (CCR.EXE) via a website
(instead of installing the ‘local client’). This is very rare! Do not get this confused with the modern ‘Controller Web’
website. Controller Web does not need/use the ‘controller’ virtual directory either! @

e  Right click the ibmcognos virtual directory and choose ‘Add Virtual Directory’
e  Enter controller in the Alias edit field
. Browse to the <installdir>\ccrvdir path (typically C:\Program Files\ibm\cognos\ccr_64\ccrvdir) and click OK
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e  Highlight the new virtual directory (controller) and then click "HTTP Redirect”:

7 hal s ‘

| isapi —— _
4
mésry o2 g @ '

| migration - i"J J
% anebox Authentication Authorization CGl Compression Default
= Rules Document
pat
prompting PR - _" $
= i X -:
E3 B &

Directory Error Pages Failed Request  Handler HTTP Redirect:

:, reportstyles Browsing Tradng Rules  Mappings

1rv
| samples I = s "
| schemas J.Q EE'{ Jja <‘F$[|

serviet HTTP IPw4 Address Logging MIME Types Modules

skins Respo... and Domai...
| controllerbi - LI
:_ controller

. Tick the “redirect request to...” box, and enter /ibmcognos/controllerbin/ccr.exe
~ | HTTP Redirect
a

Use this feature to specify rules for redirecting incoming requests to another file or URL,
L=

¥ Redirect requests to this destination:

|..-‘lbmcog|'u:ns..-'|:|:||1t'|:|llerbi|1_."|:cr.exe J—I

= Click Apply button (top right corner)

e TIP: The section above controls where the client’s web browser redirects when they click the ‘Controller’
link inside Cognos Connection. Therefore, in the very unlikely/rare scenario where the Client Distribution
Server is configured to be on a different server, you should redirect to a different server.

. For example: http://CTRLsvrCDS/ibmcognos/controllerbin/ccr.exe

NI N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N
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7.10 Controller Configuration utility
Launch Controller Configuration (Start Menu >IBM Cognos Controller - 64 > Controller Configuration)

=  Configure COM+ Server
e In the tree control in the left pane, expand Cognos Controller Configuration > Web Services Server > COM+ Server
e In the right pane, make sure that "Run as a Service” is ticked
e Make sure that “Enforce Access checks for the Controller COM+ application” it ticked
e In“Identity Account” choose “Local System Account”:

13 IBM Cognos Controller Configuration \;‘i-
File View Actions Help

[} W

Explorer COM+ Server

=+-[B] 1BM Cognos Cortroller Corfiguration | iy tdoun Controller COMs Application
= [B Wieb Senvices Server
#-[f Database Connections 4 Settings
[y Database connections for publi|[w] Run as Service

[ Server Authentication
I COM- Server
[ Batch Services Identty Accourt
~{If Report Server
~[If Enhanced Reporting Optlmlzf
[ mport Directories
[f Etemal data - Framework Man
= [ Client Distribution Server O Specify Account

[y Clent Distribution Server Config.  Lser

Enforce Access checks for the Controller COM+ application

® Local System Account

O Local Service Account

Password

Confirm Password

Cortroller COM= roles and users

COM+ Role COM+ User
ControllerUsers | NT AUTHORITY\SYSTEM
E=

Speciy which Lsers have pemissions to access the COM+ Controller componants

COM-+ Role can be set to any sting value
COM-+ User must be set to a axisting user on the machine.
Click Actions, Check to ensure that the User exists

e In the Controller COM+ roles and users, if there are no entries (see above for what it should correctly look like)
then add the relevant entries manually by doing the following:

=  Click in the ‘white’ area, and then click the New button (‘white page’ icon) from the main tool bar
. In the COM+ Role, enter a suitable name, such as "ControllerUsers”

=  Inthe COM+ User, enter NT AUTHORITY\SYSTEM as the user (see above picture)

=  Click on “SAVE" icon (top left corner)
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. Configure Database connections
In the tree control in the left pane, expand IBM Cognos Controller Configuration > Web Services Server > Database

o

Connections

Click the New button in the main tool bar
In the right pane, enter the following information:
=  Databasetype: SQL Server (TIP: you can simply double-click on this cell to change it)

o Name: default

(for example)
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o  TIP: usually the name of the server and/or purpose is used to help identify the database e.g. “default”
and “controllertest”)

IMPORTANT: The ‘database connection’ names are case-sensitive. Therefore, if you want to disable ‘SelectDB’ (so that
users do not have the choice of databases when they launch the Controller client) then your main (live) database connection
name must not be called ‘Default’. Instead, it should be ‘default’ with all characters lowercase!

For more information, see here: https://www.ibm.com/support/pages/node/383793

Provider:

This depends on what database client you have installed on your Controller application server:

Database client

Provider

SQL 2008 SQLNCLI10.1

SQL 2012, 2014, 2016, 2017 SQLNCLI11.1

Oracle OraOLEDB.Oracle.1
DB2 IBMDADB2.DB2COPY1
NOTE:

User ID: The user ID used in the Create Controller Database step (e.g. fastnet)

Password: The Password used in the Create Controller Database step

Initial catalog: The name of the database created previously step (e.g. ControllerLive)
Data source: The name of the database server
. Click the save button in the main tool bar
= Then click the ‘tick’ button to test.

File Actions Help
D x[v]»
Explorer ControllerBlank
= IBM Cognos Controller Configuration Setting Value
--[E& Web Services Server Database type | SQL Server
= Database Connections Name
- [0 defau Provider SQLNCLIT1.1
[l Database connections for publi| | jser |D fastnet
[0 Server Authentication sl
EE COM= Server Initial catalog | ControllerBlank
7~ Batch Services Data source controller10421 fyre.ibm.com

--[0G) Report Server

{03 Enhanced Reporting Optimizati
[0 Import Directories

i .[0F Bxemal data - Framework Man
=-[E8 Client Distribution Server

@ Client Distribution Server Config

Connection succeeded

|BM Cognos Controller Configuration

b
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At this point you can populate your new/blank database with some Controller tables/information. In other words, assuming you have
created a connection to a new/blank database, then:

=  Open the section “"Database Connections” and highlight the new database (for example called “default”)
*  Click the Run (green “play”) button in the main tool bar

. Ensure that the "UDL File" is pointing to the relevant database connection (for example: C:\Program
Files\ibm\cognos\ccr_64\Data\default.udl)

. Ensure that "Controller DB" is selected
. Click "Connect"

(2) Database Conversion Utility - x>

UDL File C:\Program Files'ibm'\cognos\cer_64\Data\default. udl

Connect
@ Current Version: |0
O FAFP DB Upgrade to: 1010
Upgrade
() Datamart DB
Create DB

. Because this database is a brand new ‘blank’ database, the “Current Version” will be set to zero (0).
e  Therefore, click “Create DB":

= When the script has finished running, it will say “Done”, and the version displayed will be 813:

(&) Database Conversion Utility - X

UDL File | C:\Program Files'ibm'cognos'cor_64\Data\default.udl

Connect
© Controller DB Current Version: 813
O FAP DB Upgrade to: 1010
Upgrade
() Datamart DB
Create DB
Inserting data into: xstrucinfo ~

Inserting data into: xtabwver
Inserting data into: xva

Inserting data into: xworkflow
Inserting data into: xworkflow hdr
Inserting data into: =xworkflowt
Inserting data into: =zfields
Inserting data into: =zspec
Inserting data into: zzero

[[pone]

Save log Close




Installing & Configuring IBM Cognos Controller 10.4.2 server 48

Now click on “"Upgrade” to upgrade the database from the current version (813) to the latest (1010):

(2) Database Conversion Utility — X
UDL File  |C:'Program Files'ibm'cognos\cor_64'\Data\de fault.udl
Connect
© Controller DB Current Version: | 1010
O FAF DB Upgrade to: 1010
Upgrade
() Datamart DB
Create DB
Running DB Step: 1004 ~
Running DB Step: 1005
Running DB Step: 1006
Running DB Step: 1007
Running DB Step: 1008
Running DB Step: 1009
Running DB Step: 1010
Running script batch: scriptfsql_lOlO.batch
Running script: script,-"sql,-"sql_CIeat,e XWindowsUser.sgl
DB succesfully upgraded to wversion: [1010
W
Save log Close

When finished, there will be a message saying “DB succesfully upgraded to version: 1010”
Click Close.

7.11 Client Distribution Server

IMPORTANT: You must not skip this section!

Historically, this section was only for users who launch the old ‘web client’ (http://server/ibmcognos/controllerbin/ccr.exe). This is rarely
used by customers nowadays (instead, most customers now install/use the ‘local’ client CCRLocalClient64.MSI).

However, since Controller 10.4.0 onwards, some Controller processes (for example the Batch Service) will use the settings
(specifically the WSSUrI value) contained in this CDS section. See here for details: https://www.ibm.com/support/pages/node/6199107

[¢]

=  Therefore you must fill in this section before proceeding!

The settings (CASUrl, WSSUrl and HelpUrl) defined here are the ones that the ‘web client’ client PCs will attempt to use, so it
is vital that they are correct

o NOTE: Users will need access to the internet in order to use the ‘Help’ functionality (F1) in Controller client.

o  Ensure that all end user’s PCs can resolve the URLs that are specified. Typically this means FQDN names (for example:
MYSERVER. companyname . com)

Explorer Client Distribution Server Configuration
= 1BM Cognos Controller Configuration Name Value
—-[& Web Services Server SelectDb true

Database Connections Language English

Database connections for publi| | CASUA http://controller10421.fyre ibm.comVibmcognes/controllerbin
Server Authentication WSSUrl http//controller10421 fyre ibm com/ibmcognos/controllerserver
COM=+ Server HelpUrl hitp://www.ibm.com/support’knowledgecenter

Batch Services InstallExcellink {False
Report Server

Enhanced Reporting Optimizati
Import Directories
Extemal data - Framework Man
—-[E8 Client Distribution Server

[ Ciient Distribution Server Config

Change SelectDB to the preferred value

o Inthe extremely unlikely case that you are using old ‘web client’ then generally set this to “true” (so that all users can
see all database by default). However, if using ‘local’ client (CCRLocalClient64.MSI) then this setting is irrelevant

o  After making changes, you must click the ‘save’ icon


http://server/ibmcognos/controllerbin/ccr.exe
https://www.ibm.com/support/pages/node/6199107
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7.12 Enable Batch service(s)
Inside ‘IBM Cognos Controller Configuration’, open ‘Web Services Server’ and then ‘Batch Services'

() IBM Cognos Controller Configuration

File View Actions Help

\ V) m
Explorer Baich Services
=@ 18M Cognos Controller Corfiguation | giagus
=-[B Web Sewvices Server e
= [ Database Connections atch Service is running
@] blark
[y Database connections forpubl| %
T@ Server Authentication Max number of concurrent batch jobs:

Database polling frequency (seconds):  [20

[ Extemal data - Framework Man
=-[& Client Distribution Server
{ify Client Distribution Server Corfigl

IMPORTANT:

Unless the customer has exceptional needs, you should only have a maximum of 1 concurrent batch jobs
running (no more) — for more details, see here: https://www.ibm.com/support/pages/node/122907

- Make sure that you have already configured the Client Distribution settings (see previous section) first, before
pressing ‘Start’.

e  Press 'Start’ to start the batch service.
o IMPORTANT: You must start the service at least once from this GUI menu option (not Windows services).


https://www.ibm.com/support/pages/node/122907
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7.13 (Optional — only if using CA) Configure Report Server

This step is only required if you have decided NOT to use the ‘Controller Embedded Report Library' as your standard report engine.
Therefore you will need to use Cognos Analytics (CA) as your report server.

e  For small installations (where customer only using CA for Controller-only use) typically the CA server is installed on the same
box as the Controller application server. Alternatively (typically when CA is used for non-Controller work) customer will have
a “distributed” installation where there is a separate CA report server.

= In the tree control in the left pane, expand Cognos Controller Configuration > Web Services Server > Report Server
=  Because we are currently using the built-in CA website (not IIS gateway) your settings should be similar to:

o Report Server = http://servername:9300/bi/v1/disp
o Dispatcher = http://servername:9300/p2pd/serviet/dispatch

v

lorer Report Server
IBM Cognos Controller Configuration || Report Server: ‘ht*tpu".-*commller‘l 0421 fyre jbm.com:9300/bi/v1/disp
[E Web Services Server Di her URL: _ _ :
B @ Database Connections Ispatcher URL ‘ht‘tpu'.-*commller‘lﬂd.?‘l.hre.nbm.com'%ll‘ﬂ:pl’pd-*servlet-*dwpatch
: @ default Package: ‘Corﬁroller o
g) Database connections for publf

G Server Authentication .
] Report server Connections

-] Batch Services 2 database connections are missing a corresponding report server
i1l Report Server connection. Press the button to repair this.

. Ensure that Controller is the package name
= Click on the “save” icon at the top-left corner of “Controller Configuration”

e At this stage, you should see the following message, and you should click Repair.

\D IBM Cognos Controller Configuration - C
File View Actions Help
v
Explorer Report Server
= |BM Cognos Controller Configuration | Report Server: |http-/ /controller1 0421 fyre ibm com-3300/bi/v 1/disp
=-[B Web Services Server Dispatcher URI —
& Im Database Connections Ispatcher !hﬁD'«‘.'commIIeHD‘iZT‘f\,'re‘lbm.wm'EBDﬂ,‘pZod /serviet/dispatch
D] defaut Package: |Conm:ller v

«--[lg) Database connections for publi
[0 Server Authentication

- [ig COM= Server

~-[Ig Batch Services 2 database connections are missing a corresponding report server
connection. Press the button to repair this

i--[[§ Enhanced Reporting Optimizatil
i-[F) Import Directories Repair
“[f Extemal data - Framework Man

e  TIP: If you do not see that ‘Repair’ button, then click the green ‘tick’ button (to force it to appear).

Report server Connections

TIP: This step ensures that the system reports can work (handled by the Cognos Analytics server).

= Clicking on the Repair button creates a connection (“data source”) between Controller and CA reporting services. This
step (pressing the repair button) has to be done again whenever you create a new database connection in
the future.

7.14 Enable Optimise2
Optimise2 (also known as “ERQ") is an option that users can enable to speed up their Excel-link reports.

Historically it has been incredibly useful (speeds up some reports massively). However, with recent
versions of Controller it is less necessary.

e See here for details why: https://www.ibm.com/support/pages/node/271267

However, the author still recommends that all customers configure the application server and database
server to allow ERO/Optimise2 to work (because Optimise2 can still give lots of benefits).

e Instructions are here: https://www.ibm.com/support/pages/node/374517



http://servername:9300/bi/v1/disp
http://servername:9300/p2pd/servlet/dispatch
https://www.ibm.com/support/pages/node/271267
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7.15 VERY RARE - OPTIONAL — Only if you are deploying the ‘web’ version of the Controller
client

Very rarely, customers may choose to not deploy the ‘local’ Controller client (CCRLocalClient64.MSI) but instead ask users to run the
‘web client’ (http://servername/ibmcognos/controllerbin/ccr.exe). In this *rare* environment, you must:

e Open the folder C:\Windows\System32\inetsrv\config
e Launch Notepad.exe and edit the file applicationHost.config

e  Search for ‘requestFiltering’ section
e  Modify the value for ‘.config’ to ‘true”:

] applicationHost.config - Notepad =101 x|
File Eth.'at View Help
</authorization= ;J

<ipsecurity allowunlisted="true" />

<ﬁsapﬁcgiRestriction notListedIsapisAllowed="true" notListedCgisAallowed="true">
<add path="%windir%'Microsoft.NET\Framework'v2.0. 50727 aspnet_1isapi.dl11" all
</isapiCgiRestrictions

<requestrFiltering>
<fileExtensions allowunlisted="true" applyTowebDAv="true">

<add fileExtension=".asax" allowed="false" />

<add fileExtension=".ascx" allowed="false" /=

<add fileExtension=".master" allowed="false" />

<add fileExtension=".skin" allowed="false" />

<add fileExtension=".browser" allowed="false" /! J
<add fileExtension=".sitemap" allowed="false"

< 1leExtension= .cC /

<aad 1leeExtension= .cs allowed="Ta

se’ />
<add fi1eExtensi0n=“.cspro$" allowed="false" /=
wadd FileExtensinn=" vh" allowed="Fal=e" /=

e In other words, modify the line to read: <add fileExtension=".config" allowed="true" />

7.16 (Optional but recommended) - ‘Controller Web’ configuration
IMPORTANT: Controller Web only supports Microsoft SQL and DB2 (not Oracle databases).

Controller Web was first introduced in Controller 10.3.0. However, the installation instructions have changed since 10.4.0 onwards.

e For up-to-date instructions (including printscreens) on how to configure it, see here:
https://www.ibm.com/support/pages/node/791535

e  For the sake of convenience, below are the instructions at the time of writing this document

LI NI NI NY YNV NYNYNYNYNENY NYNYNTNE ST NP NYNE VLY N NTNTNYNTNT V)

PART ONE - Configuring the backend

- Browse to the following folder: C:\Program Files\IBM\cognos\ccr_64\fcmweb\wlIp\etc\

- Open the following file inside NOTEPAD: server.env

- Modify the setting as follows: JAVA_HOME=C:/Program Files/IBM/cognos/ccr_64/fcmweb/jre
Synchronize Controller Web with the current/existing ‘database connection’ UDL files by performing the following:

- Right-click on the ‘Start’ menu, and choose ‘Command Prompt (Admin)’

- Type a command similar to:  cd “C:\Program Files\IBM\cognos\ccr_64\fcmweb”

- Type the following command :  SyncDBConf.bat ..\Data wlp\usr\shared\config\datasources

Browse to this folder: C:\Program Files\IBM\cognos\ccr_64\fcmweb\wIp\usr\servers\fcm.web
- Open the following file inside NOTEPAD:  com.ibm.cognos.fcm.web.properties
- Search for the following line: ccrwsUrl=@CCRWS PATH@/ccrws.asmx

- Modify it to be something similar to:
ccrwsUrl=http://myserver.companyname.com/ibmcognos/controllerserver/ccrws.asmx

- Search for the following line: loginMode=@LOGIN_MODE@
- Modify it to read: loginMode=NATIVE
- Save changes

Optional step: In very rare cases, it is necessary to increase the memory settings of Controller Web:
- C:\Program Files\IBM\cognos\ccr_64\fcmweb\wIp\etc\
- Open the following file inside NOTEPAD:  jvm.options
- Modify the following values from their defaults:

-Xms2g

-Xmx4g



http://servername/ibmcognos/controllerbin/ccr.exe
https://www.ibm.com/support/pages/node/791535
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- Start (or restart) the Windows service:  IBM Cognos Controller Web

PART TWO - Configuring the frontend

Browse to this folder: C:\Program Files\IBM\cognos\ccr_64\frontend
- Open the following file inside NOTEPAD:  config.js
- Inside the section 'Proxies - target - host', locate the following line: "host": "{hostname}",
- Modify it to be something similar to: "host": "myserver.companyname.com",
IMPORTANT: This must be the FQDN version!

- Inside the section 'expressJs', locate the following line: "host": "{publicInterface}", //interface used by Controller Web UI
Service
- Modify it to be something similar to: "host": "myserver.companyname.com"”, //interface used by Controller

Web UI Service
- Save changes

If your application server is based on Windows 2019 (or later) then you must perform some extra steps (including making a change to
the file "install_service.bat")

- For full details, see https://www.ibm.com/support/pages/node/884802

Start the service: IBM Cognos Controller Web UI
Test by connecting to the website using the correct nomenclature, for example:  http://myserver.companyname.com:9080/

Appendix - If you are using Single Sign On (SSO), then:
By default, your IIS website's 'controllerserver' virtual directory will be using Windows authentication
This causes Controller Web to fail to be able to connect
The solution is to modify the IIS website's controllerserver virtual directory to use anonymous authentication
TIP: For more details, see https://www.ibm.com/support/pages/node/1125087

LTI NI NY NP NYNYNENENTNENY NENY N NENT VT VY NT VT NENENE N VENE VTV

TIP: In the past (old versions) it was necessary to change the TCP port used by Controller Web (to not clash with Cognos Analytics) if
CA was installed on the same server. However, this is no longer necessary.

The author strongly recommends that you do not test/deploy Controller Web via MS Internet Explorer (IE), because there are several
known issues when using IE (for example https://www.ibm.com/support/pages/node/301077)

= Instead, use a different web browser (such as Firefox, Chrome or MS Edge).


https://www.ibm.com/support/pages/node/884802
https://www.ibm.com/support/pages/node/1125087
https://www.ibm.com/support/pages/node/301077
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8 Install and Configure Financial Analytics Publish (FAP)

Controller’'s FAP functionality allows the customer to publish Controller financial data into a TM1 cube, for
reporting purposes.

Its architecture is best summarised inside the following picture:

6049

End-users updating

B

- T IBEM Cognos C)

p " FAP o ™1
. ontroller  f.-.cees {temporary) | cubes

el . - Relational Trickle Database Publish

w _' Database A

—_— :
w N Framework TM1 report
v o

Manager model : viewer, e.g. BI
Standard reports

Report Generator

The potential benefits of using FAP are so huge, that it is strongly recommended that all customers install
and configure FAP, as part of their Controller system.

e For details on how to accomplish this, see separate Technote “How to configure Financial Analytics
Publish (FAP), to allow publishing of Controller data to Planning Analytics” which is available from
here: https://www.ibm.com/support/pages/node/6195375

For the sake of convenience, below is a copy of that Technote (as of April 2020) for reference:

(A) Prerequisites:
1. As a prerequisite, install Controller server and make sure that everything is working OK
e For example, users can logon using the Controller classic client.

(B) SQL server:

2. Create a FAP 'trickle' database

This is used to store:

(a) The configuration settings that are used in the FAP client

(b) The temporary 'trickle’ data as it is being passed from the Controller database to the PA (TM1) cube:

FAP
Database

Transformation

Trickle update into cube data

Controller
Database

T™M1
Cube

For example, create a new database called 'FAP':

Object Explorer R x B Login Properties - fastnet - [} X
Connect~ ¥ ¥ (v Select a page

= @ CONTROLLER10421 (SQL Server 15,0200l % Geners!
% ServerRoles
= ¥ Databases

T Sciipt v @ Help

# User Mapping Users mapped to this login
@ ¥ System Databases % Securables m
ap  Database User Default Schema
@ © Database Snapshots £ Staius ContentStore fastnet dbo
= @ ContentStore
ControllerBlank fastnet dbo
= W@ ControllerBlank EAP 1 fastnet dbo
] astnel
| FAP 1
Securty [0 master
N model fastnet dbo
= * Logins O mscb
&< ##MS_PolicyEventProcessingLog tempdb fastmet dbe
V] temp astnet 0

S ##MS_PolicyTsglExecutionLogir|
8 BUILTIN\Administrators

& CONTROLLER10421\Administral
& fastnet

& NT AUTHORITY\SYSTEM

& NT Service\MSSQLSERVER

& NT SERVICE\SQLSERVERAGENT
& NT SERVICE\SQLTELEMETRY

& NT SERVICE\SQLWriter STITEERD
& NT SERVICE\Winmgmt Server;
& sa (UL Database role membership for: FAP
@ ¥ Server Roles Connection: [Tdb accassadmin
& 17 Credentials CONTROLLER10421\Administrato. 7] gy packupoperator
& 1 Cryptographic Providers ¥ View connection properties ggg datareader
© W Audits [ db ddladmin
B 7 Server Audit Specifications O db denvdatareader
& 1 Server Objects ‘ ;1; denvdatawriter
| owner
i szry'é?;'”" Biwgress db securitvadmin
. Ready ] public
[ 1 Always On High Availability

e Make sure that your SQL login (for example 'fastnet' has db_owner rights to this database)


https://www.ibm.com/support/pages/node/6195375
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(C) Planning Analytics (PA) server:

3. If not already installed, then install the relevant version of Planning Analytics server
For example

e Download and extract: PA_2.0.8_MICROSOFT_WINDOWS_ML.tar.gz

e Double-click on "issetup.exe"

e  When asked, make sure you choose ALL the optional components:
&) 1BM Cognos TM1

Welcoins Component Selection

IBM License Agreement
Non IBM License Agreement
Installation Location

D Component Selection
Shortcut Folder

Which components do you want to install or upgrade?

¥ ~| TM1 Data Tier [Selected]
Vv ~| TM1 Web Tier [Selected]

= SISV [ T 1 Rich Tier [Selected]

Y v ~| TM1 Architect [Selected]
Progress  ~| Pefformance Modeler [Selected]
Finish

v’ ~| TM1 Perspectives [Selected]

v ~| Cognos Insight [Selected]
v ~| TM1 APIs [Selected]

4. Create a PA (TM1) instance (sometimes known as a 'PA server' or a 'PA database', but the author shall
always refer to it as a PA instance) called ‘FAP’
o Create a folder to store your instance, for example: C:\TM1Data\FAP
e From the Start Menu, click "IBM Cognos TM1 - 64" then launch Cognos Configuration
e Create a new TM1 instance by right-clicking on ‘'TM1 Server’ and choose ‘New resource — TM1
Server instances”
(= [ Data Access ||
&G M1 Server
[@so
H E- Plz
[@ac
i.[[@ GO_scorecards
| Proven_Techniques

Call it ‘FAP’
Change the configuration path to the correct path, for example: C:\TM1Data\FAP

New resource > TM1 Server instances... I

Test

| Fle Edt vie Actions Help
|2 @ ==
Explorer FAP - TM1 Server instances - Resource Properties
[ Local Configuration Name |l value J
B [E Environment Type TM1 Server instance
= [ 18M Cognos TM1services || # TM1 Server configuration path. |C:\MiDataFAP |
[0 1M Cogros TM1 —
= [y ™1 Apphcations
@y ™1 Clents
TM1 Admin Server @ 1BM Cognos Configuration X
Loggng
[0 Fie
] ity g IBM Cognos Configuration is performing the following tasks:
[ Authentication  Chedking for errors and configuration integrity A
Cognos N . - "
[y cryptography
[@) coonos Chedking integrity of encrypted data
[y 8M cogn... Saving the TM1 server configuration. 24 Retal
= [ Data Access Saving the TM1 server configuration.GO_New_Stores
T™1 S
@ 2:;:; Saving the TM1 server configuration.Proven_Techniques
SData Saving the TM1 server confiquration.FAP 2]
Planning Sample Cancel Details
[ GO_New_Stores Spedh
GO_Scorecards 3 =
Proven_Techniques The TM1 Server configuration file is tm 1s.cfg. It contains configuration settings such as DataDrectory and
[[@Fae | ServerName. This path can be absolute o relative to the 1BM Cognos installation’s bin directory or bné4 directory in
= | 64-bit installations (e.g. C:\Program Files\IBM\Cognos{TM1\oin).

e Press 'Save'
e Browse to the relevant folder, for example: C:\TM1Data\FAP
e Edit the following file in Notepad: tm1is.cfg
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e Add the line (underneath the [TM1S] section): GroupsCreationLimit=1000

For example:
_| tm1s - Notepad

File Edit Format View Help

[TM1S]
GroupsCreationLimit=10@0

e Save changes
e Right-click on ‘FAP’ and choose ‘Start”:

- [& Data Access
= [@ TM1 Server

[@ spata

: |El Planning Sample
[E GO_New_Stores

: El: GO_Scorecards
El Proven_Techniques
@ Fap

Rename...

Delete
Test

Start

e After the TM1 server 'FAP' has finished starting, close ‘Cognos Configuration’
o Choose NO (when asked if you want to start the other services)

5. Install the Microsoft SQL 2012 Native client (sqlncli.msi)
e For more details, see separate IBM Technote #6151713.

6. Create a 64-bit ODBC connection called 'FAP' by doing the following:
e Open "Windows Administrative Tools"
e Launch: ODBC Data Sources (64-bit)
e C(lick tab ‘System DSN’
e Click "Add" and choose "SQL Server Native Client 11.0":

User DSN |System DSN | File DSN Drivers Tracing Connection Pooling  About

System Data Sources:

Name Platfom Driver

£

Create New Data Source X

Select a driver for which you want to set up a data source

. Name Version
] [E228 ODBC Driver 17for SQL Server  2017.175.01.01
1 SQL Server 10.00.17763.01

B e Rl | 2011.110.7462.06

SQL Server Native Client RDAT1.0 2011.110.5069.66

oy AnOD

e VITAL: The name MUST be called: FAP

Create a New Data Source to SQL Server X

This wizard will help you create an ODBC data source that you can use to connect to
= SQL Server.

/

. What name do you want to use to refer to the data source?
SOQL Server 01z 1

Name: |FAP ]

How do you want to describe the data source?

Description: [;’Ulows Planning .M;abﬁcs serverto read FAP trickle database l

Which SQL Server do you want to connect to?
Server [comrollef10~‘21 fyre ibm.com| v l

e Connect using your SQL login, for example:

® With SQL Server authentication using a login ID and password entered by the
user,

Login ID: [fastnet

Password'[oouooul l

e Change from the default database to 'FAP":

55
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Create a New Data Source to SQL Server X
< [“]Change the default database to
2= [FAP] v
SOL serverzo1z Mirmor server.
SPN for mimor server (Optional)

[[] Attach database filename:

[ Use ANSI quoted identifiers.
Use ANSI nulls, paddings and wamings
Application intent :
READWRITE v

[[] Muti-subnet failover.

< Back Next > Cancel Help
e Test to make sure the connection is OK:
SQL Server ODBC Data Source Test X

Anew ODBC data source will be created with the following configuration]  Test Results

» 5aLS Native Chert Vi 11.00.7462 Microsoft SQL Server Native Chent Version 11.00.7462
Data Souce Name: FAP YR ERCROCAY I

Data Source Description: Alows Planning Analytics server to read FAP

tickle database el Comnecn

Server: controller10421 fyre om.com bt

Use integrated

Database: FAP Disconnecting from server

OL;?“?* k) TESTS COMPLETED SUCCESSFULLY!

Centficate: No
Muliple Active Resut Sets(MARS): No
Meror Server
Translate Character Data: Yes
Log Long Running Gueries: No
Log Driver Statistics: No

Use Regional No
Use ANSI Quoted Identfiers: Yes
Use ANSI Null, Paddings and Wamings: Yes

Test Data Source. oK Cancel

Afterwards, it should look similar to:
E ODBC Data Source Administrator (64-bit)

User DSN System DSN  File DSN Drivers Tracing Conn

System Data Sources:

Name Platform Driver
64bit  SQL Server Native Client 11.0

(D) Controller application server:

7. Create tables inside FAP database by launching “Controller Configuration” and then:
e Open "Database Connections" and create a new entry (for example called 'FAP")
e Choose your settings for the FAP database, for example:

Explorer FAP
= 1BM Cognos Controller Configuration Setting Value
--[8 Web Services Server Database type | SQL Server
= @] Database Connections Name FAP
(0] defaut Provider SQLNCLIT11
(] User ID fastnet

g Server Authentication Initial catalog NS

(I
F ggrgs::z;s Data source controller10421 fyre.ibm.com

e Click ‘Save’
Select this database connection (for example “FAP") and click the “Play/Run” button (green triangle). This
will launch the "Database Conversion Utility"
e IMPORTANT: Check that the "UDL File" is correctly pointing to your FAP database (sometimes by
mistake it can be pointing to the wrong location)
e Click the "FAP DB" radio button
e (Click "Connect"

o The 'Current Version' should say 0 (zero) because it is currently a blank database
(@ Database Conversion Utility — X

Database connections for publi| [ pac < word

UDLFile  |C:\Program Filesjbm\rognos\cer_64\DatalFAP.udl

Connect

() Eantrolier D& Current Version: | |0
@rarDE Upgrade to: |10
Upgrade

() Datamart DB
Create DB
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e Click “Create DB”

() Contralier DB Current Version; 1

@rew0s Upgrade to: [0
Upgrade
() Datamart DB
Creatz DB

RuUANing Script: SCEipT/mEsql/Rrtr_ex:
ipt: script/mssql/nrer
script: script/mssgl/nrer .
Running script: script/mssgl/nrcr_log.sal
Running script: script/mssql/nrtr_period.sgl
Running script: script/mssgl/nrtr_setup.sql
Running script: script/mssgl/mrcr_source.sql
& script: script/mssql/nrer -
Running script: script/mssql/nrer
Done

Savelog Close

e Afterwards, if the "Current Version" is less than "Upgrade to" then click "Upgrade”.

IMPORTANT: After doing the above steps, you should ‘tidy up’ the new Database Connection by moving
the UDL file from the current location (by default C:|Program Files|ibm|cognos|ccr_64|Datal) to a new
folder (for example C:\Program Files\ibm\cognos\ccr_64\Data\FAP).

ThisPC > Local Disk (C) > Program Files > ibm > cognos > ccr 64 > Data > FAP

Name Date modified

=t FAP 4/22/2020 6:12 AM

If you do not do this, then users will see this in their list of databases to choose from when they launch
Controller, which will be confusing for them.

8. Configure the 'IBM Cognos FAP Service' service by doing the following:
e Browse to this folder: C:\Program Files\ibm\cognos\ccr_64\server\FAP
e Open this file in NOTEPAD: FAPService.properties
e Change the values as appropriate, for example:
db=FAP
host=mysqlservername
dbType=sqlserver
user=fastnet
passwd=XxXXXXX
Save and close
Change the Windows service ‘IBM Cognos FAP Service' to be ‘Automatic’, and start it:

File Adion View Help
S 3 B rVmun

Services (Local I Services (Local)

Service Control

1BM Cognos FAP Senoe

1P IPse Modules The IKEEXT .. Runi

9. Optional - Install the 64-bit PA client onto the Controller application server
This step is only necessary if you have a separate "PA" and "Controller" server.
e In other words, if you have already installed PA Server onto the Controller application server, then
you can skip this step.
Install the PA 64-bit client by performing the following:
e Download and extract the relevant file, for example: PA_CLIENT_64-
B_2.0.8_MS_WINDOWS_M.tar.gz
e Double-click on "issetup.exe"
e When asked, make sure you choose ALL the optional components:
() IBM Cognos TM1 Client

Welcome Component Selection

IBM License Agreement
Non IBM License Agreement
Installation Location
P Component Selection
Shortcut Folder
Summary
Progress
Finish

Which components do you want to install or upgrade?

SRR | TM1 Rich Tier [Selected]
TM1 Architect [Selected]
Performance Modeler [Selected]
TM1 Perspectives [Selected]
Cognos Insight [Selected]

TM1 APls [Selected]
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10. Add a Path for the 64-bit TM1 API (dll) files, into System Variables, by doing the following:

¢ Right-click on My Computer, and select Properties
e Go to the Advanced (or Advanced system settings) tab
e Click Environment Variables
e Under System Variables, select Path, and click Edit
e Append this with an extra entry at the end, for the path to the TM1 bin64 directory, for
example: C:\Program Files\ibm\cognos\tm1_64\bin64
Edit environment variable X
[E
OneDrive C:\Users\Administrator\ OneDrive %SystemRoot%
Path %USERPROFILE%\AppData\Local\Microsoft\WindowsApps; %SystemRoot%\System32\Wbem Browse...
TEMP %USERPROFILE%\AppData\Local\Temp m o TEMROOT O
Lo SUSERPROF EX\AppOatall seal\Temp C:\Program Files (x26)\Microsoft SQL Server\140\Tools\Binn\ Delete

C:\Program Files\Microsoft SQL Server\140\Tools\Binn\
C:\Program Files (x86)\Microsoft SQL Server\140\DTS\Binn\

C:\Program Files\Microsoft SQL Server\140\DTS\Binn\ Move Up
o T e C:\Program Files\Microsoft SQL Server\Client SDK\ODBC\130\Tools\Bi..
C:\Program Files (x26)\Microsoft SQL Server\Client SDK\ODBC\130\To... | | Move Down
C:\Program Files (x86)\Microsoft SQL Server\140\Tools\Binn\Manage...
System variables C:\Program Files\ibm\gsk8\lib64
Variable Value -~ C:\Program Files (x86)\ibm\gsk8\lib Edit teat..
A 1\
e T CLPROGRA-NEMSALINCTION
NUMBER_OF_PROCESSORS 4
& Windows NT C:\PROGRA~1\IBM\SQLLIE\SAMPLES\REPL
C\app_32\client\Administrator\product\12.1.0\client_1\bin:C:\app. C\Program Files\ibm\cognos\tm1_6Abinéd |
PATHEXT COME EXE: BAT; CMD;.VBS:.VBE: J5; JSE; WSF: WSH. MSC
PROCESSOR_ARCHITECTURE  AMD64
L PROCESSOR IDENTIFIER ___ Intel6d Familv 6 Mode! 61 Steooina 2 Genuineintel ¥ Cancel

New... Delete @hctivate Windows j |
11. Reboot Controller application server (to ensure System Variables change has been actioned)

12. From the Start menu, launch the FAP client (FAP Connect), and logon to the FAP database:

O FAP Connect X

FAP Database
Database type:
Server: ‘cmntmller]ﬂdﬂ fyre ibm com ]
Database: FaP |
Usemame: ‘laana ‘
Password: ‘ ........ ‘
|

Additional Parameters: ‘

Login Exit

13. Inside ‘Sources’ create a new (or modify the existing) connection to the Controller ‘source’ database

Q@ 1 Edit source: Globe_source
File View Help P
Service Settings | Sources | Data Marts  Logs Name [Globe_source] ]
Name Status LogLevel  Description New Log level High v
Globe_source Inactive High This is the 'source’ Controller application data E e s
Remove Description:

[Tria s the ‘source’ Controller application database

Controller Database

Selected source: Giobe_source
Database type: MS SQL Server
Sahn: [ = - Server controller 10421 fyre ibm com
FAP DB Database [Giobe
Last Moved index: |0 I Pot: (1433
{ Last Purged Date: [4/22/2020 Usemanme: fastnet
Last Purged Index: |0 Passwod: | [
Addtional Parameters, |
Connected to controller] 0421.fyre.ibm.com\FAP Test Connection

==

Start the source by pressing ‘Start’:

Name Status Log Level  Description New
This is the ‘source’ Controller application data... Edt
Remove

Selected source: Globe_source

Status: |Inactive Start Stop
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14. Inside ‘Data Mart’ create (or modify existing) cube (connection to TM1 server)
For example, something similar to: |
O Add new data mart

Eile View Help Data Mart
Service Settngs  Sources [Data Marts | Logs Name FAP

Horre Sastus  loglevel Source  Taget  Descipbon  Stucture Ssus New Source Globe_source v

Specty fomm: Edt Company detais [1]
No data mart seiected Naming conventions: Edt Consolidated groups [
Description

This is the target Planning Anaiytics (PA) instance where the FAP publish wil send ts
datato

Company Stucture St peniod/ Actualty
0001BU - Add.| 0001AC ‘ Add.

Remave 000481 v

Connected to controller10421.fyre.ibm.com\FAP

Adminhost: controler10421 fyre bm com |
Server FAP |

Clent admin ‘

==

15. Start the Initial Publish by pressing ‘Start’:

(2 18M Cognos Contraller Financial Analytics Publisher X
Eile View Help
Service Settings  Sources Data Marls  Logs
Name Status Loglevel  Source Target Description ~ Structure Status New
[P JUnderse [hgn [ Goves [ FaPeeo [ Thaisthe | orown [
Remave

Selected data mart: FAP

Status: Under defintion Start Stop
Partial Infial Publish Update Siructure
Operation Scheduled Time Creation Time

Connected to controller1 0421 fyre.ibm.com\FAP

16. Watch the Initial Publish's progress by:
e (Click tab 'Logs'
e Tick box 'Update automatically':

O 1BM Cognos Controller Financial Analytics Publisher — a X

File View Help
Service Settings  Sources Data Mats  Logs

Fiter
Type:  Any v Severty: |AnySeverty v Lastupdated: |4/22/20208:40:43AM
Object: Al objects v Pagesize: 100 v [ Update automatically
Time Type Object Operation Severity Description
22720208 4038 AM Datamart | FAP |l publish |INFO | Sartinial pblis ofsrucur

AN Datamart FAP Initial publish __INFO No application security to bac
0:36 AN Log FAP Service  Scheduler INFO Start initial publish for datama

AN Log FAP Service  Scheduler INFO New active datamart detected
AN Log FAP Service  Scheduler INFO Triggers for data trickling hav
AN Log FAP Service Scheduler INFO New active source detected a
0:27 AN Log FAP Service pingdatabase  INFO FAPService Ping Notification
143 AN Log FAP Service Scheduler INFO FAP service started
4/22/2020 7:45:33 AN Log FAP Service Scheduler INFO FAP service started
< >
Sitems found, showing page 1out of 1 << First Prev Next > Last

Connected to controller10421.fyre.ibm.com\FAP

e Check that the initial publish progresses correctly.

(E) (Optional) Client device:
If you prefer to install/run the FAP client directly from the end user's PC, then perform the instructions
inside separate IBM Technote #163865.
e NOTE: If you upgrade to a later version of Controller server in the future, remember to upgrade
this FAP client too!

LA A AoV VT VI VI NI VI VI VIV VY VI VIV VIV VI VI VI VI VI VNV VIV VI VI VI VIV VI V)
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9 Post-install Optimisations

9.1 (Optional) Proactive Server Reboots

In the author’s experience, recent versions of IBM and third-party (MS SQL/Oracle) software have been sufficiently stable (especially
with regards to memory leaks) as to make regular/proactive server reboots unnecessary

= At this time, the author does not recommend scheduling regular/proactive server reboots.

9.2 (Optional) Enable Email Functionality

End-users can use the email functionality inside Controller for sending things like reports, intercompany
balances and export files via e-mail.
e Full details of how to enable/configure this are in this Technote: nttps://www.ibm.com/support/pages/node/373545

To summarise:
= Launch Controller
=  Maintain — Configuration — General
= C(lick on "General 3" tab
=  Fill in the details (e.g. see example below)

E-Mail Settings
[ Use E-mail Q @

SMTP Server: mailservername E-Mail Format: HTM

NOTE:
e You will not be able to save the above changes on a blank database until you first configure some other settings!

o e.g. click on “"Reconcile” and set both the “balance sheet” and “P&L" to an appropriate value (e.g. 1001
— sales”)

= NOTE: Controller is not able to send emails via MAPI (for example MS Outlook). Instead, it only sends via SMTP

= make sure that you have an email address defined for the user (that you have logged in as) in
Maintain/Rights/Users:

=l User Groups

Create New: User
[=] Main User Group o~ .
Administrator IR |Lirnltat|Dns|

User
User Id ADM l;';;
Current Password: — [#eeks Sr—

by

Mame: Administrator
E-Mail Address: my . name@ny . company . com

=  you also require a properly configured SMTP server, which “trusts” SMTP messages sent from the
users/computer(s)

TESTING: The easiest way to test whether the above works is to go into:
» Transfer — Export Structures

= Inside the box, ensure that you type in a valid email address (e.g. see below):
=loix|

2 Type e-mai adress or select from lisk
-

E " —
5 |r|chard.coll\ns@cognns.com |

Y

Report Conversion
(%) Values
J ! () Mo Conversion
|I| () Excel Link.
N e =1
| [2 [l &] =]
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10 Testing on Application Server

10.1 Install Client Software on the Application Server
For full details, see here: https://www.ibm.com/support/pages/node/537075

However, basic instructions are that you:
e Install CCRLocalClient64.MSI (located inside folder ..\webcontent\ccr).
e  When asked for WSSUrl & HelpUrl, typically enter values similar to:
o WSS Url: http://<servername>/ibmcognos/controllerserver
o Help Url: http://www.ibm.com/support/knowledgecenter

10.2 Launch Controller client and perform basic testing (on application server itself)
The amount of testing that is possible depends on whether you have only “blank” Controller databases, or a fully-populated database.

The author suggests that you perform basic tests similar to what he describes in his Technote here:
https://www.ibm.com/support/pages/node/1074626

10.3 Troubleshooting

One of the most useful tests that you can perform is to test whether your Controller application server (“ControllerProxy Server”, a.k.a.
“WS server”) is responding:

. In a web browser, type: http://<servername>/ibmcognos/ControllerServer/CCRWS.asmx
= Tt should respond with a screen with a list of lots of services that are available, similar to:

e @ nttpy//macron fyre.ibm.com/ibmcognos/controllerserver/ccrws.asmyx D¢ | © CCRWS Web Service | o

The following operations are supported. For a formal definition, please review the Service Description.
* AFCT GetAFClob

s AccountDescSetT D« ds

* AccountDescSetT InsertRecords
* AccountDescSetT PushRecords
* AccountDescSetT UpdateRecords
* AccountDescSet Exists

¢ AccountDescSet SelectAll

* AccountDescSet SelectRecord

* AccountDescSet SelectRecords

* AccountReportsB Ci

« AccountReportsB Ci RN

* AccountReportsB CreateCodesRs

* AccountReportsB CreateCodesRSCRN

+ AccountReportsB CreateDescriptionsRs

* AccountReportsB CreateDescriptionsRSCRN
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10.4 General Windows (non-Cognos specific) Performance testing

If time permits, it would be ideal if you could check that the application/SQL servers demonstrate good 1/O network performance (etc.)
by performing tests such as the following:

TIP: The author has personally seen many high-performance server environments ruined by
using the wrong network card speed (e.g. ‘auto-detect’ instead of Gigabit).

File copy test

Copy a file from a remote (WAN) client PC to the front (application) ‘gateway’ server
o  make sure you have a minimum throughput of 256-500kb per sec
e 1mbis better
. 10mb is optimal
Copy a file from each serverto each other server
o  Copy a large file (e.g. 100mb+) from the main application server to database (e.g. SQL) server, and vice versa
e make sure you have a minimum throughput of 10mb
e (20 when using nic teaming, and 30 with a gigabyte nic)

e  Make sure to test both ways from each physical server, as switch ports can be mis-configured for inbound and
outbound per port.

Check network cards - make sure the server NIC is set correctly (e.g. 100mb FD minimum if supported by switch)
o  Controller will benefit if the NIC is set on gigabit (if supported by switch)
Check “File and printer sharing” is set on “Maximise throughput for network applications”.

To test if SQL server is overloaded, use perfmon (administrative tools) on the SQL server to check the following average performance
counters:

o  Memory: Available Bytes not under 5mb; between 5 and 10mb free is normal (add physical memory)

o  Memory: Pages/sec not over 20 (ad physical memory)

o  Physical Disk: % Disk time not over 55% longer then 10 min. (add or change disk setup)

o  Physical Disk: Avg. Disk Queue Length not over 2 longer then 10 min. (add or change disk setup)

o  Processor: % Processor Time not over 80% longer then 10 min. (add or upgrade cpu’s - preferably with large

level2 cache like 2mb)
System: Processor Queue Length not over 2 PER PROCESSOR. (add or upgrade cpu'’s)

SQL Server Buffer manager: Buffer Cache Hit Ratio*  not under 90%; the closer to 99 the better. (add physical
memory)

e * This performance counter is selectable during SQL server installation.

o
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11 Install Client Software on User’s PC

Logon to the end user’s PC using a Windows administrative account, and follow the instructions that are
here: https://www.ibm.com/support/pages/node/537075

12 Basic Testing for each Client PC installation

Ideally, you could launch Controller as the Administrative user (the one that you installed the software
with) first. After the testing, logoff and logon as the “normal” end-user and test as him/herself.

Assuming that Controller worked OK on the application server, it is almost certain that each client PC will
be OK, so long as the software is installed as per my best practice document. Therefore, the following 2
simple tests should be enough:

12.1 Main Controller program

Launch Controller from URL and login. Click on “Help” — “About Controller” and then “Help” — “System
Info” and ensure that the Controller version (shown at the top) matches what you expect.

12.2 Excel link
Launch Excel. Click on “Help” — *About Controller link” and ensure that the Controller link version matches
what you expect.

TIP: If you want more extensive tests (on the client PC) then you can perform tests similar to what he
describes in this Technote: https://www.ibm.com/support/pages/node/1074626



https://www.ibm.com/support/pages/node/537075
https://www.ibm.com/support/pages/node/1074626
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13 Optional - Customising the environment

\ \ \
- -~ -

|

Before continuing, make sure you have fully tested the current (uncustomised / default settings) system.
e Make sure everything (Controller classic client, Excel link, Standard Reports, Controller Web, FAP)
before making any changes.

It will be much more difficult to troubleshoot issues in Controller/Excel/Reports/Web/FAP after you have
customised your system (for example with CAM authentication / SSL), so it is wise to test *before* making
any changes!

13.1 Optional — Change security (logon method) from ‘Native’ to ‘Cognos’ (also known as
‘*CAM’) authentication

The steps for the ‘main’ client are described here: https://www.ibm.com/support/pages/node/302865
- In addition, steps for Controller Web are here: https://www.ibm.com/support/pages/node/305259

13.2 Optional — Implement Single Sign On (SSO)
The steps are described here: https://www.ibm.com/support/pages/node/559381

IMPORTANT: If you have installed Cognos Analytics on the same server as Controller, then (by default) you will have
already configured Controller to use the ‘ibmcognos’ IIS virtual directory. In this scenario, the author recommends
that you:

e Use the ‘automatic’ (batch file) method to configure CA (https://www.ibm.com/support/pages/node/293905)

e However, modify the batch file (CA_IIS.config.bat) before executing it, so that the ‘set alias’ variable is NOT
configured to be ‘ibmcognos’
o Instead, modify ‘set alias’ to be something unique, for example: ibmcognossso
[If you do not make this change, then you will get "Invalid Login Response" error when launching
http://server/ibmcognos , and the application pool linking will have problems (the correct ICApool
will not be assigned to the ibmcognos application). Therefore you will need to use this technote
https://www.ibm.com/support/pages/node/301009 to remove the pre-configured ibmcognos
directory (and so on) before you can re-run the batch script]

13.3 Optional — Force Controller to use TLS 1.2
The steps are described here: https://www.ibm.com/support/pages/node/883036

13.4 Optional — Configure Controller to use SSL (HTTPS)
The steps are described here: https://www.ibm.com/support/pages/node/563065

13.5 Optional — Configure Controller to use a CA gateway (t=controller)
This is very rare nowadays. The author does not recommend using this unless under exceptional
circumstances.

e However, the steps are described here: https://www.ibm.com/support/pages/node/386373



https://www.ibm.com/support/pages/node/302865
https://www.ibm.com/support/pages/node/305259
https://www.ibm.com/support/pages/node/559381
https://www.ibm.com/support/pages/node/293905
http://server/ibmcognos
https://www.ibm.com/support/pages/node/301009
https://www.ibm.com/support/pages/node/883036
https://www.ibm.com/support/pages/node/563065
https://www.ibm.com/support/pages/node/386373
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13.6 Optional — Publish to traditional (non-FAP) Data Marts

This is very rare nowadays. In general, the author recommends customers instead publish Controller data
to Planning Analytics (previously known as TM1) via FAP.

e However, the steps are described here: https://www.ibm.com/support/pages/node/375573



https://www.ibm.com/support/pages/node/375573

