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1. INTRODUCTION 

1.1 Overview 

This document provides an overview of installation requirements, enhancements, and defect 

fixes included in the IBM Atlas Policy Suite V6.0.3 Fix Pack 7 release.  

 

IMPORTANT:  When upgrading from / installing over an existing version of Policy Atlas or 

Retention Syndication connector or eDiscovery Syndication connector, please take a backup 

of your current installation folder.  

6.0.3.7 Installer MAY NOT take a backup of the current installation folder. 

1.2 Related links 

IBM Atlas 6.0.3.7 Readme page:  

https://www-01.ibm.com/support/docview.wss?uid=ibm10728257 

2. SYSTEM REQUIREMENTS 

Please refer to System Requirements documented on the IBM Support Portal – 

http://www-01.ibm.com/support/docview.wss?uid=swg27039430 

3. INSTALLATION INSTRUCTIONS 

Please refer to IBM Knowledge Center → Atlas eDiscovery Process Management 6.0.3 → 

Installing and upgrading IBM Atlas Policy Suite  

URL:  http://www-

01.ibm.com/support/knowledgecenter/SS5JP8_6.0.3/KC_ditamaps/atlas603_eDisProcMgmt.htm 

 

3.1 Upgrade Atlas Database  

Please refer IBM Knowledge Center → Atlas eDiscovery Process Management 6.0.3 → 

Installing and Upgrading IBM Atlas Policy Suite section.  

 

Earlier, the Atlas Extensions threw an exception with a CUSTOMFIELD15": invalid identifier error. 

If you have Atlas extensions deployed, you can fix this issue by performing the instructions in 

the following technote: http://www-01.ibm.com/support/docview.wss?uid=swg21978855 

3.2 Deploying Atlas in JBoss 6.4 EAP  

JBoss 6.4 EAP requires explicit encoding setting to support umlaut characters.  

Solution: Add the following setting in standalone.xml after <extensions> settings: 

<system-properties> 

<property name="org.apache.catalina.connector.URI_ENCODING" value="UTF-8"/> 

</system-properties> 

https://www-01.ibm.com/support/docview.wss?uid=ibm10728257
http://www-01.ibm.com/support/docview.wss?uid=swg27039430
http://www-01.ibm.com/support/knowledgecenter/SS5JP8_6.0.3/KC_ditamaps/atlas603_eDisProcMgmt.htm
http://www-01.ibm.com/support/knowledgecenter/SS5JP8_6.0.3/KC_ditamaps/atlas603_eDisProcMgmt.htm
http://www-01.ibm.com/support/docview.wss?uid=swg21978855


IBM ATLAS POLICY SUITE V6.0.3 FIXPACK 7 

 

 

IBM ATLAS README                      © Copyright IBM Corp. 2018  P a g e  | 4 

3.3 Deploying Atlas in WebSphere  

Before you begin with IBM Atlas Policy Suite installation: 

Ensure that you have the WebSphere Application Server (WAS) - Base Edition installed on 

your system. Currently, the IBM Atlas Policy Suite supports only the Base edition of WAS. 

If you are running PolicyAtlas and AtlasReports on the same WebSphere profile, the following 

versions of WebSphere are required as a minimum: 

• WAS 7.0.0.37 

• WAS 8.0.0.10 

• WAS 8.5.0.1 

• WAS 8.5.5.2 

3.4 Known Issues 

This section lists known limitations about installation. 

• When upgrading from / installing over an existing version of Policy Atlas or Retention Syn-

dication connector or eDiscovery Syndication connector, please take a backup of your cur-

rent installation folder. 

6.0.3.7 Installer MAY NOT take a backup of the current installation folder. 

 

• When upgrading from 6.0.3.2 to 6.0.3.3., the installation of IBM Atlas Policy Suite 6.0.3.3 will 

backup 6.0.3.2 User is NOT required to run the Uninstaller for version 6.0.3.2. 

• When upgrading from 6.0.3.0 to 6.0.3.3, the uninstallation of 6.0.3.3 will remove the 6.0.3.0 

files as well. Instead, manually remove the 6.0.3.3 files and run the 6.0.3.3 installation again 

if 6.0.3.3 uninstall is required.  

• In previous releases there was a JBoss 6 EAP-specific .ear file, AtlasExtensions_jboss6eap.ear, 

for Atlas Extensions - this is no longer the case. Please use the AtlasExtensions.ear. 

• Known Documentation Issues with corrections can be found here – 

http://www.ibm.com/support/docview.wss?uid=swg27044359 

• Atlas does not enforce email address uniqueness. 

In Atlas, duplicate email addresses are not allowed on People in Scope page. Thus, if a 

person with identical email address is directly added to Request Scope, Atlas shows an error 

message. 

However, there are three scenarios in which a duplicate email address can be added to Re-

quest Scope, wherein Atlas does not show any error message.  

The three scenarios are as follows: 

o Whenever an email address is updated through Admin > Person to create a duplicate 

email address entry, Atlas does not show any error message.  

http://www-01.ibm.com/support/docview.wss?uid=swg27044359
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o Whenever a data source is created with a duplicate email address entry and that data 

source is added to the Request Scope, Atlas does not show any error message. 

o Whenever an organization is created with a duplicate email address entry and that 

organization is added to the Request Scope, Atlas does not show any error message. 

These three scenarios result in duplicate email addresses in Resource Scope without any 

error message from Atlas. 

 

• Confirmation Reminder for Global notice is not sent to Partially Sent Recipients.   

In the case of disruption of Policy Atlas application, if Global reminder is partially sent, then 

the Confirmation Reminders to the Global Notice will not be delivered to the recipients listed 

with reason Partially Sent. The confirmation reminders will be delivered only to the recipi-

ents with reason Sent. 

 

Workaround: You should send the Global Reminder again. Ensure that the Atlas application 

is not terminated abruptly until the Global Reminder is delivered to all the recipients.   

4. WHAT’S NEW IN THIS RELEASE 

The IBM Atlas Policy Suite 6.0.3 Fix Pack 7 consists of the following new features.  

4.1 Software Currency  

Added Support  

IBM Atlas Policy Suite 6.0.3 Fix Pack 7 supports the following software versions:   

Windows 2016 Standard Server – Only WAS 8.5.5.13 and Oracle 12c   

4.2 Datasource Loader in AtlasExtensions 

Data source import operation is recursive and is currently handled manually. A data source 

loader is used to automate the data source import operation through Atlas Extensions frame-

work. Data source loader is added to Atlas Extensions application in addition to existing HR, Or-

ganization and Matters loader.  

Following are the functions of a data source loader – 

• Full load or incremental load configuration. 

• Schedule the operation based on the required frequency. 

• Validation of the required columns. 

• Create a new data source.  

• Update existing data source through the unique identifier provided in the IDENTIFIER 

column.  
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• Create/update data source with Active (approved), Inactive (deactivate) and In Progress 

statuses through the STATUS column. 

• Approve the imported data sources as per the current approval workflow through the UI 

(no changes to the workflow).  

Details of configuration and usage are mentioned in the                              

"DS_Adapter_User_guide_Atlas_6.0.3.7.pdf", which is included in the                                        

6.0.3-ATLAS-FP0007_README folder. 

 

4.3 ATLAS - Information Governance Catalog (IGC) Connector 

 

The Atlas GRPSM to IGC Connector performs synchronization of assets and asset relations from 

Atlas GRPSM to IBM Governance Catalog (IGC). 

This brings retention information from IBM Atlas Retention into IGC to enable truly unified gov-

ernance work for a Compliance Officer. 

This release includes Atlas-IGC connector installers: 

• For Windows: Atlas_IGC_Connector.zip 

• For Unix: Atlas_IGC_Connector.tar.gz 

Details of Installation, configuration and usage are mentioned in the                                                              

"Atlas-IGC Connector Administrator Guide.pdf", which is included in the                               

6.0.3-ATLAS-FP0007_README folder. 

4.4 APAR Documentation 

 

APAR Summary Resolution 

HE12643 Cross-site scripting (XSS) security issue 

Added validation on the input fields to not 

allow HTML tags 

HE12644 

Cross-frame scripting (XFS) security is-

sue 

Added Content-Security-Policy parameter 

to the response header  

HE12646 Concurrent login for Admin accounts 

Added a new property ‘ENABLE_CONCUR-

RENT_LOGIN’ to the policyatlas.properties 

file to configure the concurrent login on 

multiple browsers. Concurrent login is ena-

bled by default. 



IBM ATLAS POLICY SUITE V6.0.3 FIXPACK 7 

 

 

IBM ATLAS README                      © Copyright IBM Corp. 2018  P a g e  | 7 

APAR Summary Resolution 

HE12766 

Alerts are not going to System Adminis-

trator for certain types of alerts 

Fixed the code issue 

HE12798 

Intermittent issue responding to hold 

notices 

Fixed the code issue 

HE12820 

Update the “Requested on” column as 

current system date whenever uploading 

data source using import CSV data op-

tion 

Fixed the code issue 

HE12822 

Checkboxes for Reply Confirmation not 

shown on Notices Sent tab 

Fixed the code issue 
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4.5 PSIRT Documentation 

 

PSIRT Summary Resolution 

PSIRT  

CVE-2016-1000031 

 

Apache Commons FileUpload DiskFileItem File Ma-

nipulation Remote Code Execution.  

There exists a Java Object in the Apache Commons 

FileUpload library that can be manipulated in such a 

way that when it is deserialized, it can write or copy 

files to disk in arbitrary locations. Furthermore, while 

the Object can be used alone, this new vector can 

be integrated with ysoserial to upload and execute 

binaries in a single deserialization call. This may or 

may not work depending on an application's imple-

mentation of the FileUpload library. 

 

The Apache Commons 

FileUpload jar in IBM 

Atlas Policy Suite has 

been updated to ver-

sion 1.3.3. 

 

NOTICES, COPYRIGHT LICENSE AND TRADEMARKS 

Notices 

This information was developed for products and services offered in the U.S.A. IBM may not 

offer the products, services, or features discussed in this document in other countries. Consult 

your local IBM representative for information on the products and services currently available in 

your area. Any reference to an IBM product, program, or service is not intended to state or imply 

that only that IBM product, program, or service may be used. Any functionally equivalent 

product, program, or service that does not infringe any IBM intellectual property right may be 

used instead. However, it is the user's responsibility to evaluate and verify the operation of any 

non-IBM product, program, or service. 

IBM may have patents or pending patent applications covering subject matter described in this 

document. The furnishing of this document does not give you any license to these patents. You 

can send license inquiries, in writing, to: 

IBM Director of Licensing 

IBM Corporation 

North Castle Drive 

Armonk, NY 10504-1785 

U.S.A. 

For license inquiries regarding double-byte character set (DBCS) information, contact the IBM 

Intellectual Property Department in your country or send inquiries, in writing, to: 



IBM ATLAS POLICY SUITE V6.0.3 FIXPACK 7 

 

 

IBM ATLAS README                      © Copyright IBM Corp. 2018  P a g e  | 9 

Intellectual Property Licensing 

Legal and Intellectual Property Law 

IBM Japan Ltd. 

19-21, Nihonbashi-Hakozakicho, Chuo-ku 

Tokyo 103-8510, Japan 

  

The following paragraph does not apply to the United Kingdom or any other country where 

such provisions are inconsistent with local law: 

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION 

"AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, 

INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 

NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 

Some states do not allow disclaimer of express or implied warranties in certain transactions, 

therefore, this statement may not apply to you. 

This information could include technical inaccuracies or typographical errors. Changes are 

periodically made to the information herein; these changes will be incorporated in new editions 

of the publication. IBM may make improvements and/or changes in the product(s) and/or the 

program(s) described in this publication at any time without notice. 

Licensees of this program who wish to have information about it for the purpose of enabling: (i) 

the exchange of information between independently created programs and other programs 

(including this one) and (ii) the mutual use of the information which has been exchanged, should 

contact: 

IBM Deutschland GmbH 

Department M358 

IBM-Allee 1 

71139 Ehningen 

Germany 

 

Such information may be available, subject to appropriate terms and conditions, including in 

some cases, payment of a fee. 

The licensed program described in this information and all licensed material available for it are 

provided by IBM under terms of the IBM Customer Agreement or any equivalent agreement 

between us. 

Any performance data contained herein was determined in a controlled environment. Therefore, 

the results obtained in other operating environments may vary significantly. Some 

measurements may have been made on development-level systems and there is no guarantee 

that these measurements will be the same on generally available systems. 

Furthermore, some measurement may have been estimated through extrapolation. Actual 

results may vary. Users of this document should verify the applicable data for their specific 

environment. 
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Information concerning non-IBM products was obtained from the suppliers of those products, 

their published announcements or other publicly available sources. IBM has not tested those 

products and cannot confirm the accuracy of performance, compatibility or any other claims 

related to non-IBM products. Questions on the capabilities of non-IBM products should be 

addressed to the suppliers of those products. 

All statements regarding IBM's future direction or intent are subject to change or withdrawal 

without notice, and represent goals and objectives only. 

All IBM prices shown are IBM's suggested retail prices, are current and are subject to change 

without notice. Dealer prices may vary. 

This information is for planning purposes only. The information herein is subject to change 

before the products described become available. 

This information contains examples of data and reports used in daily business operations. To 

illustrate them as completely as possible, the examples include the names of individuals, 

companies, brands, and products. All of these names are fictitious and any similarity to the 

names and addresses used by an actual business enterprise is entirely coincidental. 

Copyright License 

This information contains sample application programs in source language, which illustrates 

programming techniques on various operating platforms. You may copy, modify, and distribute 

these sample programs in any form without payment to IBM, for the purposes of developing, 

using, marketing or distributing application programs conforming to the application 

programming interface for the operating platform for which the sample programs are written. 

These examples have not been thoroughly tested under all conditions. IBM, therefore, cannot 

guarantee or imply reliability, serviceability, or function of these programs. 

If you are viewing this information softcopy, the photographs and color illustrations may not 

appear. 

Trademarks 

IBM, the IBM logo, and ibm.com are trademarks of International Business Machines Corporation, 

registered in many jurisdictions worldwide. A current list of IBM trademarks is available on the 

web at "Copyright and trademark information" at http://www.ibm.com/legal/copytrade.shtml. 

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle 

and/or its affiliates. 

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft 

Corporation in the United States, other countries, or both. 

UNIX is a registered trademark of The Open Group in the United States and other countries. 

The Oracle Outside In Technology included herein is subject to a restricted use license and can 

only be used in conjunction with this application. 

Other product and service names might be trademarks of IBM or other companies. 

— End of Document — 
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