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1 Introduction

1.1 Purpose

This document is designed to be a simple/basic guide (complete with screenshots) for
how to install a “standard” Controller 10.4.1 system from scratch.

e Itisintended to be utilised by IBM Cognos (and partners) technical consultants, to help
perform an installation of Controller 10.4.1 server in ‘simple / standard’ environments.

e Itis also possible for less-experienced people (for example customer’s I.T. departments)
to use this document too, so long as:

e It will be a simple/standard implementation of Controller

e The customer accepts responsibility for any problems that may arise from the use
of this document

In other words, the customer must accept that IBM’s recommendation is always to
employ an experienced IBM Cognos Technical Consultant to help them install Controller.

e Employing an experienced IBM technical consultant will ensure that the risk is
minimised of unexpected issues arising from an install or upgrade.

By following these “best practices” the intention is to make Controller installation as easy
as possible, with the minimum of possibility for errors/issues. The author suggests that
experienced technical consultants can also use this document as an ‘aide-memoir’, i.e. a
concise set of instructions for installing the software as per current best practices, for
typical situations.

1.2 Applicability

This document is based on installing Controller 10.4.1, which was released 11% June
2019.

1.3 Exclusions and Exceptions

There are an infinite variety of possible customer I.T. environments/needs/specialist
requirements. Therefore, IBM has intentionally made Controller flexible to give the
customer many different ways to install Controller 10.4.1. Therefore the advice in this
document may have to be modified by the reader to fit in with their specific
needs/environment.

Although this document demonstrates proven practices suitable for most environments, it
is not necessarily perfect for all environments.

Employing an experienced IBM Cognos technical consultant to upgrade your Controller
server(s) is always the recommended & ideal scenario.

NOTE: This document was last updated by the author August 14% 2019.

e The latest version of this document can always be found here: http://www-
01.ibm.com/support/docview.wss?uid=swg21608353
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2 Important Notes, Tips and WARNINGS

2.1 Do not ignore/skip any sections of this document, unless you understand the
consequences!

It is possible to install Controller and get it working without performing some of the steps that

the author prescribes/recommends (in this document). However, customer feedback has

confirmed that, unless you perform all of my recommendations/extra-steps, then the customer’s

Controller system will NOT work well in the long-term.

Many of the author’s tips and recommendations refer to IBM “Technotes”.

e One method of searching the Technote knowledgebase is to use this link:
https://www.ibm.com/mysupport

e Alternatively it is easy to search the Technotes by simply using ‘Google’. For example, if you
want to search for the error message “My error message” then run the following Google
search, and the top results should be our Technotes:

GO SIC ‘ “Cognos Controller” and “My error message’| n

In addition, most of the author’s other Proven Practice documents can be found inside these
Technotes.

e For example, see here for the latest version of this document: http://www-
01.ibm.com/support/docview.wss?uid=swg21608353

2.2 Server name conventions — FQDN and NetBIOS

Throughout this document, the author shall talk about configurations that refer to the

<servername> of your Controller server. There are two main conventions for server naming:
1. NetBIOS — for example ‘"MYSERVERNAME'

2. FQDN - for example ‘"MYSERVERNAME.uk.companyname.com’

Alternatively, you may even be using something else to refer to your servers. For example, you
may want to use a “virtual” DNS name (for Disaster Recovery purposes). Whatever naming
convention that you choose, you *must* use the SAME (correct) version of your server hame at
*all* times, to retain consistency.

WARNING: To summarise, customers should typically use either NetBIOS or FQDN
names throughout their entire configuration/deployment, but not both (a
mixture). [Using a mixture of naming conventions will cause complications/problems
later].
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3 Initial Server Prerequisites

3.1 Server hardware recommendations
Naturally, customers must deploy Controller on hardware that is sufficiently powerful to give the
end users a good experience.

e Please refer to the author’s Technote for my server hardware recommendations (based

on customer success/feedback) here: https://www-
01.ibm.com/support/docview.wss?uid=ibm10871602

3.2 VMWare / ESX (and other virtual platforms)

Most customers choose to deploy Controller on virtual hardware (such as VMWare/ESX).
However, the author recommends:

. Make sure that the virtual hardware is configured correctly. For example, configure the
number of CPU cores per socket correctly (see scenario #8 here: http://www-
01.ibm.com/support/docview.wss?uid=swg21365257 )

e When the system is 100% tested (and working OK) the author recommends that
customers create a virtual snapshot (of the image) as a backup precaution. Archive this
backup somewhere safe (in case it is necessary to revert to it later.

3.3 Operating System

Full details of the supported environments for Controller 10.4.1 are here:

https://www.ibm.com/support/knowledgecenter/en/SS9S6B 10.4.1/com.ibm.swg.ba.cognos.qgrc ctrl inst.doc/c gsg ctrl su
pportedenvironments.html

e Although other environments are supported, this document shall mainly assume that you
are using Windows 2016 Standard Edition.

3.4 Windows Patches

As a general best practice, ensure that your operating system is patched to the latest Microsoft
Windows patches.

e Make sure that your operating system is patched to the very latest fixes.

3.5 Windows User during installation

When using modern versions of Windows (for example 2012 onwards) there are many tasks that
are ‘locked down’ to user accounts who are not the ‘Administrator’ account.

Therefore, to make things easier/quicker, the author currently recommends that (if possible)
perform all install/configuration tasks when logged on as the local ‘Administrator’ user account.
e This is an optional recommendation - purely to make things easier/quicker/simpler.
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3.6 Required Windows Components — Microsoft IIS webserver & Enable network
COM+ access

By default, several required Windows components are not installed/enabled. Therefore:
o Click ‘Start — Server Manager’
e C(Click “Add Roles and Features":

& Server Manager

Server Manager * Dashboard

18 Dashboard WELCOME TO SERVER MANAGER

B Local Server

i AlS : e
on e _ 6 Configure this local server
H§ File and Storage Services b =

Add roles and features
3 Add other servers to manage

WHAT'S NEW R .
4 Create a server group

w

Connect this

e Choose “"Role-based or feature-based installation”, and click Next.
e Select your server, and click Next.
e Select/tick Web Server (IIS) (if it is not already installed) and click ‘Add Features'.

fiu Add Roles and Features Wizard — [m] X

DESTINATION SERVER

Select server roles VBRACONTBAP . hursieyibm.com

Select one or more roles to install on the selected server.

Roles Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

[C] Active Directory Certificate Services
[[] Active Directory Domain Services
[C] Active Directory Federation Services
[J Active Directory Lightweight Directory Services
[J Active Directory Rights Management Services
[[] Device Health Attestation
[C] DHCP Server
[] DNS Server
[] Fax Server
E] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
O Hyper-V
[C] MultiPoint Services
[J Network Policy and Access Services
[ Print and Document Services
[C] Remote Access
[C] Remote Desktop Services
[C] Volume Activation Services
IZ>

] Windows Deployment Services

e Click Next
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Inside “Features” you must expand “.NET Framework 4.6 Features”
Ensure that the following options are ticked/enabled:

f& Add Roles and Features Wizard - u] X

DESTINATION SERVER

Select features N-CCR V1041

8efore You Beain Select one or more features to install on the selected server.

Features Description

v [J .NET Framework 3.5 Features & HTTP Activation supports process
4 W] NET Framework 4.6 Features (2 of 7 installed) activation via HTTP. Applications
| .NET Framework 4.6 (Installed) that use HTTP Activation can start

iy b G108 o Ui s i
Web Server Role (IIS) 4 W] WCF Services (1 of 5 installed) work items that arrive over the
network via HTTP.
[J Message Queuing (MSMQ) Activation
Confirmation [] Named Pipe Activation

[ 1 TCP Activation

TCP Port Sharing (Installed)
1 [] Bad ground Intelligent Transfer Service (BITS)

[ BitLocker Drive Encryption

[ BitLocker Network Unlock

After ticking ‘HTTP Activation’, you may receive the following screen. If so, then click “Add
Features”:

Select one or more features to install on the selected server, |12 Add Roles and Features Wizard X

Features Add features that are required for HTTP Activation?

b .NET Framework 3.5 Features

4 W] NET Framework 4.6 Features (2 of 7 installed)
v/| NET Framework 4.6 (Installed)
V| ASP.NET 4.6

You cannot install HTTP Activation unless the following role services
or features are also installed.

4 Web Server (IIS)
4 Web Server
4 Application Development

ng (MSMQ) Activation

Named Pipe Activation ASP.NET 4.6
TCP Activati ISAPI Extensions
it Shar ISAPI Filters

/| TCP Port Sharing (Installed)
! Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption
BitLocker Network Unlock
BranchCache
Client for NFS
Containers
Data Center Bridging Include management tools (if applicable)
Direct Play
Enhanced Storage

.NET Extensibility 4.6
4 Windows Process Activation Service
Configuration APIs
Process Model

Click Next, Next.

When you reach the ‘Role Services’ section for IIS, ensure the following (including ‘HTTP
Redirection’) are selected:

T Add Roles and Features Wizard - o X

DESTINATION SERVER

Select role services VERACONTEAS! hursey b com

Select the role services to install for Web Server (IIS)

Role services Description

HTTP Redirection provides support
to redirect user requests to a specific
destination. Use HTTP redirection
whenever you want customers who
might use one URL to actually end
up at another URL. This is helpful in
many situations, from simply

] WebDAV Publishing renaming your Web site, to
4[] Realth and Diagnostics overcoming a domain name that is

HTTP Logging difficult to spe:, or l[ﬂmng clients to

[0 Custom Logging use a secure channel.

[ Logging Tools

[ 0DBC Logging

[ Request Monitor

[ Tracing
4 [J] Performance

Static Content Compression

[ Dynamic Content Compression
4 [V Security

4 [V] Web Server

Common HTTP Features
efault Document
irectory Browsing
TTP Errors

Static Content
[S2RHTTP Redirectio

<

lext >

Click Next
Click Install
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e Afterwards, relaunch the same “"Add Roles and Features” wizard

e Expand ‘Web Server ... Web Server ... Application Development”, and tick/select CGI (if it is
not already selected), so it should look similar to:

[z Add Roles and Features Wizard — [m] X

DESTINATION SERVER

Select server roles VMWINZO16

Select one or more roles to install on the selected server.

e Roles Description
SEEVEHSEISGHON | Print and Document Services CGl defines how a Web server
[] Remote Access passes information to an external
= [C] Remote Desktop Services program. Typical uses might include
" J [] Volume Activation Services using a Web form to collect
4 [m] Web Server (IIS) (13 of 43 installed) information and then passing that
4 [W] Web Server (12 of 34 installed) information to a CGl script to be
[®] Common HTTP Features (5 of 6 installed) emailed somewhere else. Because
[W] Health and Diagnostics (1 of 6 installed) CGl is a standard, CGl scripts can be
[m] Performance (1 of 2 installed) written using a variety of
[m] Security (1 of 9 installed) programming languages. The
4 [m] Application Development (4 of 11 installed downside to using CGl is the
[] .NET Extensibility 3.5 performance overhead.

| .NET Extensibility 4.6 (Installed)
[] Application Initialization

[ asp

[] ASP.NET 35

/| ASP.NET 4.6 (Installed)

+ ISAPI Extensions (Installed)

< Previous t Cancel

e Click Next, Next, Install.

Launch http://servername and ensure that the default website appears successfully before
proceeding to the next stage.

3.7 Other Microsoft Software
Install each the following Microsoft software/components on your application server:

o MS Excel 2010 (32-bit), 2013/2016 (32 or 64-bit) or 2019 (64-bit)

Although it is not strictly 100% necessary to install MS Office on your application server,
the author recommends that you install Microsoft Excel on the application server.

- This is because it makes testing immediately after the installation (plus throughout the
future lifetime of the Controller system) very easy

After installing MS Office, please patch to the latest Microsoft Office patch version.

e Microsoft Visual C++ 2010 SP1 Redistributable Package (x64)
Launch the file “veredist_x64.exe” and perform a default install.

This file is currently downloadable from here:
http://www.microsoft.com/en-gb/download/details.aspx?id=13523
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3.8 Database client software

IMPORTANT NOTE: Controller server contains mostly 64-bit code. However, a small portion - the
COM+ subsystem - is still 32-bit.
e Therefore Controller requires both the 32-bit and 64-bit versions of the required pre-
requisite third-party database client software
Luckily, SQL and DB2 database clients contain both the 32-bit and 64-bit versions in one
package.
e However, if using Oracle you will need to manually install both packages separately.

Depending on which database platform you are using (SQL, Oracle or DB2), you will need to
perform the steps listed below:

OPTION #1 — Microsoft SQL
If using SQL 2017 as your database server:
o Insert SQL 2017 (x64) media and launch setup.exe
o Choose 'Installation” — ‘New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK

% SQL Server 2017 Setup - o x

Feature Selection

Select the Standard features to install.

Product Key
@ Looking for Reporting Services?  Download it from the web
License Terms A LI e WER
Global Rules Features: Feature description:
Microsoft Update Shared Features A | [ The configuration and operation of each ~
Product Updates []Data Quality Client instance feature of a SQL Server instance is
Install Setup Files lient Tools Connectivity |
Install Rules [ Integration Services Prerequisites for selected features:
c Gy [ Scale Out Worker T
estwe Selection lient Tools Backwards Compatibility yoac Mlatect
Feature Rules ke Taes Rox Microsoft NET Framework 4.0
Feature Configuration Rules [ Distributed Replay Controller =
is| ace uirements
Ready to Install [ Distributed Replay Client ~astopace Seq
Installation Progress [J5QL Client Connectivity SOK « | [ Drive C: 381 MB required, 232224 MB available
Complete < >
Select All Unselect All
Instance root directory C:\Program Files\Microsoft SQL Server
Shared feature directory: Ci\Program Files\Microsoft SQL Server\

Shared feature directory (x86): C:\Program Files (x86)\Microsoft SQL Server\

<Back Next > Cancel

o Accept all the default values during the wizard

TIP: To make future administration potentially more convenient later, the author recommends to
then:
o Browse to this website: https://go.microsoft.com/fwlink/?LinkId=531355

o Download the latest version of “"SQL Server Management Studio (SSMS)” from the link.
Double-click on the file ("SSMS-Setup-ENU.exe") and perform a default installation

a2 oV VN SN VI NI VI Y N VY N VY NY VI NENY VNI VI Y VI NE N VNI VY N VY NN NI N VY VY VYV VI VI N VI N VY NI VI VY N VY NIV V]

If using SQL 2016 as your database server:
o Insert SQL 2016 (x64) media and launch setup.exe
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o Choose 'Installation” — ‘New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK

% SQL Server 2016 Setup - o X

| Feature Selection

Select the Standard features to install.

Product Key Features: Feature description:
License Terms Shared Features A | [ The configuration and operation of each ~
Global Rules [ Reporting Services - SharePoint instance feature of a SQL Server instance is
Microsoft Update [[J Reporting Services Add-in for SharePoint Proc Issolatefi fv‘nm other SQL Setrwc;nsrn('e: saL =
erver instances can operate side-by-side on
Product Updates [ Data Quality Client
52> | Client Tools Connectivity Prerequisites for selected features:
Install Setup Files 5
[ Integration Services 5

Install Rules Client Tools Backwards Compatibility Alrendy installect &

i P Microsoft NET Framework 4.0
Feature Selection Client Tools SOK v

To he inctalled from media:
[ Documentation Components <

[ Distributed Replay Controller
[ Distributed Replay Client

Feature Rules

Feature Configuration Rules Disk Space Requirements

Ready to Install [ SQL Client Connectivity SDK Drive C: 444 MB required, 87897 MB available
Installation Progress Redistributable Features v
Complete < 2
Select All Unselect All
Instance root directory C:\Program Files\Microsoft SQL Server
Shared feature directory: C:\Program Files\Microsoft SQL Server\

Shared feature directory (x86): | C:\Program Files (x86)\Microsoft SQL Server\

< Back Next > Cancel

o Accept all the default values during the wizard

TIP: To make future administration potentially more convenient later, the author recommends to
then:

o Browse to this website: https://go.microsoft.com/fwlink/?LinkId=531355

o Download the latest version of "SQL Server Management Studio (SSMS)” from the link.
Double-click on the file ("SSMS-Setup-ENU.exe”) and perform a default installation

NONINININININININI NI NINI NN NI NI NI NN NN NI NI NI NI NN NI NI NI NI NI NI NI NI NI NN N

If using SQL 2014 as your database server:
o Insert SQL 2014 (x64) media and launch setup.exe
o Choose 'Installation’ — ‘"New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK
o Management Tools — Complete



Installing & Configuring IBM Cognos Controller 10.4.1 server

Tl SQL Server 2014 Setup
Feature Selection
Select the Enterprise features to install,
Product Key Features:

License Terms

Glaobal Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress

[] Reporting Services - Mative
Shared Features
[] Reporting Services - SharePoint
[[] Reporting Services Add-in for SharePoint Pro
[ Data Quality Cliert
£ [ Client Toals Connectivity
[] Integration Services
Client Tools Backwards Compatibility
|::> Client Toals SDK
[7] Documentation Components
tanagement Tools - Basic
hanagernent Tools - Complete
[ Distributed Replay Controller

Comblete id . &

o Accept all the default values during the wizard
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If using SQL 2012 as your database server:
o Insert SQL 2012 (x86 and x64) media and launch setup.exe
o Choose 'Installation” — ‘New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
o Client Tools Backwards Compatibility
o Client Tools SDK
o Management Tools — Complete

Shared Features
] Reperting Services - SharePeint

(] Reporting Services Add-in for SharePoint Products
"] Data Quality Client

Prerequisites for selected features:

| Already installed
Microsoft NET Framewaork 4.0
Windows PowerShell 2.0
Microseft NET Framework 3.5
To be installed from media:
Microsoft Visual Studio 2010 Shell

| Client Tools Backwards Compatibility
v Client Tools SDK
] Documentation Components
¥ Management Tools - Basic
¥l Management Tools - Complete
] Distributed Replay Controller
| Distributed Replay Client

Select All | | Unselect All
|

Shared feature directory: C:AProgram Files\Microsoft SQL Server) ‘ ‘

Shared feature directory (x86): | C:\Program Files (xE6}\Microsoft SQL Server

i < Back Next > H Cancel || Hep |

o Accept all the default values during the wizard

o After the product has finished installing, download latest service pack (for example SP1
for 64-bit = sQLServer2012SP1-KB2674319-x64-ENU. exe) from Microsoft

o Double-click to upgrade the client tools to SP1, then reboot application server
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If using SQL 2008 as your database server:
o Insert SQL 2008 (x86, x64, ia64) media and launch setup.exe

o If necessary, this will automatically download.NET 3.5 SP1 from the internet and
install it

o Afterwards, choose 'Installation’ — ‘New SQL Server stand-alone installation...’
o In the ‘Feature Selection’ screen, as a minimum tick the following:
o Client Tools Connectivity
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o Client Tools Backwards Compatibility
o Client Tools SDK
o Management Tools — Complete
o Accept all the default values during the wizard

o After the product has finished installing, download latest service pack (for example SP2
for R2 64-bit = sQLServer2008R2SP2-KB2630458-x64-ENU. exe) from Microsoft

o Double-click to upgrade the client tools to SP2, then reboot application server

o If you are not going to publish Controller data to Data Marts (see blue box above) then
you can skip the next step:

o If you do have the SQL 2005 cd-rom media, then simply perform the same steps
(see above) to install the SQL 2005 'Workstation components, Books Online and
development tools', and (as a best practice) patch to SQL 2005 SP4.

o If you do not have the SQL 2005 cd-rom installation media, then download and
install the components (e.g. “Microsoft SQL Server 2005 Backward Compatibility
Components” = "SQLServer2005_BC.msi"

= see IBM Technote 1472432 for more details).

NN NNINININININIONININININININI NI NN NI NI NI NI NI NI NI NI NI NI NN N NN NI NI NI NI NN N
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OPTION #2 — Oracle

If using Oracle 12c as your database server (Controller 10.4.1 supports Oracle 12.1.0.2.0 Release
1 Enterprise edition):

o Firstly, download the latest patchset version of the Oracle 12C release 1 64-bit client.
At the time of writing:

o The latest version is 12.1.0.2.0

o This is currently available from here: http://www.oracle.com/technetwork/database/enterprise-

edition/downloads/database12c-win64-download-2297732.html
o Specifically, you need to download “winx64_12102_client.zip”.

o Extract this file ("winx64_12102_ client.zip”) onto the Controller application server,
and run 'setup.exe'

o VITAL: During the client installation wizard, select a full 'Administrator' install option:

| &f Oracle Database Client 12c Release 1 Installer - Step 1 of 6 =N -
: ORACLE’
Select Installation Type —_— ¢
DATABASE
= Select Installation Type ‘What type of Installation do you want?
I =
e Select Product Languages (_J) InstantClient (350.0MB)
Instalis Instant Client Software
¥ (3 [administrator (1.5G8)
Instalis the management console, management tools, networking services, utilities and basic client software.
_) Runtime (1.1GB)
Installs tools for developing applications, networking services and basic client software.
{ ) Custom
Enables you to choose individual compenents to install.

o Typically choose all the default options for the other wizard choices.

TIP: After the install has finished, check that it has installed all the expected components, by

looking at the size of the "C:\app" folder (or wherever you have installed it to). The total size
should be approximately 1.41Gb.

e Now create/edit your TNSNAMES.ORA file.
o By default, this is located here:
C:\app\client\Administrator\product\12.1.0\client_1\network\admin
o Ensure that it contains entries on how to connect to your Oracle database
server(s)

e Next you need to create a ‘System Variable’ (on your Controller application server) called
‘TNS_ADMIN' to point to the location of your TNSNAMES.ORA file.

o By default, the value would be:

C:\app\client\Administrator\product\12.1.0\client_1\network\admin

System Properties £
Computer Name | Hardware | Advanced | Remote
Environment Variables ]
User varisbles for Administrator
Variable Edit System Variable

TEMP
THP

Yariable name: THS_ADMIN <]

A e e

Eyystem vatisbles

Variable Value

THP Ci\Windows\ TEMP

> THS_ADMIN CH\applAdministratoriproduct|L1.2.0\ch. .
USERNAME SYSTEM

windir CHiWindows

N e v
i
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TIP: Before continuing, due to a bug in Oracle (https://community.oracle.com/thread/3653584) You Will
probably need to rename the registry key “"HKLM\Software\Oracle” to
“HKLM\Software\Oracle.OLD".

o Secondly, download the latest patchset version of the Oracle 12C release 1 32-bit
client. At the time of writing:

o The latest version is 12.1.0.2.0

o This is currently available from here: http://www.oracle.com/technetwork/database/enterprise-
edition/downloads/database12c-win64-download-2297732.html

o Specifically, you need to download “winnt_12102_client32.zip".

o Extract this file ("winnt_12102_client32.zip") onto the Controller application server,
and run 'setup.exe'

o VITAL: During the client installation wizard, select a full '"Administrator' install option'

| Oracle Database Client 12c Release 1 Installer - Step 1 of 6 -
: ORACLE
Select Installation Type —_— ¢
DATABASE
4 Select Installation Type ‘What type of Installation do you want?
' Select Product Languages () InstantClient (350.0MB)

Installs Instant Client Software
|:> ® () |administrator (1.5GB)

Installz the management console, management tools, networking services, utiities and basic client software.
() Buntime (1.1GB)

Installs tools for developing applicaticns, networking services and basic client software.

: | Custom

Enables you to choose individual components to install.

e The author recommends that you install this software to a SEPARATE folder (from the 64-bit
client)

o For example, install it into the folder: C:\app_32\Administrator

e After the install has finished, check that it has installed all the expected components, by

looking at the size of the "C:\app_32" folder (or wherever you have installed it to). The total
size should be approximately 1.41Gb.

IMPORTANT: Finally, undo the registry key renaming that you did earlier.

o In other words, rename the registry key “"HKLM\Software\Oracle.OLD" to
“HKLM\Software\Oracle”.
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OPTION #3 — DB2
If using DB2 11.1 as your database server:

Controller 10.4.1 comes bundled with a ‘restricted license’ version of IBM DB2 ("DB2 Advanced
Workgroup Server Edition Server Authorized User Single Install V11.1").

Therefore, you can download the relevant DB2 installation files from the same location
that you downloaded the Controller 10.4.1 media.

[Alternatively, if you have a separate license for DB2 server, you can choose to obtain the
DB2 software from elsewhere].

Assuming that you want to use the ‘bundled’ version of DB2, first install DB2 11.1:

Open the folder for *CNB89ML’ (containing the extracted files for
‘DB2_AWSE_AUSI_Svr_11.1_win_86-64.zip").

Extract the ZIP file to a folder

Double-click on <location>\setup.exe

Click "Install a Product"

Underneath "IBM Data Server Client Version 11.1" click "Install New"
In the Wizard, choose ‘I Accept’ then click "Next"

Choose install type "Custom" then click "Next"

Choose the default ("Install IBM Data Server Client on this computer and save my settings
in a response file") and click "Next"

Accept the default installation folder (or choose a new directory) as required, and choose
"Next"

Ensure that "English" is selected and click "Next"

Inside the "DB2 copy name" accept the default ("DB2COPY1") then click "Next"
Click "Next"

Accept all the defaults *except* inside the "Enable operating system security for

DB2 objects" untick the option "Enable operating system security" (see here for
WA bttps:/fwww-01.ibm.com/support/docview.wss?uid=swq21504470 ).

1%' DB2 Setup - IBM Data Server Client - DB2COPY1 X

Enable operating system security for DB2 objects

Specify if you would like to enable operating system security for DB files, folders, registry keys, and other
objects on your computer. If you enable this security, operating system access to DB2 objects wil be limited to
the groups specified below.

|::>Dgnaue’ e i)
Information on the DB2 administrators group and DB2 users group is avaiable by dicking Help.

DB2 administrators group

DB2 users group

< Back Next > Cancel Help

Click "Finish"
Click "Next”, then “Finish”
Close the final DB2 screen.

Next, choose which DB2 Fix Pack (patch) to upgrade to.
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o At the time of writing, the latest DB2 11.1 patch is "Mod 4 Fix Pack 4 iFix001"
= This is the file “v11.1.4fp4a_ntx64_universal_fixpack”
o For more details, see here: htps:/www-01.ibm.com/support/docview.wss?uid=swg27007053
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If using DB2 10.5 as your database server:

Warning: DB2 10.5 will soon (April 30" 2020) no longer be supported by IBM.

First install DB2 10.5 RTM:

Open the folder for ‘CIWNIML’ (containing the extracted files for ‘DB2_10.5.0.3_limited_Win_x86-64.exe").
Double-click on <location>\setup.exe

Click "Install a Product"

Underneath "IBM Data Server Client Version 10.5" click "Install New"

In the Wizard, click "Next"

Choose install type "Custom" then click "Next"

Choose the default ("Install IBM Data Server Client on this computer and save my settings in a response file")
and click "Next"

Accept the default installation folder (or choose a new directory) as required, and choose "Next"
Ensure that "English" is selected and click "Next"

Inside the "DB2 copy name" accept the default ("DB2COPY1") then click "Next"

Click "Next"

Accept all the defaults *except* inside the "Enable operating system security for DB2 objects" untick
the option "Enable operating system security" (see Technote 1504470 for why)

Click "Finish"
Click “"Next”, then “Finish”
Close the final DB2 screen.

Next, choose which DB2 Fix Pack (patch) to upgrade to.

At the time of writing, FP10 is the latest version.
o Therefore, FP10 is recommended by the author.

o All DB2 client versions can be freely downloaded from here: http://www-
01.ibm.com/support/docview.wss?uid=swg27016878

Finally, patch the DB2 10.5 client to that chosen Fix Pack:

Open the patch folder, for example:
o If using FP3a, this is the folder: ‘CN2XMML’

o If using FP5, this is the folder that you have extracted
“v10.5fp5_ntx64_universal_fixpack.exe” to.

Stop all DB2-related Windows services

Double-click on <location>\setup.exe

Click "Install a Product"

Inside the “IBM Data Server Client Version 10.5 Fix Pack X” section, click "Work with
Existing”:

Choose all the default options, during the installation wizard.
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3.9 Adobe Acrobat Reader

Strictly speaking, you do not need to install Adobe Acrobat Reader on your application server.
However, to make testing easier, the author recommends that you install a modern/recent
version (e.g. latest version of Adobe XI).

3.10 Other Miscellaneous Windows settings

Ensure that all servers (e.g. SQL, Application#1, APP#2, Citrix #1, Citrix#2) are members of the
same domain

e If they are not in the same Windows domain, then this will cause problems when using
advanced functionality (for example MSAS Data Mart publishes, and also using
Optimise2/ERO)

3.11 Windows UAC

Disabling UAC is not strictly necessary (either on the server or the client device). However, to
make the installation much easier (fewer prompts during the software install/configuration) the
author typically disables the Windows UAC prompts before continuing (you can re-enable UAC
once everything is installed/working):

e Start - Settings - Control Panel

e Click "User Accounts- User Accounts"

e C(lick "Change User Account Control settings"
e Change slider setting to "Never notify"

e Click OK

count Control Settings

Choose when to be notified about changes to your computer

User Account Contral helps prevent patentially harmful programs from making changes to your computer.
Tell me more about User Account Control setting

Always notify

Never notify me when:

®  Programs try to install software or make changes to my
computer

« [make changes to Windows settings

2 . o
@ Mot recommended. Choose this only if you need to use
" programs that are not certified for Windows 7 because

— gy — th

ey do not suppart User Account Control.

Never notify

3.12 Enable the Windows policy 'Do not forcefully unload the user registry at user
logoff'.
Some customers (RARE) want to run a Windows service under a non-system user account.

¢ In general the author does not recommend doing this. Instead, he generally prefers all
Windows services to run under the Local System account.

If you do run services under a ‘real’ (non-system) username, then to stop various error messages
(for example https://www-01.ibm.com/support/docview.wss?uid=swg21497069) it is VITAL that you should:

e Launch the group policy editor (click "Start - Run" then type "gpedit.msc")

¢ Navigate "Computer Configuration -> Administrative Templates -> System->
UserProfiles"

e Double-click on "Do not forcefully unload the user registry at user logoff"
¢ Change the setting from “Not Configured” to “Enabled”.
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3.13 Best practices before proceeding

(1) Ensure that your application server has a fast (ideally gigabit, but as a m/inimum 100Mb
Full Duplex) network connection to/from the database server

(2) As a precaution, try testing the network connection (between the application servers
and the database server), to make sure that there are no unexpected bottlenecks. For
guidance on this, see here: http://www-01.ibm.com/support/docview.wss?uid=swg21347841

(3) Check your Windows Regional Settings, before installing any software.
o Typically, ensure that your server has been installed with the appropriate setting for
your country (e.g. English (UK)) as default regional options/language/keyboard.

o These regional settings choices should be consistent (the same) between the various
servers (Database, Application server and Citrix servers) involved. [Having a mixture
of Regional Settings increases the likelihood of experiencing application issues].
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4 Recommended Server System Settings

4.1 Create a Controller System Windows domain user

Some Controller system components (mainly, "ERO / Optimise2”) run best under a Domain User
account, so now:

¢ Create a Windows (Active Directory) domain user (e.g. DOMAIN\Controller system)
o Ensure that the user’s password is not set to expire

NANININININNININ NN NN NN NI NN NI NI NI NI NI NI NI NI NI NI NI NI NI NN N

Optional: In many customer environments, it makes installation (and future troubleshooting
work) easier if you make this ‘Controller system’ user to be a user account which can logon to
the server(s). Therefore, consider adding this Domain User to the local “administrators” group
that resides on the server (s).

o Specifically, right-click on "My Computer”, and choose “Manage”
o Expand “Local Users and Groups - Groups”
o Open up “Administrators” and add the domain user here

e Ensure that the customer does not have a policy (e.g. an AD Group Policy) which periodically
automatically removes non-recognised accounts from the local “Administrators” group
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4.2 Allow Cognos CGI/ISAPI extensions — optional (required if using CA ‘gateway’ feature
for SSO)

IBM no longer actively supports Cognos BI. Therefore (although Controller will work with some
versions of Cognos BI) customers should use Cognos Analytics (CA) server with Controller 10.4.1.

If you choose to use CA's optional ‘gateway’ feature (which is necessary for some features, for
example Single Sign On - see later) then you must choose to either use CGI or ISAPI (see later
section for more details).

e By default, both CGI and ISAPI are disabled in IIS.

e Therefore, after you have chosen which one to use (default = CGI) you must enable the
relevant extension by using either of the following methods (*quick’ or ‘slow’):

Quick and easy method:

e Open the IIS administrative Manager tool, highlight your server, and open ‘ISAPI and CGI
Restrictions’
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-85 VMCONT102 (VMCONT102\#
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- % Go - G Show All | Group by: Area
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- K
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WNET NET NET Error NET NET Trust  Application Connection
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Right-click on the white background, and choose ‘Edit Feature Settings’

23

€3 Internet Information Services (IIS) Manager
€« €3 » VM-CCR-SVR-1041 »

File View Help

Connections - o Actions
a 8 (&) Jl ISAPI and CGI Restrictions
I :J \S/:rfcpgg-esvmon (NiGeR | Usethis feature to specify the[SAP! and CG extensions thatcan run on the Web server.

2 Application Pools Groupby: NoGrouping  ~ @

8l Sites Description Restriction Path

ASP.NET v4.0.3... Allowed 9%windir%\Microsoft.NET\Framework\v4.0.30319\aspnet_isapi.dil
ASP.NET v4.0.3... Allowed %%windir%\Microsoft.NET\Framework64\v4.0.30319\aspnet_isapi.dl

Add...

Edit Feature Settings..

© Hep

e Tick the relevant box (either “Allow unspecified CGI modules” or “Allow unspecified ISAPI

modules”) depending on which technology you intend to use.
o If unsure, simply tick both:
Edit ISAPI and CGI Restrictions Settings \L_

Allow unspecified CGl modules

Allow unspecified ISAPI modules

oK | | Cancel

e Click OK.

Slower/More precise method:

If you need to have more precise security control, you could instead do the following

(after installing CA server):
o Right-click on the white background, and choose ‘Add’

o Inside the “"Add ISAPI or CGI Restriction” box, create a new Webserver

extension

o For example, call the ‘Description’ either ‘Cognos.cgi’ or ‘cognosisapi.dil’

(depending on your needs)

o Inside the ‘ISAPI or CGI path’ configure it to allow the relevant file, which (by

default) is either:
o C:\Program Files\ibm\cognos\analytics\cgi-bin\cognos.cgi

o Or C:\Program Files\ibm\cognos\analytics\cgi-bin\cognosisapi.dil

o Make sure that "Allow extension path to execute" is ticked
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4.3 Optimise IIS website ‘Application Pool’ settings
Inside IIS Manager, open the section 'Application Pools'
¢ Right-click on *.NET v4.5’ (make sure you choose the ‘Integrated”’ version) and choose
'Advanced Settings'
File View Help

Connections 0. . .
2-HIZ & 4‘ Application Pools

€3 Start Page
v ii VBRACONT8AP11 (VBRACON
.} Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or
more applications, and provide isolation among different applications.

&) Sites Filter: + W Go - ShowAll | Group by: No Grouping v
Name Status .NET CLRV... Managed Pipel... Identity Applications
,:'NET v2.0 Started  v2.0 Integrated ApplicationPoolld... 0
L2 NETv2.0 Classic ~ Started  v2.0 Classic ApplicationPoolld... 0

Tt NET v4.5 Started  v4.0 Integrated R o,
() NETv4.5Classic  Started  v4.0 Classic & Add Application Pool...
(D Classic .NET Ap... Started  v2.0 Classic Set Application Pool Defaults...
L) DefaultAppPool ~ Started  v4.0 Integrated Start

Stop
& Recycle..
[Z]  Basic Settings...
N Recycling...
I_L ) Advanced Settings...
« Rename
Remove

View Applications

e Help
e Make sure that “Enable 32-bit Applications” is set to “False”

e Under 'Process Model', change the setting for 'Idle Time-out (minutes)' from the
default (20) to 600

o TIP: This is longer than previous document’s recommendations (60). This is due to
intermittent problems that can sometimes appear in some environments.

e Also, modify the setting "Identity" to be "LocalSystem":

Advanced Settings ? X
v (General) A
.NET CLR Version v4.0
Enable 32-Bit Applications C:)False
Managed Pipeline Mode Integrated
Name NET v4.5
Queue Length 1000
Start Mode OnDemand
v CPU
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model
Generate Process Model Event L

LocalSystem
Idle Time-out (minutes) 60
Idle Time-out Action Terminate <

Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

OK Cancel
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4.4 Disable Internet Explorer Enhanced Security Configuration

The author recommends that (for the initial installation/testing phase) IEESC is disabled. The
customer may choose to re-enable it after the testing phase is complete.

¢ Right-click on 'My Computer' and choose 'Manage'

¢ Highlight “Local Server” (at the top of the screen), and then locate the setting ‘IE
Enhanced Security Configuration’

 Click the word 'On’ (see below) to change the settings:

= Server Manager - X
=) . -
@ *  Server Manager * Local Server @1V vamoe toos  view wep
_ B8 PROPERTIES
122 Dashboard . For VMCONT102 TASKS =
i Local Server
- Computer name VMCONT102 Never
W& All Servers 4 Workgroup Not config
E App s B B 2 - Mever
Sk 7, Internet Explorer Enhanced Security Configuration -
BE File and Storage Services b
o s Internet Explorer Enhanced Security Configuration (IE ESC) reduces the off
exposure of your server to potential attacks from Web-based content. Mot part
Internet Explorer Enhanced Security Configuration is enabled by On
default for Administrators and Users groups.
(UTC) Dul
Administrators: led " 00252-00
'@‘ ) on {(Recommended)
W ®of rd Processors
[ nstalled memory (RAM)
Users: Total disk space
'Q‘ ) On (Recommended) %
W ®oF
TASKS =
More about Internet Explorer Enhanced Security Configuration
v
oK Cancel v
T— s

e Ensure that 'Internet Explorer Enhanced Security Configuration' is configured to be 'Off"
for both Administrators and Users.

4.5 Disable Internet Explorer’s publisher certificate revocation checking

If your application server cannot connect to the internet, then you will receive large delays when

you attempt to run the Controller .NET software. To solve this, launch Internet Explorer, and click
‘Tools — Options'.

e C(lick ‘Advanced’ tab’ and UNTICK “Check for publisher’s certificate revocation”:

General | Security | Privacy | Content | Connections Programs;Ad\/aﬂCEd

Settings 5 [
| & security [

~
[] Allow active content from CDs to run on My Computer™ |

[] Allow active content to run in files on My Computer™

[] Allow software to run or install even if the signature is inv

Check for publisher's certificate revocation )
Check for server certificate revocation™

Check for signatures on downloaded programs

[ po not save encrypted pages to disk

[] Empty Temporary Internet Files folder when browser is cl

Enable DOM Storage t
Enable Integrated Windows Authentication®

...................................................
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4.6 Add servers to Trusted Sites zone in IE

Important: It is VITAL to ensure that communication between the application servers
is not blocked by Internet Explorer. Therefore, you MUST perform the following

steps:
ick ‘Tools — Options’
e Launch Internet Explorer, and click ‘Tools — Options
Click 'S ity’, select ‘Trusted sites’ and click ‘sites’ button:
. IC €Curity’, selec rusted sites and ClICK sites’ button:
Internet Properties
General Secuiy | Pivasy | Content | Connections | Frograms | Advanced |
Select & 'Web content zone to specily its security settings.
o~
Intemet  Localintranet Trusted sites  Restricted Trusted sites (2] x]
sites.
= Wou can add and remove YWeb sites From this zone. All Wab sites
in this zone wil use the zone's security settings.
‘contairs Web sites that you Sites.
o damage pour computer or =
A this Web site ta the zone:
[~ Security level tor this 2one dd
Move the side ta s the seculy levelfo s zane, [ fi
- = lsp feb sites:
Mirimal safsguards and waming prompts are providsd = -
Most content is doy d and run without prompts hktp: fylocalhost Remave.
http: fvbracontaapt
|- t pou ahsohately trust http:/fvbracont@ap?  domain com
Sl
L™
Lustom Level Default Level I Require server verification thttps:) for al sites in this zone
[ ]

Untick the box ‘Require server verification...” and add all the addresses for all the separate
Controller servers (e.g. report server, gateway etc.) in here

TIP: In case you need it later, it is recommended you add both the NetBIOS and
FQDN names:

In other words, if you have 3 Controller application servers, add the following:
o http://controllerAPP

, http://controllerapp.domain.com
o http://controllerREP/

, http://controllerREP.domain.com/

Finally (for example see here: http://www-01.ibm.com/support/docview.wss?uid=swg21347295 ) you must:
o Open the Internet Options, Security tab

@)

Change the security level for the “Trusted sites” from the default “"Medium” to “Medium-
Low”
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5 Database Preparation

TIP: The following section assumes you are using Microsoft SQL. If you are using a
different database platform, please refer to the author’s companion documentation:

o Oracle: http://www-01.ibm.com/support/docview.wss?uid=swg21346962

o DB2: “Installing & Configuring IBM DB2 10.5 for use with Cognos Controller 10.2 - Support
Proven Practice” plus the following guidance:

= ContentStore: http://www-01.ibm.com/support/docview.wss?uid=swg21667225
= Main Database: http://www-01.ibm.com/support/docview.wss?uid=swg21570572

5.1 Default Collation Setting for SQL server

Important: It is vital that you read and understand this section. Using the ‘wrong’
database collation for the Controller application repository database will cause
problems in the future.

Controller should work with almost any case-insensitive server collation setting. NOTE: We do not
recommend using "uppercase preference" (for example SQL_Latinl_General_Pref CP1_CI_AS)
because:

= no testing has been performed with “uppercase preference” collation settings

= we believe that it can potentially cause errors with alphanumeric keys. Since alphanumeric keys
are used extensively in Controller, I would take this as a strong warning not to use it.

However, you cannot transfer a database from one SQL server (to a different SQL server) if the 2 servers
have different server default collation settings.

o This is because the Controller database *must* match the collation setting of the TEMPDB database,
so that it can transfer information correctly. For more information, see IBM Technotes #1345692 &
1347234.

Since the customer will want to transfer their database between customer < Cognos Support and < IBM
Cognos consultant, it is essentialthat they are aware that each SQL server (that they transfer the database
to/from) must have the same collation setting for its TEMPDB database (also known as having the
same ‘default’ collation setting).

Therefore (if at all possible) you should try your best to ensure that your SQL server has the IBM Cognos
‘preferred’ (most tested/used) collation settings of:

- either: Latinl_General_CI_AS
- or: SQL_Latinl_General_CP1_CI_AS
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TIP: You can check what your SQL server's default collation setting is, by using the ‘SQL Server
Management Studio’ tool. Right-click on server, and click “properties” — see below for an example:
File Edit “iew Tools ‘Window Community  Help
Quevower | By GHIBEdSHI BERESR
> 3 X Dbject Explorer Details}

Connect~ | 33 m T [7] mE&T
Bl | b YERACONTSGLE (SOL Server 90,4035 - YBRACONTSOLI\Administra
5@ Duees Ty, 1 VRRACONTSOI 2 (SOI Sarver 9 0 4035 - VRRAC
[ Server Objects B server Properties - VBRACONTSOL3 =] E3
[ Replication Selectapa L8 Seript - 1 Help
[ Management % General
[ Motification Services T:: M emany
0L Server dgent % Processors G A :
® 2 Security le | =)
% Connections Mame VEHACDNTSQLS .
|2 Database Settings Product Microsoft SOL Server Standard E dition
f Advanced Opetating Syztem Microsoft Windows NT 5.2 [3790]
2 Permissions \F;Iatfnrm g”nulTngls_ 5085
ersion .00 .
Language Engligh [United States]
Memary 3583 [MB)
Processors 1
Roaot Directary C:\Program FilesiMicrogoft SOL ServertMSSGL1Y
Server Collation SOL_Latind_General CP1_CI_aS
|5 Clustered Falze —1‘

TIP: If you yourself are installing the Microsoft SQL server, then you may decide that you want to use IBM Cognos’
customer’s most popular collation ("SQL_Latin1_General_CP1_CI_AS").

To achieve this, you need to ensure that you choose a “custom” install. During the installation wizard, you choose a
‘custom’ installation of SQL (see below for an example for SQL 2000)

x|

("' Miﬁimum

ou may chooge the options you want ko
- advanced users.

During the wizard, when you reach the “collation settings” screen, choose “dictionary order, case-insensitive, for use
with 1252 Character Set”, which will appear similar to the following:

Collation Settings : - =]

("' 'Eustom =

Mg e in e

Change the default settings only if wou must match the collation of anather instance of
SOL Server or the Windows locale of another computer.

" Collation designatar: el _Snrt order
Al } = T Binary

I™ Case sensitiv

T~ Accent sersitiv
{74 ﬁana_sénsili've"
I Wwidth senisitive

% SO Collations [Used far compatibility with presious versions of SOL Serer

Dictionary order, case-sensitive

1252 Character Set.
h 1 c =
ith 1262 Ehala:jll |
e AP e eaes ot
4B

Help | < Back I  Hext> I Cancel |:

o use with
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5.2 Upgrade SQL Server to latest Service Pack

Naturally, after installing SQL Server it is standard best practice to immediately patch it to the
latest Microsoft service packs.

At the time of writing, the author recommends:
e SQL 2008 R2:
o Install SP3 by downloading and running the relevant file (for example
“SQLServer2008R2SP3-KB2979597-x64-ENU.exe” for 64-bit version).
e SQL 2012:
o Install SP4 by downloading and running the relevant file (for example
“"SQLServer20125P4-KB4018073-x64-ENU.exe” for 64-bit version).
e SQL 2014:
o Install SP2 by downloading and running the relevant file (for example
"SQLServer2014SP2-KB3171021-x64-ENU.exe”).
e SQL 2016:
o Install SP1 by downloading and running the relevant file (for example
“SQLServer2016SP1-KB3182545-x64-ENU.exe” for 64-bit version).
e SQL 2017:
o Install CU16 by downloading and running the relevant file (for example
“SQLServer2017-KB4508218-x64.exe™) from here: atwps../www.microsoft.com/en-

us/downloady/details.aspx?id=56128 .

5.3 Post-install SQL Server Optimisations

e Maximum server memory (in MB)

Important: — For performance reasons, it has been found that it is best to re-

(~ “68KServer | configure your SQL server to NOT use all the server’s RAM.
~ e Instead, modify the SQL memory setting “Maximum server memory (in MB)" to
) 4 be less than the total of RAM in the server.

o For example, in a 16Gb RAM server, it is suggested to change the value to
12288 (which equates to 12Gb).

e For more details, see here: https://www-01.ibm.com/support/docview.wss?uid=swq21498586
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e SQL Server parallelism

Some customers can greatly benefit from changing their SQL "Max Degree of Parallelism"
setting (see Technotes 1595955, 1590091, 1347497 & 1634615 for example).

There is a balance to be had between speeding up tasks (such as consolidations) and stopping
the system getting overloaded by large/complex processes. As a general guide, the author
recommends:

eFor underpowered (below recommended specifications) SQL servers with only 2 or 3 CPUs

(CPU cores) - change the value to 1

eFor SQL servers with 4 to 7 CPUs - change the value to 2 or 3

eFor SQL servers with 8 to 12 CPUs - change the value to 3 or 4

eFor SQL servers with 12 to 16 CPUs - change the value to 4 or 5 or 6.

General Performance Tips:
Finally, there are several general ways to improve SQL performance, including:
e Ensure that system/TEMPDB, DATA and LOGS and are on separate arrays, for

maximum performance
e Change the default storage location for the DATA/LOG files on the SQL server at this

point, to save time in the future.
e Ideally, the SQL server should be running on a server dedicated to this task only.




Installing & Configuring IBM Cognos Controller 10.4.1 server 31

5.4 Controller SQL login user and database creation

TIP: For instructions on how to move existing Controller databases (from an old

Controller version) to a new SQL server, see here: https://www-
01.ibm.com/support/docview.wss?uid=ibm10795804

e  Create blank SQL database(s) for Controller “application” repository (i.e. financial data)
] Most customers have a need for ‘live’, ‘test’ and ‘training’ databases
. Best practice: call these ControllerLIVE, ControllerTEST and ControllerTRAIN respectively

e Create blank SQL database for Controller “Cognos BI ContentStore” (i.e. report server configuration data)
. Best practice: call this ControllerContentStore

e  Create SQL login
=  To enable SQL logins, you must ensure that your SQL server is set to ‘mixed-mode’ authentication

. By convention, Cognos recommends using the SQL login called “fastnet”, although any name could be used
(although cannot start with a number e.g. “1cognos” since get errors with certain processes e.g. DBMAINT).

.- Microsoft SOL Server Management Studio

Flle Edit Wiew Tools Window Community  Help

Auewouery | | MH GHIEIGHRES BEERES

Object Explorer Details |
Connect~ | 83 m T [2] BEET E;E;

= Ld WBRACOMTSOLS (3QL Server 90,4035 - YBRACONTIQL3 Administra

[ Databases i .
B 3 Security Lj Loglns
[ Logins YBRACONTSQL3\Security|Logins
[ Server Roles .
[ Credentials i perties - fastnet [_ (O] x|
[ Server Objerts = .
i Script ~ Hel
31 Replication r e L5 seipt + [ Help | 4
3 Management |2 Server Roles =
[ Motification Services - ger Mapping Login hame: |fasmet Search
B 5L Server Agent 4
H Q 9 f Securables € wfindows authertication
4 Status
& 50l Sever authentication
Password:
LConfirm password:
™ Specify old password
Old passvard I
wosn | Enforce password policy
t‘ T Enforce password expiration
™| User must chiangs password at rest login
" Mapped to certificate
Cettificate name: [
m- £ Mapped to asymmetic key
Server: "
YBRACONTSOLS e I
Connection;
VERACONTSOL Mdmirisuator | 0ot delabase
c :
2} View connection properties S IEngIlsh j

Important:
e The password for “fastnet” cannot contain any ‘&’ characters.
e For most situations, do NOT tick the ‘Enforce password policy’ checkbox

e Also, ensure that this SQL login (e.g. “fastnet”) has its “default language” set to
“English”. Otherwise you may get strange issues, such as standard reports having
incorrect decimal characters.
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e  Give SQL login database access rights

Click on “server roles” and ensure that ONLY the roles “public” and “bulkadmin” (known in previous versions of
SQL as “bulk-insert administrators” are ticked

For your information, the *bulkadmin’ is required for “Optimise2” (ERO) to work

S Script = m Help

= = Server role is used to grant server-wide security privileges to a user.
24 User Mapping
24 Securables

=
|37 Statug Server roles:

o |l bulkadmin
: [ dbcreator
[ digkadmin
[ proceszadmin
y |l public
I [ securtyadmin
[7] serveradmin
[ setupadmin
[ syzadmin

VITAL: Do *not* give the SQL login (for example ‘fastnet’) ‘sysadmin’ rights.
See Technotes such as #1347546 for why not.

e  Ensure that ‘fastnet’ is given “dbowner’ rights to the following databases:
o tempdb — required since Controller extensively uses this database

o model — required since SQL will occasionally recreate tempdb from a copy of ‘model’, e.g. whenever SQL is
restarted

o all Controller application databases (for example ControllerLIVE, ControllerTEST, ControllerTRAIN etc.)

T Sorpt - Iy Help

Users mapped o tis login
Map__| Database [ User [ Default Schema |

=
r master
e [V L model ; fastnet doo e
‘r o med
¥ tempdn fastnet doo H
T Gust scoount eratled for mode
Datobase fole merbership for: model
[T _eccessedr

eeeee

in
O b eralor
‘

Comnection
WBRACONTSOLAdministrator

3 View conriection propeties

G |

Information: The SQL login ‘fastnet’ requires ‘dbowner’ rights to the database tempdb to
allow the ERO (“Enhanced Report Optimisation” — also known as “Optimise2"”) feature to work.

[By default SQL will allow the user “fastnet” read /write access to TEMPDB (regardless of whether we use
Optimise2 or not). However, the reason why the Controller SQL login specifically needs dbowner rights is
because of a confirmed Microsoft limitation of their SQL product, where ‘BULK INSERT’ (which is the
technique behind Optimise2), requires dbowner rights].
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5.5 Create an Optimise2 (a.k.a. "Advanced Excel Link” or “E.R.O.” — Enhanced
Reporting Optimisation) share
In most circumstances, it is easiest to place this share on the SQL server:
o Create a folder on the SQL server (e.g. called “D:\Optimise2”) and share it (for example as the name
“Optimise2$")
e Modify the share and NTFS permissions of it so that the Controller service account user (for example
domain\controller system) has full control rights

« For more information, see here: http://www-01.ibm.com/support/docview.wss?uid=swg21347048

5.6 Optional - Restore other databases (if necessary)

You may already have a Controller database to restore (for example sent from the application
consultant). Use the SQL Management Studio tool to restore the database. After restoration, you
will have to remove orphaned users (‘synchronise SQL logins’) by:

e launch Query Analyser

e change database to one you have just restored

e run the following script (update user.SQL):

EXECUTE sp_change_users_login 'Update_One', 'fastnet’, 'fastnet'
GO

NOTE: change *both* the users ‘fastnet’ and ‘fastnet’ for the name of the SQL login that you
have chosen to use (for example ‘cognos’).

TIP: For more details, see here: https://www-
01.ibm.com/support/docview.wss?uid=ibm10795804

5.7 Create Database Maintenance Plans

Important: It is VITAL that, for performance and stability reasons, your SQL server
has a Database Maintenance plan configured. See Technote 1347569 for more
information.

SQL: The author’s best practices are:
e Create a database maintenance plan (e.g. called “Controller databases”) which:
o Optimises/re-indexes/update_statistics once a week (e.g. every Sunday
morning at 4am)
o Backs up the database nightly
o Backs up the transaction logs nightly
e In addition, it is HIGHLY recommended that:
o You configure an *additional* new maintenance job, which merely
“update the statistics” every night
= This will speed up certain operations inside Controller

See here for full details of how to achieve the above: http://www-
01.ibm.com/support/docview.wss?uid=swg21396973

Oracle: To create a basic maintenance plan (to automatically update Oracle statistics and
indexes) see here : http://www-01.ibm.com/support/docview.wss?uid=swg22001776

o TIP: For more best-practice hints & tips, see here: http://www-
01.ibm.com/support/docview.wss?uid=swg21346962

DB2: The author’s best practices are explained here: http://www.ibm.com/support/docview.wss?uid=swg21981728
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6 Installation of Controller Server

IMPORTANT: Be aware of the fact that (from version 10.3.1 onwards) the Controller
server installation wizard no longer includes a Cognos BI ‘runtime’ component
e Controller 10.3.0 (and earlier versions) were bundled with a version of Cognos BI
(runtime engine) as part of the installation wizard. In other words, by installing
Controller you also (by default) installed a portion of Cognos BI that was enough
to provide Standard Report and Cognos CAM authentication functionality.
e Controller 10.3.1 (and later versions) do not have Cognos BI runtime bundled
within the Controller server installation wizard.

Therefore, the Controller 10.4.1 RTM software download bundle (https://www-
01.ibm.com/support/docview.wss?uid=ibm10870844) includes a link to download Cognos Analytics
(CA) server version 11.0.13 “Limited Use” version. Customers are expected to install CA
separately, for example either:

e In a different folder (on the same server where Controller server is installed)

e Or on a separate (dedicated to CA-only) application server.

6.1 Download the Controller 10.4.1 RTM, CA and PA software from the IBM website

Instructions for how to download 10.4.1 are found here: https://www-01.ibm.com/support/docview.wss?uid=ibm10870844

TIP: Typically, most customers will only need to download the following components:
(1) ‘Main’ Controller server software
= CCOURML= Controller 10.4.1 Microsoft Windows Multilingual
= This is the file: cntrl_10.4.1_win_ml.tar.gz.tar.gz
(2) Cognos Analytics (replacing the old BI component) Server
= CNV2WML = Cognos Analytics Server Limited Use 11.0.13 Microsoft Windows
Multilingual
= This is the file: ca_11.0.7_win_ml.exe
(3) Planning Analytics (replacing the old TM1 component) Server
= CNWN1ML = Planning Analytics 2.0.6 Microsoft Windows Multilingual
= This is the file: pa_2.0.6_win_ml.tar.gz

TIP: Because Planning Analytics (TM1) is very memory intensive, for most
customers the author recommends that customers have a ‘dedicated’ (PA only)

6.2 Download any preferred/recommended (post 10.4.1 RTM) Interim Fix Packs

The author recommends downloading the latest patch in order to benefit from the latest bug-
fixes.

e See here for the latest patch versions: nttps://www-01.ibm.com/support/docview.wss?uid=ibm10888079

e If necessary, contact IBM Support for details on how to download the latest patch version
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6.3 Obtain a suitable JDBC driver

Some Controller functions use JDBC connectivity to access the Controller databases. Controller
does not ship with a JDBC driver in the software itself, so you must download a suitable JDBC
driver from the relevant database provider’s website.

For example:
Database Description Filename
Server
Microsoft SQL | JDBC driver sqljdbc4.jar
Oracle JDBC thin driver | varies*
(example:
ojdbc5.jar)
IBM DB2 DB2 driver db2jcc.jar
TIP:

e sqljdbc4.jar

o see here: http://www-01.ibm.com/support/docview.wss?uid=swg21500432

e Oracle OJDBC JAR file
o There are several different possible file names/versions (for example ojdbc5.jar).
o For full details, see: http://www-01.ibm.com/support/docview.wss ?uid=swg21988891

e db2jcc.jar
o Assuming you have installed the DB2 10.5 client in the default location, then you
can find this (on the Controller application server) here: C:\Program
Files\ibm\SQLLIB\java
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6.4 Controller Server Software installation

TIP: The following assumes that there is only 1 application server (combined
Controller and CA), with all Controller/CA components installed and running on
this server.

Logon to the Controller Application Server and extract the installation media
(cntrl_10.4.1_win_ml.tar.gz) to a sensible folder location. Afterwards, launch the install routine
from the folder.

e Double-click on: .winx64h\issetup.exe

During the install, you are asked several questions. Typically choose the following

e (English) Next
e "I Agree”, Next
e "I Agree”, Next
e <default installation location C:\Program Files\IBM\cognos\ccr_64> Next (“Yes")
e Make sure you tick both of the “Controller Web” items:
) 1BM Cognos Controller X
Welcome | Component Selection
I'::: If:ﬁzf:z?mm Which components do you want to install or upgrade?
» :r;: ana&mn - v ~| Content Manager Components [Selected]
s 7 =] Aoplication Tier Componerts [Selected]
© - v/ ~| Gateway Components [Selected]

Summary | Financial Analytics Publisher [Selected]

Progress "/~ Controller Web [Selected]

b iy v

r Description ~Disk Space
|| Controler Web Frortend Total required:
~ 273GB

e Next
e "IBM Cognos Controller - 64” Next
e Next

The install will start (56 components):

Installing 27 of 56 total components
|

;
After it has completed, click the Finish button.
6.5 Install/apply required Controller Interim Fix / Fix Pack

At the time of writing, there are no Interim Fix packs for 10.4.1.
e See here for the latest patch versions: https://www-01.ibm.com/support/docview.wss?uid=ibm10888079
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6.6 Cognos Analytics (CA) Server installation

IMPORTANT: Some features/functionality (for example SSO) require the CA gateway
components to be installed. However, by default the gateway is NOT installed. Therefore please
follow the instructions carefully, to install the gateway component (as a precaution, in case you
need to use it later).

e Double-click on:  ca_server_var_win64_11.0.13.exe
e C(lick Next,
e Choose 'IBM Cognos Analytics (IBM Bundler Edition)”:

® 1BM Cognos Analytics ( IBM Bundler Edition )

The easy-to-use yet powerful application that integrates reporting, modeling, analysis,
dashboards and events so you make effective business decisions.

e Choose 'I Accept’, Next
e Choose the default installation folder (C:\Program Files\ibm\cognos\analytics)
e Tick ‘Make shortcut visible to all users in the Start menu’:

e IBM Cognos Analytics [= | = [
@ Productinstall Location
@ License agreement
© Location Install location (full installation requires 7GB):
O Install type C:\Program Files\ibm\cognos\analytics

O Credentials

Restore Default | [ Choose...
O Pre-Installation summary
O Installing Shortcut folder:
O Complete IBM Cognos Analytics
[v] Make shortcut visible to all users in the Start menu
e Click Next, Yes
e IMPORTANT: Choose ‘Custom’ install:
1.+ IBM Cognos Analytics - X

© Productinstall Installation type
@ License agreement

@ Location O Easyinstall

© Install type

O Credentials

O Pre-Installation summary
O Installing

O complete

amonly what you want, so you can distribute capabilities to fit your needs:
- application services
- content repositories

- expand your capacity onto an additional machine

e Choose ‘First Install’ then Next
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e IMPORTANT: Tick ‘Optional Gateway’ so that all components are selected, then
Next:

1.+ 1BM Cognos Analytics

@ Productinstall

@ License agreement
@ Location Choose the components to install.
© Install type
O Credentials

Choose components

Install only what you want, so you can distribute capabilities to fityour needs

O Pre-installation summary

O Installing
~ Contains your content manager services and connects to your content store database
O complete

Content repository

Application services

Contains your report services and batch report services.

[A Optional Gateway

Selectthis component if you want to use optional features such as Kerberos
authentication or third-party portal integration

Samples
Install samples that use spreadsheets into the Getting Started folder.

InstallAnywhere
Cancel

e Click ‘Install’

Previous Next

7 Configuration of Controller Server

7.1 Copy required JDBC drivers onto server

Copy the JDBC driver(s) (see earlier in this document for more details) into the Controller 'Integration’, 'Lib’ and ‘ccr_64" folders,
plus the Cognos Analytics ‘lib’ folder.

TIP: By default, the folders are located here:
1. C:\Program Files\ibm\cognos\ccr_64\server\Integration
2. C:\Program Files\ibm\cognos\ccr_64\server\FAP\lib
3. C:\Program Files\ibm\cognos\ccr_64
4. C:\Program Files\ibm\cognos\analytics\webapps\p2pd\WEB-INF\lib

TIP: The JDBC driver filenames are:
e For SQL, the IDBC file is sqljdbc4.jar
e For Oracle, there are several different possible file names/versions (for example

ojdbc5.jar). For full details, see http:/www-01.ibm.com/support/docview.wss?uid=swg21988891
e For DB2, the JDBC file is db2jcc.jar
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7.2 For Oracle Only - Configure ‘ccr-system-properties.properties’ file

/‘ ) If using Oracle, then you need to specify the location of the TNSNAMES.ORA file in the ccr-system-properties.properties file in

/ the ...Server\integration folder.
ORACLE

For Oracle 11G, by default the location of the TNSNAMES.ORA file is usually the directory:
C:\app\Administrator\product\11.2.0\client_1\network\admin

Therefore, in the case of a default Oracle 11G rel2 client install, you need to modify the file as follows:

# Oracle Network admin directory path, the Ilocation of the TNSNAMES.ORA file oracle.net.tns_admin=
C:\\app\\Administrator\\product\\11.2.0\\client_1\\network\\admin

i < Local Disk (C) » Program Files » ibrm » cognos » ocor 84 b server b integration W r_‘,-i i Search integration
Marme N Date modified Type Size
|| antlr-3.2.jar 21/05/214 20:26 JAR File 875 KB

H | ccr-commaon,jar 21/05/2014 20:26 JAR File 3,911 KB

ces A_:Iccr-deypes 21/05/2014 20:26 PROPERTIES File 4 KB
|| ecr-integration jar 21705724 20:26 J&F File 38KE

P2 || cor-integration-server,jar 21/05/2M4 2026 AR File 45 KB

e 7 ccr-system-properties <j 21/05/204 20:26 PROPERTIES File 1KB

| ccrf-system~properti es - Notepad

File Edit Format View Help

# BI and PM: ccr

#

# (C) Copyright IBM Corp. 2684, 2869, All Rights Reserved
#

# The source code for this program is not published or
# otherwise divested of its trade secrets, irrespective of
# what has been deposited with the U.5. Copyright Office.
#
# IBM SOURCE CODE HEADER END
# User defined System properties

# Oracle Network admin directory path, the location of the THNSNAMES.ORA file &
# oracle.net.tns_admin=C:\yoracle\yproducthh16. 2. @\ ycllent 1N\NETWORKYYADMIN
I oracle.net.tns_admin=C:Y\happ\ZAdministratoryhproductih1l. 2. @8 client 1N\Snetworkyyadmin
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7.3 Cognos Analytics configuration

NOTE: Cognos Analytics will work OK without using IIS, so (for now) we will not configure IIS to interact with CA.
If you choose to use SSO, then you must configure IIS later.
See here for details: https://www-01.ibm.com/support/docview.wss?uid=swg22002465

e Launch Cognos Configuration (Start Menu > IBM Cognos Analytics> Cognos Configuration)

e  Navigate throughout Cognos Configuration, and modify all the relevant references which (by default) initially refer to
“localhost”. Change them to the appropriate rea/servername, for example:

@ 1BM Cognos Configuration - VMWIN2016 = o X
Fle Edit View Actions Help
[ > = ee
Explorer Environment - Group Properties
3] Local Configuration Name |Value |
ERE Deployment fies location ../deployment ~
- I[g) Configuration Group Data files location ..[data
- Logaing * Map fies location ../maps
Fie Temporary files location .Jtemp
& [{f 18M Cognos services Encrypt temporary files? False
[E 1BM Cognos * Format spedification file location .. Jeonfiguration/cogformat.xml
@ Portal services Sort buffer size in MB 32
&=-[8 Security IP Version for Host Name Resolution Use IPv4 addresses
=] @ Authentication Gateway Settings
Cognos * Gateway LR @ htto:/[VMWINZ0 16]9300/bifv /disp
& [ Cryptography Gateway namespace
Cognos Content Manager sAMAccountName
[ Replication Allow namespace override? False
g 18M Cognos Application Firey ||  Dispatcher URIS for gateway Q@ http: 9300/bifv 1/cisp
=-[E Data Access | %[ Controller URI for gateway [ 0% [ http:/NMWIN2016 80/ibmcognos/controllerServer
& [f Content Manager Dispatcher Settings
Content Store * External dispatcher URT @ htp: ssoo/pzpd/servlez/d.sparm
[T Moble * Internal dispatcher URT @ http:/[VMWIN2016(9300/p2pdserviet/dispatch
Dispatcher password | seessessssssees
[ Human Task and Annotation || External JMX port 0
[ 1BM Cognos Planning Btana WX credeiidl sesssssssrsease
@ contribut... # Report Server execution mode 32bit
Other URI Settings
* Dispatcher URI for external applications (R http:/} 9300/bifv1/disp
* Content Manager URIs @ http:/} IN2016}9300/p2pd/serviet
Font Settings
L I SN . i Memm b MMM Eim MR T A
Specifies the URI to the IBM Cognos Controller server, if present.
e And:
I Explorer Portal Services - Component Properties
Local Configuration Name || [value
=
&-[& Environment Web Content URI
(@ Configuration Group Location of ‘applications. xml" @ http:/f/MWIN2016]9300/samples/cps4/applications. xml
&-[{g Logaing Trusted Signon Namespace ID
File Shared secret ExxxEEXEEEEXEEE
= @ IBM Cognos services
[®@ 18M Cognos
() | Portal Ser\ncesl

CA’s default memory setting is 4096 (4Gb). For most customers, this is ideal.

= However, if your a

pplication server has less than 12Gb RAM, consider reducing this to 2048:

Explorer IBM Cognos - Configuration - Resource Properties
[ Local Configuration alue
=-[& Environment Type WebSphere Liberty Profile
: @ Configuration Group * Ping timeout in seconds 2490
=+ 14g] Logging * Stop wait time in seconds 60
Dre =
=} [@IBM Cognos services SrETR

[0 1M Cognos

Ractal Can

Advanced properties
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Assuming you are using ‘Native’ security, make sure that ‘Allow anonymous access?’ is set to
TRUE:

;e Edit View Actions Help

B> @ » a e

Explorer

[ Local Configuration Value
=-[& Environment Type Cognos
By conuraton e e I T
=g Logging
D File
=[f 18M Cognos services
@ 1BM Cognos
lﬁ Portal Ser...
=-[& security
= [y Authentication
[B] Cognos
IM1 Coanos Users

e Inthe tree control in the left pane, click on the Local Configuration > Data Access > Content Manager > Content
Store entry

e  TIP: The default contentstore type (for Cognos Analytics) is DB2. Therefore, we shall change this to SQL in
the next steps

o Right-click on ‘Content Store’ and choose ‘Delete’, then click ‘yes’ to confirm
=& Data Access
EI% Content Manager
.[@] Content Store
]El Makification Reset to Default
EI@ IBM Cognos Planr Rename. ..
Contribukor O

o  Right-click on ‘Content Manager’ and choose 'New resource' - 'Database’

W g W[ L6 _0gnos SppiI

E-[B Data Access _’{

|3 Content Manage - !
Reset to Default |

[ Matiication
EI@ 1BM Cognos Plar IRl
Lo Contributor C

o  Select 'Microsoft SQL Server database'

o  Type the name 'Content Store'

o In the right pane, click on the UserId and password, then on the edit button (it has a pencil icon). Enter the
user id and password, then click the ok button

o  Fillin the other entries, to point to your ContentStore database:

& 1BM Cognos Configuration - VBRACONTWINGS =[]
Fie Edt View Actons Help

IR LK |

ey
Local Configuration == Value
- [E Environment Type Microsoft SQL Server database
= [fyLoggng * Database server with port number ori... (3] VBRACONTWINOS: 1433
@ rie User ID and password [ 12|
- = [ 1BM Cognos services. * Database name ContentStore
o B o 1
. [Portal Services
i) [2 seauity Value - User ID and password -3 x|
i = Authentication
b il
. =@ cryptography
(Ol cesnes
- I8V Cognos Application Firey s e
) [ Data Access [
=1 [y Content Manager
* [0] content Store Cmr"“?@?
[y Motification [
& [ 1M Cagnos Pianning
[ Contributor Data Server E Cancel

Spedfies the user ID and password that the product uses to connect to the content store.

This value identifies the database user who has unrestricted access to the database, The product uses this account
t0 access the content store. To secure the logon credentials, you can encrypt the datzbase logon information
immediately by saving your configuration.
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= In the left pane, right click on the Content Store entry, and select the Test option from the popup menu item. Ensure it is
successful (this will take a minute or so)

= In the tree control in the left pane, click on the Local Configuration
= Click the Save Button, and then the Start Service button in the main toolbar (this can take several minutes)

7.4 Test Cognos Analytics (Cognos Connection)
Test the following website directly from the application server itself first (before trying on remote client PCs).
e  TIP: Use the direct CA (non-gateway) URL:  http://<servername>:9300/bi

- o X

@ http://vmwin2016:9300/bi/?

oy 2
o, =t e Welcome to IBM Cognos Analytics
L L L Get started by opening a dashboard, report or story!
= |
@
2]
. —
_—
—
2 @ Your content will appear here.
| Add some data or try our samples to get started.
®

7.5 Import the Controller “"Standard Reports” Framework Manager model via
Cognos Connection

Copy the ‘Controller’ Framework Manager package to the CA server:
e  Copy this file: C:\Program Files\ibm\cognos\ccr_64\deployment\Controller.zip
e To here: C:\Program Files\ibm\cognos\analytics\deployment

Launch ‘Administration Console’
e  TIP: Either click on this link from the main homepage:

e e http://vmwin2016:3300/bi/Pperspective=cog £ ~ & ||

%z 1BM Cognos Analytics Welcor

Content

Create and manage content

Data server connections
@ Create and manage connections

Configuration
Manage system settings

Customization
Manage themes and extensions

Multitenancy ]
Share services with multiple tenants

2 ® [Z Administration console

...or launch it directly from http://<servername>:9300/bi/v1/disp?b_action=cogadmin

= Click Administer IBM Cognos content
= Click the Configuration tab

= Click Content Administration

= Click ‘New Import’ button:



Installing & Configuring IBM Cognos Controller 10.4.1 server 43

IBM Cognos Administration

~ m v launch~ @ ~

Statu Security Configurati Library Multitenancy Newdmport [
atus ecuri ibra ultitenan
nfiguration L
G Data Source Connections Administration % (=] % G‘ﬁ '53 & Dg' ?3‘ of BB b =) Q
¥ Content Administration :
Distribution Lists and Contacts . ntries: I:l K I:l o
& Printers | |Nameso | Modified ¢ | Actions
By Styles
@ Bortlets Mo entries.
% Dispatchers and Services
B8 Query Service Caching
Last refresh time: 10 January 2014 14:30:13
Select the “Controller” entry, then click Next then Next
12+ Welcome X | 18M Cognos Administration x\+
€ (D vbracont8ap9:9300/bi/v1/disp? ¢
IBM Cognos Administration
Status Security Library Multitenancy Mobile

0 Cata Source Connecions Select a deployment archive - New Import wizard

¥ Content Administration Select the deployment archive from which to get the entries to import. If the archive is encrypted, you will be prompted to enter the encryption passv

[ Distribution Lists and Contacts Deployment archive
e The location of the deployment archive is set using the deployment files location in IBM Cognos Configuration.
&) Printers
Py Styles
© Portlets Name ©
§Controller

&, Dispatchers and Services

W samples_for_Install
B8 Query Service Caching

Cancel < Back Next > Finish

o  Tick the box next to the Controller entry, and click Next
Public folders, directory and library content

Change the target name of packages and folders if you do not want to overwrite them in the target with packages and folders from the deployment archive.
Disable the packages or folders if you do not want users to access them in the target after the import.

Entries; 1-1
| [ Disable after import | In target content | Modified
<~ controller .- Controller # ]

= 4

o Click Next, then Next then Finish
o  Click Run, then OK

| | .. Name | ...> Target name

o  To test that the above was successful, click on the *Content Administration’. You should see a Controller folder (see
example below):

@ http://vmwin2016:93

£ ~ & || @ Create dashboard & I1BM Cognos Administration %
IBM Cognos Administration

Status Security Configuration Library Multitenancy Mobile

[J Data Source Connections

Administration CYEHR-B- s BERDQ

Entries: [I_ - o
Distribution Lists and Contacts O

Name 0 Modified © Actions
S ID 8. Cootroller 3 January 2018 14:00:09] g» L
FAVI Styles Last refresh time: 3 January 2018 14:01:57

e TIP: For performance reasons, you should NOT have the Report Server service (i.e. the Windows service
called “IBM Cognos”) running on the same server as your database server (for example Microsoft SQL).
However, if you do (e.g. this is a very small demo/test server) then you may get an issue after a reboot,
where the Cognos BI service does not successfully (automatically) start

o This is caused by the SQL “ContentStore” database not being available when the “IBM
Cognos” Windows service tries to start

e  There are many different ways to solve this. See IBM Technote 1347377 for more details.
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7.6 ‘Controller Core’ IIS configuration

Add the Controller IIS virtual directories

= Add the ibmcognos virtual directory
o  Launch IIS Manager
In the tree control in the left pane expand (machine name) > Web Sites > Default Web Site

o
o Right click the default web site
o  Choose 'Add Virtual Directory'
o Enter ibmcognos in the Alias
o In the ‘Physical path’ browse to the (Controller_installdir)\webcontent path (for example C:\Program
Files\ibm\cognos\ccr_64\webcontent and click Next
o  Click OK
L e Internet Information S

el ¥ VMCONTIOZ » Sites » Default Web Site » ibmcognos »

File  View Help

ibmcognos Home

1 7
g Start Page Filter: - ¥ Go - G Show All
483 VMCONT102 (VMCONT102\4 =
b* Application Pools ASP.NET
4 -[a] Sites =5 %/ I=n|;é:1 “
4 40 Default Web Site = e L a6% | 4
b | aspnet_client NET MET .MET Error MNET
Add Virtual Directory ?

Sitename;  Default Web Site

Path: !
Alias: &
|ibmcognos |
Example: images
Physical path: a
|C:\Prcgram Files\ibm'\cognesccr_84\webcontent | EI

Pass-through authentication

| Connect as... | | Test Settings... |

| QK | ‘ Cancel

=  Add the controllerbin virtual directory
e  Launch IIS Manager
e In the tree control in the left pane expand (machine name) > Sites > Default Web Site
e Right click the ibmcognos virtual directory and choose ‘Add Virtual Directory’
e  Enter controllerbin in the Alias edit field

. Browse to the <CCR _installdir>\webcontent\ccr path (typically C:\Program Files\ibm\cognos\ccr_64\webcontent\ccr)
and click OK

Add Virtual Directory [ = |

Site name:  Default Web Site

Path: f\hmcognos[
Alias: ’

contrellerbin

Example: images

Physical path: Q

‘C:\ProgramF\Ies\\bm\cognos\ccr_Bd\wab.:ontent\ccr ‘

Pass-through authentication

[ connectas.. | [ TestSettings.. |

| 0K | ‘ Cancel
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e Add the controller virtual directory — Optional — only necessary if deploying the ‘web client’ (not ‘local client). This is

very rare!

L] Right click the ibmcognos virtual directory and choose ‘Add Virtual Directory’
] Enter controller in the Alias edit field
L] Browse to the <installdir>\ccrvdir path (typically C:\Program Files\ibm\cognos\ccr_64\ccrvdir) and click OK
] Highlight the new virtual directory (controller) and then click "HTTP Redirect”:

- s

— q

o =0 \fé

i ] |

Authentication Authorization CGI Compression
t Rules

5 — — o
Directory Error Pages Falled Request  Handler
Browsing Trading Rules Mappings

-

a = ﬂ_-_| '_'13.
-3 | J

HTTP IPv4 Address Logging MIME Types

and Domai. ..

@ ]
Default
Document,

)

HTTP Redirect:

Modules

eatures View [/ Content View

=  Tick the “redirect request to...” box, and enter /ibmcognos/controllerbin/ccr.exe

~ | HTTP Redirect

tJ=

|Jse this feature to specify rules for redirecting incoming requests to another file or URL.

L
¥ Redirect requests to this destination:

i -
iI."|bn'u:0gnos.r'cnnt'ollerbin,f'ccr.exe ....._..f'

=  Click Apply button (top right corner)

TIP: The section above controls where the client’s web browser redirects when they click the ‘Controller’ link
inside Cognos Connection. Therefore, in the very unlikely/rare scenario where the Client Distribution Server
is configured to be on a different server, you should redirect to a different server.

e  For example: http://CTRLsvrCDS/ibmcognos/controllerbin/ccr.exe

Add the controllerserver application

e  Right click on the ibmcognos entry, select Add Application from the popup menu

. Enter controllerserver in the Alias edit field
e  Change the ‘Application Pool’ to be “.NET v4.5":

Site name:  Default Web Site
Path: /ibmcognos
Alias: Application pool:

[controllerserve‘r, ] lDefauItAppPool

P Select...

Example: sales

Physical path:

[

Select Application Pool ?

Application pool:

>.NET v4.5

Properties:

.Net CLR Version: 4.0
Pipeline mode: Integrated

Cancel
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e  Browse to the (CCR_installdir)\ControllerProxyServer path and click OK

Add Application ? X

Site name:  Default Web Site
Path: /ibmcognos

Alias: N Application pook:

controllerserver L‘) NETv45 Select...

Example: sales

Physical path:
>rogram Files\IBM\cognos\ccr_64\ControllerProxyServer

Pass-through authentication

Connect as... Test Settings...
[J Enable Preload

OK Cancel

7.7 Controller Configuration utility

Launch Controller Configuration (Start Menu >IBM Cognos Controller - 64 > Controller Configuration)

= Configure COM+ Server
e In the tree control in the left pane, expand Cognos Controller Configuration > Web Services Server > COM+ Server
e In the right pane, make sure that "Run as a Service” is ticked
e Make sure that “Enforce Access checks for the Controller COM+ application” it ticked
e In“Identity Account” choose “Local System Account”:

1 IBM Cognos Controller Configuration \L‘i-

File View Actions Help
[ F R4
Explorer COM+ Server

=B 1BM Cognos Controler Corfiguration | g4 Controller COM+ Application
=-[8 Web Senvices Server
%I Database Connections g Settings
Iy Database connections for publ [] Run as Service
[ Server Authertication Enforce Access checks for the Controller COMs application.
I COM- Server
[[3 Batch Services Identity Azcount
[[f Report Server IC
~{[g] Erhanced Reporting O;mm\zi
[ Import Directories
-] Extemal data - Framework Man
=-[B Cliert Distibution Server O Spegify Account
~{f] Client Distribution Server Corfig L

Local System Account

Local Service Account

Confirm Pa:

Corttroller COM+ roles and users

COM« Rle COM+ User
ControllerUsers :NT AUTHORITY\SYSTEM
p—

e

Specify which users have pemmissions to access the COM+ Controller componeris.

COM-+ Role can be set to any string value
COM-+ User must be set to a existing user on the machine
Click Actions, Check to ensure that the user exists.

e In the Controller COM+ roles and users, if there are no entries (see above for what it should correctly look like)
then add the relevant entries manually by doing the following:

e  Click in the ‘white’ area, and then click the New button (‘white page’ icon) from the main tool bar
e In the COM+ Role, enter a suitable name, such as “ControllerUsers”

e In the COM+ User, enter NT AUTHORITY\SYSTEM as the user (see above picture)

e  Click on “SAVE" icon (top left corner)
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=  Configure Database connections

o In the tree control in the left pane, expand IBM Cognos Controller Configuration > Web Services Server >
Database Connections

o  Click the New button in the main tool bar
o In the right pane, enter the following information:
o Databasetype: SQL Server (TIP: you can simply double-click on this cell to change it)
. Name: default (for example)

e  TIP: usually the name of the server and/or purpose is used to help identify the database e.g. “default” and
“controllertest”)

IMPORTANT: The ‘database connection’ names are case-sensitive. Therefore, if you want to disable ‘SelectDB’ (so
that users do not have the choice of databases when they launch the Controller client) then your main (live) database
connection name must not be called ‘Default’. Instead, it should be ‘default’ with all characters lowercase!

e  For more information, see here: http://www-01.ibm.com/support/docview.wss?uid=swg21364826

Provider:
e This depends on what database client you have installed on your Controller application server:
Database client Provider
SQL 2008 SQLNCLI10.1
SQL 2012, 2014, 2016, 2017 SQLNCLI11.1
Oracle OraOLEDB.Oracle.1
DB2 IBMDADB2.DB2COPY1

e NOTE:
L] User ID: The user ID used in the Create Controller Database step (e.g. fastnet)
L] Password: The Password used in the Create Controller Database step
= Initial catalog: The name of the database created previously step (e.g. ControllerLive)
L] Data source: The name of the database server

1) IBM Cognos Controller Configuration
File View Actions Help
DHE|0X S P
Explorer Untitled
=@ 18M Cognos Cortroller Configuretion | [Sefting | Value
=-[E Web Servicss Server Database type | SQL Server
=] Database Cornections Name default
Provider SQLNCLITLT
- Database connedtions for publi [ {ger I fastnet

I Server Adthertication

Password
A CoM= Server Initial catalog | ContrallerLive
[ Bstch Services

) Fopor Server Data saurce
[jfy Enhanced Reporting Optimizati
) import Directories
[ Bdemal data - Framework Man
=-[B Clent Distribution Server

g Client Distribution Server Corfig

o  Click the save button in the main tool bar
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At this point you can populate your new/blank database with some Controller tables/information. In other words, assuming

you have created a connection to a new/blank database, then:
e  Open the section "Database Connections” and highlight the new database (for example called “default”)
e  Click the Run (green “play”) button in the main tool bar

e Ensure that the "UDL File" is pointing to the relevant database connection (for example: C:\Program

Files\ibm\cognos\ccr_64\Data\default.udl)
e  Ensure that "Controller DB" is selected
e  Click "Connect"
e  Because this database is a brand new ‘blank’ database, the “Current Version” will be set to zero (0).

= Therefore, click “Create DB":
o Database Conversion Utility = o

UDLFe  [CiProgram Fles\bmicognos\ecr_64Data\defauit.ud

3l

Cowetn curstvase 120

P DB Upgrade to:  [525

Creating new empty Database
Running DB Step: initial

Running soript batch: sGript/mssql_createDs.batoh
Running script: script/mssql/CDRRCRES.Table.sql

e  When the script has finished running, it will say “Done”, and the version displayed will be 813

e Now click on “Upgrade” to upgrade the database from the current version (813) to the latest (998):
o

D x| E | () Database Conversion Utility = X
Explorer
E ‘SEM‘S’:‘S“ &m:“;:zmgm" UDLFie  |C:\Program Fies\[BM\cognos\ccr_64\Data plank.ud
=) Database Connections =
[@) biank. Dot

@) Detabase comections forp

Raport Server OF# 08 Upgrade to: {398 =
(O Datamart DB Upgrade ‘

[y Exemal data - Framework
&8 Cient Distrbution Server
[ Cient Distribution Server Col

ng data into: Xstrucinfo |
data into: xtabver

data into: xva

data into: xworkflow

data into: xworkflow_hdr

rting data into: xworkflowt

Inserting data into: zfields

Inserting data into: zspec

Inserting data into: zzero

Done

Savelog Close chthe

When finished, there will be a message saying “DB succesfully upgraded to version: 9xx”
e  Click Close.
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Configure Report Server

e  For small installations (where customer only using CA for Controller-only use) typically the CA server is
installed on the same box as the Controller application server. Alternatively (typically when CA is used for
non-Controller work) customer will have a “distributed” installation where there is a separate CA report
server.
= In the tree control in the left pane, expand Cognos Controller Configuration > Web Services Server >

Report Server
= Because we are currently using the built-in CA website (not IIS gateway) your settings should be
similar to:
o Report Server = http://servername:9300/bi/v1/disp

o Dispatcher = http://servername:9300/p2pd/serviet/dispatch

@ IBM Cognos Controller Configuration

File View Actions Help

R
Explorer Report Server
=[] 1BM Cognos Controller Corfiguration | Report Server: [tto-//VMWIN2016:9300/bi/v 1/disp
--[& Web Services Server : :
[ Database Connections Dispatcher URI: [htto-//VMWIN2016:9300/020d/serviet/dispatch
ED] ControllerProd Package: lComroller V‘

[fG) Database connections for publi
OG) Server Authentication

@5 COM-= Server Report server Connections
GG Batch Services 1 database connections are missing a corresponding report server
connection. Press the button to repair this.

L] Ensure that Controller is the package name
= Click on the “save” icon at the top-left corner of “Controller Configuration”

e At this stage, you should see the following message, and you should click Repair.

Feport zerver Connections

1 databaze connectionz are mizsing a comezponding report zerver
connechon. Press the button ta repair this.

R epair j!

If you do not see that message, then click the green ‘tick’ button (to force it to appear).

TIP: This step ensures that the system reports can work (handled by the Cognos Analytics server).

e  Clicking on the Repair button creates a connection (“data source”) between Controller and CA reporting
services. This step (pressing the repair button) has to be done again whenever you create a new
database connection in the future.
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= Configure Client Distribution Server Config

7.8

e  Historically, this section was for users who launch the old ‘web client’ (http://server/ibmcognos/controllerbin/ccr.exe).
This is rarely used by customers nowadays (instead, most customers now install/use the ‘local’ client
CCRLocalClient64.MSI).

e  However, in some environments (some configurations) other Controller processes (for example Controller Web) will use
the settings (for example WSSUrl value) contained in this section.

Therefore (as a precaution) it is wise to fill in this section.

e  Change SelectDB to the preferred value
o Ifusing old ‘web client’ then generally set this to “true” (so that all users can see all database by default)
o  If using ‘local’ client (CCRLocalClient64.MSI) then this setting is irrelevant

e  Ensure that all end user’s PCs can resolve the URLs that are specified

o  Typically this means changing the NetBIOS names (e.g. MYSERVER) into FQDN names (e.g.
MYSERVER.companyname . com)

(D 1BM Cognos Controller Configuration

File View Actions Help

Explorer Client Distribution Server Configuration
=@ 1BM Cognos Controller Configuration | Name Value
=)-[8 Web Services Server SelectDb true
+-[[3) Database Connections Language English

[@ Database connections for publi| | CASUr hitp//VBRACONT8AP11/ib
[ Server Authentication WSSUr hitp/VBRACONTBAP1 1 P ver
[ COM- Server HelpUrl i z e
@ Batch Services installExcellink |False M~
@ Report Server %
@ Enhanced Reporting Optimizati
@ Import Directories
@ Exdemal data - Framework Man
=)-[& Ciient Distribution Server

[y Ciient Distribution Server Config

o  The settings (CASUrl, WSSUrl and HelpUrl) defined here are the ones that the ‘web client’ client PCs will attempt to use,
so it is vital that they are correct

] NOTE: The value for ‘HelpUrl’ has changed (compared to Controller 10.2.1 and earlier)
o  After making changes, you must click the ‘save’ icon

Enable Batch service(s)

Inside 'IBM Cognos Controller Configuration’, open ‘Web Services Server’ and then ‘Batch
Services’

| (® 1BM Cognos Controller Configuration

| File View Actions Help

Explorer
= 1BM Cognos Controler Corfiguration
=[& Web Services Server
= @y Databse Comnections Batch Service s running

@ Database connections for publi
@@ Server Authentication Max number of concurrent batch jobs:

a
Batch Services

Status

@ berk Settings

COM=+ Server

Database polling frequency (seconds): 20

@ Repot Server
[q@@ Enhanced Reporting Optimizati| |:] Stop Restart
[ Impott Directories

[ Exemal data - Framework Man
=-[& Client Distribution Server
(@ Ciient Distribution Server Config|

IMPORTANT: Unless the customer has exceptional needs, you should only have a maximum of
1 concurrent batch jobs running (no more) — for more details, see here: https://www-

01.ibm.com/support/docview.wss?uid=swg21370901

Press ‘Start’ to start the batch service.

7.9 Enable Optimise2

Optimise2 (also known as “ERQO") is an option that users can enable to speed up their
Excel-link reports.

Historically it has been incredibly useful (speeds up some reports massively). However,
with recent versions of Controller it is less necessary.

o See here for details why: https://www-01.ibm.com/support/docview.wss?uid=swg21970627
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e However, the author still thinks it is worth configuring the application server and database
server to allow ERO/Optimise2 to work (just in case).

o Instructions are here: https://www-01.ibm.com/support/docview.wss?uid=swg21347048

OPTIONAL - Only if you are deploying the ‘web’ version of the Controller client

Very rarely, customers may choose to not deploy the ‘local’ Controller client (CCRLocalClient64.MSI) but instead ask users to run
the ‘web client’ (http://servername/ibmcognos/controllerbin/ccr.exe). In this *rare* environment, you must:

. Open the folder C:\Windows\System32\inetsrv\config

e  Launch Notepad.exe and edit the file applicationHost.config
e  Search for ‘requestFiltering’ section

e  Modify the value for ‘.config’ to ‘true”:

| 2pplicationHost.config - Notepad : =10 x|
File Edit ant view Help
</authorizations> ;I

"V <ipsecurity allowunlisted="true" />

<1sap1cg1Restriction notListedIsapisAllowed="true" notListedcgisAllowed="true">
<add path="%windir%¥\microsoft. NET\Framework\v2.0.50727 \aspnet_isapi.d11" a1l
</isapicgirestriction>

<requestFiltering>
<fileExtensions allowunlisted="true" applyTowebDAv="true">
<add fileExtension=".asax" allowed="false" />
<add fileExtension=".ascx” allowed="false" />
<add fileExtensiol master” allo

wed="f
<add fileextension=".skin” allowed="false" / e
<add fileExtension=".browser"” allowed="false" / y J
sitemap” allowed="false" i—

<add fileExtension=

<add T1]eExtensiol cs' al lowed="talse />
<add fileExtensiol .csproq" allowed="false" />
<add FileFxrension="_vh" allowed="false" /=

e In other words, modify the line to read: <add fileExtension=".config" allowed="true" />

7.10 ‘Controller Web’ configuration
Controller Web only supports Microsoft SQL and DB2 (not Oracle databases).
e It was first introduced in Controller 10.3.0. However, the installation instructions have changed since those older versions.

e  For up-to-date instructions on how to configure it, see here: https://www-01.ibm.com/support/docview.wss?uid=ibm10791535

e  However, for the sake of convenience, the instructions are also below:

PART ONE - Configuring the backend
. Browse to the following folder: C:\Program Files\IBM\cognos\ccr_64\fcmweb\wlp\etc\
e  Open the following file inside NOTEPAD: server.env
e  Modify the setting to point to the relevant JRE folder

7| server - Notepad
File Edit Format View Help
k IBM SOURCE CODE HEADER START
#

# 0CO Source Materials
#
# BI and PM: ccr

#
# (C) Copyright IBM Corp. 2004, 2009. All Rights Reserved
#

# The source code for this program is not published or

# otherwise divested of its trade secrets, irrespective of
# what has been deposited with the U.S. Copyright Office.
#
# IBM SOURCE CODE HEADER END

# THIS FILE MUST BE CONFIGURED TO DEFINE THE ACTUAL LOCATION OF THE JAVA RUNTIME!

|]AVA_HOME=C:/Program Files/IBM/cognos/ccr_64/fcmweb/jre

e  TIP: By default, this means alter the relevant line to look like:
JAVA_HOME=C:/Program Files/IBM/cognos/ccr_64/fcmweb/jre

e  Synchronize Controller Web with the current/existing ‘database connection’ UDL files by performing the following:
e  Right-click on the ‘Start’ menu, and choose ‘Command Prompt (Admin)’
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e  Type a command similar to: cd C:\Program Files\IBM\cognos\ccr_64\fcmweb
e  Type the following command : SyncDBConf.bat ..\Data wip\usr\shared\config\datasources

e You should get a success message similar to:

C:\>cd C:\Program Files\IBM\cognos\ccr_64\fcmweb

r_64\fcmweb>SyncDBConf.bat ..\Data wlp\usr\shared\c \datasources

Found 1 udl files in ..\

Datasources updated.

C:\Program Files\IBM\ ccr 64\fcmweb>

. Browse to this folder: C:\Program Files\IBM\cognos\ccr_64\fcmweb\wlp\usr\servers\fcm.web
e  Open the following file inside NOTEPAD:  com.ibm.cognos.fcm.web.properties
. Search for the following line: ccrwsUrl=@CCRWS_PATH@/ccrws.asmx
e Modify it to be something similar to:
ccrwsUrl=http:/ /myserver.companyname.com/ibmcognos/controllerserver/ccrws.asmx

e Modify the relevant line, to read: loginMode=NATIVE

### CLASSIC and BI SERVER ###

# @TOKEN@ elements below must be transformed during deployment to match actual installation.
# Login mode can be set to NATIVE or CAM.

ccrwsUrl=@CCRWS_PATH@/ccrws.asmx
biUrl=@BI_PATH@

biDispatchEndpoint=@BI_DISPATCH_PATH@
loginMode=NATIVE

e  Optionally you can change the available memory:
Ll Locate the file jvm.options in the folder:  C:\Program Files\IBM\cognos\ccr_64\fcmweb\wIp\etc\
= Change the settings (as required) for: Xms/Xmx

e  Start (or restart) the Windows service:  IBM Cognos Controller Web

PART TWO - Configuring the frontend
. Browse to this folder: C:\Program Files\IBM\cognos\ccr_64\frontend
e  Open the following file inside NOTEPAD:  config.js

e Inside the section Proxies - target - host, locate the following line: "host": "{hosthame}",
e  Modify it to be something similar to: "host": "myserver.companyname.com”,
=  IMPORTANT: This must be the FQDN version!

e Inside the section 'expressJs', locate the following line: "host": "{publicInterface}", //interface used by Controller
Web UI Service

e Modify it to be something similar to: "host": "myserver.companyname.com", //interface used by Controller Web UI
Service

=  Save changes

e If your application server is based on Windows 2019 (or later) then you must perform some extra steps (including
making a change to the file "install_service.bat")

L] For full details, see here: https://www-01.ibm.com/support/docview.wss?uid=ibm10884802

Start the service: IBM Cognos Controller Web UI

NOTE:
The URL (to launch Controller Web) has changed from version 10.4.0 onwards

In the past (old versions) it was necessary to change the TCP port used by Controller Web (to not clash with Cognos Analytics)
if CA was installed on the same server. However, this is no longer necessary.

e  Test by connecting to the website using the correct FQDN website name
e Example: http://myserver.companyname.com:9080/
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NOTE: You may see a white screen when testing directly on the server. This is normally caused
by IE using Compatibility Mode
- For more details, see here: nttp://www.ibm.com/support/docview.wss?uid=swg22011459

The solution is to untick “Display intranet sites in Compatibility View":

© http://vmwin2016:9031/fcm.web/log £~ ¢ € BM Controller Web *e
| Compatibility View Settings X
| Change Compatbiity View Settings
Add this website:
Vmwin2016 Add

Websites you've added to Compatbilty View:

[J0ispay intranet sites in Compatbilty View

[Juse Microsoft compatbilty lsts
Learn more by reading the Intemet Explorer privacy statement

Close
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8 Install and Configure Financial Analytics Publish (FAP)

Controller’s FAP functionality allows the customer to publish Controller financial data into a TM1
cube, for reporting purposes.

Its architecture is best summarised inside the following picture:

884

End-users updating

[ ciose

-—
feeding
e |IEM Cognos {) TMA1
& Controller  Jevcovure {temporary} | """ P cubes

ee——— Relational Trickle Database Publish
m Ge Database s

- i *
m : Framework ... TMA report

L 4 Manager model viewer, e.g. Bl

Standard reports
Report Generator

The potential benefits of using FAP are so huge, that it is strongly recommended that all
customers install and configure FAP, as part of their Controller system.

e For details on how to accomplish this, see separate document “Installing & Configuring
IBM Cognos Controller 10.2 FAP with TM1 10.2.2” which is available from here:
http://www-01.ibm.com/support/docview.wss?uid=swg21608353
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9 Post-install Optimisations

9.1 Proactive Server Reboots

e In the author’s experience, recent versions of IBM and third-party (MS SQL/Oracle) software have been sufficiently
stable (especially with regards to memory leaks) as to make regular/proactive server reboots unnecessary

= At this time, the author does not recommend scheduling regular/proactive server reboots.

9.2 Optional: Enable Email Functionality

End-users can use the email functionality inside Controller for sending things like reports,
intercompany balances and export files via e-mail. If you know the email server settings, then
you can perform the following:

= Launch Controller

= Maintain — Configuration — General

= Click on “General 3" tab

= Fill in the details (e.g. see example below)

—E-Mail Settings
[#] Use E-mail SMTF Server: |‘u'BRACONT8AF‘1 .domain. com E-Mail Format: HTM -

NOTE:

e You will not be able to save the above changes on a blank database until you first configure some other settings!
o e.g. click on “Reconcile” and set both the “balance sheet” and “P&L" to an appropriate value (e.g. “1001 — sales”)

Inside the official Controller help file, it may have references to “Outlook”. This seems to be a mistake in the help file. Controller
is not able to send emails via MAPL. Instead, it only sends via SMTP

- make sure that you have an email address defined for the user (that you have logged in as) in Maintain/Rights/Users:

§ Cognos Controller - [Users] i ] ]
\'ﬁ File Edit Wew Company Group Reports Transfer  Maintain  wWindow  Help P e ]
DEecHB B B E Ko prds] s
[=] User Groups Create Mew: IUser 'l
[=] Main User Group
Setti imitati
s Bdmimistrator s IleltatlonsI
Christer & User
[E] Divisional Users User Id; ACM -
Commercial Current Password: [tk
Consumer —
Internet Marne: Administrator
lena lambert E-Mail Adress: chan@wstocslabl, frangonet, com
Wholesale Liser Group: MATH ]

- you also require a properly configured SMTP server, which “trusts” SMTP messages sent from the users/computer(s)

TESTING: The easiest way to test whether the above works is to go into:
=  Transfer — Export Structures
= Inside the box, ensure that you type in a valid email address (e.g. see below):

f € o ndeess RI= e
1

: Type e-mail adress or select from list
.

3 m - T
- ‘rlchard.colhns@cognos.com ‘

Report Conversion
(s) Yalues
1 ! ) Mo Conversion
] St
e aEnju

Y
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10 Testing on Application Server

10.1 Install Client Software on the Application Server

For full details, see here: http://www.ibm.com/support/docview.wss?uid=swg21965917

However, basic instructions are that you:
e Install CCRLocalClient64.MSI (located inside folder ..\webcontent\ccr).
e  When asked for WSSUrl & HelpUrl, typically enter values similar to:
o WSS Url: http://<servername>/ibmcognos/controllerserver

o HelpUrl: http://www.ibm.com/support/knowledgecenter

10.2 Launch Controller client and perform basic testing (on application server itself)
The amount of testing that is possible depends on whether you have only “blank” Controller databases, or a fully-populated database.

The author suggests that you perform basic tests similar to what he describes in his Technote here:
https://www.ibm.com/support/pages/node/1074626

10.3 Troubleshooting

One of the most useful tests that you can perform is to test whether your Controller application server (“ControllerProxy Server”, a.k.a.
“WS server”) is responding:

- In a web browser, type: http://<servername>/ibmcognos/ControllerServer/CCRWS.asmx

- It should respond with a screen with a list of lots of services that are available, similar to:
- o X
e @ my acron1.fyre.ibm.com/ibmcognos/controllerse ccrws.as P~C ‘;‘QCCRWSWebSeMce ] <

CCRWS &

The following operations are supported. For a formal definition, please review the Service Description.
o AFCT GetAFClob
¢ AccountDescSetT DeleteRecords
« AccountDescSetT InsertRecords
 AccountDescSetT PushRecords

o AccountDescSetT UpdateRecord:

¢ AccountDescSet Exists
« AccountDescSet SelectAll
 AccountDescSet SelectRecord

¢ AccountDescSet_SelectRecords

« AccountReportsB Create

« Account tsB_Cre _RN

« AccountReportsB_CreateCodesRs

o Acc tsB_CreateCodesRsCRN

o Acc tsB_CreateD

o Acc tsB_CreateDescriptionsRsCRN
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10.4 General Windows (non-Cognos specific) Performance testing

If time permits, it would be ideal if you could check that the application/SQL servers demonstrate good I/O network performance (etc.)
by performing tests such as the following:

TIP: The author has personally seen many high-performance server environments
ruined by using the wrong network card speed (e.g. ‘auto-detect’ instead of Gigabit).

File copy test

e Copy a file from a remote (WAN) client PC to the front (application) ‘gateway’ server

o

make sure you have a minimum throughput of 256-500kb per sec
. 1mb is better
. 10mb is optimal

e Copy a file from each serverto each other server

o

Copy a large file (e.g. 100mb+) from the main application server to database (e.g. SQL) server, and vice versa
e make sure you have a minimum throughput of 10mb
e (20 when using nic teaming, and 30 with a gigabyte nic)

e Make sure to test both ways from each physical server, as switch ports can be mis-configured for inbound and
outbound per port.

e  Check network cards - make sure the server NIC is set correctly (e.g. 100mb FD minimum if supported by switch)

o

Controller will benefit if the NIC is set on gigabit (if supported by switch)

e  Check “File and printer sharing” is set on “"Maximise throughput for network applications”.

O o0 O O O

e}

To test if SQL server is overloaded, use perfmon (administrative tools) on the SQL server to check the following
average performance counters:

Memory: Available Bytes not under 5mb; between 5 and 10mb free is normal (add physical memory)
Memory: Pages/sec not over 20 (ad physical memory)

Physical Disk: % Disk time not over 55% longer then 10 min. (add or change disk setup)

Physical Disk: Avg. Disk Queue Length not over 2 longer then 10 min. (add or change disk setup)

Processor: % Processor Time not over 80% longer then 10 min. (add or upgrade cpu’s - preferably with large

level2 cache like 2mb)
System: Processor Queue Length not over 2 PER PROCESSOR. (add or upgrade cpu’s)

SQL Server Buffer manager: Buffer Cache Hit Ratio*  not under 90%; the closer to 99 the better. (add physical
memory)

* This performance counter is selectable during SQL server installation.
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11 Install Client Software on User’s PC

Logon to the end user’s PC using a Windows administrative account, and follow the instructions that are
here: http://www.ibm.com/support/docview.wss?uid=swg21965917

12 Basic Testing for each Client PC installation

Ideally, you could launch Controller as the Administrative user (the one that you installed the
software with) first. After the testing, logoff and logon as the “normal” end-user and test as
him/herself.

Assuming that Controller worked OK on the application server, it is almost certain that each client
PC will be OK, so long as the software is installed as per my best practice document. Therefore,
the following 2 simple tests should be enough:

12.1 Main Controller program

Launch Controller from URL and login. Click on “Help” — “About Controller” and then
“Help” — "System Info” and ensure that the Controller version matches what you expect.

12.2 Excel link
Launch Excel. Click on “Help” — “About Controller link” and ensure that the Controller link
version matches what you expect.

TIP: If you want more extensive tests (on the client PC) then you can perform tests similar to
what he describes in this Technote: https://www.ibm.com/support/pages/node/1074626
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13 Optional - Customising the environment

\& \ & RS
» -

) ) \

| .

Before continuing, make sure you have fully tested the current (uncustomised / default
settings) system.
e  Make sure everything (Controller classic client, Excel link, Standard Reports, Controller Web, FAP) before
making any changes.

It will be much more difficult to troubleshoot issues in Controller/Excel/Reports/Web/FAP after you have customised
your system (for example with CAM authentication / SSL), so it is wise to test *before* making any changes!

13.1 Optional — Change security (logon method) from ‘Native’ to ‘Cognos’ (also
known as ‘CAM’) authentication

The steps are described here: https://www-01.ibm.com/support/docview.wss?uid=swg22012534

13.2 Optional — Implement Single Sign On (SSO)
The steps are described here: https://www-01.ibm.com/support/docview.wss?uid=swg22002465

IMPORTANT: If you have installed Cognos Analytics on the same server as Controller, then (by default) you will have
already configured Controller to use the ‘ibmcognos’ IIS virtual directory. In this scenario, the author recommends
that you:

e  Use the ‘automatic’ (batch file) method to configure CA (http://www-01.ibm.com/support/docview.wss?uid=swg22000097)

¢ However, modify the batch file (CA_IIS.config.bat) before executing it, so that the ‘set alias’ variable is NOT
configured to be ‘ibmcognos’

o Instead, modify ‘set alias’ to be something unique, for example: ibmcognossso

13.3 Optional — Configure Controller to use SSL (HTTPS)
The steps are described here: https://www-01.ibm.com/support/docview.wss?uid=swg22004921

13.4 Optional — Configure Controller to use a CA gateway (t=controller)
This is very rare nowadays. The author does not recommend using this unless under exceptional circumstances.
e However, the steps are described here: https://www-01.ibm.com/support/docview.wss?uid=swg21367311

13.5 Optional — Publish to traditional (non-FAP) Data Marts

This is very rare nowadays. In general, the author recommends customers instead publish Controller data to Planning
Analytics (previously known as TM1) via FAP.

e However, the steps are described here: https://www-01.ibm.com/support/docview.wss?uid=swg21347788




