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About this publication

This guide contains the messages and return codes that you might receive when using the IBM Security
zSecure 2.5.0 products. It provides explanations for these messages and errors. The information in this
guide that applies to zSecure Manager for RACF® z/VM® applies to version 1.11.2 of that product.

The guide includes the following information:

An introduction to the zSecure products and a description of what each product does

Lists of the messages and errors and their severity levels
« An explanation for each individual message

Support information

This guide is intended for the system administrators who are responsible for managing and
troubleshooting the zSecure products. Readers must be familiar with the zSecure product concepts and
commands.

zSecure documentation

The IBM Security zSecure Suite and IBM Security zSecure Manager for RACF z/VM libraries consist of
unlicensed and licensed publications. This section lists both libraries and instructions to access them.

Unlicensed zSecure publications are available at IBM Documentation for IBM Security zSecure Suite
(z/0S) or IBM Security zSecure Manager for RACF z/VM. For instructions to obtain the zSecure 2.5.0
licensed publications, see Obtain licensed documentation.

Obtain licensed documentation

The unlicensed zSecure 2.5.0 documentation is publicly available at IBM Documentation for IBM Security
zSecure Suite. The licensed documentation is available to zSecure customers only. This document
describes how to request access to the licensed documentation.

The zSecure 2.5.0 licensed documentation is available at IBM Security zSecure Suite Library.

To access the zSecure 2.5.0 licensed documentation, you must sign in to the IBM Security zSecure Suite
Library with your IBM ID and password. If you do not see the licensed documentation, your IBM ID is
probably not yet registered. Send a mail to zDoc@nl.ibm.com to register your IBM ID. Provide your
organization's client name and number, as well as your own name and IBM ID. If you do not yet have an
IBM ID, you can Create an IBM account. You will receive confirmation of registration by mail.

IBM Security zSecure Suite library
The IBM Security zSecure Suite library consists of unlicensed and licensed publications.

Unlicensed zSecure publications are available at IBM Documentation for IBM Security zSecure Suite (z/
0S). Licensed publications are available to zSecure customers only. To obtain the licensed publications,
see “Obtain licensed documentation” on page vii. Licensed publications have a form number that starts
with L; for example, LC27-6533.

The IBM Security zSecure Suite library consists of the following publications:

« About This Release includes release-specific information as well as some more general information that
is not zSecure-specific. The release-specific information includes the following:

— What's new: Lists the new features and enhancements in zSecure 2.5.0.

— Release notes: For each product release, the release notes provide important installation information,
incompatibility warnings, limitations, and known problems for the IBM Security zSecure products.

© Copyright IBM Corp. 1998, 2021 vii
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— Documentation: Lists and briefly describes the zSecure Suite and zSecure Manager for RACF z/VM
libraries and includes instructions for obtaining the licensed publications.

— Related documentation: Lists titles and links for information related to zSecure.

— Support for problem solving: Solutions to problems can often be found in IBM knowledge bases or a
product fix might be available. If you register with IBM Software Support, you can subscribe to IBM's
weekly email notification service. IBM Support provides assistance with product defects, answers
frequently asked questions, and helps to resolve problems.

» zSecure CARLa-Driven Components Installation and Deployment Guide, SC27-5638

Provides information about installing and configuring the following IBM Security zZSecure components:

IBM Security zSecure Admin

IBM Security zSecure Audit for RACF, CA-ACF2, and CA-Top Secret

IBM Security zSecure Alert for RACF and CA-ACF2

IBM Security zSecure Visual

IBM Security zSecure Adapters for SIEM for RACF, CA-ACF2, and CA-Top Secret
« zSecure Admin and Audit for RACF Getting Started , GI13-2324

Provides a hands-on guide introducing IBM Security zSecure Admin and IBM Security zSecure Audit
product features and user instructions for performing standard tasks and procedures. This manual is
intended to help new users develop both a working knowledge of the basic IBM Security zSecure Admin
and Audit for RACF system functionality and the ability to explore the other product features that are
available.

« zSecure Admin and Audit for RACF User Reference Manual, LC27-5639 (licensed)

Describes the product features for IBM Security zSecure Admin and IBM Security zSecure Audit.
Includes user instructions to run the admin and audit features from ISPF panels. This manual also
provides troubleshooting resources and instructions for installing the zSecure Collect for z/0OS°®
component. This publication is available to licensed users only.

 IBM Security zSecure Admin and Audit for RACF Line Commands and Primary Commands Summary,
SC27-6581
Lists the line commands and primary (ISPF) commands with very brief explanations.

« zSecure Audit for ACF2 Getting Started, GI13-2325
Describes the zSecure Audit for CA-ACF2 product features and provides user instructions for performing

standard tasks and procedures such as analyzing Logon IDs, Rules, Global System Options, and running
reports. The manual also includes a list of common terms for those not familiar with ACF2 terminology.

« zSecure Audit for ACF2 User Reference Manual, LC27-5640 (licensed)

Explains how to use zSecure Audit for CA-ACF2 for mainframe security and monitoring. For new users,
the guide provides an overview and conceptual information about using CA-ACF2 and accessing
functionality from the ISPF panels. For advanced users, the manual provides detailed reference
information, troubleshooting tips, information about using zSecure Collect for z/0OS, and details about
user interface setup. This publication is available to licensed users only.

« zSecure Audit for Top Secret User Reference Manual, LC27-5641 (licensed)
Describes the zSecure Audit for CA-Top Secret product features and provides user instructions for
performing standard tasks and procedures. This publication is available to licensed users only.

« zSecure CARLa Command Reference, LC27-6533 (licensed)
Provides both general and advanced user reference information about the CARLa Auditing and
Reporting Language (CARLa). CARLa is a programming language that is used to create security
administrative and audit reports with zSecure. The zSecure CARLa Command Reference also provides

detailed information about the NEWLIST types and fields for selecting data and creating zSecure
reports. This publication is available to licensed users only.

« zSecure Alert User Reference Manual, SC27-5642
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Explains how to configure, use, and troubleshoot IBM Security zSecure Alert, a real-time monitor for
z/0S systems protected with the Security Server (RACF) or CA-ACF2.

zSecure Command Verifier User Guide, SC27-5648

Explains how to install and use IBM Security zSecure Command Verifier to protect RACF mainframe
security by enforcing RACF policies as RACF commands are entered.

zSecure CICS Toolkit User Guide, SC27-5649

Explains how to install and use IBM Security zSecure CICS® Toolkit to provide RACF administration
capabilities from the CICS environment.

zSecure Messages Guide, SC27-5643

Provides a message reference for all IBM Security zSecure components. This guide describes the
message types associated with each product or feature, and lists all IBM Security zSecure product

messages and errors along with their severity levels sorted by message type. This guide also provides
an explanation and any additional support information for each message.

zSecure Visual Client Manual, SC27-5647

Explains how to set up and use the IBM Security zSecure Visual Client to perform RACF administrative
tasks from the Windows-based GUI.

Program directories are provided with the product tapes. You can also download the latest copies from
Program Directories.

Program Directory: IBM Security zSecure CARLa-Driven Components, GI13-2277

This program directory is intended for the systems programmer responsible for program installation and
maintenance. It contains information concerning the material and procedures associated with the
installation of IBM Security zSecure CARLa-Driven Components: Admin, Audit, Visual, Alert, and the
IBM Security zSecure Adapters for SIEM.

Program Directory: IBM Security zSecure CICS Toolkit, GI13-2282

This program directory is intended for the systems programmer responsible for program installation and
maintenance. It contains information concerning the material and procedures associated with the
installation of IBM Security zSecure CICS Toolkit.

Program Directory: IBM Security zSecure Command Verifier, GI113-2284

This program directory is intended for the systems programmer responsible for program installation and
maintenance. It contains information concerning the material and procedures associated with the
installation of IBM Security zSecure Command Verifier.

Program Directory: IBM Security zSecure Admin RACF-Offline, GI13-2278

This program directory is intended for the systems programmer responsible for program installation and
maintenance. It contains information concerning the material and procedures associated with the
installation of the IBM Security zSecure Admin RACF-Offline component of IBM Security zSecure
Admin.

Program Directories for the zSecure Administration, Auditing, and Compliance solutions:

— 5655-N23: Program Directory for IBM Security zSecure Administration, GI13-2292

— 5655-N24: Program Directory for IBM Security zSecure Compliance and Auditing, GI13-2294

— 5655-N25: Program Directory for IBM Security zSecure Compliance and Administration, GI13-2296

IBM Security zSecure Manager for RACF z/VM library

The IBM Security zSecure Manager for RACF z/VM library consists of unlicensed and licensed
publications.

Unlicensed publications are available at IBM Documentation for IBM Security zSecure Manager for RACF
z/VM. Licensed publications are available to zSecure customers only. To obtain the licensed publications,
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see Obtain a licensed publication. Licensed publications have a form number that starts with L; for
example, LCD7-5373.

The IBM Security zSecure Manager for RACF z/VM library consists of the following publications:
« IBM Security zSecure Manager for RACF z/VM Release Information

For each product release, the Release Information topics provide information about new features and
enhancements, incompatibility warnings, and documentation update information. You can obtain the

most current version of the release information from the zSecure for z/VM documentation website at

IBM Documentation for IBM Security zSecure Manager for RACF z/VM.

« IBM Security zSecure Manager for RACF z/VM: Installation and Deployment Guide, SC27-4363

Provides information about installing, configuring, and deploying the product.
« IBM Security zSecure Manager for RACF z/VM User Reference Manual, LC27-4364

Describes how to use the product interface and the RACF administration and audit functions. The
manual provides reference information for the CARLa command language and the SELECT/LIST fields. It
also provides troubleshooting resources and instructions for using the zSecure Collect component. This
publication is available to licensed users only.

« IBM Security zSecure CARLa Command Reference, LC27-6533

Provides both general and advanced user reference information about the CARLa Auditing and
Reporting Language (CARLa). CARLa is a programming language that is used to create security
administrative and audit reports with zSecure. The zSecure CARLa Command Reference also provides
detailed information about the NEWLIST types and fields for selecting data and creating zSecure
reports. This publication is available to licensed users only.

« IBM Security zSecure Documentation CD, LCD7-5373

Supplies the IBM Security zSecure Manager for RACF z/VM documentation, which contains the licensed
and unlicensed product documentation.

« Program Directory for IBM Security zSecure Manager for RACF z/VM, GI11-7865

To use the information in this publication effectively, you must have some prerequisite knowledge that
you can obtain from the program directory. The Program Directory for IBM Security zSecure Manager for
RACF z/VM is intended for the systems programmer responsible for installing, configuring, and
deploying the product. It contains information about the materials and procedures associated with
installing the software. The Program Directory is provided with the product tape. You can also download
the latest versions from IBM Documentation for IBM Security zSecure Manager for RACF z/VM.

Related documentation

This section includes titles and links for information related to zSecure.

See: For:

IBM Security zSecure Suite All zSecure unlicensed documentation.

For information about what is specific for a release, system
requirements, incompatibilities and so on, select the version of your
choice and About This Release; see "What's new" and "Release
notes". To obtain the zSecure licensed documentation, see Obtain
licensed documentation.

IBM Security Identity Information about the IBM Security Verify Governance Application
AdaptersIBM Security Verify Adapters.
Governance Application Adapters

IBM Documentation for z/OS Information about z/0S. Table 1 on page xi lists some of the most
useful publications for use with zSecure.
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See: For:

IBM Z° Multi-Factor
Authentication documentation

documentation.

Information about IBM Z Multi-Factor Authentication (MFA)

z/0S Security Server RACF
publications

Administrator's Guide. You can find

RACF Auditor's Guide.

Information about z/OS Security Server Information about z/0OS
Security Server Resource Access Control Facility (RACF).

For information about the RACF commands, and the implications of
the various keywords, see the z/0S Security Server RACF Command
Language Reference and the z/0S Security Server RACF Security

information about the various

types of events that are recorded by RACF in the z/OS Security Server

QRadar® DSM Configuration
Guide

For more information about QRadar, see the IBM QRadar Security
Intelligence Platform on IBM Documentation.

IBM CICS Transaction Server for
z/0S documentation

Information about CICS Transaction Server for z/OS.

IBM MQ Information about IBM MQ.

IBM Z NetView® Information about IBM Z NetView.

CA-ACF2 documentation
using zSecure Audit for ACF2.

Information about ACF2 and the types of events that can be reported

CA-Top Secret for z/0OS
documentation

Information about Top Secret and the types of events that can be
reported using zSecure Audit for Top Secret.

Table 1. Some of the most useful z/OS publications for use with zSecure

Manual Title Order Number
z/0S Communications Server: IP Configuration Guide SC27-3650
z/0S Communications Server: IP Configuration Reference SC27-3651
z/0S Cryptographic Services ICSF Administrator's Guide SC14-7506
z/0S Cryptographic Services ICSF System Programmer's Guide SC14-7507
z/0S Integrated Security Services Enterprise Identity Mapping (EIM) SA23-2297
Guide and Reference

z/0S ISPF Dialog Developer's Guide and Reference SC19-3619
z/0S MVS Initialization and Tuning Reference SA23-1380
z/0S MVS Programming: Assembler Services Reference, Volume 1 SA23-1369
(ABE-HSP)

z/0S MVS Programming: Assembler Services Reference, Volume 2 SA23-1370
(IAR-XCT)

z/0S MVS™ Programming: Authorized Assembler Services Reference, | SA23-1372
Volume 1 (ALE-DYN)

z/0S MVS System Codes SA-0665
z/0S MVS Programming: Callable Services for High Level Languages SA23-1377
z/0S MVS System Commands SA38-0666
z/0S MVS System Management Facilities (SMF) SA38-0667
z/0S Security Server RACF Security Administrator's Guide SA23-2289
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Table 1. Some of the most useful z/0OS publications for use with zSecure (continued)
Manual Title Order Number
z/0S Security Server RACF Auditor's Guide SA23-2290
z/0S Security Server RACF Command Language Reference SA23-2292
z/0S Security Server RACF Macros and Interfaces SA23-2288
z/0S Security Server RACF Messages and Codes SA23-2291
z/0S Security Server RACF System Programmer's Guide SA23-2287
z/0S UNIX System Services Messages and Codes SA23-2284
z/0S UNIX System Services Planning GA32-0884
z/Architecture® Principles of Operation SA22-7832

For information about z/VM, see IBM z/VM documentation or see www.vm.ibm.com/library.

Accessibility

Accessibility features help users with a physical disability, such as restricted mobility or limited vision, to
use software products successfully. With this product, you can use assistive technologies to hear and
navigate the interface. You can also use the keyboard instead of the mouse to operate all features of the
graphical user interface.

Technical training

For technical training information, see the IBM Training and Skills website at IBM Training.

See the zSecure Wiki information on the IBM Knowledge Center for zSecure 2.4.0 for information about
available course offerings for zSecure, as well as information to quickly get started with CARLa and
sample applications.

Support information

IBM Support provides assistance with code-related problems and routine, short duration installation or
usage questions. You can directly access the IBM Software Support site at www.ibm.com/mysupport.

Statement of Good Security Practices

IT system security involves protecting systems and information through prevention, detection, and
response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated, or misused or can result in damage to or misuse of
your systems, including for use in attacks on others. No IT system or product should be considered
completely secure and no single product, service, or security measure can be completely effective in
preventing improper use or access. IBM systems, products, and services are designed to be part of a
comprehensive security approach, which will necessarily involve additional operational procedures, and
may require other systems, products, or services to be most effective. IBM DOES NOT WARRANT THAT
ANY SYSTEMS, PRODUCTS, OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE
IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
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Chapter 1. Introduction

The IBM Security zSecure suite is a collection of products that improve the efficiency and maintainability
of the mainframe security environment. These products can be used alone or in conjunction with the
other zSecure products. The main products are zSecure Admin and zSecure Audit. The IBM Security
zSecure products provide security, monitoring, auditing and alerting functionality on both the z/OS and
z/VM platforms.

zSecure messages are usually categorized by a three-character prefix to identify the associated programs
or components. For example, the CKF prefix identifies messages issued by the zSecure Collect for z/OS
component, and CKG messages are issued by the CKGRACF program. This guide is organized by message
prefixes that are associated with their programs or components.

The following sections provide release information for zSecure 2.5.0 and zSecure Manager for RACF z/VM
1.11.2, an overview of the zSecure products, and the types of messages that can be generated.

Release information

The zSecure release information includes details on new features and enhancements, incompatibility
warnings, and documentation update information.

You can find the latest versions of "What's New" and "Release Notes®" in About This Release on IBM
Documentation for IBM Security zSecure Suite.

Overview of the zSecure products

The IBM Security zSecure suite includes the following products.

zSecure Admin
Provides a user-friendly layer in the form of an ISPF interface on top of RACF which enables security
administration, user management and compliance management on the mainframe. It allows you to
enter and process administrative commands more quickly, generate custom reports, and thoroughly
clean up databases. Additionally, zSecure Admin provides administration authority in a more granular
fashion so that users are only granted the specific amount of administration authority required for
their job.

zSecure Audit
Compliance and audit solution that enables you to automatically analyze and report on security events
and detect security exposures. It provides standard and customized reports that warn of policy
exceptions or violations. This component is available for RACF, ACF2, and Top Secret.

zSecure Alert
Mainframe audit solution that enables you to detect and report security events and exposures on
z/0S, Db2°, UNIX, RACF, and ACF2. IBM Security zSecure Alert is a real-time monitor, issuing alerts
for security-related system events at the time they occur.

zSecure Command Verifier
Mainframe policy enforcement solution adds granular controls for RACF to help prevent errors and
noncompliant commands. This product runs in the background to verify your RACF commands against
company policies and procedures. If the command does not comply with the policy, it is blocked or
fixed. It can run independently from the other zSecure components.

zSecure Visual
zSecure Visual client is a Windows-based graphical user interface for RACF administration. Using the
Visual Server product establishes a secure connection directly with RACF to enable decentralized
administration from a Windows environment.

zSecure CICS Toolkit
This component enables you to do most RACF administration from a CICS environment instead of
TSO.
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zSecure Adapters for SIEM
This component enables you to collect mainframe security data and send it to a Security Information
and Event Management (SIEM) solution, such as the IBM SIEM product, to get an enterprise-wide

view.

zSecure Manager for RACF z/VM
This product simplifies the process of managing mainframe security and enables you to quickly
identify and fix problems in RACF on z/VM. It automates recurring and time-consuming security tasks.

zSecure message types

zSecure messages are categorized by an alphanumeric prefix. Each prefix refers to the zSecure product
function which the messages in that category are associated with. The following table lists the available
zSecure message prefixes, their related functions, and the products that can display these messages:

Table 2. zSecure product messages
Message Prefix | Function Product Reference
CKF zSecure Collect for z/OS (CKFCOLL) IBM Security zSecure Admin Chapter 2, “CKF
IBM Security zSecure Audit Messages,” on page 5
IBM Security zSecure Alert
IBM Security zSecure Adapters for
SIEM
CKG CKGRACF program IBM Security zSecure Admin Chapter 3, “CKG
IBM Security zSecure Visual messages,” on page 93
CKN zSecure Server (network node) IBM Security zSecure Admin Chapter 4, “CKN
IBM Security zSecure Audit messages,” on page 137
IBM Security zSecure Visual
CKR CARLa engine IBM Security zSecure Admin Chapter 6, “CKR
IBM Security zSecure Audit messages,” on page 183
IBM Security zSecure Visual
IBM Security zSecure Alert
IBM Security zSecure Manager for
RACF z/VM
IBM Security zSecure Adapters for
SIEM
CKV zSecure Collect for z/VM (CKVCOLL) IBM Security zSecure Manager for Chapter 7, “CKV
RACF z/VM messages,” on page 537
CKX zSecure Command Execution Utility (CKX) or IBM Security zSecure Admin Chapter 8, “CKX
zSecure Command Logger (CKXLOG) IBM Security zSecure Manager for messages,” on page 551
RACF z/VM
CKQ CKQEXSMF program running in the zSecure IBM Security zSecure Audit Chapter 5, “CKQ
SMF Collector address space IBM Security zSecure Adapters for SIEM messages,” on page 179
CQT Module CQTPMSGE IBM Security zSecure CICS Toolkit Chapter 9, “CQT
messages,” on page 577
C2P zSecure Alert address space, Predefined RACF | 1gm Security zSecure Alert Chapter 10, “C2P
alert, Predefined ACF2 alert, Installation or messages,” on page 597
defined alert, or zSecure RACF Access Monitor | 1gm Security zSecure Admin
C2R National Language Support (NLS) table IBM Security zSecure Chapter 11, “C2R
processor C2RIMENU, XSLT stylesheet, or the messages,” on page 675
installation customization REXX exec
C2REUPDR
C2RU Windows user interface IBM Security zSecure Visual Client Chapter 12, “C2RU
messages,” on page 689
C2RW Communication between the mainframe IBM Security zSecure Visual Server Server Chapter 13, “C2RW
components and the Windows client messages,” on page 697
C2X zSecure RACF Exit Activator component IBM Security zSecure Admin Chapter 14, “C2X
C2XACTV IBM Security zSecure Audit messages,” on page 699
IBM Security zSecure Alert
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Table 2. zSecure product messages (continued)

Message Prefix | Function

Product

Reference

C4R Command Verifier, CKGRACF, or Visual client IBM Security zSecure Command Verifier Chapter 15, “C4R
IBM Security zSecure Admin messages,” on page 713
IBM Security zSecure Visual Client

B8R zSecure Admin RACF-Offline functions IBM Security zSecure Admin Chapter 16, “B8R

messages,” on page 745

ICH and IRR zSecure Admin RACF-Offline

RACF

Chapter 17, “ICH and IRR
messages,” on page 763

interface and the c2ragent component

EPR Communication layer between the engine and
user interface components of the Visual client

BB Visual client as it is logging on to the Visual IBM Security zSecure Visual Chapter 18, “BB
server messages,” on page 765

Visual log Visual client and server IBM Security zSecure Visual Chapter 19, “zSecure

messages Visual log messages,” on
page 767

C Installation or configuration IBM Security zSecure Visual Client Chapter 20, “Other error
messages,” on page 773

LC Communication layer between the client user

The following chapters of this guide provide a listing of each message prefix along with a detailed

explanation and possible solutions.
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Chapter 2. CKF Messages

zSecure Collect is a component of these products:
« zSecure Admin

« zSecure Audit

zSecure Alert

zSecure Adapters for SIEM
 zSecure Manager for RACF z/VM

zSecure Collect gathers system data and stores that data in CKFREEZE data sets. It issues messages with
the CKF prefix for the z/OS products and the CKV prefix for the z/VM product. For example, if you are using
zSecure Admin and Audit you might see message number CKFO001. The same message issued by
zSecure Manager for RACF z/VM has the number CKV0OO1I. zSecure Collect messages shared between the
z/0S and z/VM platforms are documented in this section. zSecure Collect messages specific to the z/VM
product are documented in Chapter 7, “CKV messages,” on page 537.

Each message number has the form CKFnnnn or CKVnnnl where nnnn or nnn is the message number. In
addition to the message identifier, the program also issues a severity code. This code is derived from the
program completion code that indicates the highest severity code encountered.

Note: The return code from the program is normally set to the maximum value of the return codes from
any messages. If NOWARNINGRC is coded, the 04 return code from the program is reset to 00.

The severity code can contain any of the following values:

00
Normal message, giving status or summary information.

04
Unusual condition found that may or may not result in missing information.

08
Unusual condition found that causes information that was requested to be missing. Subsequent
processing may be impacted.

12
Unexpected condition during zSecure Collect processing.

16
Syntax error in command input or entitlement problem.

24
Internal error or other unexpected and unsupported condition in zSecure Collect detected.

28
Internal error or other unexpected and unsupported condition in zSecure Collect detected. A user
abend will be issued to protect your system and force a dump.

In the rest of this section, all error messages are listed with an explanation and possible actions to take.
Messages are included in subsections, grouped by the hundred message-numbers. To locate
documentation for a specific message, search this documentation for the message number, CKF970I or
CKV970I, for example.

Note: For zSecure 2.4.0, most of the CKF messages were renamed from the previous format (CKFnnnI) to
the current format (CKFnnnn).
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CKF messages from 0 to 99

CKF0000 Control block name omitted,

because of reason

Explanation

This message is issued if the program fails to find an
OS control block. This is not necessarily a problem,
rather it notes the absence of some information which
might have been useful, but which may not be
available in your OS version at all. The name of the
control block is given by name, the control block ID.
The exact nature of the failure is given by reason,
which may be:

invalid block ID
The control block ID is not found in its proper
place.

protection exception
A protection exception occurred during the walk
through the pointer chain leading to the control
block.

invalid length
A protection exception occurred during access to
the last-to-be-used byte of the control block.

nil pointer
The pointer to the control block was found to
contain binary zeros.

This message may very well occur after conversion to
a new release of the OS. The resulting CKFREEZE file
may still be usable for your purposes.

Problems indicated with missing control block names
include the following:

STGS
RMF is not active

EDT
device type information not retrieved

IODN
LCU and device number table missing (also RMF)

I0CH
Channel information missing (also RMF)

LPBT
Logical Path Block Table missing (SRM SP4)

RCVT
No RACF in system

SSVT
This may be seen if RMM is not active

Severity
04
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CKF0001 No generic unit name for devclass

unit dev devtype devtype

Explanation

This message indicates that your OS could not give a
generic unit name for the device on address dev, and
the device type (given as 8 hex digits) is also not
available in the hardcoded device table in zSecure
Collect. The device class is devclass. This is not a
problem; it just warns you to expect question marks in
the unit name fields.

Severity

04

CKF0002 LOCATE return code rc on type
data set datasetname

Explanation

This message indicates that the data set datasetname
(which is supposed to be a type data set) could not be
found by the LOCATE service of MVS. The return code
returned by the service is rc. The volume will be left
blank or zero in the CKFREEZE file.

Severity
04

CKFO0003 DEVTYPE RC nonzero for unit dev

Explanation

The DEVTYPE SVC used to collect information on unit
dev returned a nonzero return code. This may cause
the device type record in the CKFREEZE file to be
unusable.

Severity

04

CKF0004 Closed PDSE dev volume dsname
read decnum bytes in decnum
members

Explanation

This informational message indicates the amount of
data read from the indicated PDSE. It is issued only if
the INFO option was selected.



Severity
00

CKF0005 Please ignore CMD rejects

Explanation

This message is displayed on the operator console to
warn the operator that no action should be taken on
the burst of IOS000I or IEAOOOI messages specifying
a CMD reject on 3350 DASD devices. It is removed
immediately after the program has finished processing
the 3350 range of devices. It is displayed during
authorized operation only.

CKF0006 CVAFDIR type error, R15=rc,
CVSTAT=code on device dev
volume volume

Explanation

During access to the VTOC index, the CVAFDIR type
(READ or RLSE) service returned a nonzero return code
rc accompanied by CVAF return code code. See the
appropriate IBM manual for the meaning of these
codes. If the type of access was READ, the VTOC was
read completely without taking into account the used
DSCB map in the VTOC index.

Severity

12

CKF0007 Task is not APF authorized - only
non-protected information can be
collected

Explanation

This message alerts you to the fact that the program
could not obtain authorization. For additional
information, see the section Authorized or
unauthorized? in the zSecure Collect documentation
available in the user reference manual for your
zSecure product.

Severity
00

CKF0008 Number of DASD devices
interrogated: number1 (non-

shared number2)

Explanation:

This message gives the number of devices that have
been allocated and interrogated. number2 indicates
the devices generated as non-shared. Only the non-

shared device VTOC/VVDS are to be fully collected if a
SHARED=NO request is done.

Severity

00

CKF0009 Number of DSCB entries copied:
nn

Explanation

This message gives the number of Data Set Control
Blocks copied from VTOCs to the CKFREEZE file. It is
somewhat larger than the number of data sets on the
interrogated devices, because some extents are
described in separate DSCBs for the same data set.
Note that only used DSCBs are copied.

Severity

00

CKF0010 Number of VVDS data sets
processed: nn

Explanation

This message gives the number of VVDS data sets for
which an OPEN was attempted. Generally, this number
is smaller than the number of DASD devices
interrogated, because not every volume needs to have
a VVDS. For SHARED=NO, that will include non-shared
DASD devices as well as shared DASD device that
contain specific configuration information that is
applicable to the system. By including INFO with
SHARED=NO, CKF0603 or CKFO0604 messages are
issued to detail which data sets.

Severity

00

CKF0011 Number of NVR/VVR entries
copied: nn

Explanation

This messages gives the number of VVRs (VSAM
volume records) and NVRs (non-VSAM volume
records) copied to the CKFREEZE file. The number of
VVRs is roughly two times the number of VSAM data
sets on the processed volumes. NVRs are associated
with SMS managed non-VSAM data sets.

Severity
00
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CKF0012 Non-4K block size for VVDS not

supported - volume volume

Explanation

This message indicates a VVDS was encountered on
volume volume with a block size other than 4KB. This
is not supported by this release of zSecure Collect. The
VVDS has a 4KB block size if it has been made
automatically on 3330/3350/3380/3390 DASD with at
least DFP 1.0 through DFP 3.3. If you encounter this
message, then the VVDS information for the specified
volume will not be read, and you will only see
component names mentioned in the VTOC, not the
cluster names.

Severity

12

CKF0014 DASD Device dev online but not
ready

Explanation

This message indicates the device number dev was
included in the configuration because it was online,
but could not be interrogated because it was not
ready. Instead of scheduling an I/0O request, zSecure
Collect has skipped the device. This may result in
incomplete information for your purpose.

Severity

04

CKF0015 SYSEVENT DONTSWAP failed,
return code hex rc

Explanation

This message indicates that zSecure Collect failed to
make itself nonswappable. As a result, no authorized
I/Os can be scheduled and no cache size information
and device level cache disablement information will be
collected for 3880 devices. Neither will guaranteed
device path I/0 be used to eliminate WAITSs.

Severity

08

CKF0016 Unsupported control block level
hexnum for volume dsname

Explanation

This message indicates that a control block of an
unsupported layout was returned by Directory Entry
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Services for the indicated PDSE. If control block is
"DESB", checksum and IDR processing are skipped for
the remainder of the PDSE; if it is "SMDE", processing
is skipped for a single member only.

Severity

08

CKF0017 Path ch to type device dev volume
not operational

Explanation

This message indicates that the installed physical
channel (pre-XA) or channel path (XA) ch to the
selected online and ready device number dev with
volume serial volume was not operational. If this is not
your normal working configuration, then you are
measuring a reduced configuration with a higher
contention than normal. Alternatively this may point at
running MVS/370 under VM.

Severity

04

CKF0018 parameter Parameter invalid in
non-XA system.

Explanation

The parameter specified is not applicable to pre-XA
systems.

Severity

12

CKF0019 BFLHFCHN invalid for type device
dev volser; VTOC processing
skipped

Explanation

The forward chain pointer of next buffer list
(BFLHFCHN) is not valid; i.e. no (more) VTOC
information could be obtained for device dev.

Severity
12

CKF0020 Path information not gotten for
unsupported device type type,

device dev volume



Explanation

This message indicates that you requested
configuration information for a device type type, which
is not currently supported by zSecure Collect.
Requests for support for other DASD types than 3350,
3380, 3390, and compatibles should be directed to
IBM Software Support.

Severity

08

CKF0021 Storage director IDs unavailable
for type device dev volume because
unauthorized

Explanation

This message indicates that physical storage director
IDs for device number dev with volume serial volume
can only be extracted by authorized programs because
its device type is type. The result is missing storage
director information which may prevent an automatic
deduction of the configuration.

Severity

08

CKF0022 Storage director ID not returned
by 10S for path ch to type device
dev volume

Explanation

This message indicates that the IOS version you have
fails to return the complete sense information needed
to find the storage director ID. The failure occurred on
path ch to device number dev with volume serial
volume. The device type is type. This message is
issued for only one path, because zSecure Collect
assumes the same failure will occur on the other paths
to the device, and does not attempt I/O on these
paths.

Severity

08

CKF0023 String controller ID not returned
by I0S for path ch to type device
dev volume

Explanation

This message indicates that the controller ID was not
found in its proper place. This message is not issued if
the storage director ID is also missing. Currently no

software level is known which omits only controller
information. Because of redundancy of information,
you will probably not notice any effect on the reports.

Severity

08

CKF0024 Path information still incomplete
after bs tries on type device dev
volume: missing at least path ch

Explanation

This message indicates that after bs tries zSecure
Collect still did not succeed in scheduling I/0 along all
paths to a device. This message only occurs if you
specified or implied WAIT=NO and PATH=YES. The
resulting CKFREEZE information will be incomplete.

Severity

08

CKF0025 Path information still incomplete
after bn bs-try bursts on type
device dev volume: missing at least
path ch

Explanation

This message indicates that after bn bursts of bs tries
with a 0.5 second WAIT interval between the bursts,
zSecure Collect still did not succeed in scheduling I/O
along all paths to a device. This may happen on very
busy shared DASD systems and on very empty pre-XA
systems that do not have channel rotation. The
number of bursts, burst size, and inter-burst wait time
can be adjusted by the appropriate BURSTxxxx
parameters.

Severity

08

CKF0026 Unexpected I0S return code rc
hex, CSW status hhhh sense ssss
on path ch to cccc/mm for
type/mm device dev volume

Explanation

This message indicates an unexpected error during
EXCP processing. The IOS return codes are
documented in the IBM debugging handbooks (I0B/
I0SB) and in the appropriate DFP manuals. The
cccc/mm and type/mm are the control unit type /
model and unit type / model, respectively, as returned
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by the Senseld CCW. The resulting CKFREEZE file will
probably be incomplete.

Severity

12

CKF0026 Unexpected IOS return code rc
hex, CSW status hhhh sense ssss
on path ch to 3350 device dev
volume

Explanation

This message indicates an unexpected error during
EXCP processing. The IOS return codes are
documented in the IBM debugging handbooks (I0B/
I0SB) and in the appropriate DFP manuals. The
resulting CKFREEZE file will probably be incomplete.

Severity

12

CKF0027 Invalid DSCB FMTID=X'xx" on type
device dev volser
CCHHR=0000000000
DSN=dsname

Explanation

The VTOC for the indicated volume contained an
invalid DSCB, with format X'xx". The only valid types
are X'FO' .. X'F6'. The DSCB record is included in the
CKFREEZE file, but will not used. The dsname reported
is the data set name field (key area) of the DSCB in
error. This has no consequences for MVS if the DSCB is
not in use according to the space map.

Severity

04

CKF0028 SVC 99 RC=n DAIRFAIL code xxxx
xxxx on dev volser

Explanation

The device/volser may be absent. This message will be
followed by an IKJ-message on the problem. The error
occurred in dynamic allocation or unallocation of a
VTOC or data set for device dev. This message has
continuation lines detailing the individual text units
contents after SVC 99 (DYNALLOC) completion.

Severity
08
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CKF0029 DASD Device dev online, but not

mounted

Explanation

Device dev was not mounted public, storage or private,
zSecure Collect does not attempt to allocate the VTOC
and VVDS data sets.

Severity

04

CKF0030 OPEN abend xxx-rc on device dev
volume volser for dsname

Explanation

The data set named dsname could not be opened for
input on device dev. The VTOC is indicated with **
VTOC volser **, If the error occurs for a VTOC, both the
VTOC and the VVDS for the volume will be missing. If
the error occurs for a VVDS, the VTOC information has
been read properly. For information about the common
abend codes, see the zSecure Collect documentation
in the user reference manual for your zSecure product.

Severity

08

CKF0031 CKFCOLL runs on sid with osname
oslevel DFSMS release JES2
release CPU model model

CKF0031 site-specific identification string
running on where CPU-id CPUid

CKF0031 Last record written: ID=hh,
contents start hexstring

Explanation

zSecure Collect abended while running on the
indicated system (SMF id) and operating system
release levels, under the focus and Products ids
shown, on the CPU indicated, after writing the
indicated record (this line is omitted if no records had
been written yet).

Severity
00
CKF0032

Number of record(s) truncated: nn

Explanation

This message indicates that records were truncated on
output. You might try increasing the record length, if



problems arise. However, for most purposes the
information needed is located at the beginning of the
BCS records, and these truncated records therefore do
not usually present a problem.

Severity

08

CKF0033 Module IGG019X1 missing, no
configuration info for 3350 devices
possible

Explanation

This message indicates that the appendage IGG019X1
could not be found.

Severity
08
CKF0034

[ Before MONITOR interval ]
CKFCOLL used ss.t CPU seconds,
ss elapsed seconds, and collected
m.kkk MB (m.kkk MB/s)

[Error trap count is number]
Written rectotal records to ddname
volume dsname

Region requested r,rrrKB, granted
8,888+g,828KB max used in

jobstep u,uuu+u,uuuuKB

Explanation

This message details the TCB time used as well as the
wall clock time. In addition, the amount of data
collected (written to the CKFREEZE file) is summarized I
as well as the effective data rate. The effective data
rate will be misleadingly low if CHECK=Y was
specified, since that is a data reduction function. It is
normal that the error trap count number has a non-
zero value. The message is included for diagnostic
purposes only. If MONITOR has been requested, then
this message is issued twice, once before the
monitoring starts, and once at the end of the program.
The message at the end of the program also shows the
region requested, granted, and used, both below and
above the 16MB line.

Severity
00
CKF0035

Number of PDS directories
processed: nn

Explanation

This messages gives the number of PDS (Partition Data
Set) directories copied to the CKFREEZE file.

Severity

00

CKF0036 Information omitted for devn
volser, SAF READ access required
on FACILITY
STGADMIN.IFG.READVTOC.volser
if non-APF

Explanation

This message indicates that an attempt to read the
VTOC resulted in an system abend 300, reason code 6,
which means that name hiding was active, and you
were not allowed to read the VTOC. In a RACF system,
name hiding is activated with the command SETROPTS
MLNAMES. If name hiding is active, a SAF resource
check is done against the resource name indicated.

Severity

04

CKF0037 Unexpected abend condition dev
devn volser during action

Explanation

This message indicates that an abend occurred during
EXCP for a channel program attempting to perform the
action indicated. If this message occurs, to see if this
can be prevented, see the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

12

CKF0038 Unexpected abend during allocate
of dsn

Explanation

This message indicates a failure to allocate (and
possibly perform an automatic recall of) a VSAM
cluster. An abend was encountered. The cluster will be
skipped. If you think the program should have
succeeded, see the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
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procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

08

CKF0039 Running OS version DFSMS version
JESn version VTAM® version secp
version RMF version TSO version
HSM version [ under VM/version
release ]

Explanation

This message indicates release levels or status of the
software that zSecure Collect extracts information
from. Instead of a version number, the keyword
inactive, active, or unknown may be present to indicate
respectively that the product is installed but not active,
active but release could not be obtained, or control
blocks present but of unsupported layout. secp is the
detected security product, it can be RACF, ACF2, or
TSS.

Severity

00

CKF0040 Unexpected abend during LISTCAT
of dsn

Explanation

This message indicates a failure to locate a VSAM
cluster name in the catalog; an abend was
encountered. The cluster will be skipped. If you think
the program should have found it, see the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
08

CKF0041 Number of catalogs processed: nn

Explanation

This message gives the number of ICF and HSM
catalogs for which an OPEN was attempted.

Severity
00

CKF0042 Number of BCS records copied: nn
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Explanation

This messages gives the number of BCS (Basic Catalog
Structure) records copied to the CKFREEZE file.

Severity

00

CKF0043 VVDS information not collected,
catalogs cannot be dumped fast

Explanation

This message is issued if the VVDS data sets could not
be accessed, but catalog processing was requested.
zSecure Collect requires VVDS access to dump
catalogs.

Severity

00

CKF0044 Name of master catalog not found
in CAXWA. Abend 913-0C may
result for unconnected catalogs

Explanation

This message indicates that the master catalog name
or volume serial could not be determined.
Consequently, it is impossible to determine which
catalogs are connected. zSecure Collect will try to
open all catalogs it encounters on the disks processed.
This will result in abend 913-0C for each unconnected
catalog.

Severity

12

CKF0045 Master catalog volume volume not
selected. Abend 913-0C may
result for unconnected catalogs

Explanation

This message indicates that the master catalog was
not found on any of the disk volumes processed.
Hence no user catalog connector information is
accumulated by zSecure Collect. zSecure Collect will
try to open all catalogs it encounters on the disks
processed. This will result in abend 913-0C for each
unconnected catalog.

Severity
08
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CKF0046 Slowdown mode invoked because
noimbed and multi-volume index
for dsname

Explanation

This message indicates that normal VSAM processing
was selected for this cluster because it has a multi-
volume index component that is needed because of
NOIMBED.

Severity
00

CKF0047 Data collection started on date
time for node nodename sysname
sysname sid smfid netid netid

on a manufacturer type model
model

[ MVSCP conguration id

xx ] [ logical partition LPARname ]
[ virtual machine userid ] [ at
sysid ] [ sysplex name ] [ rrsf
RRSF_node ]

Explanation

This message shows environmental information about
the data collection process, which can be helpful
during problem determination. The CKFREEZE data set
includes the first line of the messages as a comment.

The first line of the message lists the various system
identifiers: the JES2 node name, the GRS system
name, the SMF id, and the VTAM netid.

The processor specifications shown on the second line
are those returned by the CSRSI service. On older
machines where that service is not yet available the
type is the internal hexadecimal representation
(devtype/model); for VM systems the real model byte
is displayed if running APF authorized, otherwise it is
FF.

On the third line, optional configuration information
can be present to indicate the MVSCP configuration id,
the Logical Partition name, the VM virtual machine
user ID, the VM system ID (as would be displayed in
the lower right corner under CMS), the SYSPLEX name,
and the RRSF local node name, if any. The RRSF local
node name is only shown on z/0S 2.2 and higher.

Severity
00

CKF0048 ACB OPEN failed for type dev
volser componentname rc=nn,

code=nn cluster clustername

string_returned_by _operating_syst
em

explanation_of known_return_cod
es

Explanation

Opening the VSAM data set failed; see the return and
reason codes. type can be any of the following:

« BCS for an ICF catalog.

« MCD for HSM MCDS.

- BCD for HSM BCDS.

- CKDS, PKDS, or TKDS for ICSF data sets.

e RMM for the DFSMS RMM control data set.

ACB OPENSs for ICF catalogs are attempted only if the
catalog has been defined with NOIMBED, if it has more

than 16 extents on a pre-DFP V3 system, or if the run
is unauthorized in a pre-DFP V3 system.

The second message line can contain any information
that the operating system returns. The third message
line explains known return codes.

Severity
08
CKF0049

User response:

See the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Internal error CKFCCHH RC=16

Severity

24

CKF0050 TTT Conversion fails on reltrk
DEBNMEXT=nnn on dev volser

Explanation

This message indicates a failure to convert the
indicated relative track number to an absolute cylinder
and head address. The requested track will not be
read. Generally this means that the internal structure
of a data set was not understood properly, for
example, because of a new version of the software
maintaining that data set. See the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.
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Severity

08

CKF0051 EXCP failed on ddname, RC=hh,
IOBSEEK=address device dev
volser

Explanation

This message indicates an unexpected I/0 failure on
the indicated device and address. The return code is
the EXCP return code in hex.

Severity

12

CKF0051 (ECKD) EXCP failed on ddname,
Address CKFB: address, rc nnx,
CSW=hhhhhhhhhhhhhh,
IOBSEEK=address device dev
volser

Explanation

This message indicates an unexpected ECKD I/0
failure on the indicated device and address. The return
code is the EXCP return code in hex.

Severity

12

CKF0051 Multiple track read EXCP failed on
ddname, Number of reads hhhh,
Address CKFB: address, rc nnx,
CSW=hhhhhhhhhhhhhh,
IOBSEEK=address device dev
volser

Explanation

This message indicates an unexpected multitrack read
I/0 failure on the indicated device and address. The
return code is the EXCP return code in hex.

Severity

12

CKF0052 Slowdown mode invoked because
noimbed and index on volume for
catname

Explanation

This message indicates that the requested ICF, HSM,
or RMM catalog dump will be tried with VSAM, because
the faster EXCP mode does not support NOIMBED with
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the index on a different volume than the data
component.

Severity

00

CKF0053 Slowdown mode invoked because
not APF-authorized, data set
volume catname

Explanation

This message indicates that the requested catalog
dump will be tried with VSAM, because the faster EXCP
mode requires APF authorization that is not present.
ALTER authority is required to read ICF catalogs
without APF authorization on DFP systems below
version 3. For DFP version 3 APF authorization is
required to read ICF catalogs anyway and message
CKF0064 will be issued. READ authority is needed to
read HSM catalogs.

Severity

00

CKF0054 Data set catname CA at rel track tt
missing nn Cls in sequence set
record

Explanation

This message indicates that the number of CIs
described by the index sequence set record was not
the number of CIs per CA. If the error message is
reproducible, perform EXAMINE on the data set. If no
strange things are found, see the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity

00

CKF0055 ACB OPEN type abend xxx-nn
(explanation) for dev volume
componentname of catalogname

Explanation

This message indicates an abend during an attempt to
open the ICF, RMM, or HSM catalog indicated.
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Severity

08

CKF0056 Slowdown mode invoked because
more extents than EXCP supports
(abend 013-E4) for vol cluster

Explanation

The maximum number of extents supported by an
EXCP OPEN depends on the DFSMS release. This is
reflected in the job log as an abend 013-E4 (or in older
releases, 213-20). The CKFO030 message is
suppressed in this case. The abend is intercepted, and
slowdown mode is invoked for this release.

Severity

00

CKF0057 type abend xxx-nn (explanation) on
dev volser dsname

Explanation

A nonrecoverable abend occurred opening data set
dsname for input on device dev. If the error occurs for
aVTOC, the VTOC and all data sets on the volume will
be missing. If the error occurs for a VVDS, the VTOC
information has been read properly. For information on
the common abend codes, see the zSecure Collect
documentation in the user reference manual for your
zSecure product.

Severity

08

CKF0058 Unexpected physical record length
decnum in imbedded SSR with
index blksize decnum for catname

Explanation

This message indicates that a physical record (i.e.
block) was read from the imbedded index track with a
block size different from the block size indicated in the
information in the VVR. Results will be unpredictable.

Severity
12

CKF0059 NOIMBED not supported, data set

catname on volser skipped

Explanation

This message indicates that for some reason the index
was not read successfully. Consequently, the
NOIMBED data set cannot be processed.

Severity

08

CKF0060 VVDS space map extension at RBA
hexnum ignored - expecting
hexnum

Explanation

zSecure Collect expects the space map chain to occur
in order in the VVDS.

Severity

12

CKF0061 VVDS can only be accessed with
APF authorization

Explanation

In DFP V3 systems, APF authorization is required to
read the VVDS.

Severity

04

CKF0062 Connected catalog catname not
found on volumes processed

Explanation

The master catalog processed contained a connector
entry for catalog catname. However, the catalog was
not found on the volumes processed. Catalog
information may be incomplete.

Severity

08

CKF0063 Unexpected error: Master cat BCS
not found on mastercat volume.
Abend 913-0C may occur

Explanation

This message indicates that for some reason the
master catalog was not found on the volume it was
supposed to reside on. Consequently, it cannot be
determined whether user catalogs are connected or
not. Abend 913-0C results from trying to open an
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unconnected catalog if bypass-password processing is
not being used.

Severity

08

CKF0064 Catalog cannot be dumped
without APF authorization -
catname

Explanation

On a DFP version 3 or higher system, APF
authorization is required to dump ICF catalogs.

Severity

08

CKF0065 Slowdown mode invoked because
primary data VVR not obtained for
datacomponent

Explanation

To read VSAM data sets in EXCP mode, zSecure Collect
needs the VSAM Volume Record (VVR) residing in the
VVDS. This message is issued if the VVR of the data
component was not encountered.

Severity

00

CKF0066 Slowdown mode invoked because
noimbed and primary index VVR
not obtained for datacomponent

Explanation

To read VSAM data sets with the NOIMBED attribute in
EXCP mode, zSecure Collect needs the VSAM Volume
Record (VVR) of the index residing in the VVDS. This
message is issued if the VVR of the index component
was not encountered.

Severity
00
CKF0067 Data set datacomponent error at
CI numin CA at rel trk nnn type key
Explanation

Where key is the current record key (a data set name),
and type can be one of the following error types:
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last segment missing - record skipped

For a spanned record, the last segment was not found
in the control area. The record will not be copied to
CKFREEZE.

oxrphan inner segment skipped

A spanned record intermediate segment was
encountered, but the first segment for the record was
not found in the control area. The segment will be
discarded.

updated during copy

A spanned record was encountered, but the segments
did not have the same update count. This can happen
if the record was updated between read instructions to
the control area. The record may appear garbled in the
CKFREEZE file.

orphan last segment skipped

The last segment of a spanned record was
encountered, but the first segment for the record was
not found in the control area. The segment will be
discarded.

Severity

04

CKF0068 Cat rlen=xxxx (RDF=xxxxxx) at CI
offset xxxx > used CI xxxxxx of CA
at reltrk nnnnn in datacomponent

Explanation

The record length field in a catalog record (rlen) points
beyond the end of the used bytes in a control interval.

Severity

08

CKF0069 Slowdown mode invoked for multi-
volume cluster dsname

Explanation

This message indicates that normal VSAM processing
was selected for this cluster because it has a multi-
volume data component.

Severity
00
CKF0070

type abend xxx-nn (explanation) on
dev volume dataset



Explanation

This message indicates a nonrecoverable abend
occurred during OPEN of the indicated PDS(E). For
information about the common abend codes, see the
zSecure Collect documentation in the user reference
manual for your zSecure product.

Severity

08

CKF0071 Internal error IOBEXCP
DEBNMEXT=0

Explanation

This message indicates an unexpected condition; I/O
was being attempted against an empty data set. The
message is suppressible. See the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity

24

CKF0072 Unexpected IOCINFO return code
rc reason code rr (decimal)

Explanation

This message indicates that the IOCINFO service
issued an unexpected return code. Results are
unpredictable.

Severity

08

CKF0073 Dynamic configuration change
occurred, UCB scan restarted - file
may contain duplicate records

Explanation

This message indicates that the UCBSCAN service
indicated a configuration change while scanning all
UCBs. The scan will be restarted, but this may make
the CKFREEZE file unusable if your application does
not support duplicate information. In this case, you
will have to rerun zSecure Collect.

Severity
04

CKF0074 Unexpected UCBSCAN return code

rc reason code rr (decimal)

Explanation

This message indicates that the UCBSCAN service
issued an unexpected return code.

Severity

12

CKF0075 Unexpected EDTINFO return code
rc reason code rr (decimal) for dev
volume devtype devtype

Explanation

This message indicates that the EDTINFO service
issued an unexpected return code while trying to
obtain the generic device type for a device. The field
will be filled with a default value.

Severity

04

CKF0076 Unexpected UCBSCAN return code
rc reason code rr (decimal) on dev
volume

Explanation

This message indicates that the UCBSCAN service
issued an unexpected return code when trying to
obtain the last path used mask.

Severity

12

CKF0077 Unexpected UCBSCAN return code
rc reason code rr (decimal) on dev
volume

Explanation

This message indicates that the UCBSCAN service
issued an unexpected return code while trying to pin
and obtain the address of a UCB. The intended
authorized I/0 function will not be performed.

Severity
12
CKF0078

Unexpected UCBPIN UNPIN rc rc
reason code rr (decimal) on dev
volume
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Explanation

This message indicates that the UCBPIN service
issued an unexpected return code while trying to unpin
an UCB after an authorized I/0 operation.

Severity

12

CKF0080 Unexpected IXCQUERY function
return code rc reason code rr
(hexadecimal)

Explanation

The IXCQUERY service issued an unexpected return
code. The function indicates the type of information
that was requested. The corresponding XCF record is
missing from the file.

Severity

00

CKF0081 CF data not retrieved. No CFRM
data set or no policy active

Explanation

Information from the active CFRM policy could not be
retrieved, because the couple data set supporting
TYPE(CFRM) is not accessible to this system or no
policy has been activated. The value data can be either
informationor structures.

Severity

04

CKF0082 Unexpected IXCQUERY type abend
xxx-nn (explanation)

Explanation

This message indicates that the IXCQUERY service
abended. The XCF sysplex record will be missing from
the file.

Severity

04

CKF0083 Extent size discrepancy size
DEBNMTRK=num on dev volser

Explanation

There is an unexpected difference in the low order two
bytes of the number of tracks in an extent. The
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software uses DEBNMTRK (which may be too small).
See the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

20

CKF0084 Internal error CKFCCHH RC=20 on
dev volser

Explanation

See the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

24

CKF0085 TTT conversion result CCC HHHH
cccc hhhh not in extent cccc hhhh -
cccc hhhh for reltrk on dev volser
Extent nn range cccc hhhh - cccc
hhhh start reltrk size trks

Explanation

This message indicates a failure to convert the
indicated relative track number to an absolute cylinder
and head address. The requested track will not be
read. Generally this means that the internal structure
of a data set was not understood properly, for
example, because of a new version of the software
maintaining that data set. See the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity

08

CKF0086 Member mem rel trk trk Rrec not in
dev volser dsn size trks trk

Explanation

This message indicates that a PDS directory entry
points to a member start (relative track and record
number) beyond the end of the data set. A possible
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cause might be that the data set was truncated during
a copy or restore operation.

Severity

04

CKF0087 Missing EOF in member mem rel
trk trk Rrec in dev volser dsn size
trks trk

Explanation

This message indicates that the last member
physically present in a partitioned data set was
truncated before it's End Of File marker. The member
starts at the indicated relative track and record
number. A possible cause might be that the data set
was truncated during a copy or restore operation.
There will be no checksum for this member.

Severity

04

CKF0088 Missing n out of total members in
dev volser dsn size trks trk

Explanation

This message indicates that a Partitioned Data Set
directory referred to members not physically present
in the data set. A possible cause might be that the data
set was truncated during a copy or restore operation.

Severity

04

CKF0089 Unexpected DMS subfile name
name at record nnn of DMSU
volume datasetname

Explanation

The data set indicated by the DMSUNL= keyword
contains an unknown subfile name. The data set is not
read any further.

Severity

08

CKF0090 type abend xxx-nn (explanation) on
dev volume dataset

Explanation

This message indicates a nonrecoverable abend
occurred during OPEN of the indicated TMC. For

information on the common abend codes, see the
zSecure Collect documentation in the user reference
manual for your zSecure product.

Severity

08

CKF0091 TRKCALC for dsname gives RC=nn
decimal

Explanation

The calculation of the number of blocks per track for
the TMC, VMF or ACF failed with the indicated return
code. As a consequence, no blocks will be read.

Severity

08

CKF0092 Opened type dev volume dataset,
num by/bl num bl/tr num rc/bl
num trk

Explanation

This message indicates that the type data set (TMC for
CA1, VMF for CA-TLMS, or ABR for FDR/ABR) has just
been opened, and shows the characteristics used for
reading the TMC/VMF. It is issued only if the INFO
option was specified.

Severity

00

CKF0093 Unexpected block length nnn at rel
track nnn Rnn of type vol dataset

Explanation

This message indicates that a track read contained an
unexpected block size. The remainder of the track is
skipped. The current relative track number and
physical record number are shown in decimal. The
type can be TMC, VMF, or ABR.

Severity

08

CKF0093 Unexpected block prefix "tttttit" at
rel track nnn Rnn of ABR vol
dataset

Explanation

This message indicates that an ABR track read
contained an unexpected block prefix. The current
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relative track number and physical record number are
shown in decimal.

Severity

08

CKF0094 Closed type dev volume dataset,
read nnn tracks, copied nnn type
and nnnn DSNB records

Explanation

This informational message indicates that the
TMC/VMF/ABR data set was closed and shows the
number of volume and data set records that were
copied to CKFREEZE. It is issued only if the INFO
option was specified.

Severity

00

CKF0095 Unsupported type blocksize nnn
lrecl nnn for volume dataset

Explanation

For type equal to TMC this message indicates that the
indicated data set had a record size (lrecl) different
from 200 and 340 (CA1 5.0). For type equal to VMF
this message indicates that the record size was
different from 500. For type equal to ABR this indicates
that the block size was smaller than 32 bytes.

Severity

08

CKF0096 type abend xxx-nn (explanation) on
type dev volume dataset

Explanation

This message indicates a nonrecoverable abend
occurred during OPEN of the indicated type data set
(DMSU for DMSUNL, PDSE for PDS/E directory, or
PDSM for DMS AUTHLIB). For information on the
common abend codes, see the zSecure Collect
documentation in the user reference manual for your
zSecure product.

Severity
08
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CKF0097 Opened type dev volume dataset,
blksz nnnn, lrecl nnnn lasttrk
nnnnn

Explanation

This message indicates that the indicated type data set
(DMSU for DMSUNL, PDSE for PDS/E directory, or
PDSM for DMS AUTHLIB) has just been opened, and
shows the block size, record length, and last relative
track number (decimal). It is issued only if the INFO
option was specified.

Severity

00

CKF0098 Unexpected record length n at
record nnn of DMSU volume
dataset

Explanation

A record length smaller than 9 was encountered, this
is not supported for a DMS unload (each record is
expected to start with the 8 byte subfile name). The
remainder of the data set will be skipped.

Severity

08

CKF0099 Closed type dev volume dataset
read nnn records, copied nnn
DSNINDEX and nnnn RACFENCD
records

Explanation

This informational message indicates that the DMStype
data set (DMSU for DMSUNL, PDSE for PDS/E directory,
or PDSM for DMS AUTHLIB) was closed and shows the
number of records read as well as the number of data
set and RACF profile records that were copied to
CKFREEZE. It is issued only if the INFO option was
specified.

Severity
00



CKF messages from 100 to 199

CKF0100 Missing PDS directory end in dev

vol dsn

Explanation

This message indicates that a data set that was
supposed to have a Partitioned Data Set organization
did not have a proper PDS directory (i.e. ending in a
record with a key of high values). Possible causes are
that the data set is not a PDS at all, or that the data set
was truncated before the end of the PDS directory by a
failed copy or restore operation.

Severity

08

CKF0101 Unexpected return code nn dec
during LISTCAT of dsn

Explanation

This message indicates a failure to locate a VSAM
cluster name in the catalog. The cluster will be
skipped. If you think the program should have found it,
see the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

08

CKF0102 type catname on volume BLK
decnum CISZ decnum, CASZ
decnum byte, num CI/CA, num
bl/CA, numtr/CA, nn bl/trk, nn
bl/CI

Explanation

This informational message gives the control interval
size, the number of bytes, blocks, and tracks in a
control area, and the number of blocks per track and
blocks per control intervals for the specified type
VSAM data set (BCS for catalog, MCD for HSM
migration Control Data set, BCD for HSM Backup
Control Data set, RMM for DFSMS RMM control data
set) immediately before it is opened. It is issued only if
the INFO option is selected.

Severity
00

CKF0103 No imbed - index indexname on

volume BLK decnum CISZ decnum

Explanation

This message indicates that the index component
about to be opened has the NOIMBED attribute, which
makes it necessary to process the index. The message
indicates the index component data set name, as well
as the physical block size and CI size. It is issued only
if the INFO option is selected.

Severity

00

CKF0104 Closed IX dev volume catname
index incore decnum bytes -
indexname

Explanation

This informational message summarizes the number of
bytes that were read from the catalog index
component prior to closing. It is issued only if the
INFO option was selected.

Severity

00

CKF0105 Opened type dev volser catname
size num trk datacomponent

Explanation

This informational message contains the number of
tracks in the data component of the type data set (see
CKF0102) that has just been opened successfully. It is
issued only if the INFO option was selected.

Severity
00
CKF0106

Master catalog is catname

Explanation

This informational message indicates the name of the
master catalog. It is issued only if the INFO option was
selected.

Severity
00
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CKF0107 Opened ACB dev volume cluster

component dsname

Explanation

This informational message indicates the successful
opening of the ACB for the indicated VSAM data set. It
is issued only if the INFO option was selected.

Severity

00

CKF0108 Closed ACB dev volume cluster
read decnum, copied dechum
records datacomponent

Explanation

This informational message shows the number of
records read and copied from the indicated VSAM data
set. It is issued only if the INFO option was selected.

Severity

00

CKF0109 Opened dsntype dev volume
dsname [ alloc size nn trk ]

Explanation

This informational message indicates the successful
opening of the PDS(E) indicated, and, for a PDS, the
size of the data set in tracks. It is issued only if the
INFO option was selected.

Severity

00

CKF0110 Closed PDS dev volume dsname
read decnum trks, copied decnum
dir blks, scanned decnum byte in
decnum members

Explanation

This informational message indicates the number of
directory tracks and blocks read from the indicated
PDS. It is issued only if the INFO option was selected.

Severity
00

CKF0111 Starting n I/0 executors ...
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Explanation

This progress message shows the start of a new phase
in the collection process. It shows the amount of
parallelism introduced by the PARALLEL parameter or
its default.

Severity

00

CKF0112 Opened VTOC dev volume size
decnum tracks

Explanation

This informational message indicates the successful
opening of the VTOC for the indicated volume. It is
issued only if the INFO option was selected.

Severity

00

CKF0113 Closed VTOC dev volume read num
tracks, copied decnum DSCBs

Explanation

This informational message summarizes the number of
tracks and records that were read from the VTOC prior
to closing. It is issued only if the INFO option was
selected.

Severity

00

CKF0114 Opened SYS1.VVDS.Vvolume size
decnum tracks, nnn blk/trk

Explanation

This informational message indicates the successful
opening of the indicated VVDS and the number of 4KB
blocks per track. It is issued only if the INFO option
was selected.

Severity

00

CKF0115 Closed SYS1.VVDS.Vvolume read
num tracks, copied decnum NVR/
VVRs

Explanation

This informational message summarizes the number of
tracks and records that were read from the VVDS prior



to closing. It is issued only if the INFO option was
selected.

Severity

00

CKFO0116 Closed type dev volume catname
read num trks, num records,
copied decnum/decnum non/
spanned records

Explanation

This informational message summarizes the number of
tracks and records (both non-spanned and spanned)
that were read and copied from the data component of
the type data set (see CKF0102) prior to closing. It is
issued only if the INFO option was selected.

Severity

00

CKF0117 CP response truncated for
command "command": response

Explanation

This message indicates that the response to the
specified CP command issued while running under VM
did not fit into the return area. The first 5 lines of the
response are displayed. As a result, information
collected by the command may be missing from the
CKFREEZE file.

Severity

12

CKF0118 CP return code nn on command
"command": response

Explanation

This message indicates the nonzero return code
returned by CP on the specified command issued while
running under VM. As a result, information collected by
the command will be missing from the CKFREEZE file.

Severity
12
CKF0119

Q Vnnnn returns data for nnnn -
possibly unsupported VM release

Explanation

While running an XA release of MVS under VM, the
QUERY VIRTUAL command issued by zSecure Collect
unexpectedly returned information from a different
device. The information is not processed.

Severity

12

CKF0120 Unexpected IOS rc xx x, CSW stat
Xxxx sns xxxx id cccc/mm
dddd/mm v/r=vv/rr dev dev volser
during CCWname

Explanation

This message indicates a failed I/O operation of the
type CCWname on the indicated device. The Channel
Status Word and the first 2 bytes of the sense code are
shown in hexadecimal, together with the hexadecimal
controller type cccc and model mm and device type
dddd and model mm, as returned by the Sense Id, and
the Virtual and Physical controller type returned by the
ReadDeviceCharacteristics. The latter are needed to
determine the exact device type and mode of 3990
models and RAMAC devices. Check for a possible
hardware defect. More diagnostic information might be
available in a directly subsequent message CKF0144.

Severity

08

CKF0121 Unexpected nil name pointer in
product

Explanation

This message has two forms. the first shows the name
of a pointer that was unexpectedly found to be zero
during access to a control block chain with cross
memory services in an address space for the specified
product (HSM, JES2, JES3, RMM, TLMS).

Severity
04
CKF0121

Unexpected null ASID for product

Explanation

The second form of this message shows that the
Address Space Id was unexpectedly found to be zero
during access to a control block chain with cross
memory services in an address space for the specified
product (HSM, JES2, JES3, RMM, TLMS).
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Severity

04

CKF0122 Number of TAPE devices
interrogated: nnn

Explanation

This message, shown if TAPE=YES was specified or
implied, shows the number of tape devices that were
interrogated.

Severity

00

CKF0123 Q V. mmm query for device nnnn
returns data for nnnn - possibly
unsupported VM release

Explanation

While running a non-XA release of MVS under VM, the
QUERY VIRTUAL command issued by zSecure Collect
to the VM device number mmm on behalf of the nnnn
device number in MVS, unexpectedly returned
information from a different device. The information is
not processed.

Severity
12

CKF0124 Non-SMS system

Explanation

This informational message is issued to indicate that
the SMS subsystem is not defined on the system.

Severity
00

CKF0125 SMS is inactive

Explanation

This informational message is issued to indicate that
the SMS subsystem is defined, but inactive. No SMS
information will be present in the CKFREEZE file.

Severity
04

CKF0126 SMS IEFSSREQ RC=nn (decimal)
for request SSSA1TYP=nn

(decimal)
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Explanation

This message indicates the failure of a SMS subsystem
request. The requested SMS information will be
missing from the CKFREEZE file.

Severity

08

CKF0127 SMS return code SSOBRETN=nn
(decimal) reason code
SSSARSN=nnn (decimal) for
request SSSA1TYP=nn (decimal)

Explanation

This message indicates the failure of a SMS
information request. The requested SMS information
will be missing from the CKFREEZE file.

Severity

08

CKF0128 SMS returned reason code
SSSARSN=nnn (decimal) and
messages for request
SSSA1TYP=nn (decimal):
messages

Explanation

This message indicates the possible failure of a SMS
information request. Informational or error messages
returned by SMS follow this message. The requested
SMS information may be missing from the CKFREEZE
file.

Severity

04

CKF0129 Unexpected SMS call type abend
xxx-nn (explanation) for request
SSSALTYP=nn (decimal)

Explanation

This message indicates the abend issued during a SMS
information request. The requested SMS information
will be missing from the CKFREEZE file.

Severity
08

CKF0130 SMS type name configuration

description



Explanation

This informational message indicates that the complex
of type type and name name has SMS active and shows
the comment (description) field of the active
configuration.

Explanation

This message indicates that a feature was requested
that is invalid under the current focus combination.
You can look up the command name in the index and
read the restrictions.

Severity Severity

00 12

CKF0131 LCU selection not possible CKF0135 site-specific identification string
Runs on where CPU-id, source file

Explanation ddname volser dsn

This message indicates that a LCU selection was given Explanation

but no LCU information could be found in the system.
The run is aborted. Possible reasons include: RMF was
not active, running under a VM system, or an
unsupported RMF release.

This message shows the site-specific identification
string, CPU-id, and relevant product numbers and
names.

Severity Severity

12 00

CKF0132 Tape management system CA1, CKF0136 CLOSE abend xxx-rc on device dev
TMSTMVT level TVTxxxx volume volser for dsname

Explanation Explanation

This message indicates that CA1 was found to be
active on the system, and shows the level of the CA1
TMVT control block in the same format that the CA1
TMSCKLVL program uses.

Severity

00

CKF0133 FOCUS must precede parameters
selecting additional information to
be collected

Explanation

This message is issued if FOCUS was not the first
parameter, and you specified a parameter that is not
allowed under each focus before the FOCUS
parameter. Move the FOCUS parameter in front.

The data set named dsname could not be closed on
device dev. The VTOC is indicated with

**VTOC volser **, For information on the common
abend codes, see the zSecure Collect documentation
in the user reference manual for your zSecure product.

Severity

08

CKF0137 ACB CLOSE failed for type dev
volume datacomp rc=nn code=code
cluster dsname

Explanation

The VSAM data set data component datacomp could
not be closed. See the appropriate DFP manual for the
meaning of the codes.

Severity Severity
12 08
CKF0134 Command not valid in current CKF0138 GET RPL type dev volume

FOCUS - name

datacomponent rc=nn
reason=nnnn after nnnn records
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Explanation

This messages indicates an unexpected return code
and reason code (in decimal) from the VSAM GET
macro after the indicated number of records.

Explanation

This message indicates the number of records copied
from HSM Migration Control Data sets. It is shown if
the number is nonzero.

Severity Severity

08 00

CKF0139 TRKCALC for SYS1.VVDS.Vvolume CKF0143 Number of BCD records copied:
gives RC=nn decimal nnnnn

Explanation Explanation

The calculation of the number of blocks per track for
the VVDS failed with the indicated return code. As a
consequence, the space map will not be used and all
tracks of the VVDS will be read.

Severity

08

CKF0140 Number of RACFENCD records
copied: nnnn

Explanation

This message indicates the number of records copied
from the RACFENCD subfiles of DMS DMSFILES and
unloaded DMSFILES data sets. The RACFENCD subfile
gives the relation between data set names of archived
or backed-up data sets and the corresponding RACF
profiles with an encoded name.

Severity

00

CKF0141 Number of DSNINDEX records
copied: nnnn

Explanation

This message indicates the number of records copied
from the RACFENCD subfiles of DMS DMSFILES and
unloaded DMSFILES data sets. It includes all archived
and backed-up data sets.

Severity
00

CKF0142 Number of MCD records copied:

nnnnn
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This message indicates the number of records copied
from HSM Backup Control Data sets. It is shown if the
number is nonzero.

Severity

00

CKF0144 original rc nnx sense xXxxxxxxx
XXXXXXXX XXXXXXXX XXXXXXXX
XXXXXXXX XXXXXXXX XXXXXXXX
XXXXXXXX

Explanation

This message occurs optionally behind message
CKF0120 or CKF0051. It indicates the original EXCP
return code and sense code associated with a failing
channel program, for example, a Unit Check. Check for
a hardware defect or failure. If you cannot find one, to
report these messages and to determine whether they
can be prevented, see the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

00

CKF0145 CKFREEZE LRECL=nnn must at
least be 23472, use half/full track
as BLKSIZE and set LRECL 4 less,
or use LRECL=X, RECFM=VBS

Explanation

This message indicates that the CKFREEZE file has an
insufficient maximum record length. Check your JCL, if
you did not specify a LRECL, check the BLKSIZE. If you
did not specify either, try specifying BLKSIZE. If this
does not work, try specifying both. If you specified
both and SMS is active, contact your site's storage
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administrator how you can prevent the ACS routines
from providing an insufficient overriding LRECL.

Severity

12

CKF0146 Number of TMC volume records
copied: nnnn

Explanation

This message indicates the number of volume records

copied from the CAL1 TMC (Tape Management Catalog).

Severity

00

CKF0147 Number of DSNB records copied:
nnnn

Explanation

This message indicates the number of secondary data
set records (Data Set Name Blocks) copied from the
CA1 TMC (Tape Management Catalog).

Severity
00

CKF0148 DMS records at level v.r.m

Explanation

This message indicates the highest DMS release
number encountered in a DMSFILES record.

Severity

00

CKF0149 Number of SWCH devices
interrogated: nnn

Explanation

This message, shown if SWCH=YES was specified or
implied, shows the number of ESCON directors that
were interrogated.

Severity
00

CKF0150 type abend xxx-nn (explanation) on

dev volser dsname

Explanation

This message indicates that the OPEN for a DMSFILES
data set failed with the indicated abend code. No
information will be present in the CKFREEZE file from
this data set.

Severity

08

CKF0151 TRKCALC for dsname gives RC=nn
decimal

Explanation

The calculation of the number of blocks per track for
the DMSFILES data set failed with the indicated return
code. As a consequence, no blocks will be read.

Severity

08

CKF0152 Opened DMSF dev volume dataset,
nnn by/bl nn bl/tr nnn by/tr nnnn
trk

Explanation

This message indicates that a DMSFILES data set has
just been opened, and shows the characteristics used
for reading the DMSFILES data set. It is issued only if
the INFO option was specified.

Severity

00

CKF0153 Dataset has unsupported
DMSFILES format - volser dsname

Explanation

This message indicates that the data set indicated
does not conform to the supported layout of a
DMSFILES data set. Specifically, the control record
does not contain a correct control block id. The data
set is not processed any further.

Severity
08
CKF0154

Dataset expects blksize nnnn but
is nnnn for volser dsname
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Explanation

The message indicates that the DMSFILES data set
contains a physical block size in the DMS control
record that differs from the physical block size in the
format 1 DSCB in the VTOC. The data set is not
processed any further.

Severity

08

CKFO0155 Unexpected block length nnn at rel
track nnn Rnn of DMSF vol dataset

Explanation

This message indicates that a DMSFILES track read
contained an unexpected block size. The remainder of
the data set is skipped.

Severity

08

CKF0156 DMSFILES error: reference to RBA
xxxxxxxx and length nnnnn points
beyond last rel track nnnn

Explanation

This message indicates an error during read of a
DMSFILES data set. An index entry or file control block
points to a block at a Relative Byte Address
(hexadecimal) and with a length (decimal) that would
extend beyond the last used track of the data set as
shown in the F1 DSCB (last relative track number in
decimal). The blocks beyond the last used track will
not be read.

Severity

08

CKF0157 DMSFILES error: missing nnnn
bytes at the end of logical block at
RBA Xxxxxxxxx

Explanation

This message indicates that zSecure Collect expected
additional bytes to complete a logical block when end-
of-file processing was entered.

Severity
08
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CKF0158 DMSFILES error: found BLK RBA
xxxxxxxx but unexpected subfile
name rel trk nnn Rnn

Explanation

This message indicates that a block, pointed to by the
DSNINDEX or RACFENCD index was read at the
specified RBA, but it contained records of a different
subfile than DSNINDEX and RACFENCD. The current
relative track number and physical record number are
shown in decimal.

Severity

08

CKF0159 DMSFILES error: found IND RBA
xoxooxxxxx but unexpected subfile
name rel trk nnn Rnn

Explanation

This message indicates that an index block, pointed to
by the DSNINDEX or RACFENCD FCB was read at the
specified RBA, but it contained the index of a different
subfile than DSNINDEX and RACFENCD. The current
relative track number and physical record number are
shown in decimal.

Severity

08

CKF0160 DMSFILES error: found RBA
xxxxxxxx but not a BLK or IND
prefix, at rel trk nnn Rnn

Explanation

This message indicates that a block, pointed to by the
DSNINDEX or RACFENCD FCB or index was read at the
specified RBA, but it did not contain a BLK or IND
prefix. The current relative track number and physical
record number are shown in decimal.

Severity

08

CKF0161 DMSFILES error: RBA xxxxxxxx not
found on block boundary, at RBA
xxxxxxxx rel trk nnn Rnn

Explanation

This message indicates that the starting RBA of a
logical block, pointed to by the DSNINDEX or
RACFENCD FCB or index was not found on a physical



block boundary. The current RBA, relative track
number, and physical record number are shown in
decimal.

Severity

08

CKF0162 DMSFILES error: missed block(s)
starting at RBA xxoomxxxx

Explanation

This message indicates that zSecure Collect expected
additional information starting at the specified RBA
(pointed to by DSNINDEX or RACFENCD FCB or index)
when end-of-file processing was entered.

Severity

08

CKF0163 Closed DMSF dev volume dataset,
read nnn tracks, copied nnn
DSNINDEX and nnnn RACFENCD
records

Explanation

This informational message indicates that the
DMSFILES data set was closed and shows the number
of data set and RACF profile records that were copied
to CKFREEZE. It is issued only if the INFO option was
specified.

Severity

00

CKF0164 DMSFILES error: name subfile not
found in FCBs

Explanation

This message indicates that zSecure Collect failed to
find the specified subfile definition in the File Control
Blocks. Information from the subfile will be missing
from the CKFREEZE file.

Severity

08

CKF0165 DMSFILES error: no or invalid
IND/BLK RBA in FCBs

Explanation

This message indicates that zSecure Collect failed to
find valid RBAs in the DSNINDEX and RACFENCD File

Control Blocks. No information from this DMSFILES
data set will be copied to the CKFREEZE file.

Severity

08

CKF0166 Message number to be suppressed
must be in range 0..999

Explanation

The form of the message suppression command
SUPMSG and its aliases is a list of decimal numbers
separated by commas and enclosed in parentheses, or
a single number. It may not be left blank.

Severity

12

CKF0167 Volume not mounted for expected
data set volume dsname

Explanation

This message indicates that zSecure Collect wants to
extract information from the indicated data set, but
the volume was not mounted.

Severity

04

CKF0168 Restore not successful for
expected data set on volume
volume dsname

Explanation

This message indicates that zSecure Collect wants to
extract information from the indicated data set, but
the OPEN attempt was not successful. This text of the
message can only occur if RESTORE=YES or
RECALL=YES was specified or implied.

Severity

04

CKF0168 RESTORE=NO and expected data
set not on volume volume dsname

Explanation

This form of the message indicates that zSecure
Collect wants to extract information from the indicated
data set, but the data set was not found in the VTOC,
and RESTORE=NO (same as RECALL=NO) was
specified or implied.
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Severity Severity
04 04
CKF0169 Volume [excluded or] not mounted CKF0171 RESTORE=NO and expected data
for requested data set volume set not on any volume dsname
dsname
Explanation
Explanation

This message indicates that you requested an action
for a data set, but the volume was not mounted or
excluded by your SELECT and EXCLUDE commands.

Severity

08

CKF0170 Restore not successful for
requested data set on volume
volume dsname

Explanation

This message indicates that you requested an action
for a data set, but the OPEN attempt was not
successful. This text of the message can only occur if
RESTORE=YES (same as RECALL=YES) was specified
or implied.

Severity

08

CKF0170 RESTORE=NO and requested data
set not on volume volume dsname

Explanation

This form of the message indicates that you requested
an action for a data set, but the data set was not found
in the VTOC, and RESTORE=NO was specified or
implied.

Severity

08

CKF0171 Restore not successful for
expected data set on any volume -
dsname

Explanation

This message indicates that zSecure Collect wants to
extract information from the indicated data set, but
the ALLOCATE attempt was not successful. This text of
the message can only occur if RESTORE=YES was
specified or implied.
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This form of the message indicates that zSecure
Collect wants to extract information from the indicated
data set, but the data set was not found in any VTOC,
and RESTORE=NO (same as RECALL=NO) was
specified or implied.

Severity

04

CKF0172 Restore not successful for
requested data set on any
[included] volume - dsname

Explanation

This message indicates that you requested an action
for a data set, but the data set was not found on the
volume or the volume was not included by your
SELECT and EXCLUDE statements. This text of the
message can only occur if RESTORE=NO was specified
or implied.

Severity

08

CKF0172 RESTORE=NO and requested data
set not on any [included] volume
dsname

Explanation

This form of the message indicates that you requested
an action for a VSAM data set, but the data set was not
found in any VTOC included by your SELECT and
EXCLUDE statements, and RESTORE=NO was specified
or implied.

Severity

08

CKF0173 Volume not mounted for expected
VSAM data set volume dsname

Explanation

This message indicates that zSecure Collect wants to
extract information from the indicated VSAM data set,
but the volume was not mounted.



Severity

04

CKF0174 Restore not successful for
expected VSAM data set on
volume volume dsname

Explanation

This message indicates that zSecure Collect wants to
extract information from the indicated VSAM data set,
but the OPEN attempt was not successful. This text of
the message can only occur if RESTORE=YES (same as
RECALL=YES) was specified or implied.

Severity

04

CKF0174 RESTORE=NO and expected VSAM
data set not on volume volume
dsname

Explanation

This form of the message indicates that zSecure
Collect wants to extract information from the indicated
VSAM data set, but the data set was not found in the
VTOC, and RESTORE=NO (same as RECALL=NO) was
specified or implied.

Severity

04

CKF0175 Volume [excluded or] not mounted
for requested VSAM data set
volume dsname

Explanation

This message indicates that you requested an action
for a VSAM data set, but the volume was not mounted
or excluded by your SELECT and EXCLUDE commands.

Severity

08

CKF0176 Restore not successful for
requested VSAM data set on
volume volume dsname

Explanation

This message indicates that you requested an action
for a VSAM data set, but the OPEN attempt was not
successful. This text of the message can only occur if

RESTORE=YES (same as RECALL=YES) was specified
or implied.

Severity

08

CKF0176 RESTORE=NO and requested
VSAM data set not on volume
volume dsname

Explanation

This form of the message indicates that you requested
an action for a VSAM data set, but the data set was not
found in the VTOC, and RESTORE=NO (same as
RECALL=NO) was specified or implied.

Severity

08

CKF0177 Restore not successful for
expected VSAM data set on any
volume - dsname

Explanation

This message indicates that zSecure Collect wants to
extract information from the indicated VSAM data set,
but the ALLOCATE attempt was not successful. This
text of the message can only occur if RESTORE=YES
was specified or implied.

Severity

04

CKF0177 RESTORE=NO and expected VSAM
data set not on any volume
dsname

Explanation

This form of the message indicates that zSecure
Collect wants to extract information from the indicated
VSAM data set, but the data set was not found in any
VTOC, and RESTORE=NO was specified or implied.

Severity
04
CKF0178

Restore not successful for
requested VSAM data set on any
[included] volume - dsname
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Explanation

This message indicates that you requested an action
for a VSAM data set, but the ALLOCATE attempt was
not successful or the volume was not included by your
SELECT and EXCLUDE statements. This text of the
message can only occur if RESTORE=YES (same as
RECALL=YES) was specified or implied.

Severity
08

CKF0178 RESTORE=NO and expected VSAM
data set not on any [included]

volume dsname

Explanation

This form of the message indicates that you requested
an action for a VSAM data set, but the data set was not
found in any VTOC included by your SELECT and
EXCLUDE statements, and RESTORE=NO (same as
RECALL=NO) was specified or implied.

Severity
08

CKF0179 Unsupported MPFT level xx

Explanation

This message indicates that a newer control block
layout was encountered than currently supported for
the Message Processing Facility. Information on
message suppression will be missing from the
CKFREEZE file. See the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity
08

CKF0180 Device dev volume has no VTOC

Explanation

This message indicates that the indicated volume had
no VTOC at the time of the last IPL or VARY command.
Processing is skipped for this volume.

Severity
04
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CKF0181 Device dev volume has VTOC on

track O record n - not supported

Explanation

This message indicates that the indicated volume had
a VTOC on track 0 at the indicated record. This format
is not recognized by zSecure Collect. Processing is
skipped for this volume (the VTOC will not be
dumped).

Severity
04
CKF0182

Options for this run are:
FOCUS=(focus)
10=Y/N,TCPIP=Y/N, DASD=Y/N,
TAPE=Y/N, SWCH=Y/N, PATH=Y/N,
VTOC=Y/N, VVDS=Y/N, PDS=Y/N,
CAT=Y/N/MCAT, MCD=Y/N,
BCD=Y/N, DMS=Y/N, ABR=Y/N,
TMC=Y/N, RMM=Y/N, VMF=Y/N,
UNIX=Y/N [,LUNIXCLIENT=Y/N]
RECALL=Y/N [, AUTOMOUNT=Y/N,
UNIXACL=Y/N], SHARED=Y/N,
OFFLINE=Y/N, SMS=Y/N,
STATS=Y/N, IDR=Y/N,
CHECK=Y/N, SCAN=Y/N,
PARALLEL=NONE/PATHGROUP/
PATH [,NO]REPORTI[,ALLRECS]
[LWAIT=Y/N[,BURSTS=num,
BURSTWAIT=num,BURSTSIZE=nu
m]] [,INOIKEYO, [NO]BYPASS,
[NO]SIO, [NOIXMEM, [NO]XMDSN,
[NOIDIAG,
[NOJUIDO[,UNCONNECTED]
[,SLOWDOWN] [,FREE]
[LMONITOR=num]
[,INTERVAL=num]], ENQ=Y/N,
DDLIMIT=num, IOTIMEOUT=nn,
PDSEBUFSIZE=num, SIGVER=Y/N,
XTIOT=Y/N, MOD=Y/N, NJE=Y/N,
CICS=Y/N, IMS=Y/N, MQ=Y/N,
DB2=Y/N, DB2CAT=Y/N,
[NOIDB2ADM, CKDS=Y/N,
PKDS=Y/N, TKDS=Y/N,
SYMKEYTEST=Y/N,CF=Y/N,
SERIALIZATION(NOENQ]|
ENQ(SYSDSN/CKRDSN/
SYSDSN,CKRDSN)
[LWAIT[,MAXWAIT(nn)l|, FAIL]
[LVOLSER][,UNIT])
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Explanation

This message lists the basic options (options that are
not a combination of others) that are currently in
effect.

Severity

00

CKF0183 Device dev volume CP-formatted
VTOC not supported

Explanation

This message indicates that the volume has the VTOC
in a position as for a CP-formatted volume (for use by
VM). Processing is skipped for this volume (the VTOC
will not be dumped).

Severity

04

CKF0184 Device dev volume AIX-formatted
VTOC not supported

Explanation

This message indicates that the volume has the VTOC
in a position as for an AIX-formatted volume (for use
by AIX/ESA®). Processing is skipped for this volume
(the VTOC will not be dumped).

Severity

04

CKF0185 Error reading rel trk nnn in dev
volume dsname directory

Explanation

This message indicates that an I/O error occurred
while processing a track in a PDS directory.

Severity

08

CKF0185 Error reading rel trk nnn in dev
volume dsname(member)

Explanation

This message indicates that an I/O error occurred
while processing a track in a PDS member.

Severity

08

CKF0186 Unexpected CSVAPF return code
xxxxxxxx hex, reason code
xxxxxxxx hex

Explanation

This message indicates that the CSVAPF service
returned an unexpected return code. See the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

08

CKF0187 Unexpected CSVDYNL return code
xxxxxxxx hex, reason code
20000exxx hex

Explanation

This message indicates that the CSVDYNL service
returned an unexpected return code. See the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity
08
CKF0188

Unexpected CSVDYNL return data

Explanation

This message indicates that the CSVDYNL service
returned unexpected data (no sets at all). See the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity
08
CKF0189

Exit same ptr for modulel and
module2 ASID=aaaa tag=xx and
ASID=bbbb tag=yy
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Explanation

This message indicates that two module major names
were found that both claimed to reside at the same
address. Only one of the names will be the 'official'
name in the CKFREEZE file.

Severity

04

CKF0190 Slowdown mode invoked because
VVDS volser has no index for
bcsname

Explanation

An error was found in the VVDS (it will show up on an
IDCAMS DIAGNOSE). This error made it impossible to
use fast I/O routines. Slowdown mode was invoked
instead.

Severity
00

CKF0191 NOCLOSE only valid in PARM string

Explanation

This message indicates that the NOCLOSE parameter
does not work unless present in the parameter string.

Severity
16

CKF0192 NODCBE only valid in PARM string

Explanation

This message indicates that the NODCBE parameter
does not work unless present in the parameter string.

Severity
16

CKF0193 NODUMP only valid in PARM string

Explanation

This message indicates that the NODUMP parameter
does not work unless present in the parameter string.

Severity
16
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CKF0194 Unexpected return code hhhhhhhh
from IARV64 REQUEST=LIST for
XXXX memory

Explanation

An IARV64 REQUEST=LIST macro failed with return
code hhhhhhhh. In the message, xxxx can be either
XSHR or XCOM. IARV64 REQUEST=LIST is used to
retrieve information about 64-bit memory objects.
There are two types of memory objects for which
CKFCOLL will request information. These are Shared
Memory Objects that zSecure refers to as XSHR
objects, and Common Memory Objects that zSecure
refers to as XCOM objects. As a result of this error, it is
likely that information about Shared or Common
memory objects will be missing from the CKFREEZE
file.

User response

This error might be caused by running zSecure on an
operating system that is not supported, or by recent
maintenance to the operating system that might have
affected IARV64. It might also be caused by a memory
corruption. For further information about the error,
refer to the return codes for IARV64, which are
documented in the MVS Programming: Authorized
Assembler Services Reference manuals, SA23-1371 to
SA23-1375. If the problem persists, see the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

08

CKF0195 tttt abend xxx-nn (description) in
IARV64 REQUEST=LIST
processing. xxxx info missing

Explanation

An abend occurred while processing an IARV64
REQUEST=LIST macro . In the message,

« tttt will be either System or User, that is, the type of
abend

« description describes the abend

« xxxx will be either XSHR or XCOM.

IARV64 REQUEST=LIST is used to retrieve information

about 64-bit memory objects. There are two types of

memory objects for which CKFCOLL will request
information. These are Shared Memory Objects which
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zSecure refers to as XSHR objects, and Common
Memory Objects which zSecure refers to as XCOM
objects. As a result of this error, it is likely that
information about Shared or Common memory objects
will be missing from the CKFREEZE file.

User response

This error might be caused by running zSecure on an
operating system that is not supported, or by recent
maintenance to that operating system, which might
have affected IARV64. It might also be caused by a
memory corruption. For further information about the
error, refer to the return codes for IARV64
documented in the series of manuals "MVS
Programming: Authorized Assembler Services
Reference SA23-1371 to SA23-1375". If the problem
remains, see the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

08

CKF0196 Unexpected IXCCPLX processing
type abend xxx-nn (explanation)

Explanation

This message indicates that an abend occurred while
processing the IXCCPLX. The couple data set definition
records will be missing from the file.

dump. Information on EMCS consoles will be missing
from the CKFREEZE file. See the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity

12

CKF0198 Unexpected IEEQEMCS RC=nn
RSN=nn

Explanation

This message indicates that an unexpected return
code and reason code was returned by the IEEQEMCS
service. Information on EMCS consoles will be missing
from the CKFREEZE file. See the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
12
CKF0199

Unsupported UCM level xx

Explanation

This message indicates that a newer control block
layout was encountered than currently supported for
analyzing consoles. Information on consoles will be
missing from the CKFREEZE file. See the IBM Support
Community for possible maintenance associated with

this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the

Severity
04
CKF0197 Unexpected type abend xxx-nn
(explanation) during IEEQEMCS
Explanation problem.

This message indicates that an unexpected abend
condition was encountered while executing
IEEQEMCS. This may be accompanied by a system

CKF messages from 200 to 299

Severity
08

CKF0200 OBTAIN return code rc on type

data set volser datasetname

Explanation

This message indicates that the data set datasetname
(which is supposed to be a type data set) could not be

found by the OBTAIN service of MVS. The return code
returned by the service is rc.

Severity
00
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CKF0201 Access denied to one or more APF
authorized features - adjust
FOCUS or drop APF authorization
Explanation

This message indicates that the user has insufficient
authority on the proper resource. He either has to
change the requested function, obtain a READ permit
to the proper CKF.focus resource, or drop APF
authorization (for example, by adding a non-authorized
STEPLIB).

Severity

12

CKF0202 Resource profile does not permit
use of FOCUS=AUDIT* - class
CKF.AUDIT

Explanation

This message indicates that the user has insufficient
authority on the indicated resource (SAF return code
8). AUDIT* means either AUDITACF2, AUDITRACF or
AUDITTSS.

Severity
12

CKF0203 Skipping empty type dev volser

cluster

Explanation:
A VSAM data set of type type (CKDS, PKDS, or TKDS)
was skipped because its high-used RBA was 0.

Explanation

This message indicates the ESM return code and
reason code returned in the first two fullwords of the
RACROUTE REQUEST=AUTH parameter list by SAF.
Generally, the meaning is explained in additional
messages, or, for return code 8, in an ICH4081
message issued by RACF in the job log. This message
is mainly for debugging purposes. The meanings of the
reason codes are documented in the ESM
documentation.

Severity

12

CKF0206 ESM not installed, no
authorization check possible

Explanation

This message indicates that no resource access
control is present on the system, as indicated by return
code 24 on the RACSTAT macro. All operations
requested will be allowed.

Severity

00

CKF0207 ESM inactive, no authorization
check possible

Explanation

This message indicates that no resource access
control is active on the system. All operations
requested will be allowed.

Severity Severity
00 00
CKF0204 Resource not defined - class profile CKF0208 SAF class class not defined in CDT,
no authorization check possible
Explanation
Explanation

This message indicates that the indicated profile
cannot be found (RACF return code 4 while class is
active). Message CKF0211 will follow.

Severity
00

CKF0205 ESM return code nnnnnnnn hex,

reason code nnnnnnnn hex class
profile
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This message indicates that the resource class
indicated is not defined in the SAF Class Descriptor
Table. All operations requested will be allowed.

Severity
00
CKF0209

SAF class class not active, no
authorization check possible



Explanation

This message indicates that protection for the
resource class indicated has not been activated on the
system. This message will be followed by message
CKF0210 or CKF0214 indicating the focus for which an
authorization check was requested.

Severity

00

CKF0210 Authorization checking for class
class must be active to use
FOCUS=focus

Explanation

This message explains that zSecure Collect does not
collect protected auditing information specifically
requested by FOCUS=focus for a user unless this is
specifically allowed by a security resource. The focus
can be ALERT*, AUDIT*, or QRADAR*. To be able to
check the resource, the indicated class must be
activated.

Severity

12

CKF0211 Resource profile must be present
to use FOCUS=AUDIT* - class
CKF.AUDIT

Explanation

This message explains that zSecure Collect will refuse
to collect auditing information specifically requested
by FOCUS=AUDIT* for a user unless this is specifically
allowed by a security resource. To be able to check the
resource, a profile must be defined that covers the
resource.

Severity
12

CKF0212 Unexpected code reading above-

bar resident directory

Explanation:
An abend code occurred while trying to read ACF2
resident directories above the 2GB boundary.

User response:

To see if this message can be prevented in the future,
see the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the

procedures described in “Contacting IBM Support” on
page 776 to report the problem.

CKF0213

Unexpected code reading above-
bar resident directory rules

Explanation:
An abend code occurred while trying to read ACF2
resident rules above the 2GB boundary.

User response:

To see if this message can be prevented in the future,
see the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

CKF0214 Authorization checking for class
class must be active to use
FOCUS=focus

Explanation

This message explains that zSecure Collect. will refuse
to collect protected auditing information specifically
requested by FOCUS=focus for a user unless this is
specifically allowed by a security resource. To be able
to check the resource, the indicated class must be
activated. The focus can be ADMIN* or VISUAL.

Severity

12

CKF0215 Resource profile must be present
to use FOCUS=ADMIN* - class
CKF.ADMIN

Explanation

This message explains that zSecure Collect will refuse
to collect auditing information specifically requested
by any of the ADMIN* FOCUS specifications for a user
unless this is specifically allowed by a security
resource. To be able to check the resource, a profile
must be defined that covers the resource.

Severity

12

CKF0216 Resource profile does not permit
use of FOCUS=ADMIN* - class
CKF.ADMIN

Explanation

This message indicates that the user has insufficient
authority on the indicated resource (SAF return code
8).
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Severity
12

CKF0217 Free ddname ddname

Explanation:

Message issued when DEBUG or INFO is active to help
understand when a FREE is being attempted for a DD
name.

Severity:
00

CKF0218 Number of Coupling Facilities
queried: nn, Structures: nn,

Function DSNs: nn

Explanation:

This is an informational message that shows the total
number of Coupling Facilities that were processed and
the total number of structures and coupling data sets
that were found.

Severity:
00

CKF0219 Free ddname ddname, use count is

number

Explanation:

This message is issued only when DEBUG or INFO is
active, to indicate that FREE is being performed for
ddname during the program cleanup process.

Severity:

00

CKF0220 URL for zSecure documentation:
link_to_zSecure_documentation

Explanation

This message is issued at the end of the program run
and provides a link to the zSecure documentation:

« zSecure Suite
« zSecure Manager for RACF z/VM

Select your organization's current zSecure version.

Severity

00

CKF0221 Unexpected CSVDYNEX return
code nnn reason code nnn
(decimal)

Explanation

This message is issued if the CSVDYNEX LIST service
fails. The return codes are documented in your MVS
system in the macro CSVEXRET. If the return code is 8
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and the reason code 2052 decimal, then this means
that the caller was not APF-authorized and did not
have a READ permit on FACILITY CSVDYNEX.LIST.

Severity

04

CKF0222 RMF not active or running under
VM - LCU selection invalid

Explanation

This message is issued if the RMF control blocks used
for LCU processing cannot be found. This can be
caused by a system without RMF or under a VM
release that does not allow service processor diagnose
instructions.

Severity
16
CKF0223

Skipping module namel [name2]
at <address> ASID=asid tag=tag -
no RMODEG64 support yet.

Explanation:

This message can be issued in response to an INFO
request. RMODE64 modules are not yet supported for
CHECK=Y and SCAN=Y, as CKFCOLL is a 31-bit
program.

Severity
00
CKF0224

Unsupported IDENTIFY IDR data
in dev volume dsname(member)

Explanation:

This message indicates that the format of IDENTIFY
IDR data for the specified program object could not be
recognized. PTF level information might be missing or
incomplete for this program object.

Severity

04

CKF0225 SVC number to scan for must be in
range 0..255

Explanation

This message is issued if the SCANSVC parameter
contains a list entry with a value that is not in the range
0 though 255.
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Severity

12

CKF0226 Number of RMM control records
copied: nnn

Explanation

This message, shown if RMM=YES was specified or
implied, shows the number of records copied from the
RMM control data set.

Severity

00

CKF0227 Disk data records checked: nnn
MB in nnn members

Explanation

This message, shown if CHECK=YES was specified or
implied, shows the number of megabytes of data that
were read and summarized by the checksum
algorithms, as well as the number of PDS members
that contained this data.

Severity

00

CKF0228 Unsupported IDENTIFY IDR data
in dev volume dsname(member)

Explanation

This message indicates that the format of IDENTIFY
IDR data for the specified load library member could
not be recognized. PTF level information may be
missing or incomplete for this member.

User response

When specifying parameters for data collection,
include the PARM= parameter specification in the
CKFCOLL batch JCL.

Severity

04

CKF0229 PDS dirblk key/data len kk/nnn
instead of 8/256 for dev volume
dsname rel track nnnn

Explanation

This message indicates that the format of a directory
block for the specified load library member was not

supported. The rest of the track is skipped. Possibly
the data set has DSORG=PO but no initialized
directory.

Severity

08

CKF0230 Number of TLMS base records
copied: nnn

Explanation

This message, shown if VMF=YES was specified or
implied, shows the number of volume base records
copies from the TLMS volume master file.

Severity

00

CKF0231 Number of TLMS data set cells
copied: nnn

Explanation

This message, shown if VMF=YES was specified or
implied, shows the number of data set records copied
from the TLMS volume master file.

Severity

00

CKF0232 Number of ABR archive records
copied: nnn

Explanation

This message, shown if ABR=YES was specified or
implied, shows the number of records copied from the
ABR archive control file.

Severity

00

CKF0233 Unexpected CSRSI return code
XXXXXXXX

Explanation

This message indicates that the CSRSI service
returned an unexpected return code. As a result, less
CPU detail information will be dumped.

Severity
00
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CKF0234 No valid data found on track nnn

Explanation

This message is shown if I/O was done to a track but
nothing was found on the track. This is not a normal
situation; see the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity
08

CKF0235 MON msg nnn: text

Explanation

This message is shown during MONITOR processing.
The number nnn corresponds to a proper zSecure
Collect message. See the appropriate CKFnnnl
message for an explanation.

Severity
08

CKF0236 CKFCMON internal error on text

Explanation

This message is shown during MONITOR processing.
See the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

24

CKF0237 type abend xxx-nn (explanation)
during ERBSMFI processing

Explanation

This message is shown if ERBSMFI, the RMF interface
module was abnormally terminated during MONITOR
processing. If you cannot find an obvious cause, see
the IBM Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.
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Severity

08

CKF0238 parm must be less than 1440 (1
day)

Explanation

The MONITOR or INTERVAL parameter was specified
as a number of minutes greater than 1440. Both
parameters must be less than 1 day.

Severity
12
CKF0239

Unable to obtain storage of n bytes
to read SMS configuration data.

Explanation:

zSecure Collect does not have enough storage
available to read the SMS configuration. n indicates the
required storage amount.

User response:

Increase the REGION value on the JOB or STEP card.
It can also be beneficial to use the STORAGEGC
command, although this increases CPU usage.

Severity

08

CKF0240 Selections on the volume, data
set, and Db2 levels cannot be
combined into one statement

Explanation

SELECT and EXCLUDE can be used to specify
selections on the following levels:

« Device or volume level
« Data set level

« Db2 level
However, specifications on these distinct levels must
not be combined into a single statement. This

message can be suppressed, but be aware that results
are undefined.

Severity:
04

CKF0242

Dynamic exit info omitted, SAF
READ access required on FACILITY
class entity CSVDYNEX.LIST if
non-APF
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Explanation

This message is issued if the CSVDYNEX LIST service
fails. The CSVDYNEX return code was 8 and the reason
code 2052 decimal. This is documented in your MVS
system in the macro CSVEXRET. It means that the
caller was not APF-authorized and did not have a
READ permit on FACILITY CSVDYNEX.LIST.

Severity

04

CKF0243 Resource profile must be present
to use FOCUS=QRADAR* - class
CKF.QRADAR

Explanation

This message explains that zSecure Collect does not
collect auditing information specifically requested by
any of the QRADAR* FOCUS specifications for a user
unless this is specifically allowed by a security
resource. To be able to check the resource, a profile
must be defined that covers the resource. The check
for CKF.QRADAR is not done if an AUDIT* focus is also
specified or implied.

Severity

12

CKF0244 Resource profile does not permit
use of FOCUS=QRADAR* - class
CKF.QRADAR

Explanation

This message indicates that the user has insufficient
authority on the indicated recourse (SAF return code
8). The check for CKF.QRADAR is not done if an
AUDIT* focus is also specified or implied. In that case,
a permit on CKF.AUDIT is also sufficient.

Severity

12

CKF0245 Unexpected block length nnn at rel
track nnn Rnn of type vol dataset

Explanation

This message indicates that a track read contained an
unexpected block size. The remainder of the track is
skipped. The current relative track number and
physical record number are shown in decimal. The
type can be TMC or VMF. This message is only issued
for a TMC or VMF when the block length reported is an

integer multiple of the record length, so that the block
would have been valid for a last block; however, this
was not the last block.

Severity

08

CKF0246 Empty tracks in CA not skipped,
more than 32 blocks in CI - nn
blk/CI cluster dsname

Explanation

This message indicates that the internal I/O
optimization algorithm could not finish processing
because it only supports 32 physical blocks per control
interval. Instead, it will always read all tracks of a
control area, even if some tracks are empty. This
slightly reduces the I/O performance, it does not
indicate any loss of data.

Severity

04

CKF0247 Invalid index record header for
catname on volser

Explanation

This message occurs if the vertical pointer mask
conflicts with the number of CI pointers.

Severity

08

CKF0248 OPEN abend 213-04 on device dev
volume volser for dsname

Explanation

The data set named dsname could not be opened for
input on device dev. zSecure Collect issues this
message (instead of CKRO30I) when it was looking for
an APF library the user did not explicitly indicate, and
the library apparently is not physically present on the
volser. The sensitivity report produced by zSecure
Audit for RACF will properly show this, and there is no
reason to assume any reports will be invalidated by
this condition.

Severity
04
CKF0249

Empty tracks in CA not skipped,
more than 2048 blocks in CA - nnn
blk/CA cluster dsname
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Explanation

This message indicates that the internal I/O
optimization algorithm could not finish processing
because it only supports 2048 physical blocks per
control area. Instead, it always reads all tracks of a
control area, even if some tracks are empty. This
slightly reduces the I/O performance; it does not
indicate any loss of data. Consider reviewing whether
the data set should be reblocked, because more than
2048 blocks per CA means that it has an extremely
inefficient blocking factor.

Severity

04

CKF0250 Skipping VSAM extent slack n trk
of extentsize at rel trk nnn in vol
dsname

Explanation

This message indicates that a VSAM data set had slack
space at the end of an extent. It was skipped. If you
want, you can reallocate the data set to reclaim
wasted space and get rid of this message. If the
message persists even after reallocation, see the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

00

CKF0251 Slowdown mode invoked for vol
dsname

Explanation

This message indicates that a VSAM data set will be
read with the slower method, but no more specific
error message as to the reason is available.

Severity

00

CKF0252 Open failed for ACF2 Unload file
ddname

Explanation

This message indicates that the ACF2 Unload file
mentioned could not be opened.
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Severity

00

CKF0253 type abend xxx-nn (explanation) on
dev volser dsname

Explanation

An abend that could not be handled by the OPEN
abend exit occurred during opening of the data set
dsname on the volume and device indicated.

Severity

08

CKF0254 type abend xxx-nn (explanation) on
dev volser dsname

Explanation

An abend that could not be handled by the OPEN
abend exit occurred during opening of the data set
dsname on the volume and non-DASD device
indicated.

Severity

08

CKF0255 type abend xxx-nn (explanation) on
dev volser dsname

Explanation

An abend that could not be handled by the OPEN
abend exit occurred during opening of the DASD

catalog index dsname on the volume and device

indicated.

Severity

08

CKF0256 Slowdown mode invoked because
Extended Format vol dsname

Explanation

This message indicates that a VSAM data set will be
read with the slower method, because it is an
Extended Format data set.

Severity
00

CKF0257 RACROUTE type abend xxx-nn

(explanation)
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Explanation
An unexpected RACROUTE abend occurred.

Severity

08

CKF0258 STATUS=ACCESS not allowed for
this user (system abend 047)

Explanation

The current non-APF run of zSecure Collect does not
run under a logon ID that is authorized to do
RACROUTE STATUS=ACCESS calls. This can be
remedied by using the NOAPFCHK keyword on a
SAFDEF record that describes the zSecure Collect
environment:

INSERT SAFDEF.apf PROGRAM(CKFCOLL)
RB(CKFCOLL)

NOAPFCHK RACROUTE
(REQUEST=AUTH,CLASS=DATASET,
STATUS=ACCESS)

Severity
00

CKF0259 No storage available for I/0 buffer

Explanation

zSecure Collect did not have enough storage available
to create an I/0 buffer of adequate size. This will result
in program termination. Allocate a larger region for the
zSecure Collect run to avoid this problem.

Severity

12

CKF0260 UCBSCAN does not return device
hhhh volser

Explanation

This message indicates that the UCBSCAN service did
not return information for the indicated device. The
intended authorized I/0O function will not be
performed. This might be due to a dynamic change
during the zSecure Collect run. If this error recurs in
another run, see the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

12

CKF0261 Corrupted length found while
reading IX on dev volser dsname

Explanation

While reading the index of the data set mentioned
conflicting length specifications were found. This is
usually indicative of a corrupted data set. Further
processing for this data set will be skipped.

Severity

08

CKF0262 Not a cluster or component name
--dsn

Explanation

This message indicates that a name was passed as if it
were a VSAM cluster or data component name, but it is
neither a cluster name nor a data component name.

Severity

08

CKF0263 Unexpected return code nn dec
during LISTCAT VOL of dsn

Explanation

This message indicates a failure to locate a VSAM data
component name in the catalog. The component will
be skipped. If you think the program should have
found it, see the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

08

CKF0264 Unexpected type abend xxx-nn
(explanation) during LISTCAT VOL
of dsn

Explanation

This message indicates an a failure to locate a VSAM
data component name in the catalog; an abend was
encountered. The component will be skipped. If you
think the program should have found it, see the IBM
Support Community for possible maintenance
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associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

08

CKF0267 Unexpected eye catcher eye
catcher for program object header
of volume dsname(member)

Explanation

The indicated program object has an unknown layout.
Checksum and IDR processing are skipped for this
member.

Severity

08

CKF0268 Program object header length
hexnum larger than blocksize
hexnum for volume
dsname(member)

Explanation

Checksum and IDR processing for PDSEs requires the
complete header of a program object to be present
within the first block read. If this is not the case,
processing is skipped.

Severity

08

CKF0269 Unsupported program object level
hexnum for volume
dsname(member)

Explanation

The indicated program object has an unknown layout.
Checksum and IDR processing are skipped for this
member.

Severity
08

CKF0270 PDSE processing requires BPAM

Explanation

NOBSAMBPAM has been specified in the PARM string,
specifying that the program should not use BPAM.
However, checksum processing and IDR processing for
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PDSEs require BPAM. This processing will be skipped
for all PDSEs.

Severity

08

CKF0271 NOBSAMBPAM only valid in PARM
string

Explanation

This message indicates that the NOBSAMBPAM
parameter does not work unless present in the
parameter string.

Severity

16

CKF0272 RACSTAT unexpected RC.
CLASS='class' SAFRC=safrc
RACFRC=racfrc RSNCODE=rsn

Explanation

While retrieving the dynamic class descriptor table
from the system using RACROUTE REQUEST=STAT
calls, the program received a return code indicating an
error. zSecure Collect will stop processing the dynamic
CDT. To determine the cause of the error, you can look
up the return codes in the Security Server RACF
RACROUTE Macro Reference.

Note that if the error occurs halfway through
processing the CDT (class will be other than all blanks)
zSecure Collect will store part of the CDT in the
CKFREEZE file. This partial dynamic CDT will be used
by zSecure Admin and Audit. If the error happens
before any class setting is returned (which is more
probable) zSecure Collect does not store the dynamic
CDT at all. In that case, zSecure Admin and Audit will
use the static CDT for processing.

Severity

04

CKF0273 ddname volser dsname(member) -
problem description

Explanation

The program encountered an unexpected condition
while processing the IDRDATA of a program object. If
problem description indicates that the IDRDATA was
truncated, it turned out that the program object
contained more IDRDATA than the amount buffered
(as governed by the PDSEBUFSIZE parameter). In this
case, the IDRDATA written to the CKFREEZE will be



incomplete for the indicated member. Any other value
of problem description indicates an unknown layout of
the program object, in which case all IDRDATA
information for this member will be missing from the
CKFREEZE.

dynamically allocate the volume with SVC 99, and the
run will continue without hanging. If the run was not
APF authorized, or if this was not the Senseld I/O, then
the run may hang in subsequent processing performed
by the operating system.

Severity Severity
04 08
CKF0274 ddname volser dsname(member) CKF0278 Device dev volser has stopped
has code size 0 responding within nn seconds on
ddname during CCW opcode
Explanation
Explanation

The indicated program object does not actually contain
anything in binder class B_TEXT. Checksum processing
is completed really fast for this member. This
informational message is issued only if the INFO
option was selected.

This message indicates that a missing interrupt was
detected for a track read of an already open data set.
The run will attempt to recover, but probably the data
set close will hang as well.

Severity Severity

00 08

CKF0275 PDSE buffer size decnum must lie CKF0279A Respond 'U' to terminate hang test
between 1 and 1024 on volume VOLUME

Explanation Explanation

The PDSEBUFSIZE parameter accepts only values in
the range of 1 to 1024, inclusive.

Severity

16

CKF0276 CKFREEZE file could not be
opened

Explanation

The program failed to open the CKFREEZE file. Verify
that a CKFREEZE DD statement is present, and that the
allocation parameters are correct.

This WTOR on the operator console indicates that the
DEBUGHANGVOLUME parameter was used to test
error recovery behavior.

CKF0280 Unexpected returncode rc in
IFAEDLIS call, no enable
information dumped.

Explanation

No information on the enablement of products and
features on this system could be collected because the
call to the IFAEDLIS service failed. The return codes
are documented on your MVS system in macro
IFAEDIDF.

Severity Severity
12 08
CKF0277 Device dev volser does not respond CKF0281 ACF2 resident resource rules are
within nn seconds during CCW not processed.
opcode
Explanation
Explanation

This message indicates that a missing interrupt was
detected for I/O of the indicated type. If this was the
first I/O (Senseld) to the device during an APF
authorized run, no attempt will be made to

Since the program is not running APF, it cannot access
information in fetch protected storage.
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Severity

00

CKF0282 Resource profile must be present
to use FOCUS=ALERT - CLASS
CKF.ALERT

Explanation

This message explains that zSecure Collect will refuse
to collect auditing information specifically requested
by any of the ALERT* FOCUS specifications for a user
unless this is specifically allowed by a security
resource. To be able to check the resource, a profile
must be defined that covers the resource. The check
for CKF.ALERT will not be done if an AUDIT* focus is
also specified or implied.

Severity

12

CKF0283 Resource profile does not permit
use of FOCUS=ALERT - class
CKF.ALERT

Explanation

This message indicates that the user has insufficient
authority on the indicated resource (SAF return code
8). The check for CKF.ALERT will not be done if an
AUDIT* is also specified or implied. In that case a
permit on CKF.AUDIT is also sufficient.

Severity

12

CKF0284 Resource profile must be present
to use FOCUS=TCIM* - class
CKF.TCIM

Explanation

This message explains that zSecure Collect does not
collect auditing information specifically requested by
any of the TCIM* FOCUS specifications for a user
unless this is specifically allowed by a security
resource. To be able to check the resource, a profile
must be defined that covers the resource. The check
for CKF.TCIM is not be done if an AUDIT* focus is also
specified or implied.

Severity
12
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CKF0285 Resource profile does not permit
use of FOCUS=TCIM* - class
CKF.TCIM

Explanation

This message indicates that the user has insufficient
authority on the indicated recourse (SAF return code
8). The check for CKF.TCIM is not done if an AUDIT*
focus is also specified or implied. In that case, a
permit on CKF.AUDIT is also sufficient.

Severity

12

CKF0286 Resource profile must be present
to use FOCUS=VISUAL - class
CKF.VISUAL

Explanation

This message explains that zSecure Collect will refuse
to collect auditing information specifically requested
by FOCUS=VISUAL for a user unless this is specifically
allowed by a security resource. To be able to check the
resource, a profile must be defined that covers the
resource. The check for CKF.VISUAL will not be done if
FOCUS=ADMINRACF is also specified or implied.

Severity

12

CKF0287 Resource profile does not permit
use of FOCUS=VISUAL - class
CKF.VISUAL

Explanation

This message indicates that the user has insufficient
authority on the indicated resource (SAF return code
8). The check for CKF.VISUAL will not be done if
FOCUS=ADMINRACF is also specified or implied. In
that case a permit on CKF.ADMIN is also sufficient.

Severity

12

CKF0288 STORAGEGC only valid in PARM
string

Explanation

This message indicates that the STORAGEGC
parameter does not work unless present in the
parameter string.



Operator response

When specifying the STORAGEGC parameter, include
the ALLOCATE command in the PARM= parameter in
the batch JCL.

Severity

16

CKF0289 Entry point address not in extent
for control block module[/module]

Explanation

When examining an LPDE or CDE control block
describing the indicated in-storage module, it was
found that the module's entry point is outside the
storage range where the module allegedly resides.
This condition is most likely a by-product of front-
ending. Since in this situation there is no way to
determine where the module resides, the information
regarding this routine that is written to the CKFREEZE
will be incomplete.

Severity

04

CKF0290 LICENSE must precede FOCUS and
licensed parameters

Explanation

This message indicates that a specification of the
LICENSE data set name must precede any use of a
licensed parameter or the FOCUS keyword. Note that
this keyword is now deprecated and no longer
functional.

Severity

12

CKF0291 SERIALIZATION options option1
and option2 are mutually exclusive

Explanation

You cannot both WAIT and FAIL if the ENQ request
cannot be immediately satisfied. Neither can you
request that the program issue an ENQ and not issue
an ENQ (NOENQ) at the same time.

Severity
16

CKF0292 Unsupported value nn for

MAXWAIT: not in the range 1..59

Explanation

SERIALIZATION=(MAXWAIT) supports only values in
the range of 1 through 59, inclusive.

Severity

16

CKF0293 Program not authorized. Disabled
APF serialization options UNIT,
VOLSER, ENQ(SYSDSN), and
MAXWAIT

Explanation

SERIALIZATION was specified with at least one of the
following parameters: UNIT, VOLSER, ENQ(SYSDSN),
or MAXWAIT. Having dynamic allocation wait until the
unit or volser becomes available requires APF
authorization. The same is true for requesting an ENQ
on QNAME SYSDSN, and for specifying a maximum
time to wait until the ENQ request can be specified.
Because the program lacks this authorization, it will
not wait for units or volsers, will not request ENQs on
SYSDSN, and will ignore the specified value for
MAXWAIT.

Severity

04

CKF0294 Symbol symbol was unknown,
treated as empty. [ IF result:
result ]

Explanation

The tested symbol could not be found in the Static
System Symbol table, nor was it SMFID. For the
purposes of resolving the IF statement, it is
considered to contain an empty string. The IF
statement evaluated to result (either true or false).
When syntax or entitlement errors have been found
earlier in the run, the latter part of the message is not
shown, since the correct evaluation of the IF cannot be
guaranteed.

Severity

00

CKF0295 IF statements might not evaluate
correctly

Explanation

This message is preceded by a CKFO000 message,
indicating an error addressing the symt control block
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(Static System Symbol table). This table could not be
read completely. IF statements in the input might not
be correctly resolved. This error is only issued when IF
statements are present in the input, and can be
suppressed. If this error occurs consistently, see the
IBM Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

08

CKF0296 Symbol symbol resolved to "value".
IF result: result

Explanation

The tested symbol was found to have value value. The
IF statement evaluated to result (either true or false).
This message is not issued if syntax or entitlement
errors have been found earlier in the run, since the
correct evaluation of the IF cannot be guaranteed.

Severity

00

CKF0297 Number of allocations: static sss
dynamic nnn, freed fff, max
allowed mmm due to TIOT
SIZE(ss)

Explanation

This message indicates how many static DDName
allocations were present, how many SVC 99 calls were
made for dynamic allocations, and how many files
were freed individually to make room because the
maximum was about to be reached. The maximum is
determined by the TIOT SIZE() parameter in PARMLIB
member ALLOCxx (this determines the physical
number of bytes available for DDnames, it varies
depending on the number of (candidate) volsers per
DDname), and to a much lesser extent by the actual

in-use DDnames. The relation between TIOT SIZE and
the number of DDnames is approximately as follows:

« SIZE(16) means 819 ddnames

« SIZE(32) means 1635 ddnames

« SIZE(64) means 3273 ddnames

For more details on TIOT SIZE, see the ALLOCxx

parmlib member in the z/0S MVS Initialization and
Tuning Reference.

Severity

00

CKF0298 Need DDname slot, [premature
free of ddname [vol] dsn | nothing
to free]

Explanation

This message warns of imminent problems because of
unsufficient TIOT size. If the message indicates that a
file was deallocated (premature free of ddname [vol]),
then it would have been better to leave the file
allocated (because of performance and because of
serialization with another program, such as DFHSM). If
the message indicates "nothing to free," this run or
subsequent runs of zSecure Collect might easily fail
(the headroom is less than 10 files) with a message
like IKJ568661 FILE ddname ALLOCATED NOT DATA
SET, CONCURRENT ALLOCATIONS EXCEEDED. Find
message 297 at the end of the SYSPRINT for the
overall picture.

Severity

04

CKF0299 Need DDname slot, freeing
ddname

Explanation

This message is issued in response to an INFO request
and reflects normal reuse of a DD name (TIOT) slot.

DYNAMNBR which determines how many unused files ~ Severity
may be around. zSecure Collect always deallocates

files it frees, so that it does not create additional not- 04

CKF messages from 300 to 399

CKF0300 BPX1GMN failed rc=hexrc Explanation

reason=reason
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This message indicates that an error occurred during
the execution of BPX1GMN. The reason code consists
of two halfwords. The first is the reason code qualifier,
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the second the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

08

CKF0301 BPX10PD failed rc=hexrc
reason=reason for 'path' depth
depth

Explanation

This message indicates that an error occurred during
the execution of BPX10PD. The reason code consists
of two halfwords. The first is the reason code qualifier,
the second the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

08

CKF0302 BPX1RD2 failed rc=hexrc
reason=reason path 'path’

Explanation

This message indicates that an error occurred during
the execution of BPX1RD2. The reason code consists
of two halfwords. The first is the reason code qualifier,
the second the reason code as described in the UNIX
System Services Messages and Codes manual. For
debugging purposes a hex dump of the UIO control
block is printed. This area is mapped by the BPXYFUIO
macro, and described in the UNIX System Services
Assembler Callable Services manual.

Severity

08

CKF0303 BPX1CLD failed rc=hexrc
reason=reason path 'path’

Explanation

This message indicates that an error occurred during
the execution of BPX1CLD. The reason code consists of
two halfwords. The first is the reason code qualifier,
the second the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity
08
CKF0304

BPXACHD failed rc=hexrc
reason=reason for .. before path

Explanation

This message indicates that an error occurred during
the execution of BPX1CHD. The reason code consists
of two halfwords. The first is the reason code qualifier,
the second the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

08

CKF0305 BPX1CHD failed rc=hexrc
reason=reason for 'path' depth
depth

Explanation

This message indicates that an error occurred during
the execution of BPX1CHD. The reason code consists
of two halfwords. The first is the reason code qualifier,
the second the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

08

CKF0306 Unexpected current depth depth
for dirdepth 'path'

Explanation

This message indicates that the directory mentioned,
at nesting level dirdepth was scheduled to be read.
However, the current nesting level is different from the
one needed. See the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

08

CKF0307 Number of Unix directory entries
copied: nn from nn directories in
nn file systems

Explanation

This message, shown if UNIX=Y was specified or
implied, shows the number of Unix directories read
and dumped by zSecure Collect.

Severity
00
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CKF0308 OMVS is inactive

Explanation

This informational message indicates that UNIX
System Services is not active on this system.

Severity

00

CKF0309 BPX1RDX failed rc=hexrc
reason=reason on 'path’

Explanation

This message indicates that an error occurred during
the execution of BPX1RDX. The reason code consists
of two halfwords. The first is the reason code qualifier,
the second the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

08

CKF0310 BPX1RDL failed rc=hexrc
reason=reason on 'path'

Explanation

This message indicates that an error occurred during
the execution of BPX1RDL. The reason code consists
of two halfwords. The first is the reason code qualifier,
the second the reason code as described in the UNIX
System Services Messages and Codes manual.

CKF0312 Symlink crosses automount point

'mountpoint' for 'target':

Explanation

This informational message indicates that while
processing the symlink to target, an automountpoint
was passed. This message is issued only if the INFO
option is selected.

Severity

00

CKF0313 Extra MNTE needed for device
device of 'target'

Explanation

This informational message indicates that an extra
mountpoint control block is needed for the reading of
the contents of the target directory on device. It is
issued only if the INFO option was selected.

Severity

00

CKF0314 DIRSRCH (x) not allowed on
directory 'target'

Explanation

zSecure Collect was not allowed to search the target
directory. No information on the contents of this
directory will be dumped.

Severity Severity
08 00
CKF0311 BPX1GMN failed retval=retval CKF0315 OPENDIR (r) not allowed on
rc=rc reason=reason for device directory 'target'
number
Explanation
Explanation

This message indicates that an error occurred during
the execution of BPX1GMN for the indicated device.
The reason code consists of two halfwords; the first is
the reason code qualifier, the second the reason code.
The return code and reason code together describe
the problem that occurred and are documented in the
UNIX System Services Messages and Codes manual.

Severity
08
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zSecure Collect was not allowed to open the target
directory. No information on the contents of this
directory will be dumped.

Severity
00

CKF0316 type abend xxx-nn (explanation)

during Unix processing



Explanation

This message indicates that a nonrecoverable abend
occurred during Unix processing. The Unix File System
information might not be complete. For information on
the common abend codes, see the zSecure Collect
documentation in the user reference manual for your
zSecure product.

Explanation

This message indicates that a nonrecoverable abend
occurred during geteuid processing. No Unix File
System information will be dumped. For information
about the common abend codes, see the zSecure
Collect documentation in the user reference manual
for your zSecure product.

Severity Severity
08 08
CKF0317 Internal error: no MNTP for CKF0321 Switched to effective UID 0
'directory"
Explanation
Explanation

See the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

24

CKF0318 CATALOG OBTAIN return code hex
rc probably failed automount of
'target’

Explanation

An error occurred during the CATALOG OBTAIN for the
target directory. No information on the contents of this
directory will be dumped.

Severity
00

CKF0319 Automount attempted for 'target’

Explanation

This informational message indicates that an
automount for the directory mentioned will be
attempted. It is issued only if the INFO option was
selected.

Severity
00

CKF0320 type abend xxx-nn (explanation)
during geteuid - unable to perform

UNIX=Y processing

This informational message indicates that a seteuid 0
call was successful. It is issued only if the INFO option
was selected.

Severity
00
CKF0322

Switched to effective UID uid

Explanation

This informational message indicates that a seteuid
uid call was successful. It is issued only if the INFO
option was selected.

Severity

00

CKF0323 Seteuid 0 failed rc=hexrc
reason=reason

Explanation

This message indicates that an error occurred during
the execution of the seteuid 0 command. The reason
code consists of two halfwords. The first is the reason
code qualifier, the second the reason code as
described in the UNIX System Services Messages and
Codes manual. UNIX information will be dumped only
partially.

Severity
04
CKF0324

Seteuid uid failed rc=hexrc
reason=redason
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Explanation

This message indicates that an error occurred during
the execution of the seteuid uid command. This can
mean that zSecure Collect will continue running under
an effective UID of 0. The reason code consists of two
halfwords. The first is the reason code qualifier, the
second the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

08

CKF0325 AUTOMOUNT=N and directory not
mounted 'target’

Explanation

This informational message indicates that contents of
directory target will not be dumped because the
directory is not mounted and AUTOMOUNT=NO was
specified.

Severity

00

CKF0326 Schedule MNTE device number
DIRP path

Explanation

This informational message indicates that the
directory mounted on the indicated path is scheduled
to be read. It is issued only if the INFO option was
selected.

Severity
00

CKF0327 Schedule stat() link DIRP target

Explanation

This informational message indicates that the
directory specified in target is scheduled to be read. It
is issued only if the DEBUG option was enabled.

Severity
00

CKF0328 Start on DIRP path depth depth

Explanation

This informational message indicates that zSecure
Collect starts reading the mentioned directory at
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nesting level depth. It is issued only if the INFO option
was selected.

Severity

00

CKF0329 Postpone dir device device for
'target'

Explanation

This informational message indicates that the reading
of the target directory on device is postponed. It is
issued only if the INFO option was selected.

Severity

00

CKF0330 type abend xxx-nn (explanation)
during LOAD of exit exit from
device volume ddname

Explanation

This message indicates that a nonrecoverable abend
occurred during a LOAD of the indicated exit. For
information about the common abend codes, see the
zSecure Collect documentation in the user reference
manual for your zSecure product.

Severity

08

CKF0330 type abend xxx-nn (explanation)
returned by LOAD of exit exit from
device

Explanation

This message indicates that the LOAD of exit has
recovered from an abend. For information about the
common abend codes, see the zSecure Collect
documentation in the user reference manual for your
zSecure product.

Severity

08

CKF0331 type abend xxx-nn (explanation)
during DELETE of exit exit from
device volume ddname

Explanation

This message indicates that a nonrecoverable abend
occurred during a DELETE of the indicated exit. For



information about the common abend codes, see the
zSecure Collect documentation in the user reference
manual for your zSecure product.

Severity

08

CKF0332 BPX1PCT: List aggregates failed.
RC=rc reason=reason

Explanation

This message indicates that an error occurred during
the execution of the BPX1PCT "List Attached
Aggregate Names" function. This is not necessarily
wrong. This message can for instance also be
generated on systems that do not have the zFS file
system running. The reason code given consists of two
half words. The first is the reason code qualifier. The
second is the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

04

CKF0333 BPXA1PCT: List aggregate status
failed. RC=rc reason=reason

Explanation

This message indicates that an error occurred during
the execution of the BPX1PCT "List Aggregate Status"
function. The reason code given consists of two
halfwords. The first is the reason code qualifier. The
second is the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

08

CKF0334 BPXA1PCT: List file systems failed.
RC=rc reason=reason

Explanation

This message indicates that an error occurred during
the execution of the BPX1PCT "List File System
Names" function. The reason code given consists of
two halfwords. The first is the reason code qualifier.
The second is the reason code as described in the
UNIX System Services Messages and Codes manual.

Severity
08

CKF0335 BPX1PCT: List file system status

failed. RC=rc reason=reason

Explanation

This message indicates that an error occurred during
the execution of the BPX1PCT "List File System Status"
function. The reason code given consists of two
halfwords. The first is the reason code qualifier. The
second is the reason code as described in the UNIX
System Services Messages and Codes manual.

Severity

08

CKF0336 Unexpected DESERV
return_code_description
reason_code_description

Explanation

A call to Directory Entry Services returned the
indicated unexpected error. All checksum and IDR
processing for the offending PDSE is skipped. Specify
the INFO option to capture enough information in
SYSPRINT to determine which PDSE caused the
problem.

Severity

08

CKF0337 Task is not APF authorized, but
APF authorization needed

Explanation

This message alerts you to the fact that the program
could not obtain authorization while the APF keyword
was specified, indicating that authorization is
considered essential. The resulting CKFREEZE only
contains a zSecure Collect identification record. For
additional information, see the section Authorized or
unauthorized? in the zSecure Collect documentation
available in the user reference manual for your
zSecure product.

Severity
12
CKF0338

Number of UNIX ACL records
copied: num access ACLs, num
directory default ACLs, num file
default ACLs
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Explanation

This message, shown if UNIXACL=Y was specified or
implied, shows the number of UNIX ACL records
dumped by zSecure Collect.

Severity

00

CKF0339 BPX1PIO failed rc=hexrc
reason=reason for type type on
'path’

Explanation

This messages indicates that an error occurred during
the execution of BPX1PIO. The reason code consists of
two halfwords. The first is the reason code qualifier,
the second the reason code as described in the UNIX
System Services Messages and Codes manual. The type
shown can be 1 for an access ACL, 2 for a file model
ACL or 3 for a directory model ACL.

Severity

08

CKF0340 DIRP for MNTP device device
mountpoint

Explanation

This informational message indicates that the
directory on the mountpoint and device mentioned will
be read. It is issued only if the INFO option was
selected.

Severity

00

CKF0341 Empty pathname MNTE for device
device FS name file_system_name

Explanation

This message indicates that the w_getmntent
(BPX1GMN) service returned an empty pathname
(MNTENTMOUNTPOINT). This can occur if the user
running zSecure Collect lacks search authorization to
one or more of the directories in the mount point, or if
the file system is mounted asynchronously. A mount
point entry is written, but the device is not processed
further. A UNIX mount report generated from the
resulting CKFREEZE will show the mount point empty
for the reported file system. A UNIX file report does
not show the file system at all.
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Severity
04

CKF0342 Schedule DIRP target depth depth

Explanation

This informational message indicates that the target
directory mentioned at nesting level depth is
scheduled to be read. It is issued only if the INFO
option was selected.

Severity
00

CKF0343 Successful cd .. to depth depth

Explanation

This informational message indicates that a successful
directory switch upwards to nesting level depth has
been done. It is issued only if the INFO option was
selected.

Severity
00

CKF0344 Successful cd target depth depth

Explanation

This informational message indicates that a successful
directory switch to target on nesting level depth has
been done. It is issued only if the INFO option was
selected.

Severity
00

CKF0345 Success opendir 'target'

Explanation

This informational message indicates that a successful
directory open on target was performed. It is issued
only if the INFO option was selected.

Severity
00

CKF0346 Perform closedir 'target’



Explanation

This informational message indicates that a close on
the target directory will be performed. It is issued only
if the INFO option was selected.

Severity

00

CKF0347 Duplicate pathname MNTE devices |
devicel and device2 FS name
file_system_name mountpoint
mountpoint

Explanation

This message indicates that a second device device2 is
mounted at the same mount point as an earlier device
devicel. The second device for the indicated file
system is not processed. zSecure Audit may flag this
condition again with message CKR1064.

Severity

08

CKF0348 Duplicate MNTE for device device
mountpoint mountpoint

Explanation

This message indicates that the mount entry for the
indicated device was found twice. It is processed only
once. zSecure Audit may flag this condition again with
message CKR1064.

Severity

04

CKF0349 BPXALST failed rc=hexrc
reason=reason for 'pathname'
depth depth

Explanation

The Istat() call for the indicated pathname failed. The
reason code consists of two halfwords. The first is the
reason code qualifier, the second the reason code as
described in the UNIX System Services Message and
Codes manual. The directory is not processed.

Severity
08
CKF0350

Device number olddev changed to
newdev during run for 'mountpoint’'

Explanation

The lstat() call for the indicated mount point returned
another device number than was seen when the file
system dump was scheduled. This is not properly
supported. The zSecure report will show the old device
number and mount information that was associated
with the old device number, together with the files
associated with the new device number. If this is a
recurring problem, see the IBM Support Community
for possible maintenance associated with this
message. If you cannot find applicable maintenance,
follow the procedures described in “Contacting IBM
Support” on page 776 to report the problem.

Severity

08

CKF0351 Device number dev assigned to
'mountpoint’

Explanation

This informational message indicates that a mount
point was encountered that was not present in the
mount point table at the start of the zSecure Collect
run, and was not seen in its parent directory either.
This typically happens when a symlink crosses an
automount point into an unmounted directory. This
message is only issued if the INFO option was
selected.

Severity

00

CKF0352 The ZFS file system has not been
started.

Explanation

This message indicates that no started ZFS system
was found. Therefore, no data on ZFS file systems and
aggregates is dumped.

Severity

00

CKF0353 PC LPA not in common storage, but
at address target ASID address
space ID

Explanation

The Latent Parameter Address passed to a PC
(Program Call) routine is not in common storage. The
value of the Latent Parameter will not be dumped.
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Severity

00

CKF0354 type abend xxx-nn (explanation)
during function processing

Explanation

This message indicates that a nonrecoverable abend
occurred during function processing. The function can
be WRTAGGR for ZFS Aggregate processing or WRTCNFG
for Query Config processing. Information about ZFS
Aggregates or Sysplex Sharing might not be complete.
For information about the common abend codes, see
the zSecure Collect documentation in the User
Reference Manual for your zSecure product.

Severity

08

CKF0355 BPX1PIO returned a returnedtype
ACL - corrected to a requestedtype
ACL

Explanation

The ACL returned by the w_pioctl service (BPX1PIO)
did not match the requested ACL type. This might, for
example, occur if your z/OS image does not have the
service for IBM APAR OW57201 applied. zSecure
Collect attempts to correct this error by setting the
ACL type to the requested type in the record before
writing it to the CKFREEZE file. This may prevent
zSecure from issuing CKR1761. The types shown can
be access, fdefault, or default for an access ACL, file
model ACL or directory model ACL, respectively.

Explanation

During input parsing an EXIT statement was read. The
program terminates with the return code specified on
the EXIT statement. This message has a severity equal
to the value specified in the RC parameter of the EXIT
statement.

Severity

variable

CKF0358 RC should be a number between 0
and 99

Explanation

The RC keyword of the EXIT command was specified,
but did not fall in the supported range. Numbers below
zero and above 99 are not supported.

Severity

16

CKF0359 Unable to dump master catalog,
see other messages

Explanation

The program terminates without having dumped the
master catalog as requested. For the cause, look back
for DAIRFAIL messages, for instance IKJ568661 FILE
ddname ALLOCATED NOT DATA SET, CONCURRENT
ALLOCATIONS EXCEEDED. Also look for CKF0297 at
the bottom to see if the number of DDnames might be
the problem. Occurrence of CKF0298 may also point
to a TIOT size problem.

Severity Severity

04 08

CKF0356 No READ access to data set volser CKF0360 Slowdown mode invoked because
dsn of RLS for volume dsname

Explanation Explanation

This message indicates that the user does not have
read access to the indicated non-VSAM data set, and
hence it will be skipped for processing.

Normal VSAM processing was used instead of faster
EXCP processing for the specified VSAM cluster
because it has Record Level Sharing (RLS).

Severity Severity
04 00
CKF0357 Task terminating due to EXIT CKF0361 Signature verification action for

request
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volser dsn(mem)



Explanation

Signature verification was requested by the
SIGVER=YES parameter and the module named in the
library either failed verification (action=fails) or passed
verification (action=success).

User response

If the verification failed, look for operator messages
ICH44x or run a newlist type=smf report and select on
type=80, event=86(1:7) to obtain additional
information about the failure. Some possible causes
for failure are:

« The module has a bad signature.

« The module has no signature but the RACF profile for
the program requires a signature.

« The module has a valid signature but the certificate
chain is not valid.

Severity

00

CKF0362 SIGVER=YES is invalid on a system
that does not support signature
verification

Explanation

Signature verification, requested by the SIGVER=YES
parameter, cannot be performed on the current system
because the system on which CKFCOLL is running does
not support signature verification.

User response

Remove the SIGVER=YES parameter and rerun the
CKFCOLL job.

Severity

12

CKF0372 Running an unsupported version
vv.rr.mm of z/0S, results are
unpredictable - please upgrade

Explanation

This message indicates that zSecure is being run on an
operating system level that it is not supported on. The
results are unpredictable. Upgrade zSecure to the
proper version.

Severity
04

CKF0373 BPX1PCT ZFS file system

information query failed. OC=nn,
RC=nn, REASON=nn

Explanation:

The values of the COMPRESSED, COMPRESS_STATE,
ENCRYPTED, and ENCRYPT_STATE fields are missing
as the result of an error during the execution of the
BPX1PCT ZFS file system information function. This
function determines the compression/encryption state
of a zFS aggregate.

User response
See the operation, return, and reason codes to resolve
the issue:

« OC=nnis the operation code qualifier.
« RC=nnis the return code qualifier.

« reason=nn is the reason code as described in UNIX
System Services Messages and Codes.

Severity
04
CKF0374

BPX1PCT ZFS configuration query
failed. 0OC=nn, RC=nn, REASON=nn

Explanation:

This message indicates that an error occurred during
the execution of the BPX1PCT ZFS configuration
function. This function is used to determine some of
the zFS information. The reason code given consists of
two half words. The first is the reason code qualifier.
The second is the reason code as described in the
UNIX System Services Messages and Codes manual. As
result, the values of the ZFS_SMF,
ZFS_SMF_INTERVAL, ZFS_FORMAT_COMPRESSION,
ZFS_FORMAT_ENCRYPTION, and
ZFS_FORMAT_PERMS fields (TYPE=SYSTEM) are
missing.

User response
See the return and reason codes to resolve the issue:

« OC=nnis the operation code qualifier.
« RC=nnis the return code qualifier.

« REASON=nn is the reason code as described in UNIX
System Services Messages and Codes.

Severity
04
CKF0375

Unexpected IEFPRMLB result, RC
hexrc RSN hexreason
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Explanation

The IEFPRMLB service unexpectedly returned the
indicated return and reason codes. This can result in
missing information about parmlib concatenations
activated after IPL. See the IBM Support Community
for possible maintenance associated with this
message. If you cannot find applicable maintenance,
follow the procedures described in “Contacting IBM
Support” on page 776 to report the problem.

Severity

08

CKF0376 Parmlib data set dsname not found
on volume volume

Explanation

The parmlib data set indicated was not found on the
volume where it was expected. No attempt is made to
restore it, and further processing for this data set is
skipped.

Severity

04

CKF0377 Exactly one DD/DDPREF/DSN/
DSNPREF keyword should be
specified

Explanation

A CHECK= statement was read, which did not specify
YES/NO, and did not contain a single keyword DD,
DDPREF, DSN or DSNPREF. Fix your command
parameters, and retry the job.

Severity

12

CKF0378 TCP/IP stack configuration data
cannot be collected on 0S_level

Explanation

zSecure Collect can only collect TCP/IP stack
configuration data for systems running z/OS V1R11 or
higher.

User response

If you are running zSecure on a z/OS system that is
V1R10 or lower, you can prevent this message by
making sure that the zSecure Collect TCPIP parameter
is set to NO in the zSecure Collect invocation. For
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information about setting this parameter, see "zSecure
Collect for z/OS" in the IBM Security zSecure Admin
and Audit for RACF: User Reference Manual.

Severity

00

CKF0379 Unexpected abend during LISTCAT
of DSNPREF=dsnpref

Explanation

This message indicates a failure to locate data set
names matching the indicated prefix in the catalog; an
abend was encountered. This CHECK statement will be
ignored. If you think the program should have found
data sets, see the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

12

CKF0380 Unexpected return code nn dec
during LISTCAT of
DSNPREF=dsnpref

Explanation

This message indicates a failure to locate data set
names matching the indicated prefix in the catalog.
This CHECK statement will be ignored. If you think the
program should have found data sets, see the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

12

CKF0381 No matching data sets for CHECK
statement

Explanation

No data sets were found that matched the statement
indicated. If you think the program should have found
data sets, see the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.
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Severity Severity

08 00

CKF0382 DD/DDPREF do not support CKF0386 IFAQUERY return area too small.
DSORG= Omitted nnn log stream records.

Explanation Explanation

Additional DSORG selection is not supported in
combination with the DD and DDPREF keywords on the
CHECK statement. Fix your command parameters, and |
retry the job.

Severity

12

CKF0383 DD ddname concatenations with
tape data sets are not supported

Explanation

The ddname indicated is a concatenation that contains
at least one tape data set. This is not supported. Split
the concatenation in such a way that each DD
statement contains either a concatenation of DASD
data sets, or a single tape data set, and retry the job.

Severity I
12
CKF0384

DD ddname checksum of a single
member is not supported

Explanation

The indicated ddname contains the allocation of a
single member of a PDS(E). This is not supported.
Remove the member specification from the allocation
statement, and retry the job. A checksum will be
computed for all members of the PDS(E) and as well as
for the data set in its entirety.

Severity

12

CKF0385 Using SAF class class for resource
checks I

Explanation

The resource class indicated is the one previously
configured in the Site module, see Appendix A: The
Site module in IBM Security zSecure CARLa-Driven
Components: Installation and Deployment Guide.

Even after passing the required length in a second call,
there is still not sufficient space to store the SMF log
stream data. See the IBM Support Community for
possible maintenance associated with this message. If
you cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

08

CKF0387 Unexpected return code from
IFAQUERY. SMF log stream
information is not collected.
rc=hhhhhhhhhhh hex
rsn=hhhhhhhhhhh hex

Explanation

Failure to obtain SMF log stream data. See the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

12

CKF0388 Unexpected IXGCONN connect RC
xxxxxxxx hex reason yyyyyyyy hex;
data sets will be missing for
stream name.

Explanation

This message indicates failure to connect to an SMF
log stream. Data set names backing this log stream are
not included in sensitive data and trust analysis
reports. See the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity
08

Chapter 2. CKF Messages 59


https://www.ibm.com/mysupport/
https://www.ibm.com/mysupport/
https://www.ibm.com/mysupport/
https://www.ibm.com/mysupport/

CKF0389 Unexpected IXGQUERY RC
xxxxxxxx hex reason yyyyyyyy hex;
data sets will be missing for
stream name.

Explanation

This message indicates failure to obtain information
from a successfully connected SMF log stream. Data

set names backing this log stream will be missing from |

sensitive data and trust analysis reports. See the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

08

CKF0390 Unexpected IXGCONN disconnect
RC xxxxxxxx hex reason yyyyyyyy
hex for stream name

Explanation

This message indicates failure to disconnect from a
successfully connected SMF log stream. See the IBM

CKF0392 Unexpected log stream DSN

format dsname for stream name

Explanation

This message indicates the log stream data set name
format is not recognized and hence not further
analyzed. Data set names backing this log stream will
be missing from sensitive data and trust analysis
reports. See the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

08

CKF0393 Unexpected RC nn dec during
LISTCAT of "level" for stream name

Explanation

This message indicates a failure trying to find any
VSAM cluster names for log stream data sets. Data set
names backing this log stream will be missing from
sensitive data and trust analysis reports. See the IBM
Support Community for possible maintenance

Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

04

CKF0391 type abend code-reason
(explanation) during IXGCONN
connect for stream name

Explanation

This message indicates failure to connect to an SMF
log stream. Data set names backing this log stream
will be missing from sensitive data and trust analysis

reports. If you cannot resolve the abend, see the IBM |

Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity
08
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associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

08

CKF0394 type abend code-reason
(explanation) during LISTCAT of
"level" for stream name

Explanation

This message indicates a failure while trying to find
VSAM cluster names for log stream data sets. Data set
names backing this log stream will be missing from
sensitive data and trust analysis reports. If you cannot
resolve the abend, see the IBM Support Community
for possible maintenance associated with this
message. If you cannot find applicable maintenance,
follow the procedures described in “Contacting IBM
Support” on page 776 to report the problem.

Severity
08
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CKF0395 An unexpected return code was
received from IEFSSREQ SSI=54.
Subsys=jjjj, R15=nn,
SSOBRETN=ss.

Explanation

An IEFSSREQ request type 54 for subsystem jjjj ended
with nn for Register 15 and ss for the SSOBRETN field,
where:

« nnis the value of R15 returned from IEFSSREQ.

« ssis the value of the SSOBRETN field returned by
IEFSSREQ.

If this error occurs, a record containing the results of
the IEFSSREQ SSI=54 has not been written to the
CKFREEZE data set.

If you are running z/OS version 1.8 or later, this error
can also result in additional errors related to JES2 exit
processing. In order to process these exits, the
zSecure Collect program CKFCOLL must know whether
JES2 dynamic exits are supported. Normally, the call
to IEFSSREQ returns information about the JES2 level
which is used to determine whether the JES2 dynamic
exits are supported. If this information is not returned,
CKFCOLL might not be able to determine whether
JES2 dynamic exits are supported and so might
produce errors when processing the exits.

User response

This error might be caused by running zSecure on an
operating system that is not supported, or by recent
maintenance to that operating system that might have
affected the IEFSSREQ service. For further information
about the error, see the documented return code
values for IEFSSREQ and SSOBRETN in z/0S MVS
Using the Subsystem Interface SA38-0679. If you
cannot resolve the problem, see the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
08

CKF0396 Collecting subsystem

information ...

CKF messages from 400 to 499

Explanation

This progress message shows the start of a new phase
in the collection process. It is also written to SYSTERM.

Severity

00

CKF0397 Collecting subsystem information
from IMS jobname ...

Explanation

This progress message shows the start of a new phase
in the collection process. It is also written to SYSTERM.

Severity

00

CKF0398 Collecting subsystem response
from MQ subs ...

Explanation

This progress message shows the start of a new phase
in the collection process. It identifies an MQ queue
manager. It is also written to SYSTERM.

Severity

00

CKF0399 Could not action amount of storage
to read TCP/IP stack name
configuration

Explanation

If action=obtain, zSecure Collect does not have
enough storage available to read the configuration
data of TCP/IP stack name. Allocate a larger region for
the zSecure Collect run to avoid this problem.

If action=release, zSecure could not release the
storage used to read the TCP/IP stack. An internal
processing problem might have occurred.

Severity
08

CKF0400 ... CKF0499 message
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Explanation

These messages are issued as the result of debugging commands that are not described in this manual.

Severity
00

CKF messages from 500 to 599

CKF0500 INDD, OUTDD, and ERRDD only
valid in PARM string type "value"

at ddname line number

Explanation

The INDD, OUTDD, and ERRDD parameters can be
used only as calling parameters (the PARM keyword in
JCL), and cannot be used as commands in an input file.

Severity

16

CKF0501 TCP/IP stack images cannot be
retrieved. GETIBMOPT:
RC=xxxxxxxx ERRNO:yyyyyyyy

Explanation

This message is triggered by a failure at the EZASMI
call with function GETIBMOPT, where xxxxxxxx is the
return code and the yyyyyyyy indicates the error
number.

User response
Complete these steps:

1. Convert the hexadecimal value that is supplied as
the ERRNO return code from hexadecimal format to
decimal format. For example, hexadecimal value
ERRNO=000027EA converts to decimal value
10218.

2. Go to the z/OS information center for your version
of z/0OS.

3. Click Communications server.

4. Expand IP Sockets Application Programming
Interface Guide and Reference > Appendixes >
Appendix B. socket call error return codes >
Additional return codes.

5. Click Sockets extended ERRNOs.

6. Locate the explanation for the corresponding
decimal value in the list of error codes.

You can also look up the error codes in the
Communications Server IP Sockets Application
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Programming Interface Guide and Reference
(SC27-3660).

Severity
08

CKF0502 Number of VTOC data sets

processed: number

Explanation:

This message shows the number of VTOC data sets
that were scanned or collected. For SHARED=NO, that
will include non-shared DASD devices as well as
shared DASD devices that contain specific
configuration information that is applicable to the
system. By including INFO with SHARED=NO,
CKF0601 or CKFO0602 messages are issued to detail
which data sets.

Severity
00

CKF0503 Number of CKDS key labels

copied: decnum

Explanation:

This informational message shows the number of
CKDS record key label sections that were copied to the
CKFREEZE data set.

Severity
00

CKF0504 Number of PKDS key labels

copied: decnum

Explanation:

This informational message shows the number of
PKDS record key label sections that were copied to the
CKFREEZE data set.

Severity
00

CKF0505 Skipping unexpected non-fixed

record recno of type volser cluster

Explanation:



The code found a variable length record where the
header stated the type data set is in fixed format. The
record is skipped.

User response:

Search the Electronic Support Web site for information
about this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
08

CKF0506 Skipping unexpected non-varlen

record recno of type volser cluster

Explanation:

The code found a fixed length record where the header
stated the type data set is in variable format. The
record is skipped.

User response:

Search the Electronic Support Web site for information
about this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
08

CKF0507 Skipping unexpected non-KDSR

record recno of type volser cluster

Explanation:

The code found a non-KDSR record where the header
stated the type data set is in KDSR format. The record
is skipped.

User response:

Search the Electronic Support Web site for information
about this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
08

CKF0508 Unsupported header record

version ver of PKDS volser cluster

Explanation:
The code found an unsupported version number in the
ICSF PKDS header record. The data set is skipped.

User response:

Search the Electronic Support Web site for information
about this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
08
CKF0509

Unsupported header record
version ver of CKDS volser cluster

Explanation:
The code found an unsupported version number in the
ICSF CKDS header record. The data set is skipped.

User response:

Search the Electronic Support Web site for information
about this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
08
CKF0511

Unsupported header record
version ver of TKDS volser cluster

Explanation:
The code found an unsupported version number in the
ICSF TKDS header record. The data set is skipped.

User response:

Search the Electronic Support Web site for information
about this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the
problem.

Severity
08
CKF0512

SYMKEYTEST will not be
performed. It requires CPACF.

Explanation:

The CKFCOLL program was not able to perform the
symmetric key usability test for encrypted data sets.
This function requires an IBM zEnterprise z196 or later
system with both the CP Assist for Cryptographic
Functions (CPACF) feature enabled and the Crypto
Express3 Feature or later installed.

Severity
00
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CKF0513 SYMKEYTEST will not be
performed. CPACF misses support

for AES XTS.

Explanation:

The CKFCOLL program was not able to perform the
symmetric key usability test for encrypted data sets.
CP Assist for Cryptographic Functions (CPACF) misses
support for AES XTS. This function requires an IBM
zEnterprise z196 or later system with both the CP
Assist for Cryptographic Functions (CPACF) feature
enabled and the Crypto Express3 Feature or later
installed.

Severity
00

CKF0515 Unexpected CSNBKRR2 abend

code

Explanation:
A failure occurred during a call to the CSNBKRR2 ICSF
service routine in order to read a key token.

User response:

Inspect abend code for indications about the cause of
the error. Refer to z/0S Cryptographic Services
Integrated Cryptographic Service Facility Application
Programmer's Guide.

Severity
08

CKF0516 Dataset: CSNBKRR2 failed on:
key_label, RT: retcode, RS:

reascode

Explanation:

The code could not perform the symmetric key
usability test for the respective data set. A call to the
CSNBKRR2 ICSF service routine in order to read the
token of key_label failed.

User response:

Inspect the abend code for indications about the
cause of the error. Refer to z/OS Cryptographic Services
Integrated Cryptographic Service Facility Application
Programmer's Guide for explanations of the return and
reason codes for the CSNBKRR2 routine.

Severity
04

CKF0517 Number of encrypted data sets
tested: numberl (number2 can be
decrypted on this system,
number3 cannot, and number4

have empty encr. cells)
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Explanation:

This message shows the number of encrypted data

sets for which the symmetric key usability test was

performed. It specifies how many data sets can and
cannot be decrypted on this system, and how many
data sets have empty encryption cells.

Severity
00

CKF0518 Number of SAFDEF records

copied: decnum

Explanation:

This informational message shows the number of
ACF2 SAFDEF records that were copied to the
CKFREEZE file.

Severity
00

CKF0519 Wrong SAFDEF header; cannot

collect SAFDEF records

Explanation:

This message indicates that an error occurred during
collection of ACF2 SAFDEF records. An inconsistency
in a primary SAFDEF structure was encountered.
SAFDEF records are not collected.

Severity
04

CKF0520 Wrong SDFENVIR header; cannot

collect details of a SAFDEF record

Explanation:

This message indicates that an error occurred during
collection of ACF2 SAFDEF records. An inconsistency
in a SAFDEF environment structure was encountered.
Further collection of SAFDEF records is limited.

Severity
04

CKF0521 Wrong VALMAP header; cannot
collect details of a SAFDEF

RACROUTE request

Explanation:

This message indicates that an error occurred during
collection of ACF2 SAFDEF records. An inconsistency
in a list of parameters of a SAFDEF RACROUTE request
was encountered. Further collection of SAFDEF
records is limited.



Severity
04
CKF0522

Error collecting data on common
storage blocks: message

Explanation:

An error occurred during collection of records
describing common storage blocks. The message field
shows the encountered inconsistency. Depending on
the severity of the problem, either individual or all
common storage blocks are unavailable for further
analysis. This is indicated by the message severity,
equal to 4 or 20, respectively.

Severity
04 or 20
CKF0523

Copied information on decnum
common storage blocks and on
decnum of its owners

Explanation:

This informational message shows the number of I
records that describe common storage blocks that

were copied to the CKFREEZE file. It also shows the
number of collected records that contain owners of the
common memory blocks.

Severity
00
CKF0524

Error in checksum computations:
message

Explanation:
An error occurred during initialization of the checksum
mechanism or during computations of individual

checksums. message shows the encountered issue.
Severity

04 or 08

CKF0525 Checksum computations use

algorithm

Explanation:
This message shows the checksum algorithm that is
used to perform requested computations.

Severity
00
CKF0526

Checksum computations used num
CPU seconds and took num wall
clock seconds.

Explanation:

This message details the CPU seconds and wall clock
seconds that are used to compute requested
checksums. This does not include the entire time that
is spent on the checksum mechanism, for example,
the I/0O that is associated with the creation of records,
but solely computations of, for example, SHA values.

Severity

00

CKF0527 RACROUTE VERIFY CREATE error
RACF RC (hex) xxxxxxx RACF
reason
(hex) yyyyyyyy

Explanation:

zSecure Collect received an error when it issued
RACROUTE VERIFY CREATE to create a temporary
trusted ACEE.

User response:

Use the return code and reason code to determine why
the RACROUTE failed. If you cannot correct the
problem, see the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

CKF0528

Collecting address space
information ...

Explanation

This progress message shows the start of a new phase
in the collection process. It is also written to SYSTERM.

Severity

00

CKF0529 Collecting address space info from
CICS jobname ...

Explanation

This progress message shows the start of a new phase
in the collection process. It identifies a CICS region. It
is also written to SYSTERM.

Severity
00
CKF0530

Collecting module information ...

Explanation

This progress message shows the start of a new phase
in the collection process. It is also written to SYSTERM.
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Severity

00

CKF0531 Unloading Db2 information from
subs ...

Explanation

This progress message shows the start of a new phase
in the collection process. It identifies a Db2
subsystem. It is also written to SYSTERM.

Severity
00

CKF0532 Collecting device information ...

Explanation

This progress message shows the start of a new phase

in the collection process. It is also written to SYSTERM.

Severity

00

CKF0533 Allocating data sets for automatic
restore ...

Explanation

This progress message shows the start of a new phase

in the collection process. It is also written to SYSTERM.

Severity

00

CKF0534 Collecting VSAM data from [big]
type dev vol dsn, number tracks ...

Explanation

This progress message shows the start of a new phase
in the collection process. It identifies the data set and
type of data set for VSAM data sets that are read with
EXCP and larger than 10,000 tracks, as well as HSM
and RMM repository data sets. It is also written to
SYSTERM.

Severity
00

CKF0535 Collecting VSAM data from type

devvoldsn...
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Explanation

This progress message shows the start of a new phase
in the collection process. It identifies the data set and
type of data set for types that can be very large such
as HSM and RMM repository data sets. It is also
written to SYSTERM. This message is issued for non-
EXCP mode VSAM.

Severity

00

CKF0536 Collecting CA-1 data from type dev
vol dsn ...

Explanation

This progress message shows the start of a new phase
in the collection process. It identifies the tape
management system CA-1, the data set, and type of
data set. It is also written to SYSTERM.

Severity

00

CKF0537 Collecting archive data from type
devvoldsn...

Explanation

This progress message shows the start of a new phase
in the collection process. It identifies the disk
management system CA-Disk (DMS), the data set, and
type of data set. It is also written to SYSTERM.

Severity
00

CKF0538 Collecting UNIX data ...

Explanation

This progress message shows the start of a new phase
in the collection process. It is also written to SYSTERM.

Severity
00

CKF0539 Unexpected JES2 PADTYPE xx for

logical_dd real_dd

Explanation:

This message indicates an unexpected content of a
JES2 allocation control block. This can result in JES
data set sensitivity types that are missing, incomplete,
or incorrect.



User response:

See the IBM Support Community for possible
maintenance associated with this message. If you
cannot find applicable maintenance, follow the
procedures described in “Contacting IBM Support” on
page 776 to report the problem.

Severity

08

CKF0540 Address space data not collected
for swapped ASID asid jobname

Explanation

This message is issued if the indicated address space
is swapped out and data from the address space
cannot be obtained. The information from this address
space is missing from the CKFREEZE data set. zSecure
reports created using this CKFREEZE data set might be
incomplete. This especially applies if the indicated
address space is running (sub)system-type tasks.

Severity

04

CKF0541 OPEN ERROR abend code for
DDNAME CKFDS001

Explanation

This diagnostic message is issued if a failure occurs
during an OPEN of the data sets obtained from the
STEPLIB of the MQ QMGR region. These data sets are
used for preloading required connection modules. The
program continues, but might fail later.

User response

Inspect the abend code for indications about the
cause of the error.

Severity

08

CKF0542 Could not connect to MQ QMGR
because not authorized to access:
QMGR-name

Explanation

The user running the CKFCOLL program does not have
sufficient authorizations to connect to the indicated
QMGR. This is usually controlled by profile QMGR-
name.BATCH in the MQCONN resource class.

User response

Ensure that the user running CKFCOLL has the
required authorizations.

Severity

08

CKF0543 Could not connect to MQ QMGR
because connection modules not
available: QMGR-name

Explanation

During setup of the connection to the MQ QMGR,
several modules are dynamically loaded from STEPLIB
or linklist. The required modules could not be located.
The program continues with the next MQ region.

Severity

08

CKF0544 Could not connect to MQ QMGR
because QMGR not available for
connection: QMGR-name

Explanation

During setup of the connection to the MQ QMGR, MQ
reported that the QMGR is not available. This is
probably due to a failure to complete initialization of
the QMGR, for example, because it is waiting for the
Db2 subsystem for its queue-sharing group. The
program continues with the next MQ region.

Severity

08

CKF0545 Could not connect to MQ QMGR
QMGR-name, RC=retcode-reascode

Explanation

The CKFCOLL program could not connect to the
indicated QMGR. The program continues with the next
MQ region.

User response

Check the hexadecimal reason code for additional
information. Reason codes can be found in IBM MQ for
z/0S: Messages and Codes.

Severity
08
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CKF0546 Error preloading module-name for

MQ QMGR QMGR-name

Explanation

During setup of the connection to the MQ QMGR,
several modules are dynamically loaded from STEPLIB
or linklist. The CKFCOLL program attempts to preload
these modules from the STEPLIB of the MQ QMGR
region. Preloading failed for the indicated module. The
program continues, but might fail later if the module
cannot be located using some other means.

Severity

08

CKF0547 MQ QMGR QMGR-name does not
have steplibs. No modules
preloaded.

Explanation

During setup of the connection to the MQ QMGR,
several modules are dynamically loaded from STEPLIB
or linklist. The CKFCOLL program attempts to preload
these modules from the STEPLIB of the MQ QMGR
region. Because the indicated QMGR region does not
have a STEPLIB DD-statement, preloading is not
attempted. The program continues, but might fail later
if the connection modules cannot be located later.

Severity
00
CKF0548 CKFWMQ will use the following
steplibs for MQ QMGR QMGR-name
Steplib data sets used:
DSN=QMGR-steplib-datasetname
Explanation

This diagnostic message is issued either because
DEBUG was requested, or because the preloading of
required modules failed.

Severity

00

CKF0549 MQ QMGR steplib allocation error.
QOMGR-name

Explanation

An error occurred during allocation of the data sets
currently allocated to the STEPLIB ddname of the
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indicated QMGR. Inspect accompanying messages to
analyze the cause of the failure.

Severity

08

CKF0550 The MQ information is requested
for QMGR QMGR-name

Explanation

This diagnostic message is issued because DEBUG
was requested. It indicates progress in collecting MQ-
related information.

Severity

00

CKF0551 MQ action QMGR QMGR-name
error-information

Explanation

This diagnostic message is issued if a step fails in the
process to obtain information from the MQ QMGR
region. The error information can contain a description
of the error or the hexadecimal return and reason
codes: RC=retcode-reascode.

You can find API completion and reason codes in IBM
MQ Troubleshooting and support.

Severity

08

CKF0552 Cannot access address space
jobname ASID asid - ALESERV
rc=retcode

Explanation

The CKFCOLL program was not able to access the job's
private region. This can occur if the MQ=YES option is
requested. Return codes for the ALESERV ADD macro
are documented in z/0S MVS Programming Authorized
Assembler Services Reference, Vol. 1 in the z/0OS
information center.

Severity
04

CKFO0553 POINT RPL type dev volume
datacomponent rc=nn

reason=nnnn



Explanation

This messages indicates an unexpected return code
and reason code (in decimal) from the VSAM POINT
macro.

Severity

08

CKF0554 IFAQUERY return area too small.
Omitted SMF Flood policy records.

Explanation

A second call was issued to pass the required length
needed to store the SMF flood policy data, but the
space is not sufficient to store the data. See the IBM
Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

08

CKFO0555 Unexpected return code from
IFAQUERY. SMF flood policy
information will be missing.
rc=hhhhhhhhhhh hex
rsn=hhhhhhhhhhh hex

Explanation

The SMF flood policy data could not be returned
because the available space is too small. See the IBM

Severity

04

CKFO0557 Cannot access address space
jobname ASID asid - ALESERVE
rc=rc

Explanation

zCollect was not able to access the job's private
region. This can occur if the CICS=YES zCollect option
is requested. Return codes for the ALESERV ADD
macro are documented in z/0S MVS Programming
Authorized Assembler Services Reference, Vol. 1 in the
z/0S information center.

Severity

00

CKF0558 abend during MQ data collection
ASID asid jobname

Explanation

This message indicates that an unexpected condition
occurred while trying to collect information from the
indicated MQ address space.

User response

Check whether the jobname is of a supported MQ
subsystem and release. If it is, see the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
maintenance, follow the procedures described in
“Contacting IBM Support” on page 776 to report the

Support Community for possible maintenance
associated with this message. If you cannot find
applicable maintenance, follow the procedures
described in “Contacting IBM Support” on page 776 to
report the problem.

Severity

12

CKF0556 Unsupported MQ release release
for ASID asid jobname. Assume
SYSP length = 256

Explanation

The release of MQ is not recognized. The length of the
SYSP control block generated by this release of MQ is
unknown. A length of 256 bytes is assumed. If this

value is incorrect, additional message CKFO559I might

be issued.

problem.

Severity

08

CKF0559 abend during MQ data collection
jobname

Explanation

This message indicates that an unexpected condition
occurred while trying to collect information from the
indicated MQ address space.

User response

Check whether the jobname is of a supported MQ
subsystem and release. If it is, see the IBM Support
Community for possible maintenance associated with
this message. If you cannot find applicable
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