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c. ÷W�∩�@�HWú�AMß÷@U�≥C

d. ∩�p≤�¼≤s����n]wAOzLqll≤AbuWⁿw�Ω�¿

ñA�O@� RSS � Atom ΩT��C

e. ∩�zQn�¼�í�σ≤≤s����¼ApA�÷ú�Uⁿ�Q�s�

���sΩTC

f. ÷@UúμC

�G

bz�∩ RSS ΩT�����q��n]wºeAz�¼��nD≤s���q�C

ziH	
�n�∩�n]w]pApGz�ε��@�ú�A	}l��t@�

ú��C

�÷ΩT

IBM nΘΣ�ñ� RSS ΩT��

q\�q�Σ��e≤s��

IBM �NΣ���q�

IBM �NΣ���q�º[

�DP�

�DP�DDí�i���O�D	ú
�MΦ���M�D����mBE�BJ

�ΣLΩTC

��ΩT�m

����m�ú
 IBM Security Key Lifecycle Manager ���ΩTG

IBM Security Key Lifecycle Manager f�Θx

f
Θx]tjí
��TºC b SKLMConfig.properties �ñA�m��WO

]w≤ Audit.handler.file.name �eñC

p�Θx���m��÷ΩTA��\ � 11	�yΘx�W�P�mz DDC

IBM Security Key Lifecycle Manager ñ°i���

IBM Security Key Lifecycle Manager �°i��≈P�Ω�ñ�����TºC o�

��Tºq�����g¼X (FSC)A	Bxsb IBM Security Key Lifecycle Man-

ager f
ΘxñC

ϕ 1. IBM Security Key Lifecycle Manager °i���

��X í� �@

EE02 [K¬�Tºó�A

DriverErrorNotifyParameterErrorA¼����

ASC & ASCQC ASC & ASCQ P≈���/≈

�α½��≈��o@�ú�C

�a≈nDFúⁿΣ���@C

EE0F [K�Φ��A�í��ADw����A�

í{í]p��C
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ϕ 1. IBM Security Key Lifecycle Manager °i��� (�≥)

��X í� �@

EE23 [K¬�Tºó�G�í��ADw���

�C


≤@δ��A�LkσRq��≈� Proxy

°A�¼��TºC

EE25 [Ktm�DAo�FP��≈ϕμ�÷��

�C

pGnτ� IBM Security Key Lifecycle Man-

ager ��≈ϕμ��eA��� IBM Security

Key Lifecycle Manager �������W�≈

��ze�A��⌡μ tklmDeviceList() ⁿO
�τ���≈O
w�TtmC pAτ��

�≈��BOW���O
�TC

EE29 [K¬�Tºó�G��L� q�a≈� Proxy °A�¼��TºP��ú

�C

EE2B [K¬�Tºó�A�í��ADSK ñS��

�A��Lkτ� DSK ñ���C

EE2C [K¬�Tºó�A

QueryDSKParameterErrorAσR���m�

QueryDSKMessage �o���C Dw�� dsk

p��Dw����tⁿC

�a≈nDFúⁿΣ��\αC

EE2D [K¬�Tºó�ATº�¼L� IBM Security Key Lifecycle Manager °A�¼

�ó�TºA�¼�ú�p≤Bz�TºC

EE2E [K¬�Tºó�A�í��A���¼L� q�a≈� Proxy °A�¼��Tºút��

���¼C

EE31 [Ktm�DAo�FP≈�xsw�÷��

�C

�dz�b�����≈���A��tm�

w]��≈���C iH�� tklmKeyList()
ⁿO�CXi
 IBM Security Key Lifecycle

Manager �����C pG�Dz�b���

�w]�Ahb IBM Security Key Lifecycle

Manager °A�W⌡μ tklmDeviceList() ⁿ
OAHτ���≈O
w�Ttm]pA�

�≈����÷p�OW /≈���O
�

T�C

pG��≈úπ��÷p�OW�≈���A

�b IBM Security Key Lifecycle Manager Ω�

wñ�d�ms�� drive.default.alias1 �

d r i v e . d e f a u l t . a l i a s 2 ϕμ���C��

t k l m D e v i c e G r o u p A t t r i b u t e L i s t �
tklmDeviceGroupAttributeUpdate ⁿO��°
M�≤ϕμ�C

�G∩≤ DS5000 xsΘ°A�Aϕ≈�s�	

�≈�Bw�� stopRoundRobinKeyGrps �e

�AIBM Security Key Lifecycle Manager ��

a����X EE31C LTO �ms�]�o�

���C

��≤úO≈�xsw��C Yn≤��DA

�N≤h≈�sW�f
�≤ñ�Oⁿ�≈�

s�C
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ϕ 1. IBM Security Key Lifecycle Manager °i��� (�≥)

��X í� �@

EE32 IBM Security Key Lifecycle Manager Lkb

LTO �m�¬�nD≈�WΣ��nD�≈

�C

��� LTO �ze�� tklmKeyList() ⁿO�
τ�O
sb�nD�≈�C

EE34 tm�t�w]�A�ⁿú��mw]��≈

�s�wS�i�≈�C pGX{UCípA

h]�o����G

v �mnD@�ΣLv�¼�≈�C

v �nD�≈�wⁿú�úP��ms�C 

pALTO �mq≈�s�nD@�wⁿú�

���wq LTO �ms��� DS5000 �m

tC�≈�C

IBM Security Key Lifecycle Manager wtm¿

ú½���≈�s�ñ�≈�A²Σñ@�≈

�s�wS�i�≈�C �� LTO �ze�

�sW≤h≈���s�C

EE35 pGb��≈����ßS�iμ�≈Ahi

α�o����C ��\÷≤

backup.keycert.before.serving �e���DDC

�≈s�≈����C

EEE1 [K�Φ��A�í��ADw����G

EK/EEDK X�Pl	���≡C

EF01 [Ktm�DA�tm��≈C ��P IBM Security Key Lifecycle Manager °

A�qT��a≈úb�a≈ϕμñC �⌡μ

tklmDeviceList() ⁿOH�d�a≈O
bMμ
ñC pGúbMμñA�N tklmDeviceAdd()
ⁿOP�T��a≈ΩT@���HΓ�tm

�a≈A����

tklmDeviceGroupAttributeUpdate ⁿON
device.AutoPendingAutoDiscovery ��]�Aϕ

��C

REST A�ñ@δ��Ω����X�Tº

ϕzs� IBM Security Key Lifecycle Manager °A�\α�AIBM Security Key

Lifecycle Manager REST A�iα�����TºC

UϕCXFzb�� IBM Security Key Lifecycle Manager REST A��iα�J��

��Ω�G

��Ω� HTTP
¼A

X

IBM Security Key
Lifecycle Manager ��

{íX

IBM Security Key
Lifecycle Manager ��

{íTº

bA�nDñⁿwFL��n

D��C

400 CTGKM0630E CTGKM0630E Validation

error: \″Invalid name

\″ for parameter

\″userId\″

b���nJ°A�ßA�v

�Y�ⁿw�ΣL REST A

�C

400 CTGKM6002E CTGKM6002E Bad Request:

Invalid user

authentication ID or

invalid request format.
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��Ω� HTTP
¼A

X

IBM Security Key
Lifecycle Manager ��

{íX

IBM Security Key
Lifecycle Manager ��

{íTº

ⁿwFú�T����W��

KXC

401 CTGKM6003E CTGKM6003E

Authentication Failure:

Incorrect userid or

password.

b���nJ°A�ßA≤�

v�Yñⁿw�ΣL REST

A���O ID L�C

401 CTGKM6004E CTGKM6004E User is not

authenticated or has

already logged out

�≤ REST A�� HTTP @

�ú�T�úⁿΣ�C 

pAw�� POST @��N

GET @�C

405 NA NA

H REST A�nD�eF�

� HTTP nD�σC

500 NA Error 500: javax.servl
et.ServletException:
java.
io.IOException: Expect
ing ’{’ on line 1,
column 0 instead,
obtained token:
’Token: EOF’

w���αΘx�

pGw���αJ�Dw����¼pA���Θx��Pw�D��]C

I�ΩT

w�{í�bw��í����l{íB	≤�lt�C 
≤l{íó�Ao�\h�

�¼pC

w�l{íB�≤�t�

ziαbΘx�ñ��UCW��YgG

v DB2®

v IBM Installation Manager (IM)

w�Ñq

�o����¼p�zi��Θx��M≤o����ÑqG

1. ]AuyÑ∩	ve�Bu��ve��u�vX	ve����C

2. DB2 w�A]A¼���w� DB2 ºΩT�e�C ΘJΩTºßAw�{í�w

� DB2C

3. ñ�nΘw�A]A¼���w� WebSphere® Application Server ñ�nΘºΩT

�e�CΘJΩTºßAw�{í�w�ñ�nΘC

b�Ñq�íw� IBM Security Key Lifecycle ManagerC

��°i�iαb DB2 Ñq�ñ�nΘw�Ñqºß�Yo�C

10 IBM Security Key Lifecycle Manager 2.6 ���°���Σ�



½nΘx�

w���Θxú
½nΩTC

db2_install.log
DB2 w�Θx�C

db_config.log
]t IBM Security Key Lifecycle Manager Ω�w���ϕμ����÷ΩTC

*.out � *.err
pG .err ��jpNϕ�@�¿\Ahª��s��	�C ��djpj≤
s����C

�GΘx���m�M≤w��ÑqCp��÷ΩTA��\�÷Θx���m�U

CDDC

n�²���Θx�

��p�iHú
�÷�²��
�Θx��NúC iαo����Γ�Dnu@��

n�≤ DB2 ÑqºßAH��n�≤ñ�nΘÑqºßC ����MμA�Pwq≤

B}lC

b DB2 w�Ñq�í��nºß

1. pG��o��¼≈¡Ah�@i��Θx�iαO db2_install.logC

2. pG��b�Ñq�y
�o�Ah sklmV25properties �²iα]tí
 DB2

tm��GA���Ñq�í⌡μºΣLl{í��GC

3. ��Θx���miH	
��Ob DB2 Ñq�ío��Ob DB2 Ñq��o�

���úPC

b DB2 Ñq��AΘx�q sklmV25properties �²�s� <IM logs>\

sklmLogs �²Cp�����mA��\ϕ 2C

bñ	nΘw�Ñq�í��nºß

���d����@�Θx�O db_config.logC

Θx�W�P�m

w�ºßAjí
��Θx�≤ WAS_HOME\logs �²ñC

p�w��íz������j	��A��\ ϕ 2C

pGo��αAh <IM App Data Dir>\logs\sklmLogs\migration.log �²ñ]���C

ϕ 2. w�Θx���m

Θx� í� �m

db2_install.log DB2 w�ΘxC bw�¡�A����≤oG

Windows t�G<IM App Data

Dir>\logs\sklmLogs

AIX � Linux t�G/<IM App Data

Dir>/logs/sklmLogs
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ϕ 2. w�Θx���m (�≥)

Θx� í� �m

db_config.log ]tΩ�w���ϕμ

����÷ΩTC
Windows t�G<IM App Data

Dir>\logs\sklmLogs

AIX � Linux t�G<IM App Data

Dir>/logs/sklmLogs

U *.xml � *.log �� I B M S e c u r i t y K e y

Lifecycle Manager w�

Θx�C

Windows t�G<IM App Data

Dir>\logs

AIX � Linux t�G<IM App Data

Dir>/logs

U *.out � *.err �� w��íú��

STDOUT � STDERR

��

WAS_HOME\logs

migration.log �α�≤C <IM App Data Dir>\logs\sklmLogs\

migration.log

results.txt ]t Prerequisite Scan-

ner ��GC

%temp%/sklmPRS/results.txt

�αΘx�W���m

b�αBz{��íA�α{íbIsΣL{í�uπ����Θx�C

pG�αó�A�b <IM App Data Dir>\logs\sklmLogs\migration.log �²ñ�d�

αΘx�C

�d��Θx�

z���\Θx�AH�d��Θx�C

{�

1. �\Θx�MμC }l�Θx��M≤@�t��w�ÑqC � 11	�yn�²

���Θx�z ñ�MμiHú
�lIC ziH²�d��Θx�AMßAMΣ

]t��Tº�Θx�C

2. ⌡�π�Θx���²A	��σrsΦ�}�ªC b Windows t�WA��i

HBz UNIX �í½μr	�σrsΦ�Ap Microsoft WordPadC

3. �s�Θx���≤����CqΘx�ñ��ß@���}lA�dC@��

�C O²�A��{íAH�����íWO]pG��	�C

�\�	��ºßAd�ªe����C Pe@���@��\���C yΓ�

�mñúú����Ap�W���¼pC

½�²e�BJAbΘx�ñVW��C iα�����π�P��¼p�÷�Ω

TC pG�Θx�ñ�ΩTú¼A�bt@�Θx�ñMΣ≤hΩTC

pGS�����÷TºA�⌡�t@�Θx�C

12 IBM Security Key Lifecycle Manager 2.6 ���°���Σ�



ΣLn¼��ΩT

z��⌡μ���@AiHú
≤hΩT�τ�w�C

v �dz�i����íC p��p�í�DA��\
�ít��wΘ�DC

v d�O
�� DB2 ΩC pGw��Ao�τ� DB2 w�C

Ynτ�O
w�� DB2 ΩA�H IBM Security Key Lifecycle Manager DB2 Ω

���¡
nJA�²� DB_INSTANCE_HOME �²AMß⌡μG

db2ilist

Y�π�wtm�ΩMμC IBM Security Key Lifecycle Manager �ΩW�]

p sklmdb2�q��≤MμñC

v zL��Ω������ IDA����ε IBM Security Key Lifecycle Manager Ω

�w°A�C o�τ�Ω�w��C

Yn����εΩ�wA�H IBM Security Key Lifecycle Manager DB2 Ω��

�¡
nJA�²� DB_INSTANCE_HOME �²AMßbΩ�wW⌡μ db2start �
db2stop ⁿOC

v π� DB2 Ω�wñ�ϕμMμCo�τ�u�AΩ�yÑvBz{�C

Ynπ�ϕμMμA�H IBM Security Key Lifecycle Manager DB2 Ω���¡


nJA�²� DB_INSTANCE_HOME �²AMß⌡μUCⁿOG

db2 connect to sklm_database user sklm_instance_owner_userid \
using sklm_instance_owner_passwd

db2 list tables

db2 describe table table_name

v Pw WebSphere Application Server � Java Bz{�O
b⌡μñC⌡μñ{��

τ� WebSphere Application Server w�C

YnPw Java {�O
b⌡μñA��ε	½s��°A�AΦkO�²�

WAS_HOME/bin �²AMß⌡μUCⁿOG

stopServer.sh server1
startServer.sh server1

pGw��swA�NUC��sW�ⁿOAH�ε�½s��z�°A�G

-username was_admin_id -password was_admin_passwd

b Windows t�WAz]iH}� WindowssuA�vD�xA	τ� KLMProfile

�A�O
w��C

v �� IBM Security Key Lifecycle Manager ��{íAHτ� IBM Security Key

Lifecycle Manager w��πΘw�C

Yn�� IBM Security Key Lifecycle Manager ��{íA��� WebSphere Appli-

cation ServerAMßMΣ IBM Security Key Lifecycle Manager @�C

ú�w��D��μ�MΦk

���p�ñ�ΩTA∩ziαb IBM Security Key Lifecycle Manager w�B�úw

���αBz{��íJ���Diμ�°��C
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pG≈�xsw]t���π���≥Ω�u
}≈�tΓk�≈�Ah�αó

�C

pG Encryption Key Manager ≈�xsw�t���≈�π�u≥Ω�u (EC)v�}

≈�tΓkAhLkq Encryption Key Manager �α� IBM Security Key Lifecycle Man-

agerC

Yn�M��DA�Rúπ� EC tΓk�≈�AMß⌡μ IBM Security Key Lifecycle

Manager �ú
��α ScriptC±ΦíApGnN≈�q Encryption Key Manager JCEKS

≈�xswñRúA�b@μWΣJC

JAVA_INSTALL_DIR/bin/keytool -keystore keystore_path_and_filename
-storetype jceks -delete -alias EC_keyname

���íú¼�t�Ww�ó�

b���íú¼�qúW IBM Security Key Lifecycle Manager w�ó�A�B]S�

�úw�{�������C

�	
�Dbt�Wú
¼≈�i����íAHe\�Q�¿ú�w�C ��Γ��

úó�w�������C

LkRúw�α�ⁿ�

zLk����������RúzzLⁿOμ��Q� tklmCertDefaultRolloverAdd
� tklmKeyGroupDefaultRolloverAdd ⁿO�sW�w�αⁿ�C

���ⁿOμ���RúzQ�ⁿOμ������w�αⁿ�C

�π��T�⌠�HΣ
 Encryption Key Manager ��

b
�ít�W��α�íAϕz÷@Us²HMΣ Encryption Key Manager �e�

�A�iaaΣ��T�⌠����C

z]Lkiaa∩�Ω�¿	÷ Enter ΣC

Γ�ΘJ Encryption Key Manager �e��⌠�C

Lk� DB2 �	ⁿw��z��� ID
b
�ít�Ww� IBM Security Key Lifecycle Manager �íApGbΘJ DB2 �

l�²���
ñ��uAhiα�����TºAⁿXLk���ⁿw��z��

� IDC

���TºⁿXz��TOKX�Xt��DA	B�l�²π�¼≈����íC

bⁿw DB2 �l�²�ATO��uO�@�r	C pAΘJG

/mydb2home

pGz�� ExceedAhw�{í���Lk��

pGzL��t�W� Exceed �w� IBM Security Key Lifecycle ManagerA�Nπ

�q Linux t�	X���t�Ahúα
��vX	CpG
��vX	Ahw�{

íNL��C

��ⁿ�vX	A��∩� Cygwin X Server �uΩ
⌠⌠su (VNC)vC

14 IBM Security Key Lifecycle Manager 2.6 ���°���Σ�



�m���π�ú�T

N�mq Encryption Key Manager 2.1 ��α���� IBM Security Key Lifecycle Man-

ager � 2 ��A�m���X{b�����������ms��MμñC

pA��α LTO �a≈����π�b LTO �a≈MμñA]�π�b 3592 �

a≈MμñC

�����≤�m�@�ºeA�TO�m�¼O�T�C

�αiα��PSw�¼���≈π�� UNKNOWN ��

�αiα��PSw�¼���≈b IBM Security Key Lifecycle Manager �����

��ñπ�� UNKNOWN ��C

q Encryption Key Manager iμ�α	ú��R����≈��ms�C oO@�¡

εC

Uϕñ�π�{μ�α�GG

ϕ 3. q Encryption Key Manager iμ�αß��ms�ⁿú

��≈�Φ wⁿú��ms�

wqFOW���≈ 3592 �a≈

ϕ� 3592 �a≈��Wμ���≈ 3592 �a≈

wqF symAlias ���≈ LTO �a≈

ΣLJ�wqOW� symAlias ]úϕ� 3592

�a≈��Wμ���≈

UNKNOWN

b�¼ú����≈V IBM Security Key

Lifecycle Manager úXnDßA��≈�¼i

α��≤¿w��ms�C ��AiHzL

IBM Security Key Lifecycle Manager ����

�����∩�ms�C

t�yÑ⌠�]�D�σyÑ�A�αó�

t�yÑ⌠�]�D�σyÑ�Aq Encryption Key Manager �α� IBM Security Key

Lifecycle Manager �ó�C

Encryption Key Manager 	≤
Σ��σyÑ⌠�C oO@�¡εC

b]w�σyÑ⌠�ß⌡μ�αC

�úw� WebSphere Application Server � DB2 iα�P�D

pG�úw� WebSphere Application Server � DB2Ah IBM Security Key Lifecycle

Manager �B@iαú�Xw�C

�μ�MΦkG�úw� IBM Security Key Lifecycle Manager 	½sw���	≤C
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ϕzb AIX @�t�Ww� IBM Security Key Lifecycle Manager �o�

��

ϕzb AIX @�t�Ww� IBM Security Key Lifecycle Manager �Aiα����

�TºC

Could not load SWT library. Reasons:
/tmp/sw/disk1/im/configuration/org.eclipse.osgi/bundles/631/1/.cp/

libswt-pi-gtk-4234.a (No such file or directory)
swt-pi-gtk (Not found in java.library.path)
/.swt/lib/aix/ppc/libswt-pi-gtk-4234.a (No such file or directory)
/.swt/lib/aix/ppc/libswt-pi-gtk.a (No such file or directory)

java.lang.UnsatisfiedLinkError: Could not load SWT library. Reasons:
/tmp/sw/disk1/im/configuration/org.eclipse.osgi/bundles/631/1/.cp/

libswt-pi-gtk-4234.a (No such file or directory)
swt-pi-gtk (Not found in java.library.path)
/.swt/lib/aix/ppc/libswt-pi-gtk-4234.a (No such file or directory)
/.swt/lib/aix/ppc/libswt-pi-gtk.a (No such file or directory)

java.lang.UnsatisfiedLinkError: Could not load SWT library. Reasons:
/tmp/sw/disk1/im/configuration/org.eclipse.osgi/bundles/631/1/.cp/

libswt-pi-gtk-4234.a (No such file or directory)
swt-pi-gtk (Not found in java.library.path)
/.swt/lib/aix/ppc/libswt-pi-gtk-4234.a (No such file or directory)
/.swt/lib/aix/ppc/libswt-pi-gtk.a (No such file or directory)

at org.eclipse.swt.internal.Library.loadLibrary(Library.java:331)
at org.eclipse.swt.internal.Library.loadLibrary(Library.java:240)
at org.eclipse.swt.internal.gtk.OS.<clinit>(OS.java:22)
at java.lang.J9VMInternals.initializeImpl(Native Method)
...

The displayed failed to initialize. See the log /tmp/sw/disk1/im/
configuration/1374569112557.log for details.

Yn����DA��\�μ�MΦkΩTA⌠}�Ghttp://www-01.ibm.com/support/

docview.wss?uid=swg21631478

ϕzb Linux @�t�Ww� IBM Security Key Lifecycle Manager �o

���

ϕzb Red Hat Enterprise Linux @�t�Ww� IBM Security Key Lifecycle Man-

ager �Aiα�����TºC

[root@zahar-rhel64 IMinstallKit]# ./install
bash: ./install: /lib/ld-linux.so.2: bad ELF interpreter: No such file or
directory

[root@c01bmp02 IM]# ./install
JVMJ9VM011W Unable to load j9dmp24: libstdc++.so.5: cannot open shared
object file: No such file or directory
JVMJ9VM011W Unable to load j9jit24: libstdc++.so.5: cannot open shared
object file: No such file or directory
JVMJ9VM011W Unable to load j9gc24: libstdc++.so.5: cannot open shared
object file: No such file or directory
JVMJ9VM011W Unable to load j9vrb24: libstdc++.so.5: cannot open shared
object file: No such file or directory

Yn����DA��\�μ�MΦkΩTA⌠}�Ghttps://www-304.ibm.com/support/

docview.wss?uid=swg21459143
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ϕzb 64 �� Linux @�t�Ww� IBM Security Key Lifecycle
Manager �o���

ϕzb 64 �	 Red Hat Enterprise Linux @�t�Ww� IBM Security Key Lifecycle

Manager �Aiα�����TºC

InstallError
===========================================================================
eclipse.buildId=unknownjava.fullversion=JRE 1.6.0 IBM J9 2.4 Linux x86-32
jvmxi3260sr9-20110203_74623 (JIT enabled, AOT enabled)J9VM -
20110203_074623JIT - r9_20101028_17488ifx3GC - 20101027_AABootLoader
constants: OS=linux, ARCH=x86, WS=gtk, NL=enFramework arguments: -toolId
install -accessRights admin input @osgi.install.area/install.xmlCommand-
line arguments: -os linux -ws gtk -arch x86 -toolId install -accessRights
admin input @osgi.install.area/install.xml!ENTRY com.ibm.cic.agent.ui 4 0
2013-07-09 14:11:47.692!MESSAGE Could not load SWT library.
Reasons:/home/tklm-v3/disk1/im/configuration/org.eclipse.osgi/bundles/207/1/
.cp/libswt-pi-gtk-4234.so (libgtk-x11-2.0.so.0: cannot open shared object
file: No such file or directory)
swt-pi-gtk (Not found in java.library.path)/root/.swt/lib/linux/x86/libswt-
pi-gtk-4234.so (libgtk-x11-2.0.so.0: cannot open shared object file: No
such file or directory)
/root/.swt/lib/linux/x86/libswt-pi-gtk.so (/root/.swt/lib/linux/x86/liblib
swt-pi-gtk.so.so:cannot open shared object file: No such file or directory)"

�μ�MΦkGYn����DA��\�μ�MΦkΩTA⌠}�Ghttps://www-

304.ibm.com/support/docview.wss?uid=swg21459143

64 �� Linux for System z W�Ln��w�ó�

b 64 �	 Linux for System z Wiμ IBM Security Key Lifecycle Manager Ln�

�w�ó�A	Bú���TºC

wrong ELF class: ELFCLASS64

Yn����DA��\�μ�MΦkΩTA⌠}�Ghttp://www-01.ibm.com/support/

docview.wss?uid=swg21645797

LkHD root ���¡w� IBM Security Key Lifecycle Manager
LkHD root ���¡
�≥iμ IBM Security Key Lifecycle Manager w�C

pGH root ���¡
nJ UNIX t�AhLkHD root ���¡
w� IBM Secu-

rity Key Lifecycle ManagerC

�½s��t�AHD root ���¡
nJA�� VNC °A�AMß�� IBM Secu-

rity Key Lifecycle Manager w�{íC

Ω���su���@�ó�

HD root ���¡
w� IBM Security Key Lifecycle Manager �AΩ���su�

��@�ó�C

w�ßAiα���UCTºC

SQL2044N An error occurred while accessing a message queue. Reason code:
"1"." in db2_config.log
SQL2043N Unable to start a child process or thread" in db2restore.log after
restore operation failed.

b Linux t�W�∩UC
���AMßA�@G
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sysctl -w kernel.msgmni=16384
sysctl -w kernel.sem="250 32000 100 1024"
echo "kernel.msgmni=16384" ))/etc/sysctl.conf
echo "kernel.sem=\"250 32000 100 1024\"" ))/etc/sysctl.conf

p���D����°��ΩTA��\ h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t /

docview.wss?uid=swg21365583C

D root w�� Prerequisite Scanner ó�

ϕzw� IBM Security Key Lifecycle Manager �A�≤D root ���w�� Prereq-

uisite Scanner ó�A	Bb %temp%/sklmPRS U� results.txt �ñú���TºC

KLM - IBM Security Key Lifecycle Manager [03000000]:
Property Result Found Expected
======== ====== ===== =========
user.isAdmin FAIL False True

��DOw�¡εC

@��¡ε��μ�MΦkAbUC�²ñ�� sklmInstall.properties �A	B]

w�e SKIP_PREREQ=true H⌡L Prerequisite ScannerG

Windows
%TEMP%

UNIX /tmp

pGt�π�h���AhLkw� IBM Security Key Lifecycle
Manager

pGt�π�h�
��AhLkw� IBM Security Key Lifecycle ManagerC

UCípUAw�ó�G

v z∩	b /opt �²H��
��Wiμw�C

v /opt �²W��í��C

w�{í�π�UC��TºG

One or more prerequisite failed to meet the requirement.

Yn����DA���UC⌠≤@��MΦ�G

v W[ /opt �²��íH�X�DC

v bUC�²ñA�� sklmInstall.properties �A	B]w�e SKIP_PREREQ=true
H⌡L Prerequisite ScannerG

Windows
%TEMP%

UNIX /tmp

“/opt” �²ñ���í��í��π�ú�T

w� IBM Security Key Lifecycle Manager �APrerequisite Scanner ��aπ� y/optz

�²ñ����íú¼AY�O y/z �²ñ����íú¼]@�C

�TO /opt �²ñú
F�����í (12 GB)C
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Lk�α����s�ⁿw�í�

b Tivoli Integrated Portal > ���Ms� > �zs�ñⁿw�í�ALkq��

]2.0 �� 2.0.1 ��IBM Security Key Lifecycle Manager �α� 2.5 �C M�Aw

�αs��¡C

ziHb WebSphere Integrated Solutions Console ñ�C@����s�sWí�C ÷

@U WebSphere Integrated Solutions Console > ���Ms� > �zs�H≤

s�ⁿwí�C

�≈���íWO�π�

N��]1.0 ��IBM Security Key Lifecycle Manager �α� 2.5 �ßAπ��≈�

�íWO���	�π�bw∩��	�WC

Yn�M��DA�⌡μ IBM Security Key Lifecycle Manager �≈@�C

Lkτ�≈�xswKX

b���íUN�� IBM Security Key Lifecycle Manager �α� 2.5 ��Aú�τ

����≈�xswKXC

��DOw�¡εC

pG UAC ]w]� Always notifyAhw�ó�

pG Windows �u���bß�ε (UAC)v]ww]�@�q�Ahw� IBM Secu-

rity Key Lifecycle Manager �ó�C

Yn����DA��\�μ�MΦkΩTA⌠}�Ghttp://www-01.ibm.com/support/

docview.wss?uid=swg21665207

Windows 2012 R2 @�t�W�w�ó�

b Windows 2012 R2 @�t�Ww� IBM Security Key Lifecycle Manager ó�A	

Bú���TºG

CTGKM9103E Unable to find the location of prerequisite scanner tool.

Yn����DA�⌡μUCBJG

1. �� Technote ñ�í�A≤s Windows UAC ]wGhttp://www-01.ibm.com/support/

docview.wss?uid=swg21665207

2. �� IBM Security Key Lifecycle Manager w����²C

3. �
½kΣ÷@U launchpad.exe �C

4. ÷@UHt��z�¡⌡μC

5. �≥⌡μ IBM Security Key Lifecycle Manager w�BJC

%temp%/sklmPRS/results.txt �ñ��iTº

b Windows @�t�WA%temp%/sklmPRS/results.txt �]t Prerequisite Scanner �

�iTºC
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WARNING: [KLM 03000000] The syntax for the following section title is
not valid: risc.cpu. The prerequisite property in the section title is not
supported. The section check is evaluated to FALSE. Prerequisite properties
in this section are not checked. Review the documentation for the valid
prerequisite properties and update the section title.

ziH�ñ�TºC π��Tº��]O Prerequisite Scanner b Windows WMΣ

risc.cpu �eC Windows W	úsb��eC

bLn���íUw���úw�{�ó���	¿N�⌠

bLn���íUApG��w���úw�{��ⁿO�ⁿw���Ahw���

úw�{��ó�A����¿N�⌠C

IBM Security Key Lifecycle Manager ú
Fw������úw����C pAΣ

JUCⁿO��P�úw�{�ó�A����¿N�⌠C

./uninstall -i silent

z��bw���úw�í�ñⁿw���C pAΘJG

./imcl -input full_path_to_response_file -silent

b Encryption Key Manager �α� IBM Security Key Lifecycle
Manager 2.6 ��íAVs��≈�s�sW≈�

b IBM Security Key Lifecycle Manager 2.6 �w��íAϕz�α Encryption Key Man-

ager �Aú�≤ Encryption Key Manager ñ⌠≤≈�s��í
≈��sW�s��

≈�s� DefaultMigrateGroupC

o��DOw�¡εAú�vTBz�m�≈�C

pG��@�ó�hLk��÷¼���I

b IBM Security Key Lifecycle Manager 2.5 �WM� Fix Pack 5 ó�AYX Java �

���⌠X 1C

ϕ��@�� IBM Security Key Lifecycle Manager 2.5 Fix Pack 5 ó��ALk��

Mú���IC
≤sbo��DAϕz½�w�{���YX Java ��CYn�M

o��DA�½s��t��W[���I�C½s��t�ºßA�TO DB2 w�

�AMß½���{�C

HLn���íw� IBM Security Key Lifecycle Manager �π�Dw��

Tº

b Windows @�t�WAϕzHLn���íw� IBM Security Key Lifecycle Man-

ager �Aiα�π�Dw���iTºC

InstallRegistry.xml file not found at location :
C:\ProgramData\IBM\Installation Manager\installRegistry.xml

ziH�ño�TºA	�≥w�@�C

IBM Security Key Lifecycle Manager °A�¡εB�D��μ�MΦk

bíp��� IBM Security Key Lifecycle Manager�íAziαJ�Y��D�¡εC

��í� IBM Security Key Lifecycle Manager °A��DB�μ�MΦk�¡εC
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≈�s��≈��	�����X EE31
∩≤ DS5000 xsΘ°A�Aϕ≈�s�	�≈�Bw�� stopRoundRobinKeyGrps �
e�AIBM Security Key Lifecycle Manager ��a����X EE31C LTO �ms�

]�o����C

�Gu�b StopRoundRobinKeyGrps �e]� true ��o�C

��≤úO≈�xsw��C Yn≤��DA�N≤h≈�sW�f
�≤ñ�Oⁿ�

≈�s�C

IBM Security Key Lifecycle Manager @�ßOjq�í

pGb IBM Security Key Lifecycle Manager ≈�xswñsW�≤sjq≈�]pA

WL 50,000 �≈��Ah IBM Security Key Lifecycle Manager @��n�ϕ°��

í�α�¿C

w�a⌡μΩ�w@C pAsW�≤sjq≈��A�⌡μUCBJG

1. ⌡μ IBM Security Key Lifecycle Manager �≈@�C

2. �� stopServer ⁿO��ε IBM Security Key Lifecycle Manager °A�C

��Ab Windows t�WA�� Windows �uqú�zv��ε IBM Security Key

Lifecycle Manager °A�G

a. }�u�εxvAMß÷@Ut��zuπ > qú�z > A�C

b. �ε IBM Security Key Lifecycle Manager °A�A�AΣW��ⁿ≤

IBMWAS85Service - SKLMServerC

3. q DB2 ⁿO°íñA⌡μUC DB2 ⁿOAC�ⁿOU�@μC

db2 reorg indexes all for table kmt_device_type allow no access
db2 runstats on table sklmdb2.kmt_device_type and indexes all
db2 reorg indexes all for table sklmdb2.kmt_certstr_rn allow no access
db2 runstats on table sklmdb2.kmt_certstr_rn and indexes all
db2 reorg indexes all for table sklmdb2.kmt_keystr_rn allow no access
db2 runstats on table sklmdb2.kmt_keystr_rn and indexes all
db2 reorg indexes all for table sklmdb2.kmt_group allow no access
db2 runstats on table sklmdb2.kmt_group and indexes all
db2 reorg indexes all for table sklmdb2.kmt_devaudit allow no access
db2 runstats on table sklmdb2.kmt_devaudit and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_appinfo allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_appinfo and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_cryptoparams allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_cryptoparams and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_custom allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_custom and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_digest allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_digest and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_link allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_link and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_global_names allow no access
db2 runstats on table sklmdb2.kmt_kmip_global_names and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_name allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_name and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_objectgroup allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_objectgroup and indexes all

4. �� startServer ⁿO��� IBM Security Key Lifecycle Manager °A�C

��Ab Windows t�WA�� Windows �uqú�zv��� IBM Security Key

Lifecycle Manager °A�G
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a. }�u�εxvAMß÷@Ut��zuπ > qú�z > A�C

b. �� IBM Security Key Lifecycle Manager °A�A�AΣW��ⁿ≤ IBM

WebSphere Application Server V8.5 - SKLM26ServerC

5. A@⌡μ IBM Security Key Lifecycle Manager �≈@�C

≈�s��	iαO�

bπ�jq≈��t�WA	p��≈�s�º��@�iα�O�C

N /opt/IBM/WebSphere/AppServer/profiles/KLMProfile/properties/

soap.client.props ñ com.ibm.SOAP.requestTimeout ���≤��j��C pA

N�]� 3600 	½s�� WebSphere Application ServerC

nJó�A�Bú���Tº

b IBM Security Key Lifecycle Manager Ñq@�O�ßA�@��nJó�A	B

ú���TºC

pG

Your session has become invalid. This is due to a session timeout,
an administrator has logged you out, or another user has invalidated
your session by logging on with the same User ID.

��ñTº	½snJC

KMIP �ß�Σú
�m

pG� LTO �mtCñ�� KMIP �s�m��@� 10 r	��Ah IBM Secu-

rity Key Lifecycle Manager ���e�sAN��°�±�� 12 �r	CyßAKMIP

�ß��Σú���mC

��� KMIP �s�m��@� 12 r	��C ����°��≤ 12 �r	���C

F
h	 KMIP ���W¡	o��D

pGF�W¡�o��DAhiα�n�≤h� KMIP ��ñiH������W¡C

�� tklmConfigUpdateEntry ⁿO��≤ SKLMConfig.properties �ñ�

mv.attribute.max.values �eCu�b
≤F�h����W¡�o��D�A�≤

s��eC

mv.attribute.max.values=maxvaluesinteger
Mwh� KMIP ��ñiH������W¡C

�n��

O

w]	

w]�� 32C

d� mv.attribute.max.values=40

ziα�n�≤Y� KMIP �q���	

iα�n�≤ KMIP �q��ñiH������W¡C
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�� tklmConfigUpdateEntry ⁿO��≤ SKLMConfig.properties �ñ

custom.attribute.max.values �e��C

custom.attribute.max.values=maxvaluesinteger
Mw KMIP �q��ñiH������W¡C

�n��

O

w]	

w]�� 32C

d� custom.attribute.max.values=40

IBM Security Key Lifecycle Manager °A�Lk�l]w

o�Pμ÷Θx�÷� WebSphere Application Server ���DC �D°iO°A�L

kqΘx��μ÷C IBM Security Key Lifecycle Manager °A�HßLk�l]wC

ϕ WebSphere Application Server ���A°A������wgJΘx�ó�μ÷A

²��ó�C N WebSphere Application Server Θxq WAS_HOME/profiles/KLMProfile/

tranlog/SKLMCell/SKLMNode/server1/transaction/ �²ñ�úCMßA½s��

WebSphere Application ServerC

Θ�μ��μí

bΘ�μ��uΘ�μí dd/MM/yyyy �	�WAd��iαO 20/04/2009CM�A

pGN���≤�	p 20/04/09 º���Ah�X{≤hí�C pGúμ��Ah�
��≤� 20/04/0009A�úO 2009C

iH�Qaúμ��AΦíOΣJ�≈w�μí� yyyy ��C pAΣJ 2010C

Lk�ú WebSphere Application Server �²ñ�í��

�°iμñ� IBM Security Key Lifecycle Manager w�ßAMz\αiαú��ú

WebSphere Application Server �²ñ�í
��C

pG�°iμñ� IBM Security Key Lifecycle Manager w�A�TOΓ�Rú

WAS_HOME �²C

LkN���≈�s�P�m�÷p

pGP� (*) Oh����≈�s�W�ñ��ß@�]���r	Ah IBM Secu-

rity Key Lifecycle Manager Lk�����≈�s�P�m�÷p�C �mW�iα

HP���A��HΣLr	��C

Yn�Qa�����≈�s�P�m�÷p�A������P��RW���≈

�s�C

íⁿOCLú�T�yk»zí

b¼��íUAí
ⁿO�Nú�T�yk»zíCL�D�xC o�»zí
ñF�

�X��Γ�ΦA�C

ⁿOyk�¼�íD�xπ���aⁿwF��w�r	C
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pAπ��TⁿOyk� tklmDeviceAdd ⁿOΘJiαOG

AdminTask.tklmDeviceAdd
(’[-type 3592 -serialNumber 123456789012
-attributes "{worldwideName ww_name} {aliasOne cert1} "]’)

M�A¼��íπ�UC�GG

1. b¼��íU⌡μ tklmDeviceAdd ⁿOC

wsadmin>AdminTask.tklmDeviceAdd(’-interactive’)

2. ú��»zí≥	F��X���TΦA�C

WASX7278I: Generated command line: AdminTask.tklmDeviceUpdate(’[-uuid
DEVICE-8f8f2acf-4bb4-4150-8672-8f809382bef5 -attributes [ [symAlias sym]
[description desc] ]]’)
’CTGKM0001I: Command succeeded.’

π��TⁿOyk� tklmDeviceUpdate ⁿOΘJiαOG

AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-3c2617ec-0f65-445d-9323-a909512fa973
-attributes "{description old_desc}"]’)

M�A¼��íπ�UC�GG

1. b¼��íU⌡μ tklmDeviceUpdate ⁿOC

wsadmin>AdminTask.tklmDeviceUpdate(’-interactive’)

2. iμΣL¼�íí�ßAú��»zí≥	F��X���Tw�r	]H�Θr

π��C

WASX7278I: Generated command line: AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-8f8f2acf-4bb4-4150-8672-8f809382bef5
-attributes "[ [symAlias sym] [description desc]]"]’)

IBM Security Key Lifecycle Manager Ñq@�O�

ziH÷@U IBM Security Key Lifecycle Manager í�ú� (?) Hbs²�Ωñ�

o≤hΩTAMße\{μ IBM Security Key Lifecycle Manager Ñq@�O�C b

O�}�¼A�í�s²�ΩñA�X{O�Tº��osnJ°í���C

��í�s²�ΩAziHAnJC M�ALk���n��²÷sC ÷@Uí

�ú�iHπ�í�ΩTA²÷¼ IBM Security Key Lifecycle Manager ������

�ßNLk≡�C

pG IBM Security Key Lifecycle Manager Ñq@�O�A�Bz]}�Fí�s²�

ΩA�÷¼í�s²�ΩC MßAAnJ IBM Security Key Lifecycle Man-

agerC

Ω�wsuó�

b
�ít�Ww� IBM Security Key Lifecycle ManagerA�� IBM Security Key

Lifecycle Manager ����� ID �KXF	
t�W��≈�h]iα]w�p��

íd≥Ap 90 ��A�KX���C pG��� ID úsbAh��� ID M DB2

ΩW��PC

KX��ßA�Ttm�t��ó�A�B��⌡μ@�]pCX≈�xsw��

CXs�ñ�≈������iα���UCTºG
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CTGKM0506E Internal Database Operation error.
CTGKM0900E Database connection failed on data source java:comp/env/jdbc/sklmDS

pG DB2 KX��A�z
≤ΣL�]]p�≤�z���Qn½]KXA���

UCBJG

v τ�Ω�w°A�O
w��	b⌡μñC ΣJ

set DB2INSTANCE=slkminstance
db2start

ΣñAsklminstance O	p sklmdb2 º���C

Ω�w�����TºApG

SQL1026N The database manager is already active.

v �≤ IBM Security Key Lifecycle Manager Ω����KXC

1. b Windows t�WA÷@U}l > �εx > t��zuπ > qú�z > t

�uπ > �≈���Ms� > ���C

2. �≤ IBM Security Key Lifecycle Manager Ω����KXC

v �ε�÷A�	�≤KXC b Windows t�WA÷@U}l > �εx > t��

zuπ > qú�zH�²�A�e�C

�εUCA�

DB2 - DBSKLMV25 - SKLMDB2
DB2 Governor (DBSKLMV25)
DB2 Remote Command Server (DBSKLMV25)

v ½s��z��ε�ΩC

v ��A�ε	½s��o�A�]H��t�bß¡
⌡μ�C úo�≤ΣKXC

DB2 License Server (DBSKLMV25)
DB2 Management Service (DBSKLMV25)

v H WASAdmin ¡
nJ wsadmin Ñq@�C

v �� wsadmin ⁿO��≤ WebSphere Application Server Ω����KXG

1. UCⁿO�CX JAASAuthData ��G

wsadmin>print AdminConfig.list(’JAASAuthData’)

�GiαOG

(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)

2. �OOW�XrΩ sklm_db �Ω��� IDCt�A�OOW�XrΩ sklmdb �

Ω��� IDG

print AdminConfig.showAttribute('JAASAuthData_list_entry', 'alias')

pAb@μWΣJG

print AdminConfig.showAttribute
('(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)', 'alias')

�GOG

sklm_db

3. b@μWΘJUCⁿO��≤ sklm_db OW�KXG

print AdminConfig.modify(’JAASAuthData_list_entry’,
’[[password newpassword]]’
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pGzbKXñⁿwSϕr	AhϕzⁿwKX��A�����@�w�r

	C

pAb@μWΣJG

print AdminConfig.modify
('(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)',
'[[password tucs0naz]]')

4. xs�≤G

print AdminConfig.save()

5. �� stopServer M startServer ⁿO��ε	½s�� IBM Security Key

Lifecycle Manager °A�C

��A�� Windows �uqú�zv��ε	½s�� IBM Security Key

Lifecycle Manager °A�C

a. }�u�εxv	÷@Ut��zuπ > qú�z > A�M��{í > A

�C

b. �ε	��W��ⁿ≤ IBM WebSphere Application Server V8.5 -

SKLM26Server � IBM Security Key Lifecycle Manager °A�A�C

6. τ�zO
iH�� WebSphere Application Server Ω���s��Ω�wC

a. �²AΣJG

print AdminConfig.list(’DataSource’)

�GiαOG

"Default Datasource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1183122153625)"
"SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1379859893896)"
"SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/servers/
server1|resources.xml#DataSource_1379859896273)"
DefaultEJBTimerDataSource(cells/SKLMCell/nodes/SKLMNode/servers/
server1|resources.xml#DataSource_1000001

b. 	��@�Ω����suC pAΣJG

print AdminControl.testConnection('SKLM DataSource(cells....)')

pAb@μWΣJG

print AdminControl.testConnection
(’(SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1379859893896)’)

c. 	�ΣlΩ����suCpAΣJG

print AdminControl.testConnection
(’(SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1379859896273)’)

d. boΓ�ípUAzú��¼�ⁿXPΩ���su¿\�TºC pG

WASX7217I: Connection to provided datasource was successful.

{bAziH⌡μ IBM Security Key Lifecycle Manager @�C
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≈����°�¡ε

÷Mb IBM Security Key Lifecycle Manager ñAziHⁿw°F 256 �r	�≈�

��A²��°�WL 64 �r	�NLk�≤π�[K\α��a≈� RAID �ε

�C

pA64 r	¡εA�≤ 3592 �a≈BLTO �a≈� DS8000 Turbo �a≈���

���≈���C

� 3592 �a≈BLTO �a≈� DS8000 Turbo �a≈ⁿw°�úWL 64 �r	�

≈���C

Θ�μíL�

b�ⁿΘ�ΘJ�μ�WΣJ��AúDΘJ�πΘ�A
hiα�π�ww�í

�AⁿXΘ�μíL�C

��X{í�ΩTO]�ΣJΘ���iμτ�C ��	{μ�ΣA���ñww�í

�
�ΘJ�πΘ��εC

⌡μ tklmReplicationStatus CLI ⁿO�ú���Tº

tklmReplicationStatus CLI ⁿO���UCTºAY�sb	gtm�BΣñπ��

�]@�C

CTGKM2222E No valid replication config file exists.

un	gtm�ñ���sb�DA�����úsbAN�π��TºC��d	

gf
Θx��Dnú�f
ΘxAHPw��D���C ≤��DA½s�� IBM

Security Key Lifecycle ManagerAMßA�@C

�������	
sW�m�o��D

b IBM Security Key Lifecycle Manager GUI ñAiα�ú�nsW��mCM�A

ⁿOμ��ΘXñCXF��mC

]��mOí
asW� IBM Security Key Lifecycle Manager Ω�wñA�N�mq

Ω�wñRúAMß����������Γ�sW�mC p�����μ�MΦkΩ

TA��\ T e c h n o t eA⌠}�G h t t p : / / w w w . i b m . c o m / s u p p o r t /

docview.wss?uid=swg21608874C

IBM Security Key Lifecycle Manager �≈@�iαó�

IBM Security Key Lifecycle Manager �≈@�iαó�A	Bo� sklm_audit.log �

ñ���C

outcome=[result=successful]
...
resource=[name=
CTGKS0040E Socket timed out.

��

CTGKS0040E Internal Error: Process Message failed

�� CTGKS0040E ⁿXo� Socket O�C Technote í��D��μ�MΦkGhttp://

www-01.ibm.com/support/docview.wss?uid=swg21610328C
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≤≥	ϕμ�í	o���

IBM Security Key Lifecycle Manager �≈@�iαó�A	Bo� sklm_audit.log �

ñ���C

ADM6023I The table space "table space name"
(ID "number") is in state 0x"2001100".
The table space cannot be accessed. Refer to the documentation
for SQLCODE -290

J�����iα�]O≥	Fϕμ�íCYn����DA��\�μ�MΦkΩ

TA⌠}�Ghttp://www-01.ibm.com/support/docview.wss?uid=swg21609130

zbXσ��⌠�ñ}�tm�
�ú���Tº

bXσ��⌠�Ww� IBM Security Key Lifecycle Manager ßAϕz}�utmv	

��A�π���Tº CTGKM0100E � CTGKM0900EC

��DO
≤UCw� DB2 �D��PG

IC87668 CONNECTION FAILS WITH SQLCODE -4220 WHEN CHARACTERS IN CLIENTUSER
ACCOUNT CAN NOT BE CONVERTED TO EBCDIC 500

N{� WebSphere Application Server ⌠�ñ� db2jcc.jar ��N� DB2 10.5 �

db2jcc.jar �C iHqUC�mUⁿ DB2 JDBC X�{íA�X�{íⁿ DB2 9.5

� - 10.5 �Σ�Ghttp://www-01.ibm.com/support/docview.wss?uid=swg21363866

Lk�� REST A��Rú��w]ⁿ�

zLk�� IBM Security Key Lifecycle Manager REST A��RúzL�� IBM Secu-

rity Key Lifecycle Manager CLI ⁿOsW���w]ⁿ�C

Lk�� Certificate Default Rollover Delete REST Service �RúzL��
tklmCertDefaultRolloverAdd CLI ⁿOsW���w]ⁿ�

��� CLI ⁿO�RúzL CLI ⁿOsW���w]ⁿ�C pA����

tklmCertDefaultRolloverDelete ⁿO�RúzL�� tklmCertDefaultRolloverAdd ⁿ
OsW���w]ⁿ�C

z��Sϕr����í��π�ú�T

b�������WApGb��í�μ�ñ�� y<z � y>z Sϕr	Ahí�

ú��Taπ�C

�únb��í�ñ�� y<z � y>z r	C

IBM Security Key Lifecycle Manager w∩���
�π�

b�������WA÷@U⌠≤\αϕ]w∩��\αϕú��AMß���t÷

@Uw∩��\αϕ�Aw∩��	�ú�}�C

Yn�M��DA�⌡μUC⌠≤@�@�G

v ÷@U	�W�≡�����C

v ÷@UY�ΣL\αϕC ⁿJ	�ßA÷@Uw∩��\αϕC
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Lk�� KMIP Recertify() @�

LkN KMIP Recertify() @��≤����C

��DOw�¡εC

IBM Security Key Lifecycle Manager ��@�ó�

pGzL���≈@�����≈�jpWL 4 GBAhϕ��o��≈��A��@

��ó�C

��DOw�¡εC

pG�w� JCE �h�h�≈@�ó�

IBM Security Key Lifecycle Manager �≈@�ó�A	ú���TºC

Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files are required. For more information, see the "Backup and restore"
section of IBM Security Key Lifecycle Manager documentation on IBM Knowledge
Center.

pG IBM Security Key Lifecycle Manager �≈@��� AES 256 �	≈�iμΩ�

[KAh��w� Java Cryptography Extension (JCE) L¡εj�A�d≥�h�C p

�ⁿ�A��\uw� Java Cryptography Extension L¡εj�A�d≥�h�vDDA

Σ�≤ IBM Knowledge Center W IBM Security Key Lifecycle Manager í�σ≤�

u�zvp�ñC

Windows 2012 R2 W��≈@�ó�

b Windows 2012 R2 WAIBM Security Key Lifecycle Manager �≈@�ó�A	ú

���TºC

wsadmin>print AdminTask.tklmBackupRun("[-backupDirectory tklmbackup
-password password]")
(1) Backup operation fails.
CTGKM0910E I/O error while creating backup jar file tklmbackup\sklm_v2.5.0.3_
20140721182309+0530_backup.jar
Error message: C:\SKLM\SKLMDB.0.SKLMDB2.DBPART000.20140721182309.001 (Access
is denied.)

H�z�¡
½s�� WebSphere Application ServerG

1. ÷@U}l > ��{í > ����{íC

2. �
½kΣ÷@UROú�r�C

3. ÷@UHt��z�¡⌡μC

4. �½� %WAS_HOME%\profiles\KLMProfile\bin �²C��²]t startServer.bat

�C

5. ⌡μUCⁿOG

C:\Program Files (x86)\IBM\WebSphere\AppServer\profiles\KLMProfile\
bin>startServer.bat server1

�� IBM Security Key Lifecycle Manager �≤¡x�≈���@�ó�

ϕz��≤¡x�≈�����{í��≈�����]1.0B2.0B2.0.1 � 2.5�IBM

Security Key Lifecycle Manager � Encryption Key Manager �Ω��A�≈���@

�ó�C
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bz⌡μ≤¡x�≈���@�ºeA��tm b a c k u p . p r o p e r t i e s P

restore.properties �Cb Windows t�WApGo���ñ��]te�����

μAh�≈���@�iα�ó�C

Yn�Mo��DA�TO backup.properties P backup.properties �ñú]te

�����μC

bu���s�gtmv�
W��JΩ�

N IBM Security Key Lifecycle Manager Ωtm�u	gDΘv	xsºßApGz

�Ys�u���s	gtmv	�H�o⌠≤≤s��Ah�g�≈[Kqμⁿ�

PT{�g�≈[Kqμⁿ�μ�ñú��JΩ�C

Yn�Mo��DA�yÑ�ΦAMß½sπz�	�ºßAxsΩ�C

b Linux W WebSphere Application Server M DB2 ºí�PB��D

b Linux t�W½s��t�ºßAWebSphere Application Server M DB2 ����

�iαsb�DCWebSphere Application Server iαbDB2 ºe��C

Yn�Mo��DA��\UC Technote ñ���Ω�Ghttp://www-01.ibm.com/support/

docview.wss?uid=swg21969891

WebSphere Application Server ¡εB�D��μ�MΦk

iα�J��DDñ�í�� WebSphere Application Server �DB¡ε��μ�MΦ

kC

���ñΓ�úw��ñΓ¼s�

@� WASAdmin �z�Aib������ⁿwpgW�Ap user_ltoC MßA

i��A�≤����jgW�]p user_LTO����ñΓC

yßAϕ���nJ�AñΓ�ú
w��ñΓ¼s�vA]�Ao���C

�X{��
jpgC ⁿw���W�����ñΓW��A��r	�jpg��

��C

U�Mμñ�π�∩M��≈

b Windows t�WAs²	ΣX���A∩M��≈�π�b�������W�U

�MμñC pAb���≈���	�WAϕzs²	ΣX�≈xsw�m�A∩M

��≈úiúC

pG��∩M��≈A���ⁿOμ��C ±ΦíApGn�≈��A���

tklmBackupRun ⁿOCz]iHbí� Windows ñ�∩M⌠⌠��≈b WebSphere

Application Server ñúiú� Technote ñAΣ�≤h�μ�MΦkΩTC p��÷

ΩTA��\�⌠�Ghttp://www.ibm.com/support/docview.wss?rs=180&context=SSEQTP

&uid=swg21316456&loc=en_US&cs=utf-8&lang=en

∩�VßbYLk��s²²e� Portlet
∩�uVßvbYLk��s²²eb WebSphere Application Server �yX� PortletC

pAb�°@sΩ	�ßA∩�	ßbY�∩���uw∩��v	�C

30 IBM Security Key Lifecycle Manager 2.6 ���°���Σ�

http://www-01.ibm.com/support/docview.wss?uid=swg21969891
http://www-01.ibm.com/support/docview.wss?uid=swg21969891
http://www.ibm.com/support/docview.wss?rs=180&context=SSEQTP&uid=swg21316456&loc=en_US&cs=utf-8&lang=en
http://www.ibm.com/support/docview.wss?rs=180&context=SSEQTP&uid=swg21316456&loc=en_US&cs=utf-8&lang=en


uVßvbY�	��⌠s²@sΩ	�C���¬íμñ�∩���²���	

�C

Lks� IBM Security Key Lifecycle Manager �����	


pGⁿw�≡ΩTú�TAzLks� IBM Security Key Lifecycle Manager ����

���C

v WebSphere Application Server ww�bw]≡WAB
t@���{í��C

v w� IBM Security Key Lifecycle Manager �íAⁿwFP@�≡C

pGt@���{í÷¼Ah IBM Security Key Lifecycle Manager w�{íLk�	

��b���≡C

�TOP@�t�W�t@���{íS���zbw��íⁿw�≡C

AIX @�t�W���@�ó�

b AIX @�t�WApG WebSphere Application Server w�⌠��O≤ /opt/IBM/

WebSphere/AppServerAh��@��ó�C

ϕz⌡μ tklmBackupRunRestore ⁿO�A��@��ó�A	Bú�UC��TºC

"CTGKM0850E An exception occurred during the restore operation.
Examine the db2restore.log for exception information. Complete the restore
operation before attempting any other IBM Security Key Lifecycle Manager
tasks."

pGt@���{í÷¼Ah IBM Security Key Lifecycle Manager w�{íLk�	

��b���≡C

� <WAS_INSTALL_DIR>/products/sklm/bin/db U���]w⌡μvC

chmod -Rf 755/<WAS_HOME>/products/sklm/bin/db

pG

chmod -Rf 755/usr/IBM/WebSphere/AppServer/products/sklm/bin/db

Lkbt�j¼Ω�½≤�t�W⌡μ�≈@�

WebSphere Application Server μ÷O��w]�� 600 ϕApGzbt�j¼Ω�½

≤�t�W⌡μ�≈@�Ah�o� Java º�¼pC

Yn�Mo��DA��]w≤¬�μ÷O��ApA7200 ϕ]2 p��CYn�∩

]wA�⌡μUCBJG

1. �� WASAdmin ��� IDAnJ WebSphere Integrated Solutions ConsoleC

https://localhost:9083/ibm/console/logon.jsp

2. ÷@U°A� > °A��¼ > WebSphere ��{í°A� > [��{í°A�]
server1 > [�e]w] xs�A� > μ÷A�A⌡�uμ÷A�vC

3. bμ÷�R�¡O��pM�jμ÷O�μ�ñAⁿw≤¬��ApA7200C

4. ÷@UM�C

5. ÷@UTwC
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s²�¡εB�D��μ�MΦk

iα�J��DDñí��s²�¡εB�D��μ�MΦkC

@�s²�Ñq@���D

���K���� WebSphere Application Server � IBM Security Key Lifecycle Man-

ager �@�s²�Ñq@�AH�ε°A�WX{Lkw���GC pGbP@��

ß�W��h�s²�°íAhÑq@�iαO@��C

pA�� Firefox s²��A@�@�Ñq@�C °n²]w��}�s²�°í�

Φí�wAÑq@�b Internet Explorer ñ]iαO@��C

���KG

v h����nJP@�Ñq@�C

v P@��ß�W�h�s²�°ís�P@� WebSphere Application ServerC

���ⁿ�mñ LTO �m�A���G���úP

°z���s²��wA���ⁿ�mñ LTO �m	ⁿwú�T�≈�W��A��

�G���úPC

v Internet Explorer

X{UC��TºG

CTGKM0201E Cannot modify device.
CTGKM0245E The key name specified is not known.

v Firefox

úX{⌠≤��TºC �m�Odb�m�mMμñC �m�mϕW�X{ΣLí

�C

��⌠@Tºμí�δ�O
�n≤�≈�W�AMßA�@C

Lk÷¼sW�m∩		

pG�� IBM Security Key Lifecycle Manager � Internet Explorer � 8 ��sW

DS5000 xsΘ°A�AhiαLk÷¼usW�mv∩	�C

�TOwbs²�ñ�uActiveX �ε�P��{ívU��FuGi�MⁿOXμ�v

Scripting ]wC ⌡μUCBJG

1. }�s²�	÷@Uuπ > ⌠�⌠⌠∩� > w��C

2. buw�v��WA÷@U�qÑ�C

3. Nw�]wMμ���uActiveX �ε�P��{ív∩�A	TOw��uGi

�MⁿOXμ�v]wC

4. ÷@UTwC

ϕzsW�����Aσ�iαú�X{

��sW�����Aσ�iαú�X{A°z���s²��wC

32 IBM Security Key Lifecycle Manager 2.6 ���°���Σ�



��í
s²��Aσ��iα�X{b	p�nσrμ�º��μ�ñHKΘJ

r	C M�AϕX{μ��ΣLí��Aσ�NúAπ��{��π�
�μ�π�J

IC

��ñ≥	�σ�C iHzLbμ�ñΣJr	A��Qa�¿ΘJC

Internet Explorer s²�°i����

∩≤�í WebSphere Application Server ��Abzw�	Hß�@nJ IBM Secu-

rity Key Lifecycle Manager �AInternet Explorer s²��°i����C

o�����]O�í������úb�H��v¡MμñC N��w��C���

s� IBM Security Key Lifecycle Manager �s²�C

pGnN��w�bs²�WA�⌡μUCBJG

1. pG��w��AⁿX������qúb�H�qMμñA�÷@U�°�

�C

2. ΣL∩	��N IBM Security Key Lifecycle Manager °A��D≈W�P�π�

�u�o∩Hv�uo��W�vC

3. zL÷@Uw���AN��w�bs²�WC MßA�¿s²��ú
�ⁿ��

w���C

÷@Us²ßALkbX{�μ�ñΣJ⌠��	

bu���≈v	�WA≤s²�Ñq@�]���� Service Pack 2 � Internet

Explorer 6.0 ��ñ÷@Us²ßALkbX{�μ�ñΣJ⌠��C

pALkΣJ /opt @��C

��us²��v∩	�W�U�bY�∩��²⌠�C

LkⁿJ IBM Security Key Lifecycle Manager D�x

IBM Security Key Lifecycle Manager D�x�b Internet Explorer 9.0 �s²�Wⁿ

JC

��b Internet Explorer s²�ñ�≤σ≤�íA�αⁿJ IBM Security Key Lifecycle

Manager D�xG

1. ÷@U Internet Explorer > uπ > }oH�uπC

2. ÷@U}oH�uπ > σ≤�íC

3. ∩� Internet Explorer 9 ��C

4. ½sπz	�C

V���ⁿúñΓ�π���Tº

b WebSphere Integrated Solutions Console ñAYKV���ⁿúFñΓºß∩�ñΓA

τ�π���TºC

π�ohTº��]O��FúⁿΣ���� Internet ExplorerCYn�Mo��DAz

��bs²�ñ∩ IBM Security Key Lifecycle Manager ⌡μ�b�D≈W��⌠�

��e�íC
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1. }� Internet ExplorerC

2. ÷@Uuπ > �e��°]wC

3. sW°íñ�C�⌠�D≈W�C

4. ÷@UsWC

5. ½sπz	�C

�g�DM�MΦ�

b⌡μ IBM Security Key Lifecycle Manager 	g@��A���qiα��sMDt

��DC

�gú	π

v �TOb backup.TLSCertAlias ��ñⁿw� SSL ���pK≈�bDn°A�M

�s°A�W�i�C

v �TO�	gqTⁿw�≡��e�QΣLnΘú�e�C

v �d	gtm�ñⁿw�°A�W�� IP �}O
�TABiHqDn°A�s�C

v �dC@í°A�WO
ú��F	g@�AΦkO⌡μ tklmReplicationStatus ⁿ
O Replication Status REST ServiceA��d IBM Security Key Lifecycle Man-

ager w∩��	�ñ�g�qW�¼AC

v ∩≤ DB2 	gA�TODn��s°A�W�Θ��íw±PBC�jtZiα�

P��ó�C

v �d	gtm�AHTOwqF���q��n��ABúsb�L��C

v �hwq 1 íDn°A�M 20 í÷p��s°A�C����wq 1 í�s°A

�C

v �d	gf
�AH�o	gó���÷ΩTC

�g�b�w��ío�

v 
ϕz��s�≈�Ω��A��o��w�	gC

v pGbDn	gtm�ñP�]wFSw�	g�íM�díj�A��í�m½

�díjC

�st��g

v 	gºß½s���st�

v Od�s°A��i��CziH�� restore.DailyStartReplicationRestoreTime
��ⁿw�¿	g�SwCΘ�íCpApGnb
W 11 I⌡μ��A�ú��

≈���¼�íAhbtm�ñsgUC�e{íXG

restore.DailyStartReplicationRestoreTime=23:00

≤Uuπ¡εB�D��μ�MΦk

ziα�J�í
 IBM Security Key Lifecycle Manager ≤Uuπ¡ε��DC

JAWS �⌡\¬�Lk�T¬�tm�
��

btm > SSL/KMIP	�WANTº�W��i��¬@÷¼÷sC
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o��DO�� Dojo p�≤π��iTº�w�¡εCϕzbutmv	�ñ���

����o�o��DC

1. nJ�������C

2. buw∩��v	�WA÷@Utm > SSL/KMIPC

3. ∩��	����C

4. ±g�n�∩�μ�AMß÷@UTwC

��π����≈��iTº�C�⌡\¬�NTº�W��i��¬@÷¼÷

sC

JAWS �⌡\¬�Lk�T¬��iTº

btm > SSL/KMIP	�WAN�iTº@�σ≤¬�C

o��DO�� Dojo p�≤π��iTº�w�¡εCϕzbutmv	�ñ���

����o�o��DC

1. nJ�������C

2. buw∩��v	�WA÷@Utm > SSL/KMIPC

3. ∩��	����C

4. ±g�n�∩�μ�AMß÷@UTwC

��π����≈��iTº�C�⌡\¬�N��iTº¬@σ≤C

�°��PΣ� 35



36 IBM Security Key Lifecycle Manager 2.6 ���°���Σ�



�N��

�ΩTYw∩ IBM bⁿΩ�ú
ºú�PA��}oC bΣLΩaAIBM úúo�

ú
�σ≤�ú�ºU�ú�BA��\αC �ó�ϕa� IBM ��NϕAH�oϕ

a�eú
�ú�MA�º�÷ΩTC ��bú� IBM �ú�B{í�A��Aúϕ

��t�uα�� IBM �ú�B{í�A�C un�I� IBM �z]úvA⌠≤

\α�ϕ�ú�B{í�A�úiH�N IBM �ú�B{í�A�C úLA⌠≤D

IBM ºú�B{í�A�A������μtd@�º�⌠Mτ�d⌠C

���σ≤iα]t IBM ��ºMQ�MQ���C �����	ú��ezMQº

⌠≤�vC ziH��úX�vd�A�τ�H�G

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

pGO�÷
�	�r� (DBCS) ΩT��vd�A�ó��bΩ� IBM z]úí

�A���úX�vd�A�τ�H�G

Intellectual Property Licensing

Legal and Intellectual Property Law
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