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m 1. I IBM Security Key Lifecycle Manager (fDms (x)

msE hv Yw

EE2D S\A!{"'\,{"`M^' IBM Security Key Lifecycle Manager ~qw U

=K;ZrPPD{"rU=K;*@gN&

mD{"#

EE2E S\A!{"'\,Z?ms,){`M^' SExzrzm~qwU=D{"P;PP'

D){`M#

EE31 S\dCJb,"zKk\?b`XDms# li*"T9CD\?j)rdC*1!5D

\?j)# IT9C tklmKeyList() |nPv
IBM Security Key Lifecycle Manager ICD$

i# g{*@*"T9C1!5,G4KP

IBM Security Key Lifecycle Manager ~qw O

D tklmDeviceList() |n4i$Gq}7dC
KExz(}g,ExzrPET0`X*D

p{/\?j)Gq}7)#

g{Exz;PX*Dp{r\?j),kl

i IBM Security Key Lifecycle Manager }]b

Ph8iDmu? drive.default .al ias1 M

d r i v e . d e f a u l t . a l i a s 2 D5#9C

t k l m D e v i c e G r o u p A t t r i b u t e L i s t M
tklmDeviceGroupAttributeUpdate |nIi4
"|Dm5#

":TZ DS5000 f"~qw,1\?iCj\

?R stopRoundRobinKeyGrps tT&ZtC4

,1,IBM Security Key Lifecycle Manager +

msX5Xmszk EE31# TZ LTO h8

i,2a"zKms#

CB~;G\?bms# *|}KJb,k+

|`D\?mS=ZsFB~PG<D\?

i#

EE32 IBM Security Key Lifecycle Manager R;=

LTO h8"vDAksD\?Py*sD\

?#

9C LTO \mfer tklmKeyList() |n4i
$ksD\?GqfZ#

EE34 dC*531!\?ir8(*h81!\?

iD\?iD!K\?# ZTBivB,2a

"zKms:

v h8ksK|^(SUD\?#

v ksD\?QVdxd{h8i# }g,

LTO h8ksQVdxC'(eD LTO h

8ir DS5000 h85PD\?iPD\

?#

IBM Security Key Lifecycle Manager QdC*

;4C\?iPD\?,"RdP;v\?i

D!K\?# 9C LTO \mfe+|`D\

?mS=KiP#

EE35 g{4(\?r$is;xP8],G4a"

zKms# kNDPX

backup.keycert.before.serving tTDN<wb#

8]B4(D\?r$i#

EEE1 S\_-ms,Z?ms,bbms:

EK/EEDK j>kS3e;#

8 IBM Security Key Lifecycle Manager V2.6 JOoOM'V



m 1. I IBM Security Key Lifecycle Manager (fDms (x)

msE hv Yw

EF01 S\dCJb,4dCExz# "Tk IBM Security Key Lifecycle Manager ~

qw(EDh8;ZExzmP# KP

tklmDeviceList() |n4liExzGqZPm
P# g{;ZPmP,k(}

tklmDeviceAdd() |n9C}7DExzE"4
V/dCExz,r9C

tklmDeviceGroupAttributeUpdate |n+
device.AutoPendingAutoDiscovery tThC*`

&D5#

REST ~q#{ms!0DmszkM{"
1zCJ IBM Security Key Lifecycle Manager ~qw&\1,IBM Security Key

Lifecycle Manager REST ~qI\a5ms{"#

BmPvK9C IBM Security Key Lifecycle Manager REST ~q1I\av=Dms

!0:

ms!0 HTTP
4,

k

IBM Security Key
Lifecycle Manager &C
Lrzk

IBM Security Key
Lifecycle Manager &C
Lr{"

~qksP8(K^'Dks

N}#

400 CTGKM0630E CTGKM0630E i$ms:N

}“userId”8(DC'{

^'

C'G<~qw.s,;P*

d{ REST ~q8((^

7#

400 CTGKM6002E CTGKM6002E ks;}7:

C'O$j6^',r_

ksq=^'#

8(K;}7DC'{r\

k#

401 CTGKM6003E CTGKM6003E O$'\:C

'j6r\k;}7#

C'G<~qw.s,Zd{

REST ~qD(^7P8(K

^'DO$j6#

401 CTGKM6004E CTGKM6004E C'4-O

$,r_Q"z

T REST ~q9CK;}7

r;\'VD HTTP Yw#

}g,9CK POST Ywx

G GET Yw#

405 ;JC ;JC

y"M REST ~qksD

HTTP kswe*U#

500 ;JC Error 500: javax.servl
et.ServletException:
java.
io.IOException: Expect
ing ’{’ on line 1,
column 0 instead,
obtained token:
’Token: EOF’

20M(FU>D~

g{20r(F1v=bbDmsiv,k9CU>D~47(JbD-r#
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30E"

Z20Zd,20Lra9C`vSLr"i~MS53# m`msivGIZSLr

JOx"z#

20SLr"i~M53

zI\aZU>D~P4=TB{Fru4:

v DB2®

v IBM Installation Manager (IM)

20WN

"zDmsivMrza)DU>D~!vZ"zmsDWN:

1. i\WN,|,“oT!q”fe"“ri”feT0“mI-i”fe#

2. DB2 20WN,|,U/CZ20 DB2 DE"Dfe# dkb)E"s,20L

r+20 DB2#

3. Pd~20WN,|,U/CZ20 WebSphere® Application Server Pd~DE"

Dfe#dkb)E"s,20Lr+20Pd~#

IBM Security Key Lifecycle Manager ZKWN20#

ms(fnPI\tf DB2 WNMPd~20WNvV#

X*DU>D~

20msU>a)X|E"#

db2_install.log
DB2 20U>D~#

db_config.log
|,XZ IBM Security Key Lifecycle Manager }]b4(Mm4(DE"#

*.out and *.err
g{ .err D~m>DYwI&,G4b)D~Ds!*cVZ# klis!

sZcVZDmsD~#

":U>D~D;C!vZD20WN#kNDTBPXU>D~M;CDwbTq

!|`E"#

*WH9CDU>D~

Kbms"z1dI9z7(*WH9CDU>D~# I\"zmsD=s1dctf

Z DB2 WN.sT0Pd~WN.s# 9CTBPmI7(WH*9CDU>D~#

Z DB2 20WNPrtfds
1. g{msZgZ"z,G4(;ICDU>*:db2_install.log#

2. g{msZKWNDmZ"z,G4 sklmV25properties ?<I\|,3) DB2 d

CDa{rZKWNKPDd{SLrDa{#

3. msU>D~D;CI\w;`,,b!vZms"zZ DB2 WNP,9G"zZ

DB2 WNax1#
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Z DB2 WNax1,U>D~aS sklmV25properties ?<4F= <IM logs>\

sklmLogs ?<#kNDm 2 TKbb)D~D;C#

ZPd~20WNPrtfds

*ZdPlimsDZ;vU>D~* db_config.log#

U>D~{FM;C

20jI.s,s?VmsU>;Z WAS_HOME\logs ?<P#

PX9C20ZdyzzmsD~DsB3r,kNDm 2#

g{"z(F,G4Z <IM &CLr}]?<>\logs\sklmLogs\migration.log ?<P

9P8vD~#

m 2. 20U>D~D;C

U>D~ hv ;C

db2_install.log DB2 20U># Z20gZ,KD~;ZTB;C:

Windows 53:<IM App Data

Dir>\logs\sklmLogs

AIX M Linux 53:/<IM &CL

r}]?<>/logs/sklmLogs

db_config.log |,XZ}]b4(M

m4(DE"#

Windows 53:<IM App Data

Dir>\logs\sklmLogs

AIX M Linux 53:<IM App Data

Dir>/logs/sklmLogs

wV *.xml M *.log D~ I B M S e c u r i t y K e y

Lifecycle Manager 20

U>D~#

Windows 53:<IM App Data

Dir>\logs

AIX M Linux 53:<IM App Data

Dir>/logs

wV *.out M *.err D~ 20ZdzID

STDOUT M STDERR

D~#

WAS_HOME\logs

migration.log (FB~# < I M &CLr}]?< > \ l o g s \

sklmLogs\migration.log

results.txt |,Hvu~(hLr

Da{#

%temp%/sklmPRS/results.txt

(FU>D~{FM;C
Z(F}LP,(FLrwCd{Lrr$_1a4(U>D~#

g{(F'\,G4kli <IM &CLr}]?<>\logs\sklmLogs\migration.log ?

<PD(FU>D~#

limsU>D~

Xki4U>D~TlimsU>D~#
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}L

1. i4U>D~Pm SDvU>D~*<!vZYw53M20WN# Z 103D:*

WH9CDU>D~; PDPmITa);vp<c: ITZR=_Pms{"D

;vU>D~.0li8vU>D~#

2. *AU>D~yZD?<,;s9CD>`-wr*?<# Z Windows 53O,

9CIT&m UNIX y=D;P{V{DD>`-w,Hg Microsoft WordPad#

3. nBDU>u?;ZD~D)2#SU>D~PDns;vu?*<,li?vu

?# "byf0DLrT0Cu?D1dAG(gP)#

Zi4Kns;uu?s,i49}Z~uu?# Mqi4.0Du?;yi4K

u?# (hZ=vX=a=DNNZ],HgD~{rmsu~#

X4.0D=h,ZU>D~PrOF/# I\PC8u_PkKmsu~`XD

E"Du?# g{KU>D~PDE";c,ki4d{DU>D~Tq!|`E

"#

g{;PPXmsDNN{",k*Am;vU>D~#

d{*U/DE"

zXk4PI\a)|`E"DtIYwTi$20#

v liICELUd# kNDV<=53D2~hsTKbnMUdhs#

v 7( DB2 5}GqQ4(# g{Q4(,b4Ii$ DB2 20#

*i$ DB2 5}GqQ4(,kT IBM Security Key Lifecycle Manager DB2 5

}yP_Dm]G<,/@A DB_INSTANCE_HOME ?<,;sKP:

db2ilist

K1+T>QdC5}DPm# IBM Security Key Lifecycle Manager D5}{F(}

g sklmdb2)(#;ZCPmP#

v 9C5}yP_C'j6t/M#9 IBM Security Key Lifecycle Manager }]b~

qw# KYwIi$}]b4(#

*t/M#9}]b,kT IBM Security Key Lifecycle Manager DB2 5}yP_

Dm]G<,/@A DB_INSTANCE_HOME ?<,;sT}]bKP db2start M
db2stop |n#

v T> DB2 }]bPmDPm#KYwIi$“/,}]oT”xL#

*T>mDPm,kT IBM Security Key Lifecycle Manager DB2 5}yP_Dm

]G<,/@A DB_INSTANCE_HOME ?<,;sKPTB|n:

db2 connect to sklm_database user sklm_instance_owner_userid \
using sklm_instance_owner_passwd

db2 list tables

db2 describe table table_name

v 7( WebSphere Application Server D Java xLGq}ZKP#g{CxL}ZK

P,4$w WebSphere Application Server 20I&#
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*i$C Java xLGq}ZKP,k/@A WAS_HOME/bin ?<"KPTB|nT

#9"XBt/~qw:

stopServer.sh server1
startServer.sh server1

g{QtC+V2+T,krb)|nPmSTBN}T#9"XBt/~qw:

-username was_admin_id -password was_admin_passwd

Z Windows 53O,9ITr*“Windows ~q”XF("i$ KLMProfile D~q

GqQt/#

v t/ IBM Security Key Lifecycle Manager &CLrTi$ IBM Security Key Lifecycle

Manager 20T0\e20#

*t/ IBM Security Key Lifecycle Manager &CLr,kt/ WebSphere Appli-

cation Server,;siR IBM Security Key Lifecycle Manager Nq#

z720JbMd(=(

9C>ZPDE"IT IBM Security Key Lifecycle Manager 20"6Xr(F}LP

v=DJbxPJOoO#

g{\?b|,D$i_P9CV2z_+C\?c(D\?,G4

(F+'\
g{ Encryption Key Manager \?b|,D$i_P9CV2z_ (EC) +C\?c

(D\?,G4S Encryption Key Manager (FA IBM Security Key Lifecycle Man-

ager +'\#

*bvKJb,k>}IC EC c(D\?,;sKP IBM Security Key Lifecycle Man-

ager a)D(FE>#}g,*S Encryption Key Manager JCEKS \?b>}\?,

kZ;POdk:

JAVA_INSTALL_DIR/bin/keytool -keystore keystore_path_and_filename
-storetype jceks -delete -alias EC_keyname

ZELUd;cD53O20'\
ZELUd;cDFczO,IBM Security Key Lifecycle Manager 20'\,"R;

a}%20xLy4(DD~#

y]hsZ53Oa)c;DICELUdTJmI&jIz720# zXkV/F}

'\D20y4(DD~#

^(>}(FDXv
z^(9C<NC'gf>}(}|nPgf9C tklmCertDefaultRolloverAdd r
tklmKeyGroupDefaultRolloverAdd |nmSDQ(Fv/|B#

9C|nPgfI>}9C|nPgf4(DQ(Fv/|B#
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4T>}7D76TiR Encryption Key Manager D~
ZV<=53OxP(FZd,g{%w/@4iR Encryption Key Manager tTD

~,G4^(I?XR=}7D76MD~#

2^(I?X!qD~P"4 Enter |#

V/dk Encryption Key Manager tTD~D76#

^(* DB2 4(8(D\mC'j6
ZV<=53O20 IBM Security Key Lifecycle Manager Zd,g{Zdk DB2 w

?<D51!TK}1\,G4I\aT>;ums{",mw^(4(8(D\m

C'j6#

ms{"mwzXk7#\kzc53hs,Rw?<Pc;DELUd#

7#8( DB2 w?<1,}1\GZ;vV{# }g,dk:

/mydb2home

g{9C Exceed,20Lr+d*;l&
g{Z>X53O9C Exceed 20 IBM Security Key Lifecycle Manager,,1+ Linux

53PDT>Z]<v=>X53,G4^(\xmI-i#g{\xmI$-i,

G420Lrad*;l&#

S\mI$-i,rD*9C Cygwin X Server ribxg,S (VNC)#

msT>h8rPE

+h8S Encryption Key Manager V2.1 (FrV4= IBM Security Key Lifecycle Man-

ager V2 1,h8DrPEaT>Z<NC'gfPyPh8iDPmP#

}g,Q(FD LTO ExzDrPE+T>Z LTO ExzDPmP,,19aT>

Z 3592 ExzDPmP#

Z*<4P|Dh8DYw.0,7#h8D`M}7#

(FI\<BX(`MD}/wT>1xP UNKNOWN j)
(FI\a<BX(`MDExzZ IBM Security Key Lifecycle Manager <NC'g

fPT>1xP UNKNOWN j)#

S Encryption Key Manager (F1^(bvyPExzDh8i# bG^F#

10(Fa{T>ZBmP:

m 3. S Encryption Key Manager (FsDh8iVd

ExzXw VdDh8i

_P;vr`vQ(ep{DExz 3592 Exz

q- 3592 ExzrPEf6DExz 3592 Exz

_PQ(e symAlias DExz LTO Exz
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m 3. S Encryption Key Manager (FsDh8iVd (x)

ExzXw VdDh8i

4(ep{"symAlias r4q- 3592 Exz

rPEf6Dd{Exz

4*

Z4*`MDExzr IBM Security Key

Lifecycle Manager "vkss,d`MI\|

D*Q*h8i# r_,IT9C IBM Secu-

rity Key Lifecycle Manager <NC'gf4^

Dh8i#

Z53oT73hC*G"DoT1,(F'\
53oT73hC*G"DoT1,S Encryption Key Manager (F= IBM Security

Key Lifecycle Manager '\#

Encryption Key Manager i~v'V"ooT73# bG^F#

9C"ooT73hC4P(F#

6X WebSphere Application Server r DB2 I\<BJb
g{z6X WebSphere Application Server r DB2,G4 IBM Security Key Lifecycle

Manager I\^(g$ZDGyKP#

d(=(:6X IBM Security Key Lifecycle Manager "XB20yPi~#

Z AIX Yw53O20 IBM Security Key Lifecycle Manager
1vm

Z AIX Yw53O20 IBM Security Key Lifecycle Manager 1I\a4=ms{"#

Could not load SWT library. Reasons:
/tmp/sw/disk1/im/configuration/org.eclipse.osgi/bundles/631/1/.cp/

libswt-pi-gtk-4234.a (No such file or directory)
swt-pi-gtk (Not found in java.library.path)
/.swt/lib/aix/ppc/libswt-pi-gtk-4234.a (No such file or directory)
/.swt/lib/aix/ppc/libswt-pi-gtk.a (No such file or directory)

java.lang.UnsatisfiedLinkError: Could not load SWT library. Reasons:
/tmp/sw/disk1/im/configuration/org.eclipse.osgi/bundles/631/1/.cp/

libswt-pi-gtk-4234.a (No such file or directory)
swt-pi-gtk (Not found in java.library.path)
/.swt/lib/aix/ppc/libswt-pi-gtk-4234.a (No such file or directory)
/.swt/lib/aix/ppc/libswt-pi-gtk.a (No such file or directory)

java.lang.UnsatisfiedLinkError: Could not load SWT library. Reasons:
/tmp/sw/disk1/im/configuration/org.eclipse.osgi/bundles/631/1/.cp/

libswt-pi-gtk-4234.a (No such file or directory)
swt-pi-gtk (Not found in java.library.path)
/.swt/lib/aix/ppc/libswt-pi-gtk-4234.a (No such file or directory)
/.swt/lib/aix/ppc/libswt-pi-gtk.a (No such file or directory)

at org.eclipse.swt.internal.Library.loadLibrary(Library.java:331)
at org.eclipse.swt.internal.Library.loadLibrary(Library.java:240)
at org.eclipse.swt.internal.gtk.OS.<clinit>(OS.java:22)
at java.lang.J9VMInternals.initializeImpl(Native Method)
...

The displayed failed to initialize. See the log /tmp/sw/disk1/im/
configuration/1374569112557.log for details.
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*^}KJb,kNDTBd(=(E":ht tp : / /www-01 . ibm.com/suppor t /

docview.wss?uid=swg21631478

Z Linux Yw53O20 IBM Security Key Lifecycle Manager
1vm

Z Red Hat Enterprise Linux Yw53O20 IBM Security Key Lifecycle Manager 1

I\a4=ms{"#

[root@zahar-rhel64 IMinstallKit]# ./install
bash: ./install: /lib/ld-linux.so.2: bad ELF interpreter: No such file or
directory

[root@c01bmp02 IM]# ./install
JVMJ9VM011W Unable to load j9dmp24: libstdc++.so.5: cannot open shared
object file: No such file or directory
JVMJ9VM011W Unable to load j9jit24: libstdc++.so.5: cannot open shared
object file: No such file or directory
JVMJ9VM011W Unable to load j9gc24: libstdc++.so.5: cannot open shared
object file: No such file or directory
JVMJ9VM011W Unable to load j9vrb24: libstdc++.so.5: cannot open shared
object file: No such file or directory

*^}KJb,kNDTBd(=(E":https: / /www-304.ibm.com/support /

docview.wss?uid=swg21459143

Z 64 ; Linux Yw53O20 IBM Security Key Lifecycle
Manager 1vm

Z 64 ; Red Hat Enterprise Linux Yw53O20 IBM Security Key Lifecycle Man-

ager 1I\a4=ms{"#

InstallError
===========================================================================
eclipse.buildId=unknownjava.fullversion=JRE 1.6.0 IBM J9 2.4 Linux x86-32
jvmxi3260sr9-20110203_74623 (JIT enabled, AOT enabled)J9VM -
20110203_074623JIT - r9_20101028_17488ifx3GC - 20101027_AABootLoader
constants: OS=linux, ARCH=x86, WS=gtk, NL=enFramework arguments: -toolId
install -accessRights admin input @osgi.install.area/install.xmlCommand-
line arguments: -os linux -ws gtk -arch x86 -toolId install -accessRights
admin input @osgi.install.area/install.xml!ENTRY com.ibm.cic.agent.ui 4 0
2013-07-09 14:11:47.692!MESSAGE Could not load SWT library.
Reasons:/home/tklm-v3/disk1/im/configuration/org.eclipse.osgi/bundles/207/1/
.cp/libswt-pi-gtk-4234.so (libgtk-x11-2.0.so.0: cannot open shared object
file: No such file or directory)
swt-pi-gtk (Not found in java.library.path)/root/.swt/lib/linux/x86/libswt-
pi-gtk-4234.so (libgtk-x11-2.0.so.0: cannot open shared object file: No
such file or directory)
/root/.swt/lib/linux/x86/libswt-pi-gtk.so (/root/.swt/lib/linux/x86/liblib
swt-pi-gtk.so.so:cannot open shared object file: No such file or directory)"

d(=(:*^}KJb,kNDTBd(=(E":https://www-304.ibm.com/support/

docview.wss?uid=swg21459143

Z 64 ; Linux for System z O2,20'\
Z 64 ; Linux for System z O2,20 IBM Security Key Lifecycle Manager 1'

\,"vVms{"#

wrong ELF class: ELFCLASS64
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*^}KJb,kNDTBd(=(E":ht tp : / /www-01 . ibm.com/suppor t /

docview.wss?uid=swg21645797

^(TG root C'm]20 IBM Security Key Lifecycle
Manager

^(TG root C'm]LxT IBM Security Key Lifecycle Manager 20#

g{zQw* root C'G<= UNIX 53,M;\w*G root C'T IBM Security

Key Lifecycle Manager xP20#

XBt/53,w*G root C'G<C53,t/ VNC ~qw"t/ IBM Security

Key Lifecycle Manager 20Lr#

}]4,SM4-Yw'\

1zw*G root C'T IBM Security Key Lifecycle Manager xP201,}]4,

SM4-Yw'\#

20s,zI\4=b){"#

SQL2044N An error occurred while accessing a message queue. Reason code:
"1"." in db2_config.log
SQL2043N Unable to start a child process or thread" in db2restore.log after
restore operation failed.

Z Linux 53O^DTBZKN}"XT:

sysctl -w kernel.msgmni=16384
sysctl -w kernel.sem="250 32000 100 1024"
echo "kernel.msgmni=16384" ))/etc/sysctl.conf
echo "kernel.sem=\"250 32000 100 1024\"" ))/etc/sysctl.conf

PXTKJbxPJOoODj8E",kND http://www-01.ibm.com/support/

docview.wss?uid=swg21365583#

CZG Root C'20DHvu~(hLr'\
20 IBM Security Key Lifecycle Manager 1,CZG Root C'20DHvu~(h

Lr"zJO,vV %temp%/sklmPRS B results.txt D~PDms{"#

KLM - IBM Security Key Lifecycle Manager [03000000]:
Property Result Found Expected
======== ====== ===== =========
user.isAdmin FAIL False True

KJbGQ*^F#

K^FDd(=(G9CtT S K I P _ P R E R E Q = t r u e ZTB?<P4(

sklmInstall.properties D~4x}Hvu~(hLr:

Windows
%TEMP%

UNIX /tmp
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Z53_P`vVx1^(20 IBM Security Key Lifecycle
Manager

Z53_P`vVx1,z^(20 IBM Security Key Lifecycle Manager#

ZTBivB,20'\:

v z!qZ} /opt ?<TbDVxO20#

v /opt ?<ODUdOY#

20LrT>TBms{":

One or more prerequisite failed to meet the requirement.

*^}KJb,k9CNNTBbv=(:

v vS /opt ?<PDUdTzchs#

v ZTB?<P,9CtT SKIP_PREREQ=true 4( sklmInstall.properties D~4

x}X8m~(hLr:

Windows
%TEMP%

UNIX /tmp

msT> “/opt” ?<PDELUd9CJ
20 IBM Security Key Lifecycle Manager 1,d;“/”?<PDELUd\Y,+G

Hvu~(hLrmsXT>“/opt”?<PDELUd;c#

k7# /opt ?<PPXhDELUd (12 GB)#

^((FkTC'i8(Dhv
^(+ Tivoli Integrated Portal > C'Mi > \miP8(DhvS IBM Security

Key Lifecycle Manager DOMf> V2.0 r V2.0.1 (F= V2.5# +G,i>mQ-

(F#

zITZ?vC'iD WebSphere Integrated Solutions Console PmShv# k%w

WebSphere Integrated Solutions Console > C'Mi > \mi4|Br8(h

v#

4T>8]D~D1dAG

+ IBM Security Key Lifecycle Manager DOMf> V1.0 (F= V2.5 s,Z6-3

fO,4T>a)8]D~1dAGD4S#

*bvKJb,kKP IBM Security Key Lifecycle Manager 8]Yw#

^(i$\?b\k
T<N==+ IBM Security Key Lifecycle Manager DOMf>(F= V2.5 1,4i

$OMf>D\?b\k#

KJbGQ*^F#
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g{+ UAC hC*<U(*,G420'\
g{+ Windows C'J'XF (UAC) hCh*<U(*,G4 IBM Security Key

Lifecycle Manager D20+a'\#

*^}KJb,kNDTBd(=(E":ht tp : / /www-01 . ibm.com/suppor t /

docview.wss?uid=swg21665207

Z Windows 2012 R2 Yw53O20'\
Z Windows 2012 R2 Yw53O,IBM Security Key Lifecycle Manager 20'\,

vVms{":

CTGKM9103E Unable to find the location of prerequisite scanner tool.

*^}KJb,kKPTB=h:

1. |B Windows UAC hC,g<u5wPyv:http://www-01.ibm.com/support/

docview.wss?uid=swg21665207

2. *A IBM Security Key Lifecycle Manager 20D~?<#

3. R|%w launchpad.exe D~#

4. %wT\m1m]KP#

5. Lx4Pb)=hT20 IBM Security Key Lifecycle Manager#

%temp%/sklmPRS/results.txt D~PD/f{"
Z Windows Yw53O,%temp%/sklmPRS/results.txt D~|,X8m~(hLrD

/f{"#

WARNING: [KLM 03000000] The syntax for the following section title is
not valid: risc.cpu. The prerequisite property in the section title is not
supported. The section check is evaluated to FALSE. Prerequisite properties
in this section are not checked. Review the documentation for the valid
prerequisite properties and update the section title.

zITvTK{"# IZX8m~(hLrZ Windows OiR risc.cpu tT,rK

T>K{"# KtTTZ Windows ;fZ#

Z2,==B,20M6X}L'\r_4jIKv

Z2,==B,g{t/20M6X}LD|n48(l&D~,G420M6X}

L+'\rKv,^(jI#

IBM Security Key Lifecycle Manager a)K20l&D~M6Xl&D~# }g,d

kTB|n+<B6X}L'\rKv,^(jI:

./uninstall -i silent

XkZ20r6XodP8(l&D~# }g,dk:

./imcl -input full_path_to_response_file -silent
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Z Encryption Key Manager (FA IBM Security Key
Lifecycle Manager V2.6 ZdrB4(D\?imS\?

Z IBM Security Key Lifecycle Manager V2.6 20Zd,Z(F Encryption Key Man-

ager 1,a+;tZ Encryption Key Manager PNN\?iD;)\?mS=B4(

D\?i DefaultMigrateGroup#

KJbGQ*^F,"R;a0lrh8a)\?#

g{}6Nq'\,D~dz;a}7ax

Z IBM Security Key Lifecycle Manager V2.5 O&C FP5 '\,"RWv Java ms

T0Kvzk 1#

Z IBM Security Key Lifecycle Manager V2.5 FP05 }6Nq'\1,;a}7e}D

~dz#IZKJb,ZXT20wL1+Wv Java ms#*bvKJb,kXBt

/53r_vSD~dz}?#ZXBt/53s,ZXT}6}L.07# DB2 t

/#

T2,==20 IBM Security Key Lifecycle Manager 1T>b
bD{"

Z Windows Yw53O,ZT2,==20 IBM Security Key Lifecycle Manager 1,

I\aT>bbD/f{"#

InstallRegistry.xml file not found at location :
C:\ProgramData\IBM\Installation Manager\installRegistry.xml

zITvT{""Lx20Nq#

IBM Security Key Lifecycle Manager ~qw ^F"JbMd(=(
Z?pM9C IBM Security Key Lifecycle Manager Zd,zI\av=;)JbM^

F# >?Vhv IBM Security Key Lifecycle Manager ~qw Jb"d(=(M^F#

\?iC!\?15Xmszk EE31
TZ DS5000 f"~qw,1\?iCj\?R stopRoundRobinKeyGrps tT&Zt
C4,1,IBM Security Key Lifecycle Manager +msX5Xmszk EE31# TZ

LTO h8i,2a"zKms#

":vZ StopRoundRobinKeyGrps tThC* true 1"z#

CB~;G\?bms# *|}KJb,k+|`D\?mS=ZsFB~PG<D\

?i#

IBM Security Key Lifecycle Manager Yws?1d
Z IBM Security Key Lifecycle Manager \?bPmSr|Bs?\?(}g,,}

50,000 v\?)1,IBM Security Key Lifecycle Manager Ywh*(Qs?D1dE

\jI#

(Z4P}]b,$# }g,ZmSr|Bs?\?1,4PTB=h:
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1. 4P IBM Security Key Lifecycle Manager D8]#

2. 9C stopServer |n#9 IBM Security Key Lifecycle Manager ~qw#

r_,Z Windows 53O,(}9C Windows Fcz\m4#9 IBM Security Key

Lifecycle Manager ~qw:

a. r*XFfe"%w\m$_ > Fcz\m > ~q#

b. #9 IBM Security Key Lifecycle Manager ~qw ~q,d{F`FZ

IBMWAS85Service - SKLMServer

3. S DB2 |n0Z,KPTB DB2 |n,?v|n;Z;P:

db2 reorg indexes all for table kmt_device_type allow no access
db2 runstats on table sklmdb2.kmt_device_type and indexes all
db2 reorg indexes all for table sklmdb2.kmt_certstr_rn allow no access
db2 runstats on table sklmdb2.kmt_certstr_rn and indexes all
db2 reorg indexes all for table sklmdb2.kmt_keystr_rn allow no access
db2 runstats on table sklmdb2.kmt_keystr_rn and indexes all
db2 reorg indexes all for table sklmdb2.kmt_group allow no access
db2 runstats on table sklmdb2.kmt_group and indexes all
db2 reorg indexes all for table sklmdb2.kmt_devaudit allow no access
db2 runstats on table sklmdb2.kmt_devaudit and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_appinfo allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_appinfo and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_cryptoparams allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_cryptoparams and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_custom allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_custom and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_digest allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_digest and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_link allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_link and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_global_names allow no access
db2 runstats on table sklmdb2.kmt_kmip_global_names and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_name allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_name and indexes all
db2 reorg indexes all for table sklmdb2.kmt_kmip_attr_objectgroup allow no access
db2 runstats on table sklmdb2.kmt_kmip_attr_objectgroup and indexes all

4. 9C startServer |nt/ IBM Security Key Lifecycle Manager ~qw#

r_,Z Windows 53O,(}9C Windows Fcz\m4t/ IBM Security Key

Lifecycle Manager ~qw:

a. r*XFfe"%w\m$_ > Fcz\m > ~q#

b. t/ IBM Security Key Lifecycle Manager ~qw ~q,d{F`FZ IBM

WebSphere Application Server V8.5 - SKLM26Server#

5. Y4P;N IBM Security Key Lifecycle Manager D8]#

\?i4(I\,1
ZPs?\?D53O,4(\?iHYwI\a,1#

+ /opt/IBM/WebSphere/AppServer/profiles/KLMProfile/properties/

soap.client.props P com.ibm.SOAP.requestTimeout D5|D*OsD5# }g,

+5hC* 3600 "XBt/ WebSphere Application Server#
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G<'\,vVms{"

Z IBM Security Key Lifecycle Manager a0,1s,WNG<"T+'\,"vVm

s{"#

}g,

Your session has become invalid. This is due to a session timeout,
an administrator has logged you out, or another user has invalidated
your session by logging on with the same User ID.

vTC{""YNG<#

KMIP M'z^(R=h8
g{*9C LTO h85PP KMIP DBh84( 10 vV{DrPE,G4 IBM

Security Key Lifecycle Manager a9C0<c+rPE$HndA 12 vV{#+Ts,

KMIP M'zaR;=Ch8#

*9C KMIP DBh84( 12 vV{DrPE# ;*4($H!Z 12 vV{Dr

PE#

Z=o`5 KMIP tTDns^F1"zJb
g{Z=ons^F1"zJb,I\h*|DIZ KMIP `5tTP9CD5Dns

}?#

9C tklmConfigUpdateEntry |nI|D SKLMConfig.properties D~PD

mv.attribute.max.values tT#v1ro=`5tTDns^Fx"zJb1,|B

KtT#

mv.attribute.max.values=maxvaluesinteger
7(IZ KMIP `5tTP9CD5Dns}#

Xn G

1!5

1!5* 32#

>} mv.attribute.max.values=40

I\h*|D KMIP (FtTD5
I\h*|DIZ KMIP (FtTP9CD5Dns}?#

9C tklmConfigUpdateEntry |nI|D SKLMConfig.properties D~P

custom.attribute.max.values tTD5#

custom.attribute.max.values=maxvaluesinteger
7(IZ KMIP (FtTP9CD5Dns}#

Xn G

1!5

1!5* 32#

>} custom.attribute.max.values=40
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IBM Security Key Lifecycle Manager ~qw 4\u</
BqU>"z WebSphere Application Server t/Jb# Jb(fmw~qw^(SU

>V4Bq# IBM Security Key Lifecycle Manager ~qw2^(u</#

Z WebSphere Application Server t/1,~qwa"TV44kU>D'\Bq,+

t/a'\# S WAS_HOME/profiles/KLMProfile/tranlog/SKLMCell/SKLMNode/server1/

transaction/ ?<P}% WebSphere Application Server U>#;s,XBt/

WebSphere Application Server#

UZVNDq=

ZUZVN9CLUZq= dd/MM/yyyy D3fO,>}u?I\* 20/04/2009#+G,

g{+Cu?|D*ng 20/04/09 .`D5,G4+T>|`ozE"# a;Cu?

1,5+|D* 20/04/0009,x;G 2009#

(}dkyhjDq=* yyyy D5,ITI&a;Cu?# }g,dk 2010#

^(}% WebSphere Application Server ?<PD3)D~
!{}Z4PD IBM Security Key Lifecycle Manager 20.s,e}&\I\^(}

% WebSphere Application Server ?<PD3)D~#

g{!{}Z4PD IBM Security Key Lifecycle Manager 20,k7#V/>}

WAS_HOME ?<#

^(+$ir\?ikh8`X*

g{`v$ir\?iD{FPns;vV{(2fV{)*GE (*),G4 IBM Secu-

rity Key Lifecycle Manager ^(+$ir\?ikh8`X*# h8{I\TGEa

2,2I\Td{V{a2#

*I&X+$ir\?ikh8`X*,*$ir\?i|{1kp+GECwa2

V{#

3)|nr!o(;}7Dod

Z;%==B,3)|n+o(;}7Dodr!=XF(# od!TKtTj>D=

v(E#

;%=XF(T>D|no(msX8(K`v(g{#

}g,|no(}7D tklmDeviceAdd |nu?I\*:

AdminTask.tklmDeviceAdd
(’[-type 3592 -serialNumber 123456789012
-attributes "{worldwideName ww_name} {aliasOne cert1} "]’)

+G,;%==+_PTBa{:

1. T;%==KP tklmDeviceAdd |n#

wsadmin>AdminTask.tklmDeviceAdd(’-interactive’)

2. zIDodPtTj>1Y}7D(E#
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WASX7278I: Generated command line: AdminTask.tklmDeviceUpdate(’[-uuid
DEVICE-8f8f2acf-4bb4-4150-8672-8f809382bef5 -attributes [ [symAlias sym]
[description desc] ]]’)
’CTGKM0001I: Command succeeded.’

|no(}7D tklmDeviceUpdate |nu?I\*:

AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-3c2617ec-0f65-445d-9323-a909512fa973
-attributes "{description old_desc}"]’)

+G,;%==+_PTBa{:

1. T;%==KP tklmDeviceUpdate |n#

wsadmin>AdminTask.tklmDeviceUpdate(’-interactive’)

2. Z4Pd{;%n/s,ZzIDodP,tTj>1Y}7D(g{(TVeV

m>)#

WASX7278I: Generated command line: AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-8f8f2acf-4bb4-4150-8672-8f809382bef5
-attributes "[ [symAlias sym] [description desc]]"]’)

IBM Security Key Lifecycle Manager a0,1
zI\%w IBM Security Key Lifecycle Manager oza> (?) TZ/@w5}Pq!

|`E",;sJm10 IBM Security Key Lifecycle Manager a0,1# ,1{"

M"Tq!BG<D0Z+T>Z#Vr*Doz/@w5}P#

9Coz/@w5},ITYNG<# +G,yhD<=4%;IC# %woza>

+<BT>ozE",XU IBM Security Key Lifecycle Manager <NC'gf,+;

PNN=(IT5X#

g{ IBM Security Key Lifecycle Manager a0,1"Rr*K;voz/@w5},

kXUCoz/@w5}# ;s,YNG<= IBM Security Key Lifecycle Man-

ager#

}]b,S'\
ZV<=53O20 IBM Security Key Lifecycle Manager +* IBM Security Key

Lifecycle Manager +4(;vC'j6M\k#C\ky]53OD>X_T47(=

Zkq,I\hCD1dNOL,}g 90 l#g{C'j6;fZ,G4CC'j6

+k DB2 5}{`,#

\k=Zs,}7dCD53'\,"T4PYw(}g,Pv\?brPviPD

\?)DC'I\a4=TB{":

CTGKM0506E Internal Database Operation error.
CTGKM0900E Database connection failed on data source java:comp/env/jdbc/sklmDS

g{ DB2 \k=Z,rvZd{-r(}g,|D\m1)x*XC\k,kq-T

B=h:

v i$}]b~qwGqQt/"R}ZKP# `M

set DB2INSTANCE=slkminstance
db2start

dP,sklminstance *5,}g sklmdb2#
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}]b+5XN<{",}g:

SQL1026N The database manager is already active.

v |D IBM Security Key Lifecycle Manager 5}yP_D\k#

1. Z Windows 53O,%w*< > XFfe > \m$_ > Fcz\m > 53

$_ > >XC'Mi > C'#

2. |D IBM Security Key Lifecycle Manager 5}yP_D\k#

v #9`XD~q"|D\k# Z Windows 53O,(}%w*< > XFfe > \

m$_ > Fcz\m4<=A~qfe#

#9TB~q

DB2 - DBSKLMV25 - SKLMDB2
DB2 Governor (DBSKLMV25)
DB2 Remote Command Server (DBSKLMV25)

v XBt/Q#9D5}#

v Kb,#9"XBt/TBw*>X53J'KPD~q# ;C|Dd\k#

DB2 License Server (DBSKLMV25)
DB2 Management Service (DBSKLMV25)

v T WASAdmin m]G<= wsadmin a0#

v 9C wsadmin |n|D WebSphere Application Server }]4D\k:

1. TB|nPvK JAASAuthData u?:

wsadmin>print AdminConfig.list(’JAASAuthData’)

a{I\*:

(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)

2. 6pdp{kV{. sklm_db `%dD}]4j6#mb,6pdp{kV{.

sklmdb `%dD}]4j6:

print AdminConfig.showAttribute('JAASAuthData_list_entry', 'alias')

}g,Z;POdk:

print AdminConfig.showAttribute
('(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)', 'alias')

a{*:

sklm_db

3. |D sklm_db p{D\k,"Z;POdkTB|n:

print AdminConfig.modify(’JAASAuthData_list_entry’,
’[[password newpassword]]’

g{Z\kP8(XbV{,kZ8(\k519C}Ew*(g{#

}g,Z;POdk:

print AdminConfig.modify
('(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)',
'[[password tucs0naz]]')

4. #f|D:

print AdminConfig.save()
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5. 9C stopServer M startServer |n#9"XBt/ IBM Security Key Lifecycle

Manager ~qw#

r_,(}9C Windows Fcz\m4#9"XBt/ IBM Security Key

Lifecycle Manager ~qw#

a. r*XFfe"%w\m$_ > Fcz\m > ~qM&CLr > ~q#

b. #9;st/d{F`FZ IBM WebSphere Application Server V8.5 -

SKLM26Server D IBM Security Key Lifecycle Manager ~qw~q#

6. i$GqIT9C WebSphere Application Server }]4,S=}]b#

a. WH,kdk:

print AdminConfig.list(’DataSource’)

a{I\*:

"Default Datasource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1183122153625)"
"SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1379859893896)"
"SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/servers/
server1|resources.xml#DataSource_1379859896273)"
DefaultEJBTimerDataSource(cells/SKLMCell/nodes/SKLMNode/servers/
server1|resources.xml#DataSource_1000001

b. ZZ;v}]4ObT,S# }g,dk:

print AdminControl.testConnection('SKLM DataSource(cells....)')

}g,Z;POdk:

print AdminControl.testConnection
(’(SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1379859893896)’)

c. Zd`D}]4ObT,S#}g,dk:

print AdminControl.testConnection
(’(SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1379859896273)’)

d. Zb=VivB,z<aU={",mwk}]4D,SQI&# }g:

WASX7217I: Connection to provided datasource was successful.

VZ,zITKP IBM Security Key Lifecycle Manager Yw#

^F\?j)D$H
d;Z IBM Security Key Lifecycle Manager P,zIT8(ns$H* 256 vV{

D\?j),+G+,} 64 vV{Dj)CZ'VS\DExzr RAID XFw1a

}$#

}g,64 vV{D^FJCZ 3592 Exz"LTO Exzr DS8000 Turbo Exz9

CD$iD\?j)#

* 3592 Exz"LTO Exzr DS8000 Turbo Exz8($H;,} 64 vV{D

\?j)#
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UZq=^'

ZS\UZdkDVNO,ZCVNPdk5I\aT>0]ozmwUZq=^

',1=dkj{DUZ*9#

ozE"D]1T>Gr*ZzdkUZ14PKi$# 9C/vUz,rZdkj{

DUZ.0vT0]oz#

KP tklmReplicationStatus CLI |n1vVms{"
494FdCD~fZRdP|,u?,tklmReplicationStatus CLI |nTa"vT

B{"#

CTGKM2222E No valid replication config file exists.

g{4FdCD~PDu?PJbr;fZ4FdCD~1<aT>K{"#kli

4FsFU>rwz7sFU>47(Dvu?PJb# @}Jb,XBt/ IBM

Security Key Lifecycle Manager,;sXT#

9C<NC'gfmSh81"zJb

Z IBM Security Key Lifecycle Manager GUI PI\4;=*mSDh8#+G,Z

|nPgfdvPaPvCh8#

r*h8Q?VmS= IBM Security Key Lifecycle Manager }]bP,yTkS}]

bP>}Ch8,;s9C<NC'gfV/mSCh8# PXj8Dd(=(E",

kND<u5w:http://www.ibm.com/support/docview.wss?uid=swg21608874#

IBM Security Key Lifecycle Manager 8]YwI\'\
IBM Security Key Lifecycle Manager 8]YwI\'\,"RZ sklm_audit.log D

~PvVms#

outcome=[result=successful]
...
resource=[name=
CTGKS0040E Socket timed out.

r

CTGKS0040E Internal Error: Process Message failed

ms CTGKS0040E 8>"zWSV,1# <u5whvKCJbT0d(=(:http://

www-01.ibm.com/support/docview.wss?uid=swg21610328#

IZ1YmUd"zms
IBM Security Key Lifecycle Manager 8]YwI\'\,"RZ sklm_audit.log D

~PvVms#

ADM6023I The table space "table space name"
(ID "number") is in state 0x"2001100".
The table space cannot be accessed. Refer to the documentation
for SQLCODE -290

zI\aIZ1YmUdxv=Kms#*^}KJb,kNDTBd(=(E":

http://www-01.ibm.com/support/docview.wss?uid=swg21609130
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Zmo>z73Or*“dC”3f1vVms{"
Zmo>z73O20 IBM Security Key Lifecycle Manager .s,1zr*“dC”3

f1,aT>ms{" CTGKM0100E M CTGKM0900E#

KJbGICQ*D DB2 Jb}pD:

IC87668 CONNECTION FAILS WITH SQLCODE -4220 WHEN CHARACTERS IN CLIENTUSER
ACCOUNT CAN NOT BE CONVERTED TO EBCDIC 500

+zVPD WebSphere &CLr~qw73PD db2jcc.jar D~f;* DB2 V10.5

db2jcc.jar D~# zITSTB;CBX DB2 JDBC }/Lr,DB2 V9.5 – V10.5

'VC}/Lr:http://www-01.ibm.com/support/docview.wss?uid=swg21363866

^(9C REST ~q4>}$iD1!Xv
z;\9C IBM Security Key Lifecycle Manager REST ~q4>}(}9C IBM Secu-

rity Key Lifecycle Manager CLI |nmSD$i1!Xv#

z;\9C$i1!Xv>} REST ~q4>}(}9C tklmCertDefaultRolloverAdd
CLI |nmSD$i1!Xv

9C CLI |n4>}(} CLI |nmSD$i1!Xv# }g,zXk9C

tklmCertDefaultRolloverDelete |n4>}(}9C tklmCertDefaultRolloverAdd |
nmSD$i1!Xv#

g{9CXbV{,G4msT>$ihv

Z<NC'gfO,g{Z$ihvVNP9C“<”M“>”XbV{,G4amsT>h

v#

k;*+“<”M“>”V{CZ$ihv#

IBM Security Key Lifecycle Manager 6-3f4T>
Z<NC'gfO,%wNNK%(} 6- K%Tb),;slY,xcw6-K%,

6-3f4r*#

*bvKJb,k4PNNTBNq:

v ZC3fO%w5Xw34S#

v %wd{K%# ZSXC3fs,%w6-K%#

^(9C KMIP Recertify() Yw
KMIP Recertify() Yw;\CZ$iks#

KJbGQ*^F#

IBM Security Key Lifecycle Manager 4-Yw'\
g{9C8]Yw4(D8]D~Ds!,} 4 GB,G4Z9Cb)8]D~s4-

Yw'\#

KJbGQ*^F#
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g{;P20 JCE _TD~,G48]Yw'\
IBM Security Key Lifecycle Manager 8]Yw'\,vVms{"#

Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files are required. For more information, see the "Backup and restore"
section of IBM Security Key Lifecycle Manager documentation on IBM Knowledge
Center.

g{ IBM Security Key Lifecycle Manager 8]Yw+ AES 256 ;\?CZ}]S\,

G4zXk20 Java \ku)9 (JCE) ^^F?H\=xr_TD~# PX8>E

",kND IBM Knowledge Center O IBM Security Key Lifecycle Manager D5D

:\m;BZPD“20 Java \ku)9^^F?H\=xr_TD~”wb#

Windows 2012 R2 OD8]Yw'\
Z Windows 2012 R2 O,IBM Security Key Lifecycle Manager 8]Yw'\,vV

ms{"#

wsadmin>print AdminTask.tklmBackupRun("[-backupDirectory tklmbackup
-password password]")
(1) Backup operation fails.
CTGKM0910E I/O error while creating backup jar file tklmbackup\sklm_v2.5.0.3_
20140721182309+0530_backup.jar
Error message: C:\SKLM\SKLMDB.0.SKLMDB2.DBPART000.20140721182309.001 (Access
is denied.)

T\m1m]XBt/ WebSphere Application Server:

1. %w*< > yPLr > =~#

2. R|%w|na>{#

3. %wT\m1m]KP#

4. P;= %WAS_HOME%\profiles\KLMProfile\bin ?<#K?<|, startServer.bat

D~#

5. KPTB|n:

C:\Program Files (x86)\IBM\WebSphere\AppServer\profiles\KLMProfile\
bin>startServer.bat server1

H0f>D IBM Security Key Lifecycle Manager Dg=(8]
M4-Yw'\

Z9Cg=(8]M4-5CLr48]M4-H0f>(10"2.0"2.0.1 M 2.5)D

IBM Security Key Lifecycle Manager M Encryption Key Manager 1,8]M4-Y

w'\#

ZKPg=(8]M4-Yw.0,XkdC b a c k u p . p r o p e r t i e s M

restore.properties D~#Z Windows 53O,g{b)D~PD5|,0<r2f

Uq,G48]M4-YwI\'\#

*bvJb,k7# backup.properties M backup.properties D~P^0<r2f

Uq#
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“T/K!4FdC”3fO4nd}]
ZdC IBM Security Key Lifecycle Manager 5}"mf*w4Fs,g{"4CJ“

T/K!4FdC”3fTxPNN|B,;a4F8]S\ZnM7O4F8]S\

ZnVNnd}]#

*bvKJb,kH};a"ZYN#f}]0"B3f#

Linux 53O WebSphere Application Server M DB2 .dD
,=Jb

Z Linux 53O,Z53XBt/s,WebSphere Application Server M DB2 Dt/

3rI\fZJb#WebSphere Application Server I\Z DB2 .0t/#

*bvKJb,kNDTB<u5wPDj8E":http://www-01.ibm.com/support/

docview.wss?uid=swg21969891

WebSphere Application Server ^F"JbMd(=(
>wbhvKzI\av=D WebSphere Application Server Jb"^FMd(=(#

C'G+4a)Z{DyZG+DCJ

w* WASAdmin \m1,zI\Z4(C'18(K!4{F,}g user_lto# ;

s,I\4(K;v(CZCC'D9Cs4{FDG+,}g user_LTO#

1CC'TsG<1,G+;aa)yhDyZG+DCJ(,"a"zms#

%d}LxVs!4# 8(yPV{Ds!4<%dDC'{MC'G+{F#

B-PmP4T>3dD}/w
Z Windows 53O,(}/@iRD~1,3dD}/w4T>Z<NC'gfOD

B-PmP# }g,ZCZ8]D~D3fO,1(}/@iR8]f"b;C1,4

T>3dD}/w#

g{9C3dD}/w,k9C|nPgf# }g,*8]D~,k9C

tklmBackupRun |n#Zhv WebSphere Application Server P4T> Windows PQ

3dxg}/wD<u5wP,IR=|`d(=(E"# PX|`E",kNDTB

>c:http://www.ibm.com/support/docview.wss?rs=180&context=SSEQTP&uid=swg21316456

&loc=en_US&cs=utf-8&lang=en

!q“sK”}7^(TH0 portlet xPPri4#
!q“sK”}7^(TQZ WebSphere Application Server PCJ}DH0 portlet xP

Pri4# }g,Zi4K;rP3fs,!q“sK”}75X=6-3f#

“sK”}7^(rs-7/@;rP3f#k9Cs0qPD!n4<=A?j3

f#
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^(CJ IBM Security Key Lifecycle Manager <NC'gf
g{8(DKZE";}7,G4z^(CJ IBM Security Key Lifecycle Manager <

NC'gf#

v 1 WebSphere Application Server Q20Z1!KZ"QIm;&CLr9C#

v Z IBM Security Key Lifecycle Manager 20ZdQ8(,;KZ#

g{}ZBXd{&CLr,G4 IBM Security Key Lifecycle Manager 20Lr^(

lb}Z9CDKZ#

7#20Zdz8(DKZ4Z,;53PIm;&CLr9C#

Z AIX Yw53O4-Yw'\
Z AIX Yw53O,g{ WebSphere Application Server 2076;G /opt/IBM/

WebSphere/AppServer,G44-Yw'\#

KP tklmBackupRunRestore |n14-Yw'\,"RvVTBms{"#

"CTGKM0850E An exception occurred during the restore operation.
Examine the db2restore.log for exception information. Complete the restore
operation before attempting any other IBM Security Key Lifecycle Manager
tasks."

g{}ZBXd{&CLr,G4 IBM Security Key Lifecycle Manager 20Lr^(

lb}Z9CDKZ#

* <WAS_INSTALL_DIR>/products/sklm/bin/db BDD~hC4PmI(#

chmod -Rf 755/<WAS_HOME>/products/sklm/bin/db

}g:

chmod -Rf 755/usr/IBM/WebSphere/AppServer/products/sklm/bin/db

^(Z_Ps}]TsD53OKP8]Yw

Z9C WebSphere Application Server Bq,1D1!hC 600 k1,g{Z_Ps}

]TsD53OKP8]Yw,G4a"z Java l##

*bvKJb,XkhC|_DBq,15,}g,7200 k(2 !1)#*^DhC,

kKPTB=h:

1. 9C WASAdmin C'j6G< WebSphere /Ibv=8XF(#

https://localhost:9083/ibm/console/logon.jsp

2. (}%w~qw > ~qw`M > WebSphere Application Server > [&CLr
~qw] server1 > []whC] ]w~q > Bq~q,*A“Bq~q”3f#

3. ZBqzfZ,1\FMBq,1ns5VNP,8(OsD5,}g,7200#

4. %w&C#

5. %w7(#

/@w^F"JbMd(=(

>wbhvKzI\av=D/@w^F"JbT0d(=(#
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2m/@wa0DJb

TZ9C WebSphere Application Server M IBM Security Key Lifecycle Manager D2

m/@wa0,XkhT\b,r*K`a0aZ~qwOlI;I$ODa{# Z,

;M'zO9C`v/@w0Z1,IT2ma0#

}g,Z9C Firefox /@w1,a0<Ua2m# a0I\9Z Internet Explorer P

2m,b!vZ"amhCrr*/@w0ZD==#

zXk\bTBiv:

v `vC'G<,;a0#

v ,;M'zOD`v/@w0ZCJ`,D WebSphere Application Server#

"TS\]R LTO h81msa{Py;,
"TS\]R LTO h8+8(KmsD\?{F1,y]9CD/@w,msa{a

Py;,#

v Internet Explorer

Kms{"T>*:

CTGKM0201E Cannot modify device.
CTGKM0245E The key name specified is not known.

v Firefox

;T>NNms{"# h8#tZ]Rh8PmP# Z]Rh8mP+T>|`o

z#

9CN;{"q=46pzh*|}\?{F,"RXT#

^(XU“mSh8”T0r
g{9C IBM Security Key Lifecycle Manager M Internet Explorer V8 4mS DS5000

f"~qw,G4I\^(XU“mSh8”T0r#

7#/@wZ ActiveX X~Me~BQtC~xFME>P*E>`FhC# k4P

TB=h:

1. r*/@w,;s%w$_ > Internet !n > 2+#

2. Z“2+”!n(O,%wT(e6p#

3. v/2+ThCDPmA ActiveX X~Me~!n,"7#~xFME>P*hC

QtC#

4. %w7(#

ZzmST){$i1bjI\;aT>
"TmST){$i1,y]9CD/@w,bjI\;aT>#

TZ3)/@w,bjnuI\aT>ZVN(}g,XnD>VN)PT)dkV

{# +G,1T>CVNDd{oz1,bj;YT>rA8TT>9cZDvVN

P#

vT1YDbj# (}ZVNPdkV{,4II&XjIdk#

32 IBM Security Key Lifecycle Manager V2.6 JOoOM'V



Internet Explorer /@w(f$ims
TZZ? WebSphere Application Server $i,Zz20"WNG<= IBM Security Key

Lifecycle Manager 1,Internet Explorer /@wa(f$ims#

r*Z?$iDyP_;Z)p(^DIEPmPx"zms# Z?vCZCJ IBM

Security Key Lifecycle Manager D/@wP20$i#

*Z/@wO20$i,k4PTB=h:

1. 1T>mw)p$iD+>;ZIE+>PmPD2+/f1,k%wi4$i#

2. m;vT0ra+ IBM Security Key Lifecycle Manager ~qwDwz{T>*d

"xM4{Fd"#

3. %w20$i+$i20Z/@wO# ;s,4U/@wa)D8>E"20$i#

Z%w/@1^(ZT>DVNPdk76D5

Z“4(8]”3fO,g{9CxP Service Pack 2 D Internet Explorer V6.0 1,G

4^(Z/@wa0P%w/@1ZT>DVNPdk765#

}g,z^(dk /opt w*5#

9C“/@D~”T0rODB-}74!q?<76#

^(0k IBM Security Key Lifecycle Manager XF(
IBM Security Key Lifecycle Manager XF(4Z Internet Explorer V9.0 /@wOSX#

*0k IBM Security Key Lifecycle Manager XF(,zXk|D Internet Explorer /

@wPDD5==:

1. %w Internet Explorer > $_ > *"K1$_#

2. %w*"K1$_ > D5==#

3. !q Internet Explorer 9 j<f#

4. "B3f#

+G+VdxC'1vVms{"

Z WebSphere Integrated Solutions Console P,!qG+1+T>;ums{",uA

G+G+VdxC's#

IZ9C;\'VDf>D Internet Explorer xT>K{"#*bvKJb,zXkZ

/@wPkT IBM Security Key Lifecycle Manager KPyZDwz{rrtCf]T

==#

1. r* Internet Explorer#

2. %w$_ > f]TS<hC

3. Z0ZPmSPvDrrwz{#

4. %wmS#

5. "B3f#
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4FJbMbv=(

1KP IBM Security Key Lifecycle Manager 4FNq1,Xk<G=ZK!53Mw

53OI\vVDJb#

;j{D4F

v k7#Z backup.TLSCertAlias N}P8(D SSL $iM(C\?Zw53MK!

~qwPyIC#

v k7#d{m~z710;P9C*4F(E8(DKZE#

v li4FdCD~P8(D~qw{Fr IP X7Gq}7,"RGqITSw~q

wxPq!#

v (}KP tklmReplicationStatus |n"Replication Status REST Service rl
i IBM Security Key Lifecycle Manager 6-3fOD4F?VD4,,li?(~

qwOD4FNqGq<Qt/#

v TZ DB2 4F,k7#w~qwMK!~qwDUZ/1dG8u,=D# ^sD

nla<B9-'\#

v li4FdCD~,7#(eKnYDXhN},"R;P44ms#

v n`I(e;(w~qwM 20 (`X*DK!~qw#AYXk(e;(K!~q

w#

v li4FsFD~Tq!|`PX4F'\DE"#

ZwHD1d44P4F

v v14(BD\?DO14PQF.D4F#

v 1Zw4FdCD~PhCX(D4F1dMli1ddt1,X(D4F1d+

2Gli1ddt#

K!534F

v 4Fs,K!53+aXBt/#

v ,$K!~qwDICT# zITC restore.DailyStartReplicationRestoreTime
N}8(;vX(D1d4jI4F#}g,^[N1U=8]D~,vZmO 11

cKP9-#TdCD~PDTBtTxP`k:

restore.DailyStartReplicationRestoreTime=23:00

(z&\!n^F"JbMd(=(

zI\av=;) IBM Security Key Lifecycle Manager (z&\!n^Fr(z&\

!nJb#

JAWS A;JAwmsDA“dC”3f*X
ZdC > SSL/KMIP 3fO,{"rPD/f<j;A*XU4%#

KJbG9C Dojo 0Z!?~T>/f{"DQ*^F#ZdC3fP4(T){$

i1"zKJb#

1. G<<NC'gf#

2. Z“6-”3fO,%wdC > SSL/KMIP#

3. !q4(T){$i#
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4. n4XnMI!VN,;s%w7(#

+T>;v/f{"rTzI8]#A;JAw+{"rPD/f<jA*XU4

%#

JAWS A;JAwmsDA/f{"
ZdC > SSL/KMIP 3f,/f{";A*D5#

KJbG9C Dojo 0Z!?~T>/f{"DQ*^F#ZdC3fP4(T){$

i1"zKJb#

1. G<<NC'gf#

2. Z“6-”3fO,%wdC > SSL/KMIP#

3. !q4(T){$i#

4. n4XnMI!VN,;s%w7(#

+T>;v/f{"rTzI8]#A;JAw+K/f{"A*D5#
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yw

>E"G*Z@zzZ)&Dz7M~qx`4D# IBM I\Zd{zRrXx;a

)>D5PV[Dz7"~qr&\XT# PXz10yZxrDz7M~qDE",

krz1XD IBM zmI/# NNT IBM z7"Lrr~qD}C"GbZw>r

5>;\9C IBM Dz7"Lrr~q# ;*;V8 IBM D*6z(,NN,H&

\Dz7"Lrr~q,<ITzf IBM z7"Lrr~q# +G,@@Mi$NN

G IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({# a)>D5"4Zh

C'9Cb)({DNNmI# zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

PX+VZV{/ (DBCS) E"DmIi/,kkzyZzRrXxD IBM *6z(

?E*5,rCif==+i/Dy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation“4V4”a)>vfo,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$#

3)zRrXxZ3);WP;Jmb}w>r5,D#$# rK>unI\;JCZ

z#

>E"PI\|,<u=f;;<7DX=r!"ms# K&DE"+(Z|D;b)

|D+`k>JODBf>P# IBM ITf1T>JOPhvDz7M/rLrxPD

xM/r|D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$# G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#
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>LrD;mI=g{*KbPXLrDE"To=gB?D:(i) JmZ@"4(DL

rMd{Lr(|(>Lr).dxPE";;,T0 (ii) JmTQ-;;DE"xP

`%9C,kkBPX7*5:

IBM Corporation

2Z4A/101

11400 Burnet Road

Austin, TX 78758 U.S.A.

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q, <IqCb=fDE

"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM

zJm~mI-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD# rK,Zd{Yw73PqCD}

]I\aPwTD;,# P)b?I\GZ*"6D53OxPD,rK;#$k;c

IC53OxPDb?a{`,# Kb,P)b?G(}Fcx@FD, 5Ja{I

\aPnl# >D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCDJO

Pq!# IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNN

d{XZG IBM z7Dyw# PXG IBM z7T\DJb&1rb)z7D)&L

av#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

yP IBM D[qyG IBM 10D(ic[[,If1|Dx;mP(*# -zLD

[qIkK;,#

>E"vCZf.D?D# ZyhvDz7OP.0,K&DE"aP|D#

>E"|(U#5qKwP9CD}]M(fD>}# *K!I\j{X5wb)>

},>}PI\a|(vK"+>"7FMz7D{F# yPb){FyGi9D,g

k5JL5s59CD{FMX7W,,?tIO#

f(mI:

>E"|(4oTN=Dy>&CLr,b)y>5w;,Yw=(OD`L=(# g

{G*4UZ`4y>LrDYw=(OD&CLr`LSZ (API) xP&CLrD*

""9C"-zrV"*?D,zITNNN=Tb)y>LrxP4F"^D"V

",x^kr IBM 6Q# b)>}"4ZyPu~Bw+fbT# rK,IBM ;\

##r5>b)LrDI?T"I,$Tr&\#C'g{G*K4U IBM &CLr

`LSZ*""9C"-zrV"&CLr,rITNNN=4F"^DMV"b)

y>Lr,x^kr IBM 6Q#

2b)5}LrD?]=4rdNN?VrNN\zz7,<Xk|(gBf(y

w:

©(s+>D{F)(j)# K?VzkGy] IBM +>Dy>Lr\zv4D# ©

Copyright IBM Corp. (dkj]). All rights reserved.
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g{z}Zi4>E"Dm=4q=,<,MJ+<}I\^(T>#

z7D5DunMu~

y]TBunMu~Zh9Cb)vfoDmI(#

JCT b)unMu~T0 IBM Web >cDNN9Cun#

vK9C

zIT*KvK9CxGL5T9C4Fb)vfo,+0aG#tyP(P

(yw#4- IBM Dw7mI,z;CV""T>b)vfordP?Vvf

o,2;CFwd]ow7#

L59C

zvIZs+>Z?4F"V"MT>b)vfo,+0aG#tyP(P(

yw#4- IBM Dw7mI,z;CFwb)vfoD]ow7,2;CZs

+>b?4F"V"rT>b)vford?Vvfo#

({ }G>mI(Pw7Zh,qr;CZhTb)vfordP|,DNNE"

"}]"m~rd{*6z(DNNmI("mI$r({,^[w>D9G

5,D#

;* IBM O*b)vfoD9Cap&d{fr_ IBM P(4}7qXOv

8>E",IBM +P(7zK&ZhDmI(#

;Pzj+q-yPJCD(IM(f,|(yPD@zvZ(IM(f,z

EITBX"vZrYvZCE"#

IBM Tb)vfoDZ];wNN#$#b)vfo“4V4”a),;=PN

NV`D(^[Gw>D9G5,D)#$,|(+;^Z5,DPXJzT

"GV8MJCZ3VX(C>D#$#

Lj

IBM"IBM UjM ibm.com G International Business Machines Corp. Z+@gm`>

(=x"aD"aLjrLj# d{z7M~q{FI\G IBM rd{+>DLj#

Web http://www.ibm.com/legal/copytrade.shtml Oa)K IBM LjDnBPm#

Adobe"Acrobat"PostScript MyPyZ Adobe DLjG Adobe Systems Incorporated

Z@zM/rd{zRrXxD"aLjrLj#

IT Infrastructure Library G Central Computer and Telecommunications Agency(|VZ

G Office of Government Commerce D;?V)D"aLj#

Intel"Intel Uj"Intel Inside"Intel Inside Uj"Intel Centrino"Intel Centrino Uj"

Celeron"Intel Xeon"Intel SpeedStep"Itanium M Pentium G Intel Corporation rdS

+>Z@zMd{zRrXxDLjr"aLj#

Linux G Linus Torvalds Z@zM/rd{zRrXxDLj#

Microsoft"Windows"Windows NT T0 Windows UjG Microsoft Corporation Z@

zM/rd{zRrXxDLj#

ITIL G"z~.Lq?D"aLjM7K"aLj,RQZ@z({MLjV"a#

yw 39

http://www.ibm.com/legal/copytrade.shtml


UNIX G The Open Group Z@zMd{zRrXxD"aLj#

Java MyPyZ Java DLjMUjG Oracle M/rdS+>DLjr"aLj#

Cell Broadband Engine G Sony Computer Entertainment Inc. Z@zM/rd{zRr

XxDLj"RZ1XmI$B9C#

Linear Tape-Open"LTO"LTO Uj"Ultrium M Ultrium UjG HP"IBM Corp. M

Quantum Z@zM/rd{zRrXxDLj#
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