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!0

!0]>KgN&C<uT5V5q?j"bvJb# |GhvK+V[KC=5JP

DYh5qiv#

b)!0P?K9C IBM Security Key Lifecycle Manager IT4PD3)W*=hM

3)|_6DNq#w*b)!0DX8m~,k20 IBM Security Key Lifecycle Man-

ager ~qw"i$di~GqZKPP#

!0:a)w~qwM1>~qw

*7#P,xD\?M$iICZS\h8,k*zDs5dCw IBM Security Key

Lifecycle Manager ~qwM1> IBM Security Key Lifecycle Manager ~qw# ;s,

a)#$X|}]DX48]MV4Yw#

Z Windows 53Md{53O,=v53Xk_Pzc$w:XDyhZf"YHM

ICELUd#

IBM Security Key Lifecycle Manager T@"Z&CLrDYw53M?<a9D==

4(8]D~# zIT+8]D~4-=;,ZSd8]DYw53DYw53#

Z4(1>~qw.0,TYwPDhsxP`?,I\|(:

v >c@PDVQV4}L# K}LI\h*XpDr\ZTDn/T7#w IBM

Security Key Lifecycle Manager ~qwM1> IBM Security Key Lifecycle Manager

~qw,1IC#

zD>cI\h*(Z4P]>w IBM Security Key Lifecycle Manager ~qwD#

bJOa<B1>D"4l&#

IBM Security Key Lifecycle Manager ~qw;a)T/JO*F# zXk%@hC

X*Dh8X~,T7#Zw~qw'\1,1>~qwIC#

v u<20MdCIBM Security Key Lifecycle Manager ~qw,T020Ph*\?

M$iDh8#

< 1. w IBM Security Key Lifecycle Manager ~qwM1> IBM Security Key Lifecycle
Manager ~qw

1



zI\9a!qZd{~qwO20MdC IBM Security Key Lifecycle Manager ~

qw0dX8m~,"hC8]MV4X|}]DwH#

v zDi/(#|D\?M$iD1d\Z#

g{i/?Br?>Hf;;N\?M$i,k7#1BD\?M$iZ*<9C

\Z.08]\?JOMd{}]#

v <B4($iks"+ks"M=O$PDDB~#

9C>crO$PDh*D2+(ExL# 1=5X5JD$i.0,kKP8]T

#$k$iksX*D\?M}]#

v IBM Security Key Lifecycle Manager ~qwD}6M`XDPd~^)|#

KP8]T7#}6sD IBM Security Key Lifecycle Manager ~qw9CD\?M

d{X|}]k}609CD`,#

8]M4-5y

4P|D(}g,mSr|Dh8"\?M$i)1,Xk8] IBM Security Key

Lifecycle Manager X|}]# IBM Security Key Lifecycle Manager a)K4(dC

D~D8]D~"}]bMd{}]DNq# zIT+K8]D~4-=;,ZSd8

]DYw53DYw53#

4\}78]X|}]I\a<B^(CJyPS\D}],"R^(V4Tb)}

]DCJ# ;*T8]D~xPS\,r+8]D~f"ZS\h8O# 8]}]'

\9I\a<B\?\mwZTsvV;;BDiv,2I\*'f"h8OD}

]#

ITq-TB5y:

v ,1,$""KPDw IBM Security Key Lifecycle Manager ~qwMAY;v1>

IBM Security Key Lifecycle Manager ~qw# g{w~qwvVJO,k7#f"

h8P(CJ|D\?#

IBM Security Key Lifecycle Manager ~qw;a)T/JO*F# zXk%@hC

X*Dh8X~,T7#Zw~qw'\1,1>~qwIC#

v ;*mSr|Dh8"\?r$i,MKP8]Nq# + IBM Security Key Lifecycle

Manager 8]D~V4=1> IBM Security Key Lifecycle Manager ~qwP#

v Zw~qw<UICD}#YwivB,k;*T1>FczOD IBM Security Key

Lifecycle Manager ~qw xP|D# g{JOB~Zw~qwXU1Z1>~qw

O"zKX*n/,k8]1>~qw"+8]D~4-=w~qw#

v ;9C IBM Security Key Lifecycle Manager 8]MV4Nq4(8]D~# ;9

C IBM Security Key Lifecycle Manager 4V48]D~|,D}]# ;*I!d

{V/=h48]rV4D~#

v kWF#f8]D~,#f;C&kKP IBM Security Key Lifecycle Manager ~q

wDFcz;,#g{w IBM Security Key Lifecycle Manager ~qwODD~*',

k7#ITZf;~qwOXB9(C&\# b)D~I\;ZXmO@"D;C#

8]M4-KP1hs
8]M4- IBM Security Key Lifecycle Manager 8]D~D}]P;)KP1hs#

2 !0



(}vSJm8]M4-sM\?ndBqD1ddt,I\b,1JO#*KD~

PD totalTranLifetimeTimeout hC8(;v|sD5:

WAS_HOME/profiles/KLMProfile/config/cells/
SKLMCell/nodes/SKLMNode/servers/server1/server.xml

Kb,XkzcTBu~:

v 7#NqZJm\?a)n/#9D1ddtZd4P#

v TZ8]Nq,IBM Security Key Lifecycle Manager ~qwXkZ}#Yw4,B

KP# IBM Security Key Lifecycle Manager }]b5}XkIC#

v TZV4Nq,XkI(} IBM Security Key Lifecycle Manager }]4CJ IBM

Security Key Lifecycle Manager }]b5}#

Z*<V4Nq.0,k7#z_P4(8]D~19CD\k# V4DD~Xk4

kH0SP8]}]D`, IBM Security Key Lifecycle Manager ~qwP# r_,

4-DD~Xk4k1>FczP#

v k7#k tklm.backup.dir tT`X*D?<fZ#mb,k7#T53Db)?<

T0Z IBM Security Key Lifecycle Manager ~qwM DB2® ~qw OKPD IBM

Security Key Lifecycle Manager \m1K'PA4CJ(#

hC1>Fcz

IBM Security Key Lifecycle Manager D1>Fcz_PDf"]?MICELUdX

kHZrsZ(#KP IBM Security Key Lifecycle Manager ~qwDwFcz#

XZKNq

9C IBM Security Key Lifecycle Manager 20Lr"X4ZwFczO4P}D`,

=h#

}L

1. q!f"]?MICELUdHZrsZ(#KP IBM Security Key Lifecycle Man-

ager ~qwDFczDFcz#

2. Z1>FczO20MdCYw53M^),Tk(#KP IBM Security Key

Lifecycle Manager ~qwDFczOD53`%d#

3. jI IBM Security Key Lifecycle Manager D IBM Knowledge Center OD“20

MdC”?VPhvD20=hMi$=h#

B;=v24

Z20Mi$(#KP IBM Security Key Lifecycle Manager DwFczs,dCMb

T1>Fcz#

i$Zw IBM Security Key Lifecycle Manager ~qwO4(D108]D~GqZ1

>FczI&V4#

"zX*1>~qwn/sxPl&

w IBM Security Key Lifecycle Manager ~qwXU1,1>~qwI\_PX*n/#

!q+fD,$1ddt,TZxgw?#91,8]1>~qw,"+8]D~V

4=w~qwP#
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XZKNq

g{1>~qwa)h8D\?,G4;a"vNN/(# i$Gq75h*8]1>

Fcz,;s+8]D~V4=w~qw#}g,zI\*7(4ksGqa<Br

h8a)\?# 9C tklmServedDataList |ni/}]b"PvQa)D}]# P

X4Th8DAksD;+X*DE";ZsFU>P#

}L

1. Z+fDxgw?#91d,8]1>Fcz#

2. +1>FczD8]D~V4=(#KP IBM Security Key Lifecycle Manager ~

qwDwFczP#

B;=v24

i$w IBM Security Key Lifecycle Manager ~qwGq&Zn/4,,T0GqI&

V48]D~#

!0:ksZ}=$i

IBM Security Key Lifecycle Manager ITzI;vI"M=O$PDD PKCS #10 q

=D$iks# 9C5XD CA $iI#$'VS\Dh8OD}],rxP SSL (

E#

1. Z*<.0,7(G+$iCZ SSL O$,9GCZ#$k 3592 Exzr DS8000

Turbo ExzxPD(E#

2. TZ$Z*ZB;v5q\ZZ9CD?v$i,k4(;v$iks#

zID$iksD~;Z SKLM_HOME ?<P# }g,zID$iksI\GD~,

}g SKLM_HOME\080419154137–sslcert001.csr#

$iksD~GQ`kD base64 q=D,`-w^(A!DD~#

$iksD~|, base64 q=E",|(:

v f>E#

v wb{F,4ks_D X.500 {F# }g,X.500 {F|,+2{F (CN) 5

"i/M6pwbDd{5#

v +C\?}]Mc((;j6# IT9Cng RSA r ECDSA .`Dc(#

v IC'(C\?){DQzID}]){#

\?b}]b|,CZzI$iks){D(C\?#

Kb,k$iks`XDE"af"Z}]bP# b)E"|( X.500 wb{F"

*<UZ"X9UZM#CUZ,T0(#*$i8(Dd{tTDd{5(|(

$iksD]R4,)# b)5aZ<k5XD$i1xP|B#

3. Z$i5X.0#$$iks# TZZ4(""M$ikssT0Z\?b}]b

P|D5J\?r$i145,T\?b}]bKP8]Nq.VX*#

4. Z7#8]D~<8W1.s,k9C>crO$PDxPgSJ~r HTTPS +d

yhD2+(E}L,V/ry!DO$PD"M$iks#

5. <k5XDkH0$iks%dD$i#
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ZU=P'Dkss,O$PD+5X DER r base64 `kD$i# C$i|,Z

$iksPa)D+C\?T0O$PDD){,b5w+C\?GP'D"Rz

Ds5Gf}DyP_# $iwb{FGZ$iksPa)D X.500 wb{F#

6. ZK8]|,KB$iD\?b}]b#

4($iks
9C“4($i”T0r"tklmCertGenRequest |nr“$izIks REST ~q”44(

$iks#

XZKNq

Z*<.0,7(CZq!IO$PD"vD$iD>c_TM}L#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fD“\?Mh8\m”?V,!q 3592 r DS8000 h8i#

c. %w*A > y]8<4(\?Mh8#

d. r_,R|%w 3592 r DS8000,;s!qy]8<4(\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. ks$i:

v <NC'gf:

a. Z“=h 1:4($i”3fO,%w4(#

b. Z“4($i”T0rP,!qZ}=a)LrD$iks#

c. 8(XhMI!N}D5#

d. %w4($i#

v |nPgf:

dk tklmCertGenRequest T4($iksD~# }g:

– SSL (E
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print AdminTask.tklmCertGenRequest(’[-alias sklmSSLCertificate1
-cn sklm -ou sales -o myCompanyName -locality myLocation
-country US -validity 999 -keyStoreName defaultKeyStore
-fileName mySSLCertRequest1.crt -usage SSLSERVER]’)

– 3592 Exz

print AdminTask.tklmCertGenRequest(’[-alias sklmCertificate1
-cn sklm -ou marketing -o CompanyName -locality myLocation
-country US -validity 999 -keyStoreName defaultKeyStore
-fileName myCertRequest1.crt -usage 3592]’)

– DS8000 Turbo Exz

print AdminTask.tklmCertGenRequest(’[-alias sklmCertificate3
-cn sklm -ou sales -o myCompanyName -locality myLocation
-country US -validity 999 -keyStoreName defaultKeyStore
-fileName myCertRequest3.crt -usage DS8000]’)

v REST gf:

a. q!(;DC'O$j6TCJ IBM Security Key Lifecycle Manager REST

~q#PXO$}LD|`E",kNDREST ~qDO$}L#

b. *wC$izIks REST ~q,k"M HTTP POST ks#kfks{";

p+]zZ=h a PqCDC'O$j6,gTB>}y>#

– SSL (E

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"type":"certreq","alias":"sklmSSLCertificate1","cn":"sklm","ou":
"sales","o":
"myCompanyName","usage":"SSLSERVER","country":"US","validity":"999",
"fileName":
"mySSLCertRequest1.crt","algorithm":"ECDSA"}

– 3592 Exz

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"type":"certreq","alias":"sklmCertificate1","cn":"sklm","ou":
"sales","o":
"myCompanyName","usage":"3592","country":"US","validity":"999",
"fileName":
"myCertRequest1.crt","algorithm":"ECDSA"}

– DS8000 Turbo Exz

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"type":"certreq","alias":"sklmCertificate3","cn":"sklm","ou":
"sales","o":
"myCompanyName","usage":"DS8000","country":"US","validity":"999",
"fileName":
"myCertRequest1.crt","algorithm":"ECDSA"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

$ir$iksaT>*$imPDn#5X“6-”3f# Z“6-”3fDYw

nP,$iksaT>Z]R$imP#

v |nPgf:
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jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

(}i/a)D2+(E}L,V/rO$PD"M$iks# Kb,#t$iksD

p{5TZ<k5XD$i19C,5XD$iXkk$iks%d#

<k$i

IT9C<NC'gfD“6-”3fOD]R$i4S"tklmCertImport CLI|nr“$

i<k REST ~q”,<kH0SO$PDksD$i#

XZKNq

Z*<.0,7#kV$iDp{kH0D$iksp{%d,}g sklm cert1# +

$iD~4kY1?<#

lw-<$iksDp{TZ<k5XD$i19C,5XD$iXk8(}7Dp

{#

*iRwb{F* X.500 D$iksT7(|Gqkwb{F* X.500 D$i%d,

k(}+ state tTD58(* pending,KP tklmCertList |nr“$iPm REST
~q”#

*i4$iD~Dwb{F,IT4PTB=h:

v Windows 53:

1Sr*$iD~# Windows >z5CLr+TIA!Dq=T>$iPDE"#

v d{53:

9CBDp{+$i<k IBM Security Key Lifecycle Manager# ;s,KP

tklmCertList |nr“$iPm REST ~q”"8(p{Ti4$iE"#

}L

1. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf#+T>“6-”3f#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:
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./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. <k$i:

v <NC'gf

a. Z“6-”3f“Ywn”?VD“\?iM$i”xrP,%wz_P]R$i#

b. Z]R$imP,!q`&D]R$i#

c. %w<k#

d. ZD~{M;CVNP,dkIO$PD5XD$iksD~D76MD~

{#

e. r_,%w/@4/@=$iksD~# }g,zI\a/@= drive:\

Program Files (x86)\IBM\WebSphere\AppServer\products\sklm ?<PD]

R$i#

f. %w<k#

v |nPgf:

dk tklmCertImport T<k$i# }g:

– SSL (E

print AdminTask.tklmCertImport
(’[-fileName myTempPath\\mySSLCertRequest1.cer

-alias sklmSSLCertificate1 -format base64
-keyStoreName defaultKeyStore -usage SSLSERVER]’)

– 3592 Exz

print AdminTask.tklmCertImport \
(’[-fileName myTempPath\\myCertRequest2.cer

-alias sklmCertificate2 -format base64
-keyStoreName defaultKeyStore -usage 3592]’)

– DS8000 Turbo Exz

print AdminTask.tklmCertImport
(’[-fileName myTempPath\\myCertRequest3.cer

-alias sklmCertificate3 -format base64
-keyStoreName defaultKeyStore -usage DS8000]’)

v REST gf

a. q!(;DC'O$j6TCJ IBM Security Key Lifecycle Manager REST

~q#PXO$}LD|`E",kNDREST ~qDO$}L#

b. *wC$i<k REST ~q,k"M HTTP POST ks#kfks{";p+

]zZ=h a PqCDC'O$j6,gTB>}y>#

– SSL (E

POST https://localhost:9080/SKLM/rest/v1/certificates/import
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"fileName":"/mycertfilenam.base64","alias","sklmSSLCertificate1",
"format":"base64",
"usage":"SSLSERVER"}

– 3592 Exz
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POST https://localhost:9080/SKLM/rest/v1/certificates/import
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
{"fileName":"/mycertfilenam.base64","alias","sklmSSLCertificate2",
"format":"base64",
"usage":"3592"}

– DS8000 Turbo Exz

POST https://localhost:9080/SKLM/rest/v1/certificates/import
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
{"fileName":"/mycertfilenam.base64","alias","sklmSSLCertificate3",
"format":"base64",
"usage":"DS8000"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

]R$iu?+S“6-”3fD]R$imP}%# g{;P$i*<k,G4

]R$im+aS“6-”3fD“Ywn”?V}%#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

7#8]\?DOT#$$i# ;s,I\*+$ik;vr`vh8X*#

$iksJb
zXkbv4($iksrtC5XD$iT9C1"zDJb#

v Z4($iks.0,kT\m1Dm]bvb)Jb:

– Jb:zI\;PT$iksD~D4mI(# 2I\G;Pc;DICELU

d,r}]bI\;IC#

bv=8:7#zDmI(}7,_Pc;DICELUd,"R}]b,SI

C# qr,kxP`&D|}# ;sXTYw#

– Jb:;P*+2{F8(5#+2{F (cn) G$iD(;j6D;?V# }

g,5cn CZ$iDwb{F,|IT6p}Z<kD$iGqk-<$iks

`%d#

bv=8:8($iD+2{F#;sXTYw#

– Jb:$iksD~fZ#

bv=8:$iksP8(DD~{kVPD$iksD~{`%d# k*$i

ks8(;,DD~{# }g,8( myUniqueRequest.crt#;sXTYw#

v 1<kQ5XD CA $i1,kbvTBJb:

– Jb:SO$PD5XD$iDwb{Fk-<$iksPDwb{F;%d#

!0 9



bv=8:|}D~{rp{f6# ;s,XB"T<kYw#

– Jb:i$\?M$i1vm#rO$PDa;D$iksky5XD$i;%

d#

bv=8:CJbI\G;vZ?&mms# U/I\;ZsFU>PDNNE

",;s*5 IBM m~'V#

– Jb:*<kD$iPD\?k-<$iksPD\?;%d#

bv=8:z"T+5XD$ik;}7D$iks`%d# 9CkKl&T&

Dp{<k$i# ;sXTYw#

– Jb:<k=Zj^,} 50 jD$i1,zI\a4=TB{":

9C|nPgf

CTGKM0002E Command failed: javax.management.MBeanException:
RuntimeException thrown in RequiredModelMBean while trying to invoke
operation importCertificate

9C<NC'gf

Cannot import certificate to the keystore.
javax.management.MBeanException: RuntimeException thrown in
RequiredModelMBean while trying to invoke operation
importCertificate

d(=(:$i=Zj^;\,} 5 0 j# *^D=Zj^,k|D

SKLMConfig.properties D~PD maximum.keycert.expiration.period.in.years
N}5#

!0:IBM Security Key Lifecycle Manager z?4FhC
IT9C IBM Security Key Lifecycle Manager +\?JO"dCD~Md{X|E"

SZ;w~qwT/4F=n` 20 v(zK!~qwP# KT/4FI7#\?M$

iVxI)S\h89C#

":vZmSB\?1E\KPT/4F}L#

}]4FI5V+ IBM Security Key Lifecycle Manager 73T@"Z~qwDYw5

3M?<a9D==K!=`v~qw#

T/4F7#Zw IBM Security Key Lifecycle Manager 5};IC1I9C8]53#

8]53|,yPXhD\?0dX*D}]# zIT9C<NC'gf"CLI |nr

REST gf4PTB4FNq:

v 2E4F}L

v t/M#94FNq

v a)4FNqD4,

v 4P4FdCD~&\

4FdCD~

zIT+ IBM Security Key Lifecycle Manager 4Fw*;v@"Nq4KP# Xk

a)KP'4FdCD~,TZmSB\?1t/T//4F}L#

10 !0



I B M S e c u r i t y K e y L i f e c y c l e M a n a g e r 9C < S K L M _ H O M E > \ c o n f i g \

ReplicationSKLMConfig.properties dCD~PDtT4XF4F}L# }g,

C:\Program Files (x86)\IBM\WebSphere\AppServer\products\sklm\config\

ReplicationSKLMConfig.properties#zIT9C IBM Security Key Lifecycle Man-

ager <NC'gf"|nPgfr REST gf,|D4FdCD~DtT#

zITT?v53xPTBV`:

v wX - +*;4FDw53#

v K! - +*;4F=D(z53

w53D4FD~ITA`8( 20 vK!53# ?vK!53(} IP X7rwz{

T0KZExP6p# zIT+ IBM Security Key Lifecycle Manager 73T@"Z

~qwDYw53M?<a9D==4F=`vK!~qw#

"M:

v v1Zw53PmSB\?1Ea4PQF.D4F#

v ;vw53n`ITx 20 vK!53#;'V`vw53#

zIT9C IBM Security Key Lifecycle Manager 4FLr42ET/8]Yw# X

kvdCw~qwDtTT(Z8]}]#

wdCD~y>

replication.role=master
replication.auditLogName=replication.log
replication.MaxLogFileSize=1000
replication.MaxBackupNum=10
replication.MaxLogFileNum=5
replication.BackupDestDir=C\:\\IBM\WebSphere\\AppServer\\products\\sklm\\restore
backup.ClientIP1=myhost1
backup.ClientPort1=2222
backup.EncryptionPassword=password
backup.ReleaseKeysOnSuccessfulBackup=false
backup.CheckFrequency=60
backup.TLSCertAlias=ssl_cert
replication.MasterListenPort=1111

v wXG1!D4FG+# TdxP8(T\bl}#

v C backup.ClientIPn M backup.ClientPortn N}AY8(;vK!53#

v k7#8(DKZIC,"R10;P IBM Security Key Lifecycle Manager rd{

xLZ9CCKZ#

v n`IT8( 20 vK!53#

v backup.TLSCertAlias N}Xk8(wX530yPK!53PfZD$i#

v 8(S\Mb\8]D\k# 1 IBM Security Key Lifecycle Manager TC\kx

PWNA!.s,dZ4FdCD~PaI*~=\k#

K!dCD~y>

replication.role=clone
replication.MasterListenPort=1111
replication.BackupDestDir=C\:\\IBM\WebSphere\\AppServer\\products\\sklm\\restore
replication.MaxLogFileSize=1000
replication.MaxBackupNum=3
replication.MaxLogFileNum=4
restore.ListenPort=2222

v ZK!53O,8(N}5 replication.role=clone#
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v restore.ListenPort N}Xk8(Zw53OD backup.ClientIPn N}P8(DK
ZE#

PXyPIC4FdCN}Dj{j8E",kND IBM Security Key Lifecycle Man-

ager D5PD“N<E"”?V#

~qwd(E

+dc2+T (TLS) -iCZw53MK!53.dD2+(E#

Zw530dyPK!53D IBM Security Key Lifecycle Manager \?bPXkPI

CDVP(C\?# XkZ ReplicationSKLMConfig.properties dCD~D

backup.TLSCertAlias N}P,hCw53OK\?Dp{# g{w53MK!53O

D\?;,,G4+^(t/53dD(ETKP4FNq# zIT9C<NC'gf

"|nPgfr REST gf,|D4FdCD~DtT#

4FwH

dC ReplicationSKLMConfig.properties D~DtT,T2E IBM Security Key

Lifecycle Manager T//4F}L#

9C<NC'gf"|nPgfr REST gf,dC4FdCD~DtTT2E4F}

L# v1Zw53PmSB\?1Ea4PQF.D4F# 9I9C IBM Security

Key Lifecycle Manager 4FLr42ET/8]Yw# XkvdCw~qwDtTT

(Z8]}]#

zITdCwH,TcC IBM Security Key Lifecycle Manager liGqh*xP(Z

4FT0GqZ|Dst/K}L# tPh*,z9IT8(KP4FD1d# dC

backup.CheckFrequency N}48( IBM Security Key Lifecycle Manager liw53

GqP|BD5J# 4P|B1a}p4F# C5T!1F,1!5* 1 !1#

*8(1d,kdC backup.DailyStartReplicationBackupTime N}#zXkT 24 !

1Dq= (HH:MM) 48(1d# TO;N4FT4,1w53xP^D1,a4P

4F#

Z1!ivB,;)K!53SU=4Tw53D8]4a9-8]# *8(9-1

d,kZK!53D4FdCD~PmS restore.DailyStartReplicationRestoreTime
N}# zXkT 24 !1Dq= (HH:MM) 48(1d#

zIT9C“4F”3f4?FTyPQ(eDK!53xPY14FrX(4F#r

_,I9CTB CLI |nr REST gf:

v tklmReplicationNow

v Replication Now REST Service

4FsFG<

IBM Security Key Lifecycle Manager 4Fa+sFE"G<= IBM Security Key

Lifecycle Manager sFU>D~P#
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IBM Security Key Lifecycle Manager 4FLra)K;V&\,|IT+X(Z4F

DsFG<4kd@"DsFU>D~# 4FsFU>G<k4F}L`XDyPY

w# 1!ivB,4FsFU>D~D;CG <SKLM_HOME>\logs\replication\

replication_audit.log#

9C<NC'gf"|nPgfr REST gf,Z ReplicationSKLMConfig.properties

D~PhCsFtT#ZdCD~P,ITdCsFtT,}g,sFU>D~;C

"U>D~{"U>D~s!"*#tDnsU>D~}r*#tDns8]D~

}#

hC4F}L

XkZ IBM Security Key Lifecycle Manager PhC;vIxP4F}LDy>73#

XZKNq

>wbhvgN(}9C IBM Security Key Lifecycle Manager |nPgf|nM REST

gfhC4F}LTxP4F# PX9C<NC'gfxP4FhCDE",kNDK

!~qwMw~qwD4FhC#

}L

1. hC IBM Security Key Lifecycle Manager w53#

2. mS\?Mh8,Tc<8Ca)yhD\?#

3. 8( SSLSERVER $iCZ4F# IT9C GUI"CLI |nr REST gf4(K$

i,gB}Py>:

<NC'gf

a. G<<NC'gf#

b. %w_6dC > ~qw$i.

|nPgf

Z;POdk tklmCertCreate |n#}g,*4(T){$i,kdk:

print AdminTask.tklmCertCreate(’[('[-type selfsigned -alias
sklmSSLCertificate -cn sklmssl -ou accounting -o myCompanyName
-country US -keyStoreName defaultKeyStore -usage SSLSERVER
-validity 999]')

REST gf
*4(T){$i,IT9C“$izIks REST ~q”# k9C REST M

'z"vTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"type":"selfsigned","alias":"sklmCertificate","cn":"sklm","ou":"sales",
"o":"myCompanyName","usage":"3592","country":"US","validity":"999", "
algorithm ": " RSA " }

4. 4(w IBM Security Key Lifecycle Manager D8],gB}Py>:

<NC'gf

a. G<<NC'gf#

b. %w8]MV4#
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|nPgf

dk tklmBackupRun |n:

print AdminTask.tklmBackupRun
(’[-backupDirectory C:\\wasbak1\\sklmbackup1 -password myBackupPwd]’)

REST gf
*4(8],k9C“8]KP REST ~q”#k9C REST M'z"vTB

HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/ckms/backups
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"backupDirectory":"/sklmbackup1","password":"myBackupPwd"}

5. +=h 2 P4(D8]4F= IBM Security Key Lifecycle Manager D?vK!5

3P# +K8]4-=?v53P,gTB>}Py>:

<NC'gf

a. G<<NC'gf#

b. %w8]MV4#

|nPgf

Z;PPdk tklmBackupRestoreRun |n:

print AdminTask.tklmBackupRunRestore
(’[-backupFilePath /opt/sklmbackup/sklm_v2.5_20081012074433_backup.jar

-password myBackupPwd]’)

REST gf
*4-8],IT9C“8]KP REST ~q”# k9C REST M'z"v

TB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/ckms/restore
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"backupFilePath":"/sklmbackup","password":"myBackupPwd"}

6. Zw53P4( ReplicationSKLMConfig.properties 4FdCD~# KdCD~

XkGD>D~,"RXk+|EZk IBM Security Key Lifecycle Manager tT

D~yZD?<`,D?<P,}g C:\Program Files (x86)\IBM\WebSphere\

AppServer\products\sklm\config\ReplicationSKLMConfig.properties#

gB>}T>K*Jmt/4FNq,wXPyhDVN# Xk4PTB=h:

v +G+hC*wX#

v 7(Z;v=hPD$i,"AYa);vK!~qw0KZE#

v (ewl}KZ"!q\k#

backup.EncryptionPassword=mypassword
backup.TLSCertAlias=sklmSSLCertificate
backup.ClientIP1=myhostname
backup.ClientPort1=2222
replication.MasterListenPort=1111

backup.EncryptionPassword tTIT|,V{"}VrXbV{# 1WNKP4

F1,Cz7+~XCtT# backup.TLSCertAlias tT+8($iDp{T0Z
Z;v=hP4(DCZMK!53xP(ED(C\?#
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replication.MasterListenPort tT8(w53CZl}K!53D3)l&DK
Z# backup.ClientIP1 M backup.ClientPort1 tT+TK!53xP(e#

backup.ClientIP1 tTITGwz{,2ITG IP X7# backup.ClientPort1 t
T+8(M'z+*l}DKZ# *(ed{K!53,Xk8(

backup.ClientIP* M backup.ClientPort* tT,dP“*”G 2 A 5 .dD;v}

V,kzWNhCD5;y#

7. ZK!53P4( ReplicationSKLMConfig.properties 4FdCD~# KdCD

~XkGD>D~,"RXk+|EZk IBM Security Key Lifecycle Manager t

TD~yZD?<`,D?<P,}g C:\Program Files (x86)\IBM\WebSphere\

AppServer\products\sklm\config\ReplicationSKLMConfig.properties#

gB>}T>K*Jmt/4FNq,K!53PyhDVN# Xk4PTB=

h:

v +G+hC*K!#

v (ewl}KZ#

v (e9-l}KZ# KZXkkw53O`&D backup.ClientIP* N}P`k
DKZE`,#

replication.role=clone
backup.TLSCertAlias=sklmSSLCertificate
replication.MasterListenPort=1111
restore.ListenPort=2222

K!53h* replication.role tT# Z1!ivB,KtTD5*wX#

backup.TLSCertAlias tTXkhC*Z;v=hPy4(D$i,bkw53OD
;y#14F;SY,r_9-}Ly(1dHw53H}l&D1d$1,Kt

T+CZ"MK!53D4,#

14F;SY,r_9-}Ly(1dHw53H}l&D1d$1,

replication.MasterListenPort tT+8("M4,DKZ# ns;vtT

restore.ListenPort GK!53CZl}4Tw53D4FksDKZ#

8. Zw53MK!53PXBt/ IBM Security Key Lifecycle Manager# ITZK

!53Mw53Oi4TB{":9C tklmReplicationStatus CLI |n7#}Z

KP4FNq# ITZw53MK!53Oi4TB{":

|nPgf

IT9CTB CLI |n7#}ZKP4FNq:

print AdminTask.tklmReplicationStatus()

w53

1.CTGKM2215I The Security Key Lifecycle Manager Replication
task is UP. Role set to: MASTER
CTGKM2218I The last completed replication took place at
Thu Jun 19 14:50:59 WST 2015
CTGKM2217I The next scheduled replication is due at
Fri Jun 20 17:03:36 WST 2015

K!53

CTGKM2215I The SKLM Replication task is UP. Role set to: CLONE
CTGKM2220I No previous successful replications.
CTGKM2221I No replication currently scheduled.
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REST gf
9C“4F4, REST ~q”7#}ZKP4FNq# k9C REST M'z

"vTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/replicate/status
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m

w53

Status Code : 200 OK
Content-Language: en
[

{ code:"CTGKM2215I", "status":"CTGKM2215I The Security Key
Lifecycle Manager Replication task is UP. Role set to: MASTER"},

{code:"CTGKM2218I", "status":"CTGKM2218I The last completed
replication took place at Thu Jun 19 14:50:59 WST 2015."} ,

{code:"CTGKM2217I", "status":"CTGKM2217I The next scheduled
replication is due at Fri Jun 20 17:03:36 WST 2015." }

]

K!53

Status Code : 200 OK
[

{code:"CTGKM2215I", "status":"CTGKM2215I The Security Key
Lifecycle Manager Replication task is UP. Role set to: CLONE"}
, { code:"CTGKM2220I", "status":"CTGKM2220I No previous

successful replications."} ,
{ code:"CTGKM2217I", "status":"CTGKM2221I No replication
currently scheduled." }

]

9. VZQ-hCK4F,"R4F+?t 60 VSli;NGqP^D# cIT|D

K1ddt,*4FhC;v?lL(D1d4liGqP^D# 2IT9C

tklmReplicationNow CLI |nr“"44F REST ~q”4"4KP4FNq#

4FJbMbv=(

1KP IBM Security Key Lifecycle Manager 4FNq1,Xk<G=ZK!53Mw

53OI\vVDJb#

;j{D4F

v k7#Z backup.TLSCertAlias N}P8(D SSL $iM(C\?Zw~qwMK

!~qwPyIC#

v k7#d{m~z710;P9C*4F(E8(DKZE#

v li4FdCD~P8(D~qw{Fr IP X7Gq}7,"RGqITSw~q

wq!#

v (}KP tklmReplicationStatus |nr4F4, REST ~q,li?v~qwOD
4FNqGq<Qt/,rli IBM Security Key Lifecycle Manager 6-3fO4

F?VOD4,#

v TZ DB2 4F,k7#w~qwMK!~qwDUZ/1dG8u,=D# ^sD

nla<B9-'\#

v li4FdCD~,7#(eKnYDXhN},"R;P44ms#

v n`I(e;(w~qwM 10 (`X*DK!~qw# AYXk(e;(K!~q

w#
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v li4FsFD~Tq!|`PX4F'\DE"#

ZwHD1d44P4F

v v14(BD\?DO14PQF.D4F#

v 1Zw4FdCD~PhCX(D4F1dMli1ddt1,X(D4F1d+

2Gli1ddt#

K!534F

v 4Fs,K!53+aXBt/#

v ,$K!~qwDICT# zITC restore.DailyStartReplicationRestoreTime
N}8(;vX(D1d4jI4F#}g,^[N1U=8]D~,vZmO 11

cKP9-#TdCD~PDTBtTxP`k:

restore.DailyStartReplicationRestoreTime=23:00

!0:hC IBM Security Key Lifecycle Manager ~qwkM'zh8.
dD SSL UV

SSL UV'V IBM Security Key Lifecycle Manager ~qwh8MM'zh8(",S

TxP2+(E# IBM Security Key Lifecycle Manager a)K~qwdCr<,* SSL

UVdC~qwMM'zh8#

XkjIr<PDTB=hTxP SSL/TLS UV:

1. 4(T){ SSL/KMIP ~qw$i#

2. +=h 1 P4(D SSL/KMIP ~qw$iT`kq=<v=$iD~,T)M'z

h89C#9I<vVP$i#

3. +M'z(E$i<k= IBM Security Key Lifecycle Manager ~qw#

4(T){ SSL/KMIP ~qw$i
w*Z;nn/,IT4( SSL/KMIP ~qw$iTCZ IBM Security Key Lifecycle

Manager#

}L

1. G<<NC'gf#

2. %wi4dCN}M/r4( SSL ~qw$i4S#

Z20 IBM Security Key Lifecycle Manager .s,i4dCN}M/r4( SSL ~
qw$i4S+"4G(;IC4dC IBM Security Key Lifecycle Manager Tc

kM'zh8xP SSL/TLS UVD!n#g{H04(K SSL ~qw$i,G4

K4S;I{#

3. r_,Z“6-”3fO,%wdC > SSL/KMIP > t/~qwdCr<#

4. %w4( SSL/KMIP ~qw$i#

5. Z“mS SSL/KMIP $i”T0rP,!q4(T){$i#

6. y]h*8(N}D5#

7. %w4($i#
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B;=v24

zI\h*+4(D IBM Security Key Lifecycle Manager SSL/KMIP ~qw$iT`

kq=<v=D~,T)M'zh89C#%w<v$i4Sr%w<v SSL/KMIP ~
qw$i!n(#z9IT(}!q9CVP$i<vVPD SSL/KMIP ~qw$i#

kND:<v~qw$i;#

<v~qw$i

Xh+ IBM Security Key Lifecycle Manager SSL/KMIP ~qw$iT`kq=<v=

D~,T)M'zh89C#M'zh8<kK$i,Tk~qwxP2+(E#

}L

1. G<<NC'gf#

2. Z“6-”3fO,%wdC > SSL/KMIP > t/~qwdCr<#

3. *4(T){$i,k%w4( SSL/KMIP ~qw$i# kNDZ 173D:4(

T){ SSL/KMIP ~qw$i;wb,Tq!|`E"#

4. %w<v SSL/KMIP ~qw$i#

5. Z“<v$i”T0r,y]h*8(N}D5#}g,IT8( BASE64 r DER
w*$iD~q=#

":g{48(76,G4$i+<v= IBM Security Key Lifecycle Manager D

1!20;C#

6. %w<v$i#

B;=v24

zIT*=B;v=hT<kM'zh8(E$i,TcZ IBM Security Key Lifecycle

Manager ~qwkM'zh8.dxP2+(E#%w*AB;=4Sr!q<k SSL/
KMIP ~qw$i#kND:<kM'z(E$i;#

<kM'z(E$i
Xk+(E$i<k= IBM Security Key Lifecycle Manager ~qw,E\kM'zh

8xP2+(E#

}L

1. G<<NC'gf#

2. Z“6-”3fO,%wdC > SSL/KMIP > t/~qwdCr<#

3. *4(T){$i,k%w4( SSL/KMIP ~qw$i# kNDZ 173D:4(

T){ SSL/KMIP ~qw$i;wb,Tq!|`E"#

4. %w<v SSL/KMIP ~qw$iT+ IBM Security Key Lifecycle Manager SSL/

KMIP ~qw$iT`kq=<v=D~,T)M'zh89C#kND:<v~q

w$i;,Tq!|`E"#

5. %w<k SSL/KMIP M'z$i#

6. Z“<k$i”T0r,y]h*8(N}D5#

7. %w<k#
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yw

>E"G*Z@zzZ)&Dz7M~qx`4D# IBM I\Zd{zRrXx;a

)>D5PV[Dz7"~qr&\# PXz10yZxrDz7M~qDE",kr

z1XD IBM zmI/# NNT IBM z7"Lrr~qD}C"GbZw>r5>

;\9C IBM Dz7"Lrr~q# ;*;V8 IBM D*6z(,NN,H&\D

z7"Lrr~q,<ITzf IBM z7"Lrr~q# +G,@@Mi$NNG

IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({# a)>D5"4Zh

C'9Cb)({DNNmI# zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

PX+VZV{/ (DBCS) E"DmIi/,kkzyZzRrXxD IBM *6z(

?E*5,rCif==+i/Dy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation“4V4”a)>vfo,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$#

3)zRrXxZ3);WP;Jmb}w>r5,D#$# rK>unI\;JCZ

z#

>E"PI\|,<u=f;;<7DX=r!"ms# K&DE"+(Z|D;b)

|D+`k>JODBf>P# IBM ITf1T>JOPhvDz7M/rLrxPD

xM/r|D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$# G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#
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>LrD;mI=g{*KbPXLrDE"To=gB?D:(i) JmZ@"4(DL

rMd{Lr(|(>Lr).dxPE";;,T0 (ii) JmTQ-;;DE"xP

`%9C,kkBPX7*5:

IBM Corporation

2Z4A/101

11400 Burnet Road

Austin, TX 78758 U.S.A.

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q, <IqCb=fDE

"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM

zJm~mI-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD# rK,Zd{Yw73PqCD}

]I\aPwTD;,# P)b?I\GZ*"6D53OxPD,rK;#$k;c

IC53OxPDb?a{`,# Kb,P)b?G(}Fcx@FD, 5Ja{I

\aPnl# >D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCDJO

Pq!# IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNN

d{XZG IBM z7Dyw# PXG IBM z7T\DJb&1rb)z7D)&L

av#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

yP IBM D[qyG IBM 10D(ic[[,If1|Dx;mP(*# -zLD

[qIkK;,#

>E"vCZf.D?D# ZyhvDz7OP.0,K&DE"aP|D#

>E"|(U#5qKwP9CD}]M(fD>}# *K!I\j{X5wb)>

},>}PI\a|(vK"+>"7FMz7D{F# yPb){FyGi9D,g

k5JL5s59CD{FMX7W,,?tIO#

f(mI:

>E"|(4oTN=Dy>&CLr,b)y>5w;,Yw=(OD`L=(# g

{G*4UZ`4y>LrDYw=(OD&CLr`LSZ (API) xP&CLrD*

""9C"-zrV"*?D,zITNNN=Tb)y>LrxP4F"^D"V

",x^kr IBM 6Q# b)>}"4ZyPu~Bw+fbT# rK,IBM ;\

##r5>b)LrDI?T"I,$Tr&\#C'g{G*K4U IBM &CLr

`LSZ*""9C"-zrV"&CLr,rITNNN=4F"^DMV"b)

y>Lr,x^kr IBM 6Q#

2b)5}LrD?]=4rdNN?VrNN\zz7,<Xk|(gBf(y

w:

©(s+>D{F)(j)# K?VzkGy] IBM +>Dy>Lr\zv4D# ©

Copyright IBM Corp. (dkj]). All rights reserved.
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g{z}Zi4>E"Dm=4q=,<,MJ+<}I\^(T>#

Lj

IBM"IBM UjM ibm.com G International Business Machines Corp. Z+@gm`>

(=x"aD"aLjrLj# d{z7M~q{FI\G IBM rd{+>DLj#

Web OD“f(MLjE"”(www.ibm.com/legal/copytrade.shtml) a)K IBM LjDn

BPm#

Adobe"Acrobat"PostScript MyPyZ Adobe DLjG Adobe Systems Incorporated

Z@zM/rd{zRrXxD"aLjrLj#

IT Infrastructure Library G Central Computer and Telecommunications Agency(|VZ

G Office of Government Commerce D;?V)D"aLj#

Intel"Intel Uj"Intel Inside"Intel Inside Uj"Intel Centrino"Intel Centrino Uj"

Celeron"Intel Xeon"Intel SpeedStep"Itanium M Pentium G Intel Corporation rdS

+>Z@zMd{zRrXxDLjr"aLj#

Linux G Linus Torvalds Z@zM/rd{zRrXxDLj#

Microsoft"Windows"Windows NT T0 Windows UjG Microsoft Corporation Z@

zM/rd{zRrXxDLj#

ITIL G"z~.Lq?D"aLjM7K"aLj,RQZ@z({MLjV"a#

UNIX G The Open Group Z@zMd{zRrXxD"aLj#

Java MyPyZ Java DLjMUjG Oracle M/rdS+>DLjr"aLj#

Cell Broadband Engine G Sony Computer Entertainment Inc. Z@zM/rd{zRr

XxDLj"RZ1XmI$B9C#

Linear Tape-Open"LTO"LTO Uj"Ultrium M Ultrium UjG HP"IBM Corp. M
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