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W�

W�Oz�Mª�vT@�HWß≥í��í�C

W�í�]t�@��≈�jpMΩ�wBwpO��n�α{�Ω�AH�Pw⌡

��n�iμñu@Ω�ÑC

⌡��D

bw� IBM Security Key Lifecycle Manager ºeA��q⌡��DA�p≈�jp�

DAO�� IBM Security Key Lifecycle Manager ú�� DB2® �O��ww�bt

�W�{���C z�iαn�q Encryption Key Manager �α�nC

≈�jp�D

bw��tm IBM Security Key Lifecycle Manager ºeAz���q≈�jp�DC

Σ��≈�jp��JM�X¡ε

IBM Security Key Lifecycle Manager iHV�mú� 2048 � 1024 ��≈�C @�

1024 ��≈�ú����≈�iH�≥��C

ϕ 1 CX IBM Security Key Lifecycle Manager Σ��ⁿΣ�≈�jpC

ϕ 1. Σ��≈�jp

�J PKCS#12 �� �X PKCS#12 �� ≈�ú�jp]���

O O 2048

DB2 W�

z���qO�� DB2 Workgroup Server Edition �{���A�O�� DB2 ��

IBM Security Key Lifecycle Manager w�{íú����ít����M≤C {� DB2

��w�b��t�W�úO⌠⌠�@���≈WC

�� IBM Security Key Lifecycle Manager ��z DB2C

v ��ít�G

�≤ IBM Security Key Lifecycle Manager °A�⌡μ�bº�PqúW� DB2

Workgroup Server EditionG

– 10.5.0.6 ��	���M≤A�≤ IBM Security Key Lifecycle Manager Σ��Σ

L��í@�t�WC

�G

- z���� IBM Security Key Lifecycle Manager ��zΩ�wC Yn�KΩ

�PB��DA����Ω�w��{íiαú��uπC
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- �F∩i AIX t�W DB2 10.5.0.6 ���αA�TOzww��tm DB2 í

�σ≤ (http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/

com.ibm.db2.luw.admin.perf.doc/doc/t0054518.html) ñ�z� I/O �¿≡ (IOCP)

M≤C

- pGwgH root ���¡�bAX@�t���T��h�w� DB2 Work-

group Server Edition �{���AhziH��o�{�� DB2 Workgroup

Server EditionC IBM Security Key Lifecycle Manager w�{íú�	�O�

sb DB2C z��ⁿw DB2 w�⌠�C

p�Ω�w�D��÷ΩTA�
\ IBM Knowledge Center for IBM Security Key

Lifecycle Manager W�uw�Ptmvp�C

�αW�

b���ñw� IBM Security Key Lifecycle Manager ºeAPwzOq Java ¡x�

Encryption Key Manager �≤�α�� IBM Security Key Lifecycle Manager �O�

α²etmΩ�C

z�iH��≤¡x�≈	�{í≤ IBM Security Key Lifecycle Manager ���

1.0B2.0B2.0.1B2.5 � Encryption Key Manager 2.1 �W⌡μ�≈@�AH�≈½n

Ω�CziHN IBM Security Key Lifecycle Manager 2.6 �W�o
�≈���	P

�≈��úP�@�t�Cp��÷ΩTA�
\IBM Security Key Lifecycle Man-

ager ����≈���@�C

�GEncryption Key Manager �≤�Σ��σyÑ⌠�C ]�Az��b�σyÑ⌠

�ñ⌡μq Encryption Key Manager 	 IBM Security Key Lifecycle Manager ��αC

v IBM Security Key Lifecycle Manager 2.5 � Fix Pack 3 �≤s��C

w� IBM Security Key Lifecycle Manager 2.6 ��	��� IBM Security Key

Lifecycle ManagerC w�����αΣΩ�C

IBM Security Key Lifecycle Manager 2.5 ��ó��α�Od¿\�αBJ�O²C

�bo�����αBz{�Iñ}l⌡μ�α
� ScriptC

�Gϕzq IBM Security Key Lifecycle Manager 2.5 ��α	 2.6 ��A��N IBM

Security Key Lifecycle Manager °A�≡�q 9080 �≤�ΣLi��≡A�pA

9180Cz����≤ WebSphere® Application Server �w��²W�A�pA

WebSphere26C

v IBM Security Key Lifecycle Manager 2.0.1 ��≤s����M≤C

w� IBM Security Key Lifecycle Manager 2.6 ��	��� IBM Security Key

Lifecycle ManagerC w�����αΣΩ�C

IBM Security Key Lifecycle Manager 2.0.1 ��ó��α�Od¿\�αBJ�O²C

�bo�����αBz{�Iñ}l⌡μ�α
� ScriptC

v IBM Security Key Lifecycle Manager � 2 �]B≤ Fix Pack 4 �≤s��C�

w� IBM Security Key Lifecycle Manager 2.6 ��	��� IBM Security Key

Lifecycle ManagerC w�����αΣΩ�C
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IBM Security Key Lifecycle Manager 2.0 ��ó��α�Od¿\�αBJ�O²C

�bo�����αBz{�Iñ}l⌡μ�α
� ScriptC

v IBM Security Key Lifecycle Manager � 1 �]B≤ Fix Pack 3 �≤s��C�

w� IBM Security Key Lifecycle Manager 2.6 ��	��� IBM Security Key

Lifecycle ManagerC w�����αΣΩ�C

IBM Security Key Lifecycle Manager � 1 ��ó��α�Od¿\�αBJ�O²C

�bo�����αBz{�Iñ}l⌡μ�α
� ScriptC

v Encryption Key Manager 2.1 �

w∩ 2.1 ����αA²	∩�� Encryption Key Manager ���αCbz�≤ IBM

Security Key Lifecycle Manager tmºeA�αtm��@≈�Obw� IBM Secu-

rity Key Lifecycle Manager �í�≥≥bw�ºß�αC

pG Encryption Key Manager 2.1 ��αó�AhS�Ω��α	 IBM Security Key

Lifecycle Manager Ω�wC�MP���⌠≤�≤C

pGqw�{íiμ�αó�AhiHb�⌠w�ºßAq SKLM_HOME\migration\

bin �²Γ�⌡μ IBM Security Key Lifecycle Manager 2.6 ��α	�{íC

v ⌡μ migrate.bat � migrate.shAHN Encryption Key Manager 2.1 ��α	 IBM

Security Key Lifecycle ManagerC b Linux � AIX Ñt�WATOzH root ��

�¡�nJAMßA⌡μ migrate.shC

v b SKLM_HOME\migration ñ⌡μ migrateToSKLM.bat � migrateToSKLM.shAHN
�� IBM Security Key Lifecycle Manager �α	 2.6 �C b Linux � AIX Ñt

�WATOzH root ���¡�nJAMßA⌡μ migrateToSKLM.shC

��⌡μziαb��²ñ���ΣL *.bat 	�{íC o
	�{í����w�
{���C

[KΩ�����D

IBM Security Key Lifecycle Manager 	��n@� X.509 ����]Σñ]t	}/

pK≈���AHb≤ 3592 �a≈ � DS8000 Turbo �a≈ W[KΩ��O@ IBM

Security Key Lifecycle Manager °A����Ω�[K≈�C

IBM Security Key Lifecycle Manager e\∩C�gJnDwqΓ�����OWCb

��a����Aⁿw�Γ�OW]���º@��b IBM Security Key Lifecycle

Manager ≈�xsΩ�wñπ�@�pK≈�C �≈�α≈²��¬�a���C

t@�OW]���iHO���±�	}≈�A
�±iH��ΣpK≈�iμ�

KC Yn¬w[K�a���A�n�T�pK≈�C

�Γ	Φki]w����G

v �z�v�	}/pK≈���∩���H��gJ�[K�a���Aq�i²

zyß¬��KΩ�C

v q�±Bo	}≈��∩���AH��gJ�[Ki��±¬��K��a

���C
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PΣL��@��a

ziPΣL��@��aAH�≤Ω��eBpX}oBqA�X��ΣL��C @

�w[K�a�Φk∩≤ 3592 �a≈ M LTO �a≈ �í��úPC

pGzN≈��	zM��a°
��mA���≈�xsΩ�wC pGzN≈��	

���±A�V���±ú�	}≈�C

τ�q���±B¼��⌠≤������AΦkO�
�d�����H⌠��	

���pª����zñ (CA)C pGzH⌠
 CAAhiHH⌠
��C ��Ai

Hb�e�íw�aO@���Aτ�������C YLkHWzΣñ@	Φk�τ

�������Ahiα��Po�uñíHv≡�C

3592 �a@�

IBM Security Key Lifecycle Manager iHb 3592 �aWxsΓ�w]��[K≈�C

�Ω�i²ΣL��¬
Sw�aA�ú�VL�ú�⌠≤@�KXΩT�l��

�M≈��w�C

���G�OW]�≈����ANt@���º	}/pK���	}í�sW	 IBM

Security Key Lifecycle Manager �≈�xsΩ�wC gJ�a�A[K≈�xsb�

aWA
�a�Γ�	}/pK≈�O@Ao
≈�Oz��XBO�≤t@����

�XC t@�����π�w��[K� 3592 �a≈C t@���iH��Σ IBM

Security Key Lifecycle Manager �ΣpK≈���ú]�e\¬
Sw�a�Ω�≈

�C

IBM Security Key Lifecycle Manager ��π��±�����C t@�����b≈

�xswñπ�t@����⌡μº IBM Security Key Lifecycle Manager ����÷

ppK≈�C �u��ú�i�oΓ���¬��aC pGznQ��\αAz�

�N]t	}≈�ºt@������sW	≈�xsΩ�wC

LTO �a@�

Yn@� LTO �aW�w[KΩ�A��b�aW[KΩ�º∩�≈������i

�t@�����C �≈�i²L�¬�aC Yn@�∩�≈�At@�����

Pz@�Σ	}≈�C

�	}≈���bq IBM Security Key Lifecycle Manager ≈�xsw�X∩�≈��

∩Σiμ]�Cϕt@���N
∩�≈��J	Σ IBM Security Key Lifecycle Man-

ager ≈�xsw�A���Σ∩��pK≈�∩Σ�ú]�C

�Ω�iHTO∩�≈�α≈w�α�A]�u�pK≈������α�úpK≈

�]�C ϕ IBM Security Key Lifecycle Manager ≈�xswñ�F��[KΩ��

∩�≈�ºßAt@���Ki¬�aW�Ω�C
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���⌡�Ω�

W�[K≈�°A�]�p IBM Security Key Lifecycle Manager����q⌡�Ω�A

d≥iHOq�@�Ω@����Ω�C

ϕ 2Oz�⌡�iα�q���@kMμC

ϕ 2. ���⌡�Ω�

DD ���Ω�

���� N�����≤	q���í�í@������C

CA oX��� ∩≤�í@�⌠�A�� CA oX���C

��≤½Wv C�u�≤½@����sdX���C

CA oX�����U¡ ��@���AB�]
��P��@w]��±�

�C

����í@�⌠�ñ��a≈�

��q

�m�qd≥q������A�m�qñ��� 100+

d≥C

��⌡� sb@�HW��⌡�AIBM Security Key Lifecycle Man-

ager �V��⌡�ú�≈�C

Co��wⁿl���� S�wⁿl��C

�nó��Γ�D \h⌡�únD�≈[K≈�°A���@�bΣL⌡

�ñB≤⌡μñ¼AC CϕΩ��≤�ADn⌡�ú��

≈≈�Ω�C ��A��≈Ω��iaa��	≈�	�

IBM Security Key Lifecycle Manager °A�AHbo�ó

��Γ���C

∩��a[K�[K��Ω� z���qO∩��a[K�O[Kú≈�xsΩ�w

H����Ω�AH�iαo��
��DC jí�⌡�

�[Kú IBM Security Key Lifecycle Manager Ω��Σ

�≈Ω�H����Ω�C

�≈� p��÷ΩTA�
\�÷�≈�����zDDC

����

z���qp≤��°��w��n�¡������i��C

Pwz���b�����������zñ (CA) oXº��W��hC ziα�

n�M����Ñq�����Cz�iH�²��í@�Ñqq���zñB

nD��C

≈K�ΩT�w�

z��TOu��vH��αs IBM Security Key Lifecycle Manager Ω�wñ IBM

Security Key Lifecycle Manager ≈�Ω��≈K�ΩTC

⌡��vd��U�úPABiαS�vd��C ²OA⌡�iH⌡μUCBJ�ú¬

w�G

v @�H�ú� IBM Security Key Lifecycle Manager °A��⌡μ��t��z�Σ

�C ⌡�π�@�t��z��⌡μ IBM Security Key Lifecycle Manager °A�C

v t@�H�RϕΩ�w�z�Aπ� DB2 ��� ID � IBM Security Key Lifecycle

Manager ��Ω�wΩ��ⁿ¡svC
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w�tm

z���j�⌠�Bw�B�z�@�ñ�w�AHTOu��vH��αs IBM

Security Key Lifecycle Manager �≈K�ΩTC

⌠�

ziHtmUC⌠���H�j�w�G

v ¡εt��ΩΘsvH�ε∩°A�wΘiμ	≥�v�sAue\w�v�

z�st�D�xC

v TOqT⌠⌠S��Ñ�s��IC

v ���⌡≡�
@�⌡≡ß���≡C �}� IBM Security Key Lifecycle Man-

ager �n�≡C

v ⁿw��b IBM Security Key Lifecycle Manager t�WO@≈K����t��ε

�C�ε���O@��w��¡εuα��nsv��
���sC

v O@≈�°A�Btm�BΘx�Bf	Θx�BΩ�wΩ�� IBM Security Key

Lifecycle Manager �≈��w�C

v TOt�π�¼≈���	í�xsf	ΘxC

v pGzb IBM Security Key Lifecycle ManagerW��⌠≤�¼�ú�	�{íAh

��TOΘXOw��C �qzA�Σ��ww���{í�w�t�ñs IBM

Security Key Lifecycle ManagerC

v ÷M IBM Security Key Lifecycle Manager �≈ JAR �ñ�≈K�ΩT�KXO@A

²�D JAR �����eú�KXO@Ao�o��e÷D��l�laC �O�

JAR �w�C

v ��sΦ�≈ JAR �ñ]t���Co
���¿Lk¬C �N�≈�Odbz

iH�εKX�w��mñC N�≈���OdbúO�≤ IBM Security Key

Lifecycle Manager qú� IBM Security Key Lifecycle Manager �²⌠�W�w�

�mñC

v ϕz��s²�AQ�í� IBM Security Key Lifecycle Manager e	��z IBM

Security Key Lifecycle Manager �AziHs²°A�t�W��²GmC IBM Secu-

rity Key Lifecycle Manager ú�H root ¡�⌡μAϕzs²��t��A���o


 root \ivC

w�

v ��b⌠��ε�Ww�C

v ��b@���t�Ww�C

�zM����]

w�a∩�z�iμ�zG

v �N�z�v¡�P��z IBM Security Key Lifecycle Manager ��X⌡��D]w

∩H⌠�
@ IBM Security Key Lifecycle Manager w��vºO��H�C

v �z���ϕ�t�í�σ≤� IBM Security Key Lifecycle Manager í�σ≤�ú

��ⁿ�iμu@C

v SKLMAdmin OS\���Aπ� IBM Security Key Lifecycle Manager �úⁿ¡s

vC �ϕ�nM�v�A������H SKLMAdmin ¡�nJC
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v WebSphere Application Server �z�OS\���Aπ�����bß��P IBM

Security Key Lifecycle Manager sv�v¡C �V�vH�ú� WASAdmin ��

� ID �KXC

v �Nt�W���� ID �P�w≥�v��t�WΩT����C

v TOπ� IBM Security Key Lifecycle Manager sv�����X@δ½BS�c

NC

v ��N@�t�M�v�P�ú�n����ε IBM Security Key Lifecycle Man-

ager °A� ��z�]�p LTOAuditor�C

@�

w�a�ziμñ@�G

v �����KX�hC

v ��KX�h∩���z���M�z�KXC

v ��f	C

v ��Ω@�n{�HO@t�@�w�C

v TO
@{�]Aw�E��f	t�AΣñ]Aw��≈��\f	��M��

ΘxC

v NKXw�a�e�t����C

v ⁿ����M�z�únªSΣKXC

v w∩��ΘJú�TKX����A�	�Ωw≈εC

v �O@�z�KX@�YμaO@tm�KDªSAΣñ]Atm��e���e

{]pΘXM�≈�C

tm�eM��

ϕ 3í�@�tm�eM��H��j�w��]wC Hw��Φítm�eA²	w

∩�j�w�iμ]wC ú�FUCd�H	UzA��
MªC

ϕ 3. w��tm�e]w

�e �w����

Audit.event.outcome ⁿw¿\�ó��≤C

Audit.eventQueue.max ]w�s
C

Audit.event.types ⁿw
 none H����ΣL
C

Audit.handler.file.multithreads Lw�vTC

Audit.handler.file.name ���ⁿw���w��mC

Audit.handler.file.size Lw�vTC

Audit.handler.file.threadlifespan Lw�vTC

backup.keycert.before.serving ]w�
 trueC

cert.valiDATE ]w�
 trueC

config.keystore.name ���≤�
C

config.keystore.ssl.certalias ���
����	�ⁿOμ�	�]wqT≤w���
C

debug ��ú�Oⁿiα�vT IBM Security Key Lifecycle Manager ��αC

�b IBM Σ�Nϕ�ⁿ�U���∩�C

W� 7



ϕ 3. w��tm�e]w (�≥)

�e �w����

device.AutoPendingAutoDiscovery]IBM Secu-

rity Key Lifecycle Manager Ω�wñ����

]w�
 0]s�Γ��� 2]��
m�C

enableClientCertPush ]w�
 falseC

enableMachineAffinity]IBM Security Key

Lifecycle Manager Ω�wñ����

]w�
 true]w���C

fips ]w�
 true]w���C

KMIPListener.ssl.port ]w����≡�C

lock.timeout ��w]
C

maxPendingClientCerts ��w]
C

pcache.refresh.interval ��w]
C

tklm.backup.db2.dir ⁿw���w��²C

tklm.backup.dir ⁿw���w��²C

tklm.encryption.keysize ��w]
C

tklm.encryption.password ��eb�í��C���≤Σ
C

tklm.encryption.pbe.algorithm ��eb�í��C ���≤Σ
C

TransportListener.tcp.port ⁿw���≡�C

TransportListener.tcp.timeout ⁿw���O�íjC

TransportListener.ssl.ciphersuites ��w]
C

TransportListener.ssl.clientauthentication ⁿw�mΣ���¬
C

TransportListener.ssl.port * ⁿw���≡�C

TransportListener.ssl.protocols ⁿw
 SSL_TLSv2C

TransportListener.ssl.timeout ⁿw���O�íjC

Transport.ssl.vulnerableciphers.patterns ��w]
C

stopRoundRobinKeyGrps ⁿw
 trueA¿�bY
⌠�ñiH�ⁿ falseC p�≤h�N��A

�
\ stopRoundRobinKeyGrps �e�
�DDC

useSKIDefaultLabels Lw�vTC

zOSCompatibility Lw�vTC

�N��

�ΩTYw∩ IBM bⁿΩ�ú�ºú�PA��}oC bΣLΩaAIBM úúo�

ú��σ≤�ú�ºU�ú�BA��\αC �ó�ϕa� IBM ��NϕAHoϕ

a�eú��ú�MA�º�÷ΩTC �
bú� IBM �ú�B{í�A��Aúϕ

��t�uα�� IBM �ú�B{í�A�C un	I� IBM �	z]úvA⌠≤

\α�ϕ�ú�B{í�A�úiHN IBM �ú�B{í�A�C úLA⌠≤D

IBM ºú�B{í�A�A������μtd@�º�⌠Mτ�d⌠C

�
�σ≤iα]t IBM ��ºMQ�MQ���C �
����ú��ezMQº

⌠≤�vC ziH
	úX�vd�A�τ�H�G
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IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

pGO�÷	���r� (DBCS) ΩT��vd�A�ó��bΩ� IBM 	z]úí


A�
	úX�vd�A�τ�H�G

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

UCq¿úA�≤�ΩAYP⌠≤ΣLΩaºk�°�Φ�AτúA�≤�ΩG

International Business Machines Corporation u�u{pvú��X��Aúú�⌠≤�

��q�ºO�AΣñ]ABú¡≤úIvBi����Sw��ºA���⌠tO

�C

�
a�bY
μ÷W�ú�ⁿ���q�O���úA]�Ao�n�∩ Q�ßúú

oA�C

�ΩTñiα���NW���LΩW���C ]�AIBM �w��qF�N�qß

��e�Js�ñC IBM H��∩i�/��≤�X���ú��ú��/�{íANú

tμq�C

�ΩTñ⌠≤∩D IBM ⌠��	z��
�AIBM ∩
⌠��úú�⌠≤O�C 


Ñ⌠��ú��Ω�úO IBM �ú��Ω��eApGn��o
⌠��Ω�A Q�

ß���μ	ß�IC

IBM oHU	 IBM {�Aϕ�Φí����¼ Q�ßú��⌠≤ΩTA�L�∩ Q

�ßtdC

pG�{íº≥�vH�F (i) b�O��{íMΣL{í]]A�{í�ºíμ½

ΩTAH� (ii) �¼���μ½�ΩTA]��n�÷�ΩTA�ó�G

IBM Corporation

2Z4A/101

11400 Burnet Road

Austin, TX 78758 U.S.A.

WzΩ�ºo�ΣSϕn≤AbY
ípU��IOΦo��C

IBM ≥≤	Φº IBM �ßX�BIBM Ω�{í�vX��⌠≤PÑX�º°�Aú

��σ≤�ú���v{íPΣ��A���vΩ�C

o�]t��αΩ�Ob�ε⌠�UoX�C ]�AbΣL@�⌠�Uo��Giα

jú�PC �
�wwb}oÑqt�W�LAúLo�úO�b@δt�W�X{�

P�GC A�A�
�wiαwzL
�Φí�⌠LC ²Ω��Giα�Dp�C �

σ≤�������v�Sw⌠�Ad�A��Ω�C
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�σ≤�ú�ºD IBM ú�ΩTA�ú�����A�ΣoG�n��ΣL	}�

DC IBM �	��Lo
ú�A]LkT{o
D IBM ú��⌡μ�αB�e�B
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