
f.

IBM



ii f.



?<

f. . . . . . . . . . . . . . . . . 1
>chs . . . . . . . . . . . . . . . . 1
\?s!hs . . . . . . . . . . . . . 1
DB2 f. . . . . . . . . . . . . . . 1
(Ff. . . . . . . . . . . . . . . . 2
CZS\}]D$ihs . . . . . . . . . 3
kd{i/2mEx . . . . . . . . . . . 3

(i>c5y . . . . . . . . . . . . . . 4

T){$i . . . . . . . . . . . . . . 5
tPE"D2+T . . . . . . . . . . . . 5
2+dC . . . . . . . . . . . . . . . 5

yw . . . . . . . . . . . . . . . . . 8
z7D5DunMu~ . . . . . . . . . . 10
Lj . . . . . . . . . . . . . . . . 11

w} . . . . . . . . . . . . . . . . 13

iii



iv f.



f.

f.G;Vn/,Zf.PwvDv(a0l=;vr`vsxn/#

f.n/|(;)Nq,g!qJ1D\?s!M}]b"$bVP}]Gqh*(

FT07(>ch*DVP#fv(#

>chs

Z20 IBM Security Key Lifecycle Manager .0,k<G>cJb,}g\?s!D

hs,r_G9C IBM Security Key Lifecycle Manager a)D DB2®,9G9CQ2

0Z53PDVP1># I\9h*<G Encryption Key Manager D(Fhs#

\?s!hs
20MdC IBM Security Key Lifecycle Manager .0,Xk<G\?s!hs#

\'VD\?s!M<k0<v^F

IBM Security Key Lifecycle Manager I*h8a) 2048 r 1024 ;D\?# ILx

9CzI* 1024 ;\?DOI\?#

m 1 PvK IBM Security Key Lifecycle Manager 'VD\?s!#

m 1. \'VD\?s!

<k PKCS#12 D~ <v PKCS#12 D~ \?zIs!(T;*%;)

G G 2048

DB2 f.
zXk<GG9C DB2 $wi~qwf DVP1>,9G9C IBM Security Key

Lifecycle Manager 20Lr*V<=53a)D DB2 f>M^)|# VP DB2 X

k>X20Z53O,x;\20Zxgr2m}/wO#

9C IBM Security Key Lifecycle Manager 4\m DB2#

v V<=53:

KP IBM Security Key Lifecycle Manager ~qwD,;FczOD DB2 $wi~

qwf:

– IBM Security Key Lifecycle Manager 'VDd{V<=Yw53OD V10.5.0.6

M44^)|#

":

- Xk9C IBM Security Key Lifecycle Manager 4\m}]b# *\b}],

=Jb,k;*9C}]b&CLrI\a)D$_#

1



- *Ka_ AIX 53O DB2 V10.5.0.6 DT\,k7#z20"dCK DB2 D

5 (http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/

com.ibm.db2.luw.admin.perf.doc/doc/t0054518.html) PhvD I/O jIKZ (IOCP)

m~|#

- g{T root C'Dm]ZYw53D}7f>20K DB2 $wi~qwfD

VP1>,G4IT9CVPD DB2 $wi~qwf# IBM Security Key

Lifecycle Manager 20Lr4lb=fZ DB2# Xk8( DB2 2076#

PX}]bhsD|`E",kND IBM Security Key Lifecycle Manager D IBM

Knowledge Center OD“20MdC”?V#

(Ff.
20Kf>D IBM Security Key Lifecycle Manager .0,k7(G(FH0f>D IBM

Security Key Lifecycle Manager,9G(FJCZ Java =(D Encryption Key Man-

ager i~PDH0dC}]#

z9IT9Cg=(8]5CLrT IBM Securi ty Key Lifecycle Manager

V1.0"V2.0"V2.0.1 M V2.5 HIfT0 Encryption Key Manager V2.1 KP8]Yw

T8]X|}]#zITZ IBM Security Key Lifecycle Manager V2.6 O+b)8]

D~4-=k8]44;,DYw53#PX|`E",kNDIf IBM Security Key

Lifecycle Manager D8]M4-Yw#

":Encryption Key Manager i~v'V"ooT73# rK,XkZ"ooT73

PxPS Encryption Key Manager = IBM Security Key Lifecycle Manager D(F#

v IBM Security Key Lifecycle Manager V2.5 FP3 r|Bf>#

20 IBM Security Key Lifecycle Manager V2.6 1lb=Ogf>D IBM Security

Key Lifecycle Manager# 20aT/(Fd}]#

g{ IBM Security Key Lifecycle Manager V2.5 D(F'\,a#tI&(F=h

DG<# KP(FV4E>1+S(F}LP"zmsD;C*<#

":S IBM Security Key Lifecycle Manager V2.5 (F= V2.6 1,Xk+ IBM Secu-

rity Key Lifecycle Manager ~qwKZES 9080 |D*ICDNNd{KZE,}

g,9180#9Xk|D WebSphere® Application Server D20?<{F,}g,

WebSphere26#

v IBM Security Key Lifecycle Manager V2.0.1 r|_f>D^)|#

20 IBM Security Key Lifecycle Manager V2.6 1lb=Ogf>D IBM Security

Key Lifecycle Manager# 20aT/(Fd}]#

g{ IBM Security Key Lifecycle Manager V2.0.1 D(F'\,a#tI&(F=

hDG<# KP(FV4E>1+S(F}LP"zmsD;C*<#

v IBM Security Key Lifecycle Manager V2 FP4 r|_f>#

20 IBM Security Key Lifecycle Manager V2.6 1lb=Ogf>D IBM Security

Key Lifecycle Manager# 20aT/(Fd}]#

g{ IBM Security Key Lifecycle Manager V2.0 D(F'\,a#tI&(F=h

DG<# KP(FV4E>1+S(F}LP"zmsD;C*<#

2 f.

http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.admin.perf.doc/doc/t0054518.html
http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.admin.perf.doc/doc/t0054518.html


v IBM Security Key Lifecycle Manager V1 FP3 r|_f>#

20 IBM Security Key Lifecycle Manager V2.6 1lb=Ogf>D IBM Security

Key Lifecycle Manager# 20aT/(Fd}]#

g{ IBM Security Key Lifecycle Manager V1 D(F'\,a#tI&(F=hD

G<# KP(FV4E>1+S(F}LP"zmsD;C*<#

v Encryption Key Manager V2.1

Q* V2.1 tC(F,+TZgZ V2.1 Df> Encryption Key Manager ;PtC#

(FdCD(;zaGZ IBM Security Key Lifecycle Manager 20}LP,r_G

Z20axsR|D IBM Security Key Lifecycle Manager dC.0#

g{ Encryption Key Manager V2.1 (F'\,G4;aPNN}](F= IBM Secu-

rity Key Lifecycle Manager }]b#+7zNNQwvD|D#

g{20Lr(F'\,G4ITZKv20sS SKLM_HOME\migration\bin ?<PV

/KP IBM Security Key Lifecycle Manager V2.6 (F5CLr#

v KP migrate.bat r migrate.sh T+ Encryption Key Manager V2.1 (F= IBM

Security Key Lifecycle Manager# Z Linux r AIX H53OKP migrate.sh .
0,k7#zQT root C'm]G<#

v KP SKLM_HOME\migration ?<PD migrateToSKLM.bat r migrateToSKLM.sh T
+ IBM Security Key Lifecycle Manager OMf>(FA V2.6# Z Linux r AIX

H53OKP migrateToSKLM.sh .0,k7#zQT root C'm]G<#

;*KPI\ZK?<P4=}Dd{ *.bat 5CLr# b)5CLrv)T/20

}L9C#

CZS\}]D$ihs
IBM Security Key Lifecycle Manager h*AY;v|,K+C/(C\?TD X.509 }

V$i,Sx#$1}]Z 3592 ExzM DS8000 Turbo ExzOS\1 IBM Secu-

rity Key Lifecycle Manager ~qw4(D}]S\\?#

IBM Security Key Lifecycle Manager Jm*?v4ks(e=v}V$ip{#4(

ExrEL1,8(D=vp{(j))PP;vXkZ IBM Security Key Lifecycle

Manager \?b}]bP_P(C\?# K\?94(_ITA!ExrEL# d{

p{(j) )ITG4TOwoiD+C\?,COwoiIT9Cd(C\?TC+

C\?xPb\# *A!QS\DExrEL,h*}7D(C\?#

P=V=(IhC}V$i:

v 4(T:D+C/(C\?TMT&D$i,CZTTsITA!Mb\DExrE

LxP4kMS\Yw#

v q!4TOwoiD+C\?MT&D$i,CZTITIOwoiA!"b\D

ExrELxP4kMS\Yw#

kd{i/2mEx

ITvZ}]+d"*O*""O,~qrd{?Dkd{i/2mEx# TZ 3592

ExzM LTO Exz,CZ2mS\ExD=(Py;,#

f. 3



g{*+\?F/=T:DVQV4;C,k9C\?b}]b# g{*+\?F/=

5qOwoi,ka)5qOwoiD+C\?#

(}liK`$iDEN4"7]=nU)pC$iDO$PD (CA),i$S5qOw

oi&SU=DNN$iDP'T# g{ENC CA,G4ITENC$i# r_,

2ITZ$i+dZd\=2+#$1i$$iDP'T# g{4\9COv=(Dd

P;V4i$$iDP'T,G4+*“PdK”%wa)za#

3592 Ex2m
IBM Security Key Lifecycle Manager ITZ 3592 ExOf"=ir|DS\\?#

K5yJmd{i/ITA!X(DEx,x^ha)NN2mDX\E",2;a

5M$iM\?D2+T#

9Cm;vp{(r\?j)),r IBM Security Key Lifecycle Manager \?b}]

bmSd{i/D+C/(C$iD+C?VM\?# 4kEx1,S\\?af"Z

ExO,|\=i+C/(C\?D#$,;iGzT:D\?,xm;itZd{i

/# d{i/Xk_P'VS\D 3592 Exz# d{i/I9Cd IBM Security Key

Lifecycle Manager 0d(C\?4TJmA!X(ExD}]\?xPb|#

IBM Security Key Lifecycle Manager Xk_POwoii/D$i# d{i/Xk5

PId{i/KPD IBM Security Key Lifecycle Manager 9CD\kbPX*D(C

\?# bVinT9a)DExI)=vi/A!# g{*{CK&\,G4Xkr

zD\?b}]bPmSd{i/D$i(dP|,+C\?)#

LTO Ex2m
*Z LTO ExO2mQS\D\?,d{i/XkIT9CCZS\ExOD}]D

TF\?1># K\?9{GITA!Ex# *2mTF\?,d{i/Xkkz2

md+C\?#

K+C\?CZZ+TF\?S IBM Security Key Lifecycle Manager \?b<v1,

+TF\?xPr|#1d{i/+TF\?<kd IBM Security Key Lifecycle Man-

ager \?b1,+9CT&D(C\?TCTF\?xPb|#

K5y7#TF\?Z+dPD2+T,r*;P(C\?DVP_E\TTF\?

xPb|# ;P9CCZS\ IBM Security Key Lifecycle Manager \?bPD}]

DTF\?,d{i/E\A!ExOD}]#

(i>c5y

f.S\\?~qw(Hg IBM Security Key Lifecycle Manager)Xk<G>c5y,

SZ;N5)=("=P.P'D5y#

m 2 G>cI\*<GDnQ5yDPm#

m 2. (i>c5y

wb (i5y

T){$i +T){$iCZ+>ZDZ?zzMbTC>#

CA d"D$i TZzz73,k9C CA d"D$i#

$if;5J ?>Hf;;NCZ4(BExPD$i#

4 f.



m 2. (i>c5y (x)

wb (i5y

CA d"Dn!$i} nYd";v$i,"RYhC$i,1Cw1!$i

MOwoi$i#

bTMzz73PExzD;c}

?

}?6'S8(h8=8Y(,h8DPH}?Z 100 `

(6'Z#

6L>c fZ;vr`v6L>c,"R IBM Security Key

Lifecycle Manager *6L>ca)\?#

?j"zD9\$i} cv$i9\#

?FJO*Fhs m`>c*s8]S\\?~qwXk<UZm;v>

cOKP# ;*}]"z|D,w>cMaT\?JOx

P8]# Kb,Z"zJO*F1,8]D}]\I?X

V4=GV!1> IBM Security Key Lifecycle Manager ~

qwT)9C#

!qTS\rS\yP}] Xk<GG!qTS\,9GS\}\?b}]bTb

DyP}],"R*<GI\vVDV4Jb# s?V>

caS\yP}KIBM Security Key Lifecycle Manager }

]0d8]}].bDyP}]#

8]D~ *q!|`E",kNDPX8]MV4D\mwb#

T){$i
zXk<GgN=bT){$iDICTks5D2+Ths#

7(i/T9CT){$iT0IO$PD (CA) d"D$iD_T# I\h*4(T

){$iTCZn?DbTWN#zI\9*a0rO$PDksCZzzWND$

i#

tPE"D2+T

Xk7#;PZ(K1E\CJ IBM Security Key Lifecycle Manager }]bP IBM

Security Key Lifecycle Manager \?DODtPE"#

>cZ0p.V=fw;`,,"RI\;P0p.V# +G,*Ka_2+T,>c

IT4PTB=h:

v ;vK* IBM Security Key Lifecycle Manager ~qw a)KP153\m1'V#

>c_PIKP IBM Security Key Lifecycle Manager ~qwD53\m1#

v mb;vKd1}]b\m1,T IBM Security Key Lifecycle Manager y9CD DB2

C'j6M}]b5}_P\^DCJ(#

2+dC

Xkns^HXa)73"20"\mMYwPD2+T,Tc7#;PZ(K1I

TCJ IBM Security Key Lifecycle Manager DtPE"#

73

ITdCb)73*XT5Vn_2+T:

f. 5



v ^FT53DomCJ,Th9T~qw2~D4-Z(DCJ,SxvJmZ(

\m1P(CJ53XF(#

v 7#(Exg2+,@9T}MgS[-#

v 9C@p="#VyPKZ;Z@p=sf# vr* IBM Security Key Lifecycle

Manager h*DKZ#

v 8(D~53X~T#$ IBM Security Key Lifecycle Manager 53ODtPD~#

X~Xk#$D~D2+,"RXk+CJ(^F*;Ph*CJDC'E\C

J#

v #$\?~qw"dCD~"U>D~"sFU>D~"}]b5}M IBM Secu-

rity Key Lifecycle Manager 8]D~D2+#

v 7#53Pc;DELUd4f"sFU>#

v g{Z IBM Security Key Lifecycle Manager O9CNN;VwT5CLr,G4X

k7#dvG2+D# vS2+D53(zKbdPyPQ20D&CLr)CJ

IBM Security Key Lifecycle Manager#

v d; IBM Security Key Lifecycle Manager 8] JAR D~I\k#$,+G;G JAR

D~DyPZ]<I\k#$,b9CD~]Wo*rJb;F5# k#V JAR D

~D2+#

v ;*`-|,Z8] JAR D~PDD~#qrb)D~+dC;IA# +8]D~

#tZIzXF\kD2+;C# +8]D~D1>#tZ IBM Security Key

Lifecycle Manager FczM IBM Security Key Lifecycle Manager ?<76.bD

2+;C#

v 19C/@w\m IBM Security Key Lifecycle Manager 1,(}9C3) IBM Secu-

rity Key Lifecycle Manager fe,IT/@~qw53OD?<<V# IBM Secu-

rity Key Lifecycle Manager GT root C'm]KPDz7,/@D~531,+9

Cb) root C'mI(#

20

v ;*20ZrXFwO#

v ;*20Z2mD~53O#

\mMC'Yh

2+X\m\m1:

v k+\m1(^vZhG)\m IBM Security Key Lifecycle Manager"zc>cT

ZZ,$ IBM Security Key Lifecycle Manager 2+T=fIERF0DK1#

v \m1Xky]53D5M IBM Security Key Lifecycle Manager D5a)D8<E

"xP$w#

v SKLMAdmin GX(C',T IBM Security Key Lifecycle Manager _P^^FDCJ

(# ;PZqCX(1E\T SKLMAdmin Dm]G<#

v WebSphere Application Server \m1GX(C',_P4(C'J'MZhT IBM

Security Key Lifecycle Manager DCJ(DCJ(# v*QZ(DK1a) WASAdmin

C'j6M\k#

v 53ODC'j6vZhP(9C53OE"DC'#

v 7#T IBM Security Key Lifecycle Manager _PCJ(DC'3POw+q,x;

Pqb#

6 f.



v ;*+Yw53X(Zhng LTOAuditor .`D\m1,{G^ht/r#9 IBM

Security Key Lifecycle Manager ~qw#

Yw

2+X\m}ZxPDYw:

v tC(iD\k_T#

v y]\k_T!q"\mC'M\m1\k#

v tCsF#

v kT532+Yw7(M5)X*}L#

v 7#,$}L|(T53(ZxPoOMsF,|((Z8]T04isFD~M

msU>#

v +\k2+X+dx53C'#

v 8>C'M\m1;*96{GD\k#

v ;Px(zFCZX4dkms\kDC'#

v q#$\m1\k>mGy4Oq#$dCD~T@99\,|(dCD~Z]D

yPmVN=,}gr!dvM8]#

dCtT

m 3 hvK;iCZn_2+ThCDdCtT# 9C2+D=(dCtT,+G^

hhCCZn_2+T# a)DTB>}IozzKbb)v_#

m 3. 2+dCtThC

tT n2+D(i

Audit.event.outcome 8(I&M'\B~}#

Audit.eventQueue.max hC*5 0#

Audit.event.types 8(}5 none TbDyP5#

Audit.handler.file.multithreads T2+T^0l#

Audit.handler.file.name *D~8(;vP'"2+D;C#

Audit.handler.file.size T2+T^0l#

Audit.handler.file.threadlifespan T2+T^0l#

backup.keycert.before.serving hC*5 true#

cert.valiDATE hC*5 true#

config.keystore.name ;*|DK5#

config.keystore.ssl.certalias 9C<NC'gfr|nPgfhC-iP'5#

wT(debug) tCwTG<I\a0l IBM Security Key Lifecycle Manager T\#

;PZ IBM 'VzmD8<B,E&tCK!n#

device.AutoPendingAutoDiscovery(IBM Secu-

rity Key Lifecycle Manager }]bPD;vt

T)

hC*5 0(crV/)r 2(T/]R)#

enableClientCertPush hC*5 false#

enableMachineAffinity(IBM Security Key

Lifecycle Manager }]bPD;vtT)

hC*5 true(QtC)#

fips hC*5 true(QtC)#

f. 7



m 3. 2+dCtThC (x)

tT n2+D(i

KMIPListener.ssl.port hC*P'KZE#

lock.timeout 9C1!5#

maxPendingClientCerts 9C1!5#

pcache.refresh.interval 9C1!5#

tklm.backup.db2.dir 8(;vP'"2+D?<#

tklm.backup.dir 8(;vP'"2+D?<#

tklm.encryption.keysize 9C1!5#

tklm.encryption.password KtT)Z?9C#;*|Dd5#

tklm.encryption.pbe.algorithm KtT)Z?9C# ;*|Dd5#

TransportListener.tcp.port 8(P'DKZE#

TransportListener.tcp.timeout 8(P'D,11ddt#

TransportListener.ssl.ciphersuites 9C1!5#

TransportListener.ssl.clientauthentication 8(h8'VDn_5#

TransportListener.ssl.port * 8(P'DKZE#

TransportListener.ssl.protocols F(5 SSL_TLSv2#

TransportListener.ssl.timeout 8(P'D,11ddt#

Transport.ssl.vulnerableciphers.patterns 9C1!5#

stopRoundRobinKeyGrps 8(5 true,+Z3)73P,false 2I\ITS\# *q!|`"

bBn,kNDPX stopRoundRobinKeyGrps tTDN<wb#

useSKIDefaultLabels T2+T^0l#

zOSCompatibility T2+T^0l#

yw

>E"G*Z@zzZ)&Dz7M~qx`4D# IBM I\Zd{zRrXx;a

)>D5PV[Dz7"~qr&\XT# PXz10yZxrDz7M~qDE",

krz1XD IBM zmI/# NNT IBM z7"Lrr~qD}C"GbZw>r

5>;\9C IBM Dz7"Lrr~q# ;*;V8 IBM D*6z(,NN,H&

\Dz7"Lrr~q,<ITzf IBM z7"Lrr~q# +G,@@Mi$NN

G IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({# a)>D5"4Zh

C'9Cb)({DNNmI# zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

PX+VZV{/ (DBCS) E"DmIi/,kkzyZzRrXxD IBM *6z(

?E*5,rCif==+i/Dy:

8 f.



Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation“4V4”a)>vfo,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$#

3)zRrXxZ3);WP;Jmb}w>r5,D#$# rK>unI\;JCZ

z#

>E"PI\|,<u=f;;<7DX=r!"ms# K&DE"+(Z|D;b)

|D+`k>JODBf>P# IBM ITf1T>JOPhvDz7M/rLrxPD

xM/r|D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$# G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#

>LrD;mI=g{*KbPXLrDE"To=gB?D:(i) JmZ@"4(DL

rMd{Lr(|(>Lr).dxPE";;,T0 (ii) JmTQ-;;DE"xP

`%9C,kkBPX7*5:

IBM Corporation

2Z4A/101

11400 Burnet Road

Austin, TX 78758 U.S.A.

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q, <IqCb=fDE

"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM

zJm~mI-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD# rK,Zd{Yw73PqCD}

]I\aPwTD;,# P)b?I\GZ*"6D53OxPD,rK;#$k;c

IC53OxPDb?a{`,# Kb,P)b?G(}Fcx@FD, 5Ja{I

\aPnl# >D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCDJO

Pq!# IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNN

d{XZG IBM z7Dyw# PXG IBM z7T\DJb&1rb)z7D)&L

av#

f. 9



yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

yP IBM D[qyG IBM 10D(ic[[,If1|Dx;mP(*# -zLD

[qIkK;,#

>E"vCZf.D?D# ZyhvDz7OP.0,K&DE"aP|D#

>E"|(U#5qKwP9CD}]M(fD>}# *K!I\j{X5wb)>

},>}PI\a|(vK"+>"7FMz7D{F# yPb){FyGi9D,g

k5JL5s59CD{FMX7W,,?tIO#

f(mI:

>E"|(4oTN=Dy>&CLr,b)y>5w;,Yw=(OD`L=(# g

{G*4UZ`4y>LrDYw=(OD&CLr`LSZ (API) xP&CLrD*

""9C"-zrV"*?D,zITNNN=Tb)y>LrxP4F"^D"V

",x^kr IBM 6Q# b)>}"4ZyPu~Bw+fbT# rK,IBM ;\

##r5>b)LrDI?T"I,$Tr&\#C'g{G*K4U IBM &CLr

`LSZ*""9C"-zrV"&CLr,rITNNN=4F"^DMV"b)

y>Lr,x^kr IBM 6Q#

2b)5}LrD?]=4rdNN?VrNN\zz7,<Xk|(gBf(y

w:

©(s+>D{F)(j)# K?VzkGy] IBM +>Dy>Lr\zv4D# ©

Copyright IBM Corp. (dkj]). All rights reserved.

g{z}Zi4>E"Dm=4q=,<,MJ+<}I\^(T>#

z7D5DunMu~
b)vfoD9C(G@]BPunMu~xZh#

JCT b)unMu~GT IBM Web >cDNN9CunD9d#

vK9C

zIT4Fb)vfoT)zvKGL5T9C,+Xk#t+?yP(y

w#4- IBM w7,b,z;CV""T>r\zb)vfordPDNN?

V#

L59C

z;\Zs5Z4F"V"MT>b)vfo,+Xk#t+?yP(yw#

4- IBM w7,b,z;CZs5b?\zb)vfo,2;C4F"V"r

T>b)vfordPDNN?V#

({ }>mI(Pw7ZhD(^Tb,4ZhTvfordPy,NNE""}

]"m~rd{G[FzDNNd{w>r,>mI("mI$r({#

IBM #tZvfoD9Cp&d{fr_Ov8>4C=}7q-(I IBM 7

()1TP7XK&yZhmI(D({#

}Gj+{OyPJCD(I(f,|(@zDyPvZ(I0(f,qr;

CBX"vZrYvZKE"

10 f.



IBM ;Tb)vfoDZ]wNN#$#b)vfo“4V4”a),;=PN

NV`D(^[Gw>D9G5,D)#$,|(+;^Z5,DPXJz"

;V(MJCZ3VX(C>D#$#

Lj

IBM"IBM UjM ibm.com G International Business Machines Corp. Z+@gm`>

(=x"aD"aLjrLj# d{z7M~q{FI\G IBM rd{+>DLj#

IBM LjD10PmITS Web OqC (http://www.ibm.com/legal/copytrade.shtml)#

Adobe"Acrobat"PostScript MyPyZ Adobe DLjG Adobe Systems Incorporated

Z@zM/rd{zRrXxD"aLjrLj#

IT Infrastructure Library G Central Computer and Telecommunications Agency(|VZ

G Office of Government Commerce D;?V)D"aLj#

Intel"Intel Uj"Intel Inside"Intel Inside Uj"Intel Centrino"Intel Centrino Uj"

Celeron"Intel Xeon"Intel SpeedStep"Itanium M Pentium G Intel Corporation rdS

+>Z@zMd{zRrXxDLjr"aLj#

Linux G Linus Torvalds Z@zM/rd{zRrXxDLj#

Microsoft"Windows"Windows NT T0 Windows UjG Microsoft Corporation Z@

zM/rd{zRrXxDLj#

ITIL G"z~.Lq?D"aLjM7K"aLj,RQZ@z({MLjV"a#

UNIX G The Open Group Z@zMd{zRrXxD"aLj#

Java MyPyZ Java DLjMUjG Oracle M/rdS+>DLjr"aLj#

Cell Broadband Engine G Sony Computer Entertainment Inc. Z@zM/rd{zRr

XxDLj"RZ1XmI$B9C#

Linear Tape-Open"LTO"LTO Uj"Ultrium M Ultrium UjG HP"IBM Corp. M

Quantum Z@zM/rd{zRrXxDLj#

f. 11

http://www.ibm.com/legal/copytrade.shtml


12 f.



w}

[A]
20, nQ5y 5

[B]
p{

+C\? 3

}V$i 3

(C\? 3

[C]
Yw, nQ5y 5

Ex2m

r|DS\\? 4

+C/(C\?, LTO 4

Owoi9Civ 4

=i+C/(C\?, 3592 4

3592 4

LTO 4

[G]
Ev

&\?~

\?s! 1

&\?~

Ev

\?s! 1

\?s! 1

+C/(C\?i, kOwoi 4

JO*F,5y 4

\m1, C'nQ5y 5

[H]
Owoi

2+}]2m 4

+C/(C\?i 4

$i 3

73, nQ5y 5

V4E>, (F 2

[J]
S\rS\yP}],5y 4

E>, (FV4 2

[M]
\?2m

3592 4

LTO 4

[P]
dCtT, nQ5y 5

[Q]
(F

JOsD=h 2

V4E> 2

vZ20Zd 2

|n 2

(F|n 2

5CLr 2

V/=h 2

}] 2

hs 2

Encryption Key Manager 2

IBM Security Key Lifecycle

Manager 2

SKLM_HOME\migration\bin ?< 2

[S]
5y

JO*F 4

!qTS\rS\yP}] 4

Q9\$i 4

6L>c 4

$if; 4

T){$i 4

CA d"D$i 4

5CLr, (F 2

tThC

Audit.eventQueue.max 5

Audit.event.outcome 5

Audit.event.types 5

Audit.handler.file.multithreads 5

Audit.handler.file.name 5

Audit.handler.file.size 5

Audit.handler.file.threadlifespan 5

backup.keycert.before.serving 5

cert.valiDATE 5

config.keystore.name 5

config.keystore.ssl.certalias 5

tThC (x)

device.AutoPendingAutoDiscovery 5

enableClientCertPush 5

enableMachineAffinity 5

fips 5

KMIPListener.ssl.port 5

lock.timeout 5

maxPendingClientCerts 5

pcache.refresh.interval 5

stopRoundRobinKeyGrps 5

tklm.backup.db2.dir, 5

tklm.backup.dir 5

tklm.encryption.password 5

tklm.encryption.pbe.algorithm 5

TransportListener.ssl.ciphersuites 5

TransportListener.ssl.client

authentication 5

TransportListener.ssl.port 5

TransportListener.ssl.protocols 5

TransportListener.ssl.timeout 5

TransportListener.tcp.port 5

TransportListener.tcp.timeout 5

useSKIDefaultLabels 5

zOSCompatibility 5

tT, nQ5y 5

}V$ip{, $i 3

[X]
^F, (F 2

hs

(F 2

$i

}V$ip{ 3

kOwoi 3

NO-TRUST 4, 3

[Y]
5qOwoi, 2m2+}] 4

P'T, $i 4

6L>c,5y 4

[Z]
$i

}V$ip{ 3

f;,5y 4

EN4 4

5qOwoi2m 4

13



$i (x)

Q9\,5y 4

P'T 4

kOwoi 3

T){ 5

0p.V, nQ5y 5

(C\?

T 3

}V$ip{ 3

T){

$i 5

T){$i,5y 4

nQ5y

20 5

Yw 5

\m1, C' 5

73 5

dCtT, tT 5

0p.V 5

[}V]
3592

Ex2m

r|DS\\? 4

Owoi9Civ 4

=i+C/(C\? 4

S\\?

+C/(C\? 4

kOwoi 4

A
Audit.eventQueue.max, n2+ 5

Audit.event.outcome, n2+ 5

Audit.event.types, n2+ 5

Audit.handler.file.multithreads, n2+ 5

Audit.handler.file.name, n2+ 5

Audit.handler.file.size, n2+ 5

Audit.handler.file.threadlifespan, n2+ 5

B
backup.keycert.before.serving, n2+ 5

C
CA d"D$i,5y 4

cert.valiDATE, n2+ 5

config.keystore.name, n2+ 5

config.keystore.ssl.certalias, n2+ 5

D
DB2

>X20 1

V<=53 1

VP 1

'VDf> 1

device.AutoPendingAutoDiscovery, n2+

5

E
enableClientCertPush, n2+ 5

enableMachineAffinity, n2+ 5

Encryption Key Manager

(F 2

F
fips, n2+ 5

K
KMIPListener.ssl.port, n2+ 5

L
lock.timeout, n2+ 5

LTO

+C/(C\? 4

Owoi 4

LTO (x)

\?2m 4

M
maxPendingClientCerts, n2+ 5

migrateToSKLM.bat |n 2

migrateToSKLM.sh |n 2

migrate.bat |n 2

migrate.sh |n 2

P
pcache.refresh.interval, n2+ 5

S
stopRoundRobinKeyGrps, n2+ 5

T
tklm.backup.db2.dir, n2+ 5

tklm.backup.dir, n2+ 5

tklm.encryption.password, n2+ 5

tklm.encryption.pbe.algorithm, n2+ 5

TransportListener.ssl.ciphersuites, n2+ 5

TransportListener.ssl.clientauthentication, n

2+ 5

TransportListener.ssl.port, n2+ 5

TransportListener.ssl.protocols, n2+ 5

TransportListener.ssl.timeout, n2+ 5

TransportListener.tcp.port, n2+ 5

TransportListener.tcp.timeout, n2+ 5

U
useSKIDefaultLabels, n2+ 5

Z
zOSCompatibility, n2+ 5

14 f.


	目录
	规划
	站点需求
	密钥大小需求
	DB2 规划
	迁移规划
	用于加密数据的证书需求
	与其他组织共享磁带
	3592 磁带共享
	LTO 磁带共享


	建议站点实践
	自签名证书
	敏感信息的安全性
	安全配置

	声明
	产品文档的条款和条件
	商标


	索引
	［Ａ］
	［Ｂ］
	［Ｃ］
	［Ｇ］
	［Ｈ］
	［Ｊ］
	［Ｍ］
	［Ｐ］
	［Ｑ］
	［Ｓ］
	［Ｘ］
	［Ｙ］
	［Ｚ］
	［数字］
	A
	B
	C
	D
	E
	F
	K
	L
	M
	P
	S
	T
	U
	Z


