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uú�º[vDDí�F IBM Security Key Lifecycle Manager ú�]¡��� IBM

Tivoli Key Lifecycle Manager��Σ��M�N⌠�C

ª�]AHU�÷ΩTG

v ú�S��\α

v ú��≥≤��N�[c

v ≥≤ú�S������¼�ñΓ

v Σ�U����ñΓ�����Muπ

����sW\α

IBM Security Key Lifecycle Manager 2.6.0 �ú���w�BtmB�α IBM Secu-

rity Key Lifecycle Manager≥ª[cMBz{������μ¼@�αO∩i��A�

���	M�z KMIP ½≤�
Rg�C

@�t�W�������¼�gtm

ú���������iμ����gtmCziHtm�g{íAHbNs

≈�sW�Dn°A��Ab�s°A�ºí�g½n� IBM Security Key

Lifecycle Manager Ω�C

����gBz{�α≈HW	≤°A�@�t���²�c�ΦíAN IBM

Security Key Lifecycle Manager ⌠��s�h�°A�C�pAziHN Win-

dows t�WDn°A�ñ�Ω��g	 Linux t�W��s°A�CziH�

sDn IBM Security Key Lifecycle Manager °A�A�hiF 20 ���C

p��÷ΩTA�	\�sMDn°A���g]wC

@�t���≈���@�

Σ�≤¡x�≈���\αAHO@½n� IBM Security Key Lifecycle Man-

ager ΩTC ziH�	≤¡x�e��≈
b@�t�ºí���P��≈C

�pALinux t�W��≈iHb Windows t�W��A
ºτMC

ziH��≤¡x�≈��{íAb�� IBM Security Key Lifecycle Man-

ager W⌡μ�≈@�H�≈½nΩ�C ziHb{μ��� IBM Security Key

Lifecycle Manager WANo��≈���	Pqñiμ�≈º@�t�úP�

@�t�C

z�iHtm IBM Security Key Lifecycle Manager H�{���≈@�C z

����Dn°A�tm�eAHw��≈Ω�C p��÷ΩTA�	\�≈

���C

NSA M� B XW

Σ�ϕu US National Security Agency (NSA) M� B [Kk�hºw�qT

�qTAHú�[j�w�Ñ�Cp��÷ΩTA�	\� 10��yIBM Secu-

rity Key Lifecycle Manager ñ NSA M� B [Kk�XWzC

zL�������iμú�Oⁿ]w

Σ�����������tmú�Oⁿ]wH¼�ú�ΩTC ú�Θx�ú
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�ΣLΩT�∩ IBM Security Key Lifecycle Manager �Diμ�R��°�

�Cp��÷ΩTA�	\ⁿwú�ΩT�]wC

]wzL���������X SSL/KMIP °A���

Σ����������HsXμíN SSL/KMIP °A����X���C �

X���i≤U≤�taíp��AHP°A�iμw�qTC p��÷Ω

TA�	\�X SSL/KMIP °A���C

��tm IBM Security Key Lifecycle Manager Hiμ SSL/TLS H�μ½�u°

A�tmδFvC

]Au°A�tmδFvHtm IBM Security Key Lifecycle Manager °A�

M�ß��mHiμ SSL/TLS H�μ½C SSL H�μ½i²°A�M�ß�

�mα≈�	�≤w�qT�suC δF�ú�@���íΦk�]w SSL/

TLS H�μ½{�C p��÷ΩTA�	\Ω�d�GIBM Security Key

Lifecycle Manager °A�P�ß��mºí� SSL H�μ½]wC

ϕu KIMP 1.2 � Storage Networking Industry Association Secure Storage
Industry Forum (SNIA-SSIF) ��

�X Key Management Interoperability Protocol (KMIP) ���{í�ΣLxs

Θμ��÷�w���C

≤K�atm KMIP �e��ß�AHiμ≈��z@�

IBM Security Key Lifecycle Manager ú����������	Btm�jM

[K½≤Co�½≤�≤N[K≈�ú�� KMIP �e��ß��mCp�

KMIP ½≤�z��÷ΩTA�	\KMIP ½≤�zC

w�∩i��

∩w�{íiμF��∩}AHbw�{��ízL⌡μ⌠�τ������

�d�V���ú�≤hNúC

��ú� AES 256 ��Dn≈�HiμΩ�[K

b¿\w� IBM Security Key Lifecycle Manager ºßA���ú
 AES 256

��Dn≈�HiμΩ�[KC pGn�X PCI DSS ���ú¬Ω�w�A

��� 256 ��°�Dn��Σ�[K IBM Security Key Lifecycle Manager

≈KΩ�A�p≈�Ω�C

�G

v q IBM Security Key Lifecycle Manager 2.6 �}lAúΣ� Solaris @�t�C

v Nb IBM Security Key Lifecycle Manager �ß≥��ñA�O IBM Security Key

Lifecycle Manager ⁿOμ��ⁿOC�∩� REST ��C

v Nb IBM Security Key Lifecycle Manager �≤¬��ñA�O∩�������B

ⁿOμ��� REST ���[K≈�M�� alias �e���	�C

Σ��yÑ

IBM Security Key Lifecycle Manager Σ�U�yÑC �������BTº��úα

H	σyÑ�D	σyÑπC M�AIBM Security Key Lifecycle Manager �Σ�μ

@yÑ⌠���a�t�C

IBM Security Key Lifecycle Manager Σ�UCyÑG

v 	σ

v kσ
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v wσ

v qjQσ

v Θσ

v �σ

v �Θñσ

v ΦZ�σ

v cΘñσ

S�º[

�� IBM Security Key Lifecycle Manager ��z≈��
Rg��°����C i

H�z∩�≈�B�K≈�BD∩�≈�����C

IBM Security Key Lifecycle Manager π�UC½nS�G

v ñΓ¼s�εA�≤�Sw�ms�ú�⌡μ�p�	B�∩�RúÑ@��\

ivC jí�\ivúPSw��ms��÷pC

v zLN�����≈��zμ¼@�αOqT≤w (KMIP) �≤wxsΩ��[K�

∩��[K≈��zA��
�mΣ�C

ziH�� IBM Security Key Lifecycle Manager ���������	Btm�j

M[K½≤Co�½≤�≤N[K≈�ú�� KMIP �e��ß��mC

v ú�∩�≈�� DS5000 xsΘ°A�

∩ú�� DS5000 xsΘ°A� �≈�iμ�z�Θ�	@C ¡εiPY��m

]�p�
≈��÷p�≈��C ziHN�mP IBM Security Key Lifecycle Man-

ager Ω�wñ�{�≈��÷pC

v IBM Security Key Lifecycle Manager °A��s�@�HW�m�[K≈�C

v Nz�ú
�����≈�Ω�BpK≈��≈� meta Ω�xsbΩ�wñC

v ≤¡x�≈���A�≤O@½nΩ��ΣL IBM Security Key Lifecycle Manager

Ω�A�ptm��{μΩ�wΩTC

v ≤¡x�≈��{íA�≤b�� I B M S e c u r i t y K e y L i f e c y c l e M a n -

ager]1.0B2.0B2.0.1B2.5�� IBM Encryption Key Manager 2.1 �W⌡μ�≈@�C

ziH≤@�t�b{μ��� IBM Security Key Lifecycle Manager W��o��

≈�C

v w��í�α�� IBM Security Key Lifecycle Manager]1.0B2.0B2.0.1B2.5�� IBM

Encryption Key Manager 2.1 ��≤C

v f�O²AH@�¿\�/�@�ú¿\�o��∩�≤�≥ªC w���� IBM

Security Key Lifecycle Manager �N�mh�gJf�ΘxñC

v Σ�w��[K� 3592 �a≈BLTO �a≈BDS5000 xsΘ°A�BDS8000 Turbo

�a≈�ΣL�mC

v Σ���uwΘw��� (HSM)v�xs��O@��KX�Dn��ΣA�Ω�w

ñ�xs�≈�C

v @�@�A�≤≤@�t����g{μ@�ñ���Ω�C ��gα≈HW	≤°

A�@�t���²�c�ΦíAbh�°A�W�s IBM Security Key Lifecycle

Manager ⌠�C
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v Σ�∩����O�� LDAP]�q¼�²sqT≤w�°A�C ziHtm⌠≤

LDAP xsw]�p IBM Security Directory Server � Microsoft Active Direc-

tory�ñ� IBM Security Key Lifecycle Manager ���C

v ��tm IBM Security Key Lifecycle Manager Hiμ SSL/TLS H�μ½�u°A

�tmδFvC SSL H�μ½i²°A�M�ß��mα≈�	�≤w�qT�s

uC

≈�ú�

IBM Security Key Lifecycle Manager Σ�wq�ú�≈�C IBM Security Key Lifecycle

Manager ]Σ�wqiHP�m�÷p�≈��≈�s�C úP��m�núP�≈�

�¼C tm�mßAIBM Security Key Lifecycle Manager �N≈�íp�nD≈��

�mC

≈�s�

IBM Security Key Lifecycle Manager ≈�s�]t≈�C @�≈�uα�@�≈�s

��¿
C

b��ít�WARú≈�s�]�Rú≈�s�ñ���≈�C

≈� meta Ω�

IBM Security Key Lifecycle Manager ≈�� meta Ω�]A≈�OWBtΓk���

ΘÑΩTC

meta Ω�iα]]t≈�í�B	�ΘB��ΘB�lΘBⁿlΘB≈���í�B�

≈�í�¼A]�p@�ñ�C IBM Security Key Lifecycle Manager N≈�� meta

Ω�xsb IBM Security Key Lifecycle Manager Ω�wñC

≈����¼A

[K½≤bΣ
R�¡�A�zL��¼Aiμα�Ao�¼A�\αO
M≈��

���sb�í°��Ω�O	ⁿO@C ΣL]�]�vT[K½≤�¼AA�p≈�

���O	ⁿlC

IBM Security Key Lifecycle Manager �Odo�[K½≤¼AC
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≈�����¼AwqFe\���í�G

�m

�������b�m�w����zñ��π�{����C

em@�ñ

½≤sbA²��i�≤⌠≤[K��A�pπ������íWO�w�α�

�C

@�ñ

½≤�b�≤O@�Bziα��Bz}lΘ�MO@�εΘ����Ω�C �

pAO@]A[KM��oXC Bz]A�KM��τ�C

wⁿl

½≤�w��≤Y��]�ⁿ	h�C wⁿl½≤��ú�	�ⁿl¼AABL

k��O@Ω�C ���	½≤�Bz�H�≤Bzwⁿl[K½≤º�ß�ñ�

ⁿ	KXO@�ΩTC

IBM Security Key Lifecycle Manager �b½≤ⁿlºe	YOd½≤¼AC �F

Bz²eⁿO@�Ω�Aiα��≥��wⁿl½≤C

�°��

½≤Nú�≤M�[KO@]�p[K��p�C ²OApGo
SOípAh½

≤iPSϕ\ivft��HBzⁿKXO@�ΩTC �pABz]A�K�τ

�C

w�l

½≤úAi�≤⌠≤��C �¼A��PN½≤qú�ñ�úC

w�l-wⁿl

½≤úAi�≤⌠≤��C �¼A��PN½≤qú�ñ�úC

úAB≤@�ñ¼A�½≤iH�≤¼AApU�G

v qw°��¼A�≤�w�l¼AC

v qw°��¼A�≤�wⁿl¼AC

�����

��	

�
��

��	

��	

��	

/

��/

����

���

(�����)

���

� 1. [K½≤¼A
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v qwⁿl¼A�≤�w�l-wⁿl¼AC

v qw�l¼A�≤�w�l-wⁿl¼AC

IBM Security Key Lifecycle Manager ≈�xsw

IBM Security Key Lifecycle Manager iHxs∩�≈�B�}≈�BpK≈�Bª�

�÷p�����H��C

ϕ IBM Security Key Lifecycle Manager ú
s≈��A≈��≈�� meta Ω��x

sb IBM Security Key Lifecycle Manager Ω�w�≈�ϕñC��Dn≈��O@≈

�Ω�C �	�����AIBM Security Key Lifecycle Manager ��	B≤�mñ¼

A�≈���C

��ⁿOμ��AiH�≤≈��ΩT��C

w��[K� 3592 �a≈� LTO �a≈

IBM Security Key Lifecycle Manager Σ�w��[K� 3592 �a≈� LTO �a≈C

úΣ����[K��
≈C

IBM Security Key Lifecycle Manager Σ�UC�
≈�¼G

v 3592 �a≈

w��Ω�[K\α� TS1120 � TS1130 �a≈C

v LTO �a≈

w��Ω�[K\α� LTO Ultrium 4 �a≈� LTO Ultrium 5 �a≈C

úYßAb�a≈ñH�u⌠t�⌡μ[KC

p� IBM Security Key Lifecycle Manager �Σ��m��÷ΩTA�	\uxsΘw

Θvp�A⌠}� ht tp : / /p ic .dhe. ibm.com/infocenter /prodguid/v1r0/c lar i ty /

softwareReqsForProduct.htmlC

1. ΘJ IBM Security Key Lifecycle ManagerC

2. ∩ú���C �pA2.6C

3. ∩@�t�C

4. ÷@UúμC

5. bunΘú��e�°iv��WA÷@UwΘC

°�xsΘGDS8000® xsΘ�ε�]2107 � 242x�
IBM Security Key Lifecycle Manager Σ� DS8000 xsΘ�ε�]IBM System Stor-

age DS8000 Turbo �a≈�C

�Σ�nD DS8000 xsΘ�ε� Licensed Internal Code h� 64.20.xxx.0 �≤¬h

�Wπ�Aϕ�LX�X��C

IBM System Storage®GDS5000 xsΘ�ε�]1818-51AB1818-53A �

1814-20A�

IBM Security Key Lifecycle Manager Σ� DS5000 xsΘ°A� (IBM System Stor-

age DS5000)C
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�Σ�A�≤t�u�μ[K��qD�
≈]FDE/SED �
≈�v� DS5000 tC

xsΘt�]DS5100BDS5300 � DS5020�C��A���R∩��u��
[Ku

ΦS�vA�BbxsΘlt�ñ��C t�]AUCxsΘ�ε�G

v 1818-51AB1818-53ABFC 7358 DS5000 �
[K��

v 1814-20ABFC 7410 DS5020 �
[K��

p�]w DS5000 xsΘlt�HΣ� IBM Security Key Lifecycle Manager ��÷

ΩTA�	\mIBM® DS Storage Manager 10.70 w�PD≈Σ�ΓUnC

�≈���

IBM Security Key Lifecycle Manager ú�≤¡x�≈���\α�O@½n� IBM

Security Key Lifecycle Manager ΩTC ziH�	≤¡x�e��≈
b@�t�º

í���P��≈C �pALinux t�W��≈iHb Windows t�W��A
ºτ

MC

N IBM Security Key Lifecycle Manager PUC\α@����O@Ω�G

�≈ �≈O@�ñ
úΩT��n��AiHb�n���H²���½su@

���C o
a�A�≈i²��A���
⌡μC �≤�≈�½≤ú��

≤���ΩTA]�ª�Ou��Aq��[H∩gC iHbaz�mW�j

}�w�qúWOd�≈����C

°⌠��D�wAiHOd��qú�ú�t@� IBM Security Key Lifecycle

Manager °A�AΣñ]A½nΩ��≈C bDn IBM Security Key Lifecycle

Manager °A�Lk���A��qú����t�C

�� ��O���≈��í@�Ω�]�p IBM Security Key Lifecycle Manager ≈

�xsw�ΣL½nΩT�A� IBM Security Key Lifecycle Manager °A�

��w�¼AC

f�

IBM Security Key Lifecycle Manager Hu@�≥��≤ (CBE)vμíú���ít�

W�f�O²Cf�O²H�σr��íxsbf�ΘxñC

IBM Security Key Lifecycle Manager ����s�g

IBM Security Key Lifecycle Manager ����s�g��{í��sDn IBM Secu-

rity Key Lifecycle Manager °A�A�hiF 20 ���C

ziHtm{íH�g≈�A]iH�gΣLtmΩTA�ps≈��ⁿ��íC�

{í�����í���e��g@�C����s�giTO[K�mi�≥��

≈����C

IBM Security Key Lifecycle Manager ú�@�@�A��≤t��g{μ@�ñ��

��Ω�C ��gα≈HW	≤°A�@�t���²�c�ΦíAN IBM Security

Key Lifecycle Manager ⌠��s�h�°A�C �pAziHN Windows t�WD

n°A�ñ�Ω��g	 Linux t�W��s°A�C ⌡μ����g{í�A��

gUC IBM Security Key Lifecycle Manager Ω�G

v IBM Security Key Lifecycle Manager Ω�wϕμñ�Ω�C

v IBM Security Key Lifecycle Manager Ω�wñ���≈�Ω�C
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v IBM Security Key Lifecycle Manager tm�]úF�gtm�H��C

�Go�Ω�@� IBM Security Key Lifecycle Manager �≈�@í�Cb�g�íA

�gtm�ú��≈
�����C

I B M S e c u r i t y K e y L i f e c y c l e M a n a g e r �gtm	�Ob

ReplicationSKLMConfig.properties tm�ñwq�CziH���������Bⁿ

Oμ��� REST ����≤�gtm���eC ��b�≤�gBz{����t

�Wtm�gtm�C C@� IBM Security Key Lifecycle Manager Ω��wq�D

nt�]]NOn�s�t�����st�]]NO�bΣñ�gΩ��t��C

wΘw���ñ�Dn≈�

IBM Security Key Lifecycle Manager Σ�uwΘw��� (HSM)vxsDn≈�AH

O@Ω�wñ�xs���KXC

HSM ��Dn≈��xs���sWB�O@C Dn≈��O@ú�Ω�wñ�xs

�qμⁿ�C Dnqμⁿ�O≈�xsw�KXA�ßbú�ñtmqμⁿ�Hxs

IBM Security Key Lifecycle Manager ñ��	�≈�C

LDAP P IBM Security Key Lifecycle Manager °A�πX

LDAP]�q¼�²sqT≤w�Σ�b°�h��z��� ID MKXA�úOb�

Ot�W�z�Ω�C ziHN IBM Security Key Lifecycle Manager P LDAP ��

�xswπXC

ziHtm⌠≤ LDAP xsw]�p IBM Security Directory Server � Microsoft Active

Directory�ñ� IBM Security Key Lifecycle Manager ����s IBM Security Key

Lifecycle Manager °A�A
Is°A� API M CLIC z��N LDAP ���xs

wsW� WebSphere® Application Server �pXxsw
iμtmC p� LDAP t

m��÷ΩTA�	\LDAP tm

°A�tmδF

ziH��u°A�tmδFv�tm°A�M�ß��mHiμ SSL/TLS H�μ½C

SSL/TLS H�μ½i² IBM Security Key Lifecycle Manager °A�M�ß��mα

≈�	�≤w�qT�suC

bw� IBM Security Key Lifecycle Manager ºßAY�ú�@�@i��∩�A�

≤Q�u°A�tmδFv�tm IBM Security Key Lifecycle Manager Hiμ SSL/

TLS H�μ½C Yn}�A�÷@U�dtm���/��� SSL °A�����C

δF�ú�@���íΦk�]w SSL H�μ½{�C p� SSL/TLS H�μ½��

÷ΩTA�	\Ω�d�GIBM Security Key Lifecycle Manager °A�P�ß��m

ºí� SSL H�μ½]wC

�Nº[

iH�� IBM Security Key Lifecycle Manager ��	B�≈��z°�����≈�

���
Rg�C iH�z∩�≈�BD∩�≈������[KC IBM Security Key

Lifecycle Manager ]ú��������BⁿOμ��� REST ����z≈�M�

�C
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IBM Security Key Lifecycle Manager �Ñ�
�zL TCP/IP qTΦF�≈�ú


�≈��nDC �qTiH���awB�a�ε�B�alt�B�m�
≈��

a≈C

Dn IBM Security Key Lifecycle Manager ú�FUCS�G

v �z∩�≈�BD∩�≈��� X.509 � 3 ���C

v �z≈���	@��
Rg�Ao�≈�]t÷≤Σw���í�� meta Ω�C

v ∩≤a°�Aú�ⁿO@�½nΩ��≈C �pAb��ít�WA�≈]A[K

≈�Ω�]ⁿ�z�Ω�≈�����B÷≤≈�� meta Ω�A�tm�C

v p�[K�m�s≥≈����i��AziHú����g{íH�g≈�A]

iH�gΣLtmΩTA�ps≈��ⁿ��íC

v ��¼f�Θx�H�@�t����úPCb��ít�WAf�ΘxH�σr

��í]t≥≤u@�≥��≤ (CBE)vw��≤Wμ�Ω�Cz]iHtm IBM

Security Key Lifecycle ManagerAH syslog μí�ú
f�O²A
NΣ�e� syslog

°A�C

≈�º[

[K≈�q�OM�ú
��sX��XΩ��H≈��ΩC [K≈�O��tΓk�

�	Ao�tΓk]p¿TOC�≈�úO@�BLkw�C ��o�Φí�c�≈

�V°A[KsX�}�]NV°C

IBM Security Key Lifecycle Manager ��Γ��¼�[KtΓkG∩�tΓk�D∩

�tΓkC ∩���K≈�[K�[KM�Kú��μ@≈�C ∩�≈�[K���

�a[KjqΩ�C

uiÑ[K�� (AES)v≈�O∩�≈�AiHπ�T�úP�≈�°�]128B192 �

256 ���C AES O�ⁿΩF
{i����[K��C 256 ��≈�O AES �e

\��°°�C �w]AIBM Security Key Lifecycle Manager �ú
 256 �� AES

≈�C

D∩���}/pK[K��≈��C��@�≈�[K�Ω�uα���}/pK≈�

�ñ�t@�≈�iμ�KC ú
D∩�≈���A�}≈�q���[KA�pK≈

�q����KC

IBM Security Key Lifecycle Manager ��∩�≈��D∩�≈�C ∩�[KΣ�¬t

[K����D≈Ω�C D∩�[KiHO@∩�≈�A[Kt�C@�A²oO�n

�C

ⁿΩp	ΩTBz��

p�F
nDΣ��[Kú����gL FIPS 140 {�C ú�W°�p�	s]��

����C �≤Ot�ú�B�XF
���[K\α��AΣ��bo�w�N�D

�j�@��]ú�W[C

pGzNpK≈��X� PKCS#12 �A�TOb	��≈}qúºeA�� FIPS �π

�Φk�]�t�≈��	��C

IBM Security Key Lifecycle Manager �¡
úú�[K\αA]�ú�n�o FIPS

140-2 ��C M�AIBM Security Key Lifecycle Manager b IBM Java Cryptographic

ú�º[ 9



Extension �≤ñAQ�F IBM JVM �[K\αC o�\αe\∩���

IBMJCEFIPS [Kú��A�ú��π� FIPS 140-2 h� 1 ��C

p� IBMJCEFIPS ú���Σ∩�M����÷ΩTA�	\ IBM Java w�ΩTí�

σ≤ ( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S Y K E 2 _ 6 . 0 . 0 /

com.ibm.java.security.component.60.doc/security-component/fips.html)C

p�p≤tm FIPS �{�A�	\UC TechnoteGhttp://www-01.ibm.com/support/

docview.wss?uid=swg21395541

�	\SwnwΘ[Kú���í�σ≤AHoΣú�O	wgL FIPS 140-2 {�

�ΩTC

�GN fips tm�e]� on ��P IBM Security Key Lifecycle Manager ∩��[

Kτ�ú�� IBMJCEFIPS ú��C

IBM Security Key Lifecycle Manager ñ NSA M� B [Kk�X

W

ziHtm IBM Security Key Lifecycle ManagerA�Σ�X US National Security Agency

(NSA) �ⁿw�wq[Kw��D���C

NSA M� B �n TLS 1.2 qT≤w�KX�XA
�� ECDSA-256 � ECDSA-384 t

m� 128 ���Cw�Ñ�AH�≤�ß��°A��OC�FΣ�M� B ]w�A

wú�UC Java t��eG

com.ibm.jsse2.suiteB=128|192|false

ϕz]w com.ibm.jsse2.suiteB t��e�AIBMJSSE2 TOϕuⁿw�w�h�C

IBMJSSE2 iτ�qT≤wB≈�M��O	�X�nD�]w�Cp��÷ΩTA�	

\ h t t p s : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S Y K E 2 _ 8 . 0 . 0 /

com.ibm.java.security.component.80.doc/security-component/jsse2Docs/suiteb.htmlC

Ynb IBM Security Key Lifecycle Manager ñ��M� B XWAz����UC∩

��tm SKLMConfig.properties �e�G

suiteB=128|192

ϕzN suiteB tm�� 128 � 192 �A�NUC�esW��e�A�ϕwsbo

��e�≤sΣ�G

TransportListener.ssl.protocols=SSL_TLSv2
requireSHA2Signatures=true
autoScaleSignatureHash=true
useThisECKeySize=256(if suiteB is 128)|384(if suiteB is 192)

w∩M� B XWtm IBM Security Key Lifecycle Manager

1. �ε IBM Security Key Lifecycle Manager °A�Cp�ⁿA�	\b��ít

�W��M�ε IBM Security Key Lifecycle Manager °A�C

2. sΦ SKLM_HOME/config/SKLMConfig.properties �ñ�UC�eA
xs��G

suiteB=128|192

v � 128 ⁿwF 128 ����Cw�Ñ�C

v � 192 ⁿwF 192 ����Cw�Ñ�C

10 º[

http://www-01.ibm.com/support/knowledgecenter/SSYKE2_6.0.0/com.ibm.java.security.component.60.doc/security-component/fips.html
http://www-01.ibm.com/support/knowledgecenter/SSYKE2_6.0.0/com.ibm.java.security.component.60.doc/security-component/fips.html
http://www-01.ibm.com/support/docview.wss?uid=swg21395541
http://www-01.ibm.com/support/docview.wss?uid=swg21395541
https://www-01.ibm.com/support/knowledgecenter/SSYKE2_8.0.0/com.ibm.java.security.component.80.doc/security-component/jsse2Docs/suiteb.html
https://www-01.ibm.com/support/knowledgecenter/SSYKE2_8.0.0/com.ibm.java.security.component.80.doc/security-component/jsse2Docs/suiteb.html


z�iH�� tklmConfigUpdateEntry CLI ⁿO� ≤stm�e REST A��≤s

SKLMConfig.properties �C

3. ½s��°A�C

��≈��zμ¼@�αOqT≤wiμ≈��z

IBM Security Key Lifecycle Manager °A�Σ�P�ß�iμu≈��zμ¼@�α

OqT≤w (KMIP)vqTAH∩[KΩ�⌡μ≈��z@�C �Ω�]A∩�≈�B

D∩�≈�B������	P�εΣ���d�C

u≈��zμ¼@�αOqT≤wv�≤uOrganization for the Advancement of Struc-

tured Information Standards (OASIS)v���M�A��[K�xsΩ��iμ[K≈

��zC

p��÷ΩTA�	\u≈��zμ¼@�αOqT≤wví�σ≤ (http://www.oasis-

open.org/committees/tc_home.php?wg_abbrev=kmip)C

ziH�� IBM Security Key Lifecycle Manager �������A��z��ε°A

�Σ��[KΩ�]½≤�Cp��z KMIP ½≤��÷ΩTA�	\KMIP ½≤�

zC

IBM Security Key Lifecycle Manager Σ�� KMIP ]w�

IBM Security Key Lifecycle Manager Σ��≤ KMIP °A�P�ß�¼��UC]w

�G

v ≥�	���°A�]w�

v ≥�≥�u°A� KMIP ]w�

v ≥�KXΩ�°A� KMIP ]w�

v ≥�∩�≈�xsw�°A� KMIP ]w�

v ≥�∩�≈�	ΩNu�°A� KMIP ]w�

v ≥�D∩�≈�xsw°A� KMIP ]w�

v ≥�D∩�≈����w°A� KMIP ]w�

v ≥�D∩�≈�	ΩNu�°A� KMIP ]w�

v ≥���°A� KMIP ]w�]PEM ��μíú��

v ≥�D∩�≈�	ΩNu���°A� KMIP ]w�]PEM ��μíú��

v 	��� TLS 1.2 �O°A�]w�

v ≥�u°A� TLS 1.2 �O KMIP ]w�

v KXΩ�°A� TLS 1.2 �O KMIP ]w�

v ∩�≈�xsw�°A� TLS 1.2 �O KMIP ]w�

v ∩�≈�	ΩNu�°A� TLS 1.2 �O KMIP ]w�

v D∩�≈�xsw°A� TLS 1.2 �O KMIP ]w�

v D∩�≈����w°A� TLS 1.2 �O KMIP ]w�

v D∩�≈�	ΩNu�°A� TLS 1.2 �O KMIP ]w�

v ��°A� TLS 1.2 �O KMIP ]w�]PEM ��μíú��

v D∩�≈�	ΩNu���°A� TLS 1.2 �O KMIP ]w�]PEM ��μíú

��

ú�º[ 11
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p�]w���÷ΩTA�	\uKMIP ]w� 1.2ví�σ≤ (http://docs.oasis-open.org/

kmip/profiles/v1.2/kmip-profiles-v1.2.pdf)C

≈����� KMIP ��

IBM Security Key Lifecycle Manager Σ�UC@�G

v l�÷≤�������ΩT� KMIP ΩTG

– O	tmF KMIP ≡�O�]wC

– {μ KMIP ��AⁿX�bN�����≤w�°A��°A�/�ß�qTC

– ⁿw SSL/KMIP �O SSL �≤w�qTC

v iH≤s≈����� KMIP ��C

�pAiH�� tklmKeyAttributeUpdate ⁿO�≤sG

name
ⁿw���O�MΣ½≤�W�C���O@�≈��zμ¼@�αOqT≤

w��C

applicationSpecificInformation
N��{íW�
íΩTⁿw�≈��zμ¼@�αOqT≤w��C

contactInformation
Np�ΩTⁿw�≈��zμ¼@�αOqT≤w��C

cryptoParams cryptoparameter1, cryptoparameterN

ⁿw�≤zLQ�½≤iμ[K@��[K	�C ���O@�≈��zμ¼@

�αOqT≤w��C

customAttribute
HrΩμíN�q��ⁿw�≈��zμ¼@�αOqT≤w��C�ß�S

w����Hr� ″x-″]x sr��}YA�°A�Sw����H ″y-″]y s

r��}YC

link
ⁿwq@�ⁿ�z[K½≤	t@�≥K�÷º��ⁿ�z[K½≤���C �

��O@�≈��zμ¼@�αOqT≤w��C

objectGroup
ⁿw�½≤iα⌡�≤�@�HW½≤s�W�C ���O@�≈��zμ¼@

�αOqT≤w��C

processStartDate
ⁿwiHN∩�≈�½≤�≤Bz���Θ�C b	Θ�ºßLk�≤�CpG

zⁿw¡≤{μΘ��Θ�Ah��]�{μΘ�C ���O@�≈��zμ¼

@�αOqT≤w��C

protectStopDate
ⁿwLkN½≤�≤Bz���Θ�C b	Θ�ºßLk�≤�C pGzⁿw

¡≤{μΘ��Θ�Ah��]�{μΘ�C ���O@�≈��zμ¼@�α

OqT≤w��C

12 º[

http://docs.oasis-open.org/kmip/profiles/v1.2/kmip-profiles-v1.2.pdf
http://docs.oasis-open.org/kmip/profiles/v1.2/kmip-profiles-v1.2.pdf


usageLimits
N�����p (BYTE) �½≤��p (OBJECT) ⁿw�≈��zμ¼@�αO

qT≤w��C@����½≤ºßANLk�∩��C �pA

GetUsageAllocation �Is�½≤C

v CX�Rú�ß�n²� KMIP d�C

�ß���d�AH����KQΦí�ⁿws½≤�[K��C d�Oⁿ�z½

≤At�@�ñ��ß�]w�[K½≤���C �pA�ß�iH]w��{íS

wΩTC

tklmKMIPTemplateList
CX IBM Security Key Lifecycle Manager �ú�� KMIP d�C�pAi

CX��d�C

tklmKMIPTemplateDelete
Rú�ß�V IBM Security Key Lifecycle Manager n²� KMIP d�C

v CX�RúKXΩ�]�pKXA���ú
≈���l��C

tklmSecretDataDelete
Rú KMIP �ß��e� IBM Security Key Lifecycle Manager �KXΩ�C

tklmSecretDataList
CX KMIP �ß��e� IBM Security Key Lifecycle Manager �KXΩ�C

v ]ww]≡�O��e

KMIPListener.ssl.port
ⁿw IBM Security Key Lifecycle Manager °A�W���Ñ���awº

nD�≡C °A���u≈��zμ¼@�αOqT≤wvAzL SSL

Socket iμqTC

TransportListener.ssl.port
ⁿw IBM Security Key Lifecycle Manager °A�W���Ñ���aw]�

� SSL qT≤wiμqT�ºnD�≡C

TransportListener.ssl.timeout
ⁿw Socket b÷¼ºeÑ� read() ��í°�C��e�≤ SSL SocketC

v �����∩�� KMIP �ß�ºnDiμRú�@�C

w�O��ß�iHnDRú@�A²o�@�iα�Y½vT≈�i��B°A

��α�≈�w��C �� t k lmDev iceGroupAt t r ibu teUpda te �

tklmDeviceGroupCreate ⁿO�ⁿw enableKMIPDelete ��AHP� IBM Secu-

rity Key Lifecycle Manager O	Bzo�nDC

≈�ú��z

IBM Security Key Lifecycle Manager �MΦ�iH≤Uw�� IBM [K��mA�

ú
BO@Bxs�Od[K≈�C iH��≈��[KgJ�m�ΩTA��Kq�

m¬�ΩTC

IBM Security Key Lifecycle Manager ��@�I
Bz{�AÑ�zLª�¡P�a

wB�a�ε�B�alt�B�mX�{í��a≈ºí� TCP/IP qT⌠��e�

ª�≈�ú
�≈��nDC ϕ�
≈gJ[KΩ��A�²q IBM Security Key

Lifecycle Manager nD[K≈�C

ú�º[ 13



AES ≈�� 3592 �a≈G

ϕ 3592 �a≈gJ[KΩ��A�²q IBM Security Key Lifecycle Manager nD[

K≈�C

¼	nD�AIBM Security Key Lifecycle Manager K�ú
uiÑ[K�� (AES)v

≈�C �≈��HΓ�ⁿO@�íú���a≈G

v �� Rivest-Shamir-Adleman (RSA) ≈��iμ[K�]�C 3592 �a≈N�≈�

��gJdXO�ΘAH�dXñ�aCΘW�B��m@���C

v μW]�Hw��e��a≈A	F�a≈ßK�ú]�C ���í≈��[KgJ

�a�Ω�C

ϕ 3592 �a≈¬[K�aX�A�aW�ⁿO@ AES ≈���e� IBM Secu-

rity Key Lifecycle ManagerAMßbΣñ�ú]�w]�� AES ≈�C AES ≈�H

ß���úP�≈�iμ]�AHw����a≈C �≈���ú]�A
B���

Kxsb�aW�Ω�C IBM Security Key Lifecycle Manager �e\��úP≤gJ

�a�����l≈�� RSA ≈�A�½s]��½s[KⁿO@� AES ≈�Cp

GX{Dw���nA��N���X��]AΣ�}≈�����±Ah½s[K

ND���C �F½s[K\αANú�n½sgJπ��aA
B²�aX�Ω�≈

�iH�����±��}≈�iμ½s[KC

D∩�≈�� 3592 �a≈G

úF 256 �� AES ∩�Ω�≈�º�AIBM Security Key Lifecycle Manager ���

�}/pK]D∩��≈�[Kk�O@∩�Ω�[K≈�C t��ú
o�≈�A


Bϕo�≈�b IBM Security Key Lifecycle Manager P 3592 �a≈ºí����[

H�C

�}/pK≈�[Kk]��τ� IBM Security Key Lifecycle Manager VΣú�≈��

�a≈¡�C

ϕ 3592 �a≈nD≈��AIBM Security Key Lifecycle Manager �ú
H≈∩�Ω

�[K≈�C Q��}/pK≈�[KkAzL��≈�[K≈�]�D∩�≈���

�}≈���]�Ω�[K≈�C

]��Ω�≈�AH��ú]�∩�≈����pK≈���÷≈���ΩTA�¿

F���í[KΩ�≈��c���H	C ��cxsb�≤s±���Φkiμ[K

ºΩ��⌠≤�aXñ��a�Y���C ���KΩ��≈�PΩ�@�xsb�a

�¡AHD∩�ΦíiμO@ABiμF�}/pK≈�]�C qUCΓ���º@

o��]�Ω�≈���}≈�G

v xsb≈�xswñ��}≈�]�íú
�}/pK≈���@í��C

v xsb≈�xswñ���]�pA�����±�C

xsb≈�xswñ����≈�AOe\�a≈��aw�K�aWΩ���ε

IC pG≈�xswñS��ΩTAhLk¬�aC ����ε�≥�v����

q≈�xswñopK≈�C ��@
�≈�xswi�z��¬�aC

Ω�[K≈�uHⁿO@�]��íxsb�aWC pG[K��aN� 3592 �a≈

¬Ah�a≈�N�í[K�Ω�≈��e� IBM Security Key Lifecycle Man-

14 º[



agerC IBM Security Key Lifecycle Manager �qOW�≈���PwA��Σ≈�x

swñ���pK≈�[K≈�A��ú]��í[K�Ω�≈���Ω�[K≈

�C

Ω�[K≈�b�ßAK���úP�≈�iμ]�A��≈�i��a≈iμ�

KC �≈�Hß����a≈A²�a≈iH�KΩ�C

IBM Security Key Lifecycle Manager ��OW]]��≈������O�}/pK≈

�Fϕz�� 3592 �a≈iμ[K�Ao��}/pK≈���]��í[KΩ�≈

�C iH�� IBM Security Key Lifecycle Manager ��������ⁿOμ��A

�C��a≈wqSwOWC

IBM Security Key Lifecycle Manager e\�C�[K�a≈��wqΓ�OW]��

�≈����C o�OWe\s�	�í��íΣL�m�[KΩ�C Σñ@�O

W�pK≈���Ow��C pGúQⁿwΓ�úP�≈����OWAhiHwqΓ

�π��P��OWC

AES ≈�� LTO �a≈G

ϕ LTO �a≈gJ[KΩ��A�²q IBM Security Key Lifecycle Manager nD[

K≈�C

¼	nDßAIBM Security Key Lifecycle Manager �q≈�xswño{� AES ≈

�C �≈�Hß�]�AHw��e��a≈C �≈�Hß��ú]�A
B��[

KwgJ�a�Ω�C

ϕ LTO �a≈¬[K��a�AIBM Security Key Lifecycle Manager �q≈�x

swño��≈�C �≈�≥≤�aW≈� ID ñ�ΩTAB�Nªiμ]�ú��

�a≈HKw��eC

∩�≈�� LTO �a≈G

IBM Security Key Lifecycle Manager ���∩�Ω�≈��Bz LTO �a≈W�[

K@�C

ϕ LTO �a≈nD≈��AIBM Security Key Lifecycle Manager ���ⁿw��a

≈�OWC pG���a≈ⁿwOWAh IBM Security Key Lifecycle Manager ��

�≈�s�B≈�OWMμ�≈�OWd≥ñ�OWC

≈�s�ñ�≈�OH�⌠Φí��A�U≤≤[¡�a��≈�C

�∩OWP≈�xswñw²w��∩�Ω�≈��÷pC IBM Security Key Lifecycle

Manager �NΩ�≈��e� LTO �a≈H[KΩ�C �∩OW]�α½¿��Ω�

≈� ID �ΩΘAΣ�P[KΩ�@�gJ�aC IBM Security Key Lifecycle Man-

ager iH��Ω�≈� ID ��O¬ LTO �a��KΩ�����TΩ�≈�C

AES ≈�� DS8000 Turbo �a≈G

ϕ DS8000 Turbo �a≈���A�m�q IBM Security Key Lifecycle Manager n

D�úΩw≈�C

ú�º[ 15



pG DS8000 Turbo �a≈�Σ�úΩw≈�nDs≈�Ah IBM Security Key

Lifecycle Manager �ú
uiÑ[K�� (AES)v≈�C �≈�Hß�HUCΓ�ⁿ

O@�íú���
≈G

v �� Rivest-Shamir-Adleman (RSA) ≈��iμ[K]]��C DS8000 Turbo �a

≈�N�≈���xsb}CW��[K���ñC

v μW]�Hw��e��
≈A	F�
≈ßK�ú]�A
B���í≈���

úΩw}CC

pG DS8000 Turbo �a≈nD{��úΩw≈�Ah}CW�ⁿO@ AES ≈���

e� IBM Security Key Lifecycle ManagerAMßbΣñ�ú]�w]�� AES ≈�C

AES ≈�Hß���úP�≈�iμ]�AHw��� DS8000 Turbo �a≈C �

≈���ú]�A
B���úΩw}CC

D∩�≈�� DS8000 Turbo �a≈G

IBM Security Key Lifecycle Manager ����}/pK]D∩��≈�[Kk�O@ IBM

Security Key Lifecycle Manager P DS8000 Turbo �a≈ºí��� 256 �� AES

∩�Ω�[K≈�C

�}/pK≈�[Kk]��τ� IBM Security Key Lifecycle Manager VΣú�≈��

�a≈¡�C ϕ DS8000 Turbo �a≈nDs≈��AIBM Security Key Lifecycle Man-

ager �ú
H≈∩�Ω�[K≈�C Q��}/pK≈�[KkAzL��≈�[K≈

�]�D∩�≈����}≈���]�Ω�[K≈�C

]��Ω�≈�AH��ú]�∩�≈����pK≈���÷≈���ΩTA�¿

F���í[KΩ�≈��c���H	C��cxsb�≤s±���Φkiμ[

KºΩ��⌠≤�aXñ��a�Y���C ���KΩ��≈�PΩ�@�xsb�

a�¡AHD∩�ΦíiμO@ABiμF�}/pK≈�]�C qUCΓ���º@

o��]�Ω�≈���}≈�G

v xsb≈�xswñ���]�pA�����±�C

v xsb≈�xswñ��}≈�]�íú
�}/pK≈���@í��C

xsb≈�xswñ����≈�AOe\�úΩw DS8000 Turbo �a≈��εIC

pG≈�xswñS��ΩTAhLk�úΩw DS8000 Turbo �a≈C

���ε�≥�v����q≈�xswñopK≈�A
B@
�≈�xswi

�z���úΩw}CC Ω�[K≈�uHⁿO@�]��íxsb DS8000 Turbo �

a≈WC

�F�úΩw DS8000 Turbo �a≈ADS8000 Turbo �a≈�N�í[K�Ω�≈�

�e� IBM Security Key Lifecycle ManagerC IBM Security Key Lifecycle Manager

�qOW�≈���PwA��Σ≈�xswñ���pK≈�[K≈�A��ú]

��í[K�Ω�≈���Ω�[K≈�C Ω�[K≈�b�ßAK���úP�

≈�iμ]�A��≈�i��a≈iμ�KC �≈�����a≈A²�a≈iH

�KΩ�C

IBM Security Key Lifecycle Manager ��OW]]��≈������Oz��]�

�úΩw≈���}/pK≈�C iH�C��mwqSwOWC IBM Security Key

Lifecycle Manager e\�C� DS8000 Turbo �a≈wqhFΓ�OW]���≈�

���AH�εX{�Ω¼pC IBM Security Key Lifecycle Manager M DS8000 Turbo
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�a≈���bP@�t�WC ��²�úΩw DS8000 Turbo �a≈AIBM Secu-

rity Key Lifecycle Manager �α��C Σñ@�OW�pK≈���Ow��C pG

úQⁿwΓ�úP�≈����OWAhiHwqΓ�π��P��OWC

AES ≈�� DS5000 xsΘ°A�G

ϕ DS5000 xsΘ°A����A�m�q IBM Security Key Lifecycle Manager n

D≈�H�úΩw�
≈C

b�ñAIBM Security Key Lifecycle Manager �q≈�xswño{� AES ≈

�C IBM Security Key Lifecycle Manager �]� AES ≈�Hw��e� DS5000 x

sΘ°A�AΣ��ú]�≈�
��≈���úΩw�
≈C

∩�≈�� DS5000 xsΘ°A�G

IBM Security Key Lifecycle Manager ���∩�Ω�≈�@� DS5000 xsΘ°A�

��úΩw≈�C

ϕ DS5000 xsΘ°A�nD≈��AIBM Security Key Lifecycle Manager ���n

D�ⁿw�OW�o≈�C pG DS5000 xsΘ°A�nDS�ⁿwOWAh IBM

Security Key Lifecycle Manager �qPoXnDº DS5000 xsΘ°A� �÷p�≈

�MμñoOWC Mμñ�≈�OH�⌠Φíú�AH¡�a��≈�C

�∩OWP≈�xswñw²w��∩�Ω�≈��÷pC IBM Security Key Lifecycle

Manager �N∩�Ω�≈��e��mAH�úΩw�}C��
≈C �∩OW]�α

½¿��Ω�≈� ID �ΩΘAΣ� DS5000 xsΘ°A�iμxsC �n�AIBM

Security Key Lifecycle Manager iH��Ω�≈� ID ��O�T�Ω�≈�C

Dn�≤

��ít�W� IBM Security Key Lifecycle Manager �MΦ�]A IBM Security Key

Lifecycle Manager °A�BWebSphere Application Server � DB2®C

b��ít�WAw� IBM Security Key Lifecycle Manager ]�w�����C

⌡μ��⌠�

v ��ít�

WebSphere Application Server ⌡μ Java Ω�≈� (JVM)A���{íXú

�⌡μ��⌠�C ��{í°A�ú�qTw�BOⁿB�TP Web A

�C

Ω�w°A�

IBM Security Key Lifecycle Manager N≈�Ω�xsb DB2 ÷píΩ�wñC

�� IBM Security Key Lifecycle Manager ��z DB2C

b Windows t�� Linux � AIX Ñt�Wiμíp

b Windows t�� Linux � AIX ÑΣLt�WAIBM Security Key Lifecycle Man-

ager w�{í�N IBM Security Key Lifecycle Manager °A���n�ñ�nΘ�≤

ípbP@íqúWC ��TOqúπ���O�ΘBt��i��

í�í¼u@

qC
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IBM Security Key Lifecycle Manager iHb⌠��ε�⌠�ñ�¿
°A�W⌡μA

²bDn��≈⌠��ε�WhúⁿΣ�C

ípDn°A���	°A�

pGnTOi��A�ípDn IBM Security Key Lifecycle Manager °A�AMßb

�Ot�WAípDn IBM Security Key Lifecycle Manager °A����C

b Windows t��ΣLt�]�p Linux � AIX�WAΓíqúú��π���O�

ΘBt��i��

í��Xu@qC boΓíqúWA@�t��ñ�nΘ�≤ú

��O�P�C w�⌠�]���PC

�	t��D

��t���π��P�@�t�BΩ�w� IBM Security Key Lifecycle Manager �

�{íAΣñ]A��{μ IBM Security Key Lifecycle Manager °A��≈��½n

Ω�C w�⌠�]���PC

�TOΓ�t��XUC�DBπ��P�����h�G

v @�t����{í��{íC

v DB2 ���i��

íC Ω�w��sb≤⌡μ IBM Security Key Lifecycle Man-

ager °A��P@�t�WC

v IBM Security Key Lifecycle Manager °A�.

WebSphere Application Server

IBM Security Key Lifecycle Manager

DB2���}www.

X

� 2. Windows t�� Linux � AIX Ñt�W�Dn�≤

WebSphere Application Server

IBM Security Key Lifecycle Manager

DB2���}www.

X

www.

X

� 3. Dn��� IBM Security Key Lifecycle Manager °A�
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��N{μ IBM Security Key Lifecycle Manager °A��≈�Γ��s	��t�C

IBM Security Key Lifecycle Manager ú���abΓ� IBM Security Key Lifecycle

Manager °A�ºíPB�Ω�C

�≈���

�≈���@���½nΩ�ú�O@A
B�n�q⌠�Ω�HTO°A�i��

�⌡μ��\αC

IBM Security Key Lifecycle Manager �HW	≤°A�@�t���²�c�Φí�

�	�≈�C �≈�]t IBM Security Key Lifecycle Manager °A�{μ¼A�½

nΩ�C ⌠�Ω����qp≤TO≈�ú�iH��C

ziH��≤¡x�≈��{íAb�� IBM Security Key Lifecycle Manager W⌡μ

�≈@�H�≈½nΩ�C ziHb{μ��� IBM Security Key Lifecycle Man-

ager WANo��≈���	Pqñiμ�≈º@�t�úP�@�t�C

�Gq IBM Security Key Lifecycle Manager 2.6 �}lAúΣ� Solaris @�t�C

pGzb Solaris t�W�� IBM Security Key Lifecycle ManagerA���≤¡x�

≈��{í��≈Ω�C MßiHbíp≤⌠≤ⁿΣ�@�t�]�p

WindowsBLinux � AIX�ñ� IBM Security Key Lifecycle Manager 2.6 �t�W⌡

μ��@����Ω�C

IBM Security Key Lifecycle Manager �≈���@�Σ��� AES 256 ��≈�°

�iμΩ�[K/�KAH�X PCI DSS]ΣIdú�Ω�w������A�ú¬Ω�

w�C

u�b�� AES 256 ��Dn≈�iμΩ�[K�A�≈���@����� AES 256

��°�≈��[K��KΩ�C pG IBM Security Key Lifecycle Manager �≈@

��� AES 256 ��≈�iμΩ�[KAh��w� Java Cryptography Extension (JCE)

L¡εj�A�d≥�h�C p�w�ⁿA�	\w� Java Cryptography Exten-

sion L¡εj�A�d≥�h�C

�Gb{μ��ñAw� IBM Security Key Lifecycle Manager ºßA�w]�ú
 AES

256 ��Dn≈�AB�b°A�ñw� JCE L¡εj�A�d≥�h��C

�≈�ñΩ����

IBM Security Key Lifecycle Manager ��≈�]t½nΩ�C �pA°tm�wAª

iα]t≈�Ω�Btm��ΣLΩTC

UCΩ����n�≈O@G

IBM Security Key Lifecycle Manager tm�

��wq�∩ IBM Security Key Lifecycle Manager í�]�pAf�]w�

ΣLziHw∩t�tmiμ�q�����eC

IBM Security Key Lifecycle Manager Ω�w

÷≤ IBM Security Key Lifecycle Manager ½≤]�pA�mB≈�s�B�

�B≈�Ω���
≈��Ω�C
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�≈�w�

TOzú�N�a�l�≈��±�Σ[KKXC

pGn��≈�ú�w�A�⌡μUC@�G

v N�≈���Od	 IBM Security Key Lifecycle Manager qúº���mA�úO

Od	 IBM Security Key Lifecycle Manager �²⌠�C pG�úF IBM Security

Key Lifecycle ManagerAh�O�miTOΣL{�Lk�úf�Θx��≈�C

v ��sΦ�≈ Jar �ñ���A	hAo�����¿Lk¬C

v �TOOd��[K�≈��KXC �n�P�KX�α�K�����C

��

��O���≈��í@�Ω�]�p IBM Security Key Lifecycle Manager ≈�Ω�

�ΣL½nΩT�A� IBM Security Key Lifecycle Manager °A���w�¼AC

IBM Security Key Lifecycle Manager Σ�≤@�t����@�C ziHbPqñi

μ�≈º@�t�úP�@�t�WA�� IBM Security Key Lifecycle Manager �≈

�C �pAziHNb Linux t�W�	��≈��	 Windows t�C

qz¡²�ⁿw��m]úb IBM Security Key Lifecycle Manager �²⌠�ñ��

�≈���C z]���D��[K�≈��KXC bDn IBM Security Key

Lifecycle Manager °A�WA��KX��K�����C

���≈�ºeA�TO�≈ΩTMμ�CXOs�ñ� IBM Security Key Lifecycle

Manager Ω���C ϕ⌡μ�≈@��A�H�≈Os�@��	ΩTMμ�C

b}l��@�ºeA�²j≈t�Hiμ	@C ⌡μ{�t���≈CpGb��L

{ño
⌠≤�DAziHyß����≈�Nt�≡��l¼ACb⌡μ��º

ßAz��	Y½s�� IBM Security Key Lifecycle Manager °A�C bN IBM

Security Key Lifecycle Manager °A�a	�í@�ºeA�²τ�⌠�C

nJ URL ��l��� ID
pGnbw� IBM Security Key Lifecycle Manager ß}l��A�onJ URL �

�l IBM Security Key Lifecycle Manager �z���� ID MKXC

s��D

H�z�]root ����¡�w� IBM Security Key Lifecycle ManagerC

z]αHD root ���¡�w� IBM Security Key Lifecycle Manager]�¡≤ Linux

@�t��C

nJ URL

��nJ URL �s IBM Security Key Lifecycle Manager Web ��C IBM Secu-

rity Key Lifecycle Manager �zD�x�nJ URL �G

https://ip-address:port/ibm/SKLM/login.jsp

ip-address ��� IBM Security Key Lifecycle Manager °A�� IP �}� DNS �

}C
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port ��O IBM Security Key Lifecycle Manager °A� bΣW�ÑnD�≡�C

pG�� HTTPS �}Ah≡�w]�� 9080G

https://ip-address:9080/ibm/SKLM/login.jsp

����j≤ 65520 �≡�C

b Windows t�WA�ΩT�≤}l\αϕWC÷@U}l > ��{í > IBM Secu-
rity Key Lifecycle Manager 2.6C

WebSphere Application Server �zD�x�nJ URL �G

https://ip-address:port/ibm/console/logon.jsp

ip-address ��� WebSphere Application Server� IP �}� DNS �}C

port ��O WebSphere Application Server bΣW�ÑnD�≡�C

WebSphere Application Server ΩTe�W�w]≡� 9083C �α�íA��pGw]

≡�≤ΣL�]�π��≡AWebSphere Application Server ���∩t@�i��≡C

w��¿e��ⁿXwtm� WebSphere Application Server �≡C Windows }l\

αϕ]t��H�T≡�s� WebSphere Application Server ���C

÷@U IBM WebSphere > IBM WebSphere Application Server 8.5.5 � > ]w

� > KLMProfile > �zD�xC

�z���� ID MKX

w� IBM Secur i ty Key Lifecyc le Manager �ú�w]�z���� ID

WASAdminBSKLMAdmin � sklmdb26C

ϕ 1. �z���� ID MKX

{í ��� ID KX


�ít�

∩≤��í@�t�A������z ID ⌡μw�A� ID O root ���]AIX � Linux t���⌡�≤ Adminis-

trators s�]Windows t��C ����⌠���� ID �w� IBM Security Key Lifecycle ManagerC

ziαπ�Σñ�@�HW��� IDG
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ϕ 1. �z���� ID MKX (�≥)

{í ��� ID KX

IBM Security Key Lifecycle Man-

ager �z�

SKLMAdmin

@�∩��@��π��πsv�Dn

�z�A���� I D bW�

klmSecurityOfficerGroup �s�ñπ�

klmSecurityOfficer W����ñΓC�

��� ID ú��jpgC ��A��

sklmadminC�� SKLMAdmin ��� ID

��z IBM Security Key Lifecycle Man-

agerC

�F SKLMAdmin ��� IDAziH⌡μ

UC@�G

v �°��� IBM Security Key Lifecycle

Manager ��C

v �≤ IBM Security Key Lifecycle Man-

ager �z��KXC

²úα⌡μUC@�G

v �	@�HW�B� IBM Security Key

Lifecycle Manager �z���� IDC

v ⌡μ WebSphere Application Server �z

�@�A�p�	�ⁿúñΓC

v ����ε°A�C

w��íⁿw�w�axsKXC
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ϕ 1. �z���� ID MKX (�≥)

{í ��� ID KX

WebSphere Application Server �

z�

WASAdmin

���� ID ú��jpgC ��A��

wasadmin �w��íⁿw���� IDC

��⌡μUC@�G

v �� SKLMAdmin ��� ID ��z

WebSphere Application ServerC

v �� WASAdmin ��� ID ��z

IBM Security Key Lifecycle ManagerC

WASAdmin ��� ID úπ��� IBM

Security Key Lifecycle Manager �ñΓC

��z���� ID O WebSphere Appli-

cation Server �z���� IDC

�F wasadmin ��� IDAziH⌡μU

C@�G

v ��°��� WebSphere Application

Server ��C

v �	@�HW�B� IBM Security Key

Lifecycle Manager �z���� IDBs

�MñΓC

v ½]⌠≤ IBM Security Key Lifecycle

Manager ��� ID]]A SKLMAdmin

�z���KXC

v ��M�ε°A�C

²úα⌡μUC@�G

v �� IBM Security Key Lifecycle Man-

ager ��¿@�C �pALk�	 IBM

Security Key Lifecycle Manager �ms

�C

v ⌡μΣL�ns IBM Security Key

L i f e c y c l e M a n a g e r Ω��@�C

wasadmin ��� ID LkHW����

¡��s IBM Security Key Lifecycle

Manager Ω�C

w��íⁿw�w�axsKXC

HO@ SKLMAdmin ��� ID º���

�PΦíAO@ WASAdmin ��� IDC

W A S A d m i n ��� I D �v½]

SKLMAdmin KXAH��	s� IBM

Security Key Lifecycle Manager ���
V

Σⁿúv¡C

IBM Security Key Lifecycle Manager DB2 Ω�w
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ϕ 1. �z���� ID MKX (�≥)

{í ��� ID KX

Ω�w�Ω���� Windows t�� AIX � Linux º��t

�Gw]�� sklmdb26Cibw��íⁿ

wúP��C � ID OΩ�wΩ����

�w�w]��� IDC

��ⁿw°�j≤K�r����� IDC

Ω�W�]O sklmdb26C

pG DB2 �≤ AIX � Linux Ñt�WA

hz���� ID ��b bin � root s�

ñA�b root ����Os�ñC

pG��{���� ID �@� IBM Secu-

rity Key Lifecycle Manager Ω�w�Ω�

���Ah���� ID Lk��t@�Ω

�wΩ�C

�G � DB2 {���ⁿw��� ID

�A����sr� (-) ��ur� (_)C

w��íⁿw�w�axsKXC �KX

O@�t�KXC pG�≤@�t�W�

KXAh���≤�KXC

p��÷ΩTA�	\� 29��yb��

ít�W½]KXzC.

Ω�wΩ� �z� ID sklmdb2 ��W�� sklmdb26

� DB2 Ω�C

HOME �ΣL�²���wq

iH�SwΩ@�q HOME �²C w∩C��²���wqiμAϕ��NC

�ΩTñ��Uϕ�tw]wq�ϕU�ú�w�⌠�� HOME �²h�C

path �w]�Ho�@�t�]�ΦK	�A���º���ít�����úPC N

yu��ít�vOⁿDj¼D≈wΘ¡xAΣñ]A�Hqú�u@�C

v ∩≤ Windows t�Aw]⌠��G

– DB2

drive:\Program Files (x86)\IBM

– DB2 º������{í

drive:\

v ∩≤ Linux � AIX t�A/opt Ow]⌠�C

ϕ 2. HOME �ΣL�²��

�²�� w]wq í�

DB_HOME Windows t�G

drive:\Program Files (x86)\IBM\

DB2SKLMV26

AIX � Linux t�G

/opt/IBM/DB2SKLMV26

��²]t�≤ IBM Security Key

Lifecycle Manager � DB2 ��{íC
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ϕ 2. HOME �ΣL�²�� (�≥)

�²�� w]wq í�

DB_INSTANCE_HOME Windows
drive\db2adminID

�pApG drive ��� C: Bw

] DB2 �z�O sklmdb26Ah

D B _ I N S T A N C E _ H O M E �

C:\SKLMDB26C

Linux � AIX®

/home/db2adminID

��²]t�≤ IBM Security Key

Lifecycle Manager � DB2 Ω�wΩ

�C

WAS_HOME Windows
drive:\Program Files (x86)\IBM\

WebSphere\AppServer

Linux � AIX
path/IBM/WebSphere/AppServer

�pG/opt/IBM/WebSphere/AppServer

WebSphere Application Server �l�

²C

SKLM_HOME Windows
WAS_HOME\products\sklm

Linux � AIX
WAS_HOME/products/sklm

IBM Security Key Lifecycle Manager �

l�²C

SKLM_INSTALL_HOME Windows
drive:\Program Files (x86)\IBM\

SKLMV26

Linux � AIX
path/IBM/SKLMV26

��²]t IBM Security Key Lifecycle

Manager �v���α��C

IM_INSTALL_DIR Windows
drive:\ProgramData\IBM\

Installation Manager

Linux � UNIX
/var/ibm/InstallationManager

IBM Installation Manager �w��²C

@�s²�Ñq@���D

���K���� WebSphere Application Server � IBM Security Key Lifecycle Man-

ager �@�s²�Ñq@�AH�ε°A�WX{Lkw���GC pGbP@��

ß�W��h�s²�°íAhÑq@�iαO@��C

�pA�� Firefox s²��A@
@�Ñq@�C °n²]w��}�s²�°í�

Φí�wAÑq@�b Internet Explorer ñ]iαO@��C

���KG

v h����nJP@�Ñq@�C

v P@��ß�W�h�s²�°ísP@� WebSphere Application ServerC
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IBM Security Key Lifecycle Manager ����KX�h

A�≤s IBM Security Key Lifecycle Manager ���KX�KX�hAOzL

SKLM_HOME/config/TKLMPasswordPolicy.xml ��ⁿwC

��húA�≤�w]���]�p SKLMAdmin��	��lKXC o�w]���

Obw� IBM Security Key Lifecycle Manager �í�	�C

KX�h�TA�≤∩w]���KXiμ��≤AH�s����sKXM�≤K

XCu�b�	��≤���]w��A�iμ�h�dC ���s���ⁿúñΓA

	���Mß�α��nJ IBM Security Key Lifecycle ManagerC

�w]A���KX�hC iH�� XML � ASCII sΦ���≤���C pGn

���hA�N�h�ñ enabled 	����≤� falseG

PasswordPolicy enabled="true"

IBM Security Key Lifecycle Manager Σ�UCKXWhG

ϕ 3. KXWh

Wh w]�

°�U¡ 6

°�W¡ 20

��r���U¡ 2

	σr���U¡ 3

P@�r��s≥X{��W¡ 2

TεKXñsb��� ID* ��

TεKXñsb���W�* ��

* �������jpgC

�GpGnⁿw��ú��jpgA�sΦw]KX�h
���� ID M���W�ⁿw

CaseInsensitiveG

<?xml version="1.0" encoding="UTF-8"?>
<PasswordPolicy version="1.0" uuid="" name="Password policy for TKLM"
enabled="true">

<Description/>
<PasswordRules><![CDATA[<?xml version="1.0" encoding="UTF-8"?>

<PasswordRuleSet version="1.0">
<MinLengthConstraint Min="6"/>
<MaxLengthConstraint Max="20"/>
<MaxSequentialChars Max="2"/>
<MinAlphabeticCharacters Min="3"/>
<MinDigitCharacters Min="2"/>
<NotUserIDCaseInsensitive/>
<NotUserNameCaseInsensitive/>

</PasswordRuleSet>
]]></PasswordRules>
</PasswordPolicy>

�≤KX�h

��sΦ��Γ�a�≤ IBM Security Key Lifecycle Manager ú��KX�hC
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÷≤o�@�

�TO��≤KX�hñ��������A�ún�≤��W����W��¡C K

X�hA�≤∩w]���KXiμ��≤AH�s����sKXM�≤KXC u�

b�	��≤���]w��A�iμ�h�dC

{�

1. }lºeA�bw��m�	 SKLM_HOME/config/TKLMPasswordPolicy.xml ���

≈��C�mC pG��≤�KX�h��DAhiH���≈��C

2. bσrsΦ�ñsΦ TKLMPasswordPolicy.xml �A��≤KX�hñ XML ��

�����C

3. xs��≤���C

�h�≤�	Y
�C ú�½s�� IBM Security Key Lifecycle Manager °A�C

4. pGn���≤A�H WASAdmin ¡�nJ WebSphere Application ServerAMß

�s����	���]w�C

T{t��ⁿ�X�h�KXA���H
�h�KXC �¿ßA�n��A�R

ú�����]w�C

�≤���KX

�≤����KX���X IBM Security Key Lifecycle Manager ú��KX�hC

÷≤o�@�

�@��� WebSphere Integrated Solutions Console W� WASAdmin ��� ID ��

≤���KXAΣñ]A SKLMAdmin ��� ID �KXC

p��≤�	s�M���ºⁿO��÷ΩTA�	\ IBM WebSphere Application

Server í�σ≤ (http://www-01.ibm.com/support/knowledgecenter/SSAW57_8.5.5/

com.ibm.websphere.nd.iseries.doc/ae/rxml_atwimmgt.html)C

{�

1. nJ WebSphere Integrated Solutions ConsoleC

v �������G

a. bs²��uw∩��v��WAΘJ WASAdmin ���� ID �KX�A�

p wasadminpwC

b. b�²≡¼�cñA÷@U���Ms� > �z���C

v ⁿOμ��G

b WAS_HOME/bin �²ñA�� Jython ��� wsadmin Ñq@�C ���v
��� ID]p WASAdmin ��� ID��nJ wsadminC�pAb Windows

t�WA�²� drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin �

²
ΣJG

– Windows t�G

wsadmin -username WASAdmin -password wasadminpw -lang jython

– AIX � Linux Ñt�G

./wsadmin.sh -username WASAdmin -password wasadminpw -lang jython
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2. �≤����KXC

v �������G

a. b�z��� > jM���∩�	WA÷@UjMC

b. bjM�hϕμñA÷ΓU�∩��� IDC�pA÷ΓU��� ID myAdminC

c. bu����ev∩�	WA�≤KX�T{KXμ���C

d. ÷@UTwC

v ⁿOμ��G

a. ΘJ updateUser 
ⁿw�n�C �pAzL�� JythonAb@μWΘJG

print AdminTask.updateUser(’-uniqueName uid=test2,
o=defaultWIMFileBasedRealm -password secret12 -confirmPassword secret12’)

ΣñA

-uniqueName
�zQn�	KX����ⁿw@W�C ]rΩA�n���

�≤KXeAi�� searchUsers ⁿO�τ�W�O	�Ta�O�
��C

-password
ⁿw����KXC ]rΩA�n���

sKX���X IBM Security Key Lifecycle Manager ú��KX�

hC

-confirmPassword
A�ⁿwKXHτ�Op≤� password 	�ΘJKX�C ]rΩA

∩����

U@B

��Aτ����O	iHnJC H WASAdmin ¡�nXC H���¡�nJA


T{t�iH�ⁿ��≤�KXC

�≤ IBM Security Key Lifecycle Manager ���KX

iH�� IBM Security Key Lifecycle Manager ��{í��� ID ��≤���KXC

��≤KX���X IBM Security Key Lifecycle Manager ú��KX�hC

÷≤o�@�

p����≤KXºⁿO��÷ΩTA�	\ IBM WebSphere Application Server í�

σ≤ ( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.iseries.doc/ae/rxml_atwimmgt.html)C

{�

1. �²�Aϕ�����²G

v ⁿOμ��G

– b WAS_HOME/bin �²ñA�� Jython ��� wsadmin Ñq@�C ���

v��� ID �nJ wsadminC
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Windows
�²� C:\Program Files (x86)\IBM\WebSphere\AppServer\bin �²


ΘJG

wsadmin.bat -username <SKLM user> -password <SKLM user passwd>
-lang jython

AIX � Linux
�²� /opt/IBM/WebSphere/AppServer/bin �²
ΘJG

./wsadmin.sh -username <SKLM user> -password <SKLM user passwd>
-lang jython

v �������G

– nJ�������C

2. �≤����KXC

v ⁿOμ��G

– ⌡μUCⁿOG

AdminTask.changeMyPassword(’[-oldPassword <oldpasswordvalue>
-newPassword
<newpasswordvalue> -confirmNewPassword <newpasswordvalue>]’)

d�G

AdminTask.changeMyPassword(’[-oldPassword sklmadmin -newPassword
Ibm12one
-confirmNewPassword Ibm12One]’)

v �������G

a. b�YCWA÷@U <SKLM ���> ��C

b. ÷@U�≤KXC

c. bu�≤KXv∩�	ñAΘJ{μKXC

d. ΘJsKXC

e. bT{sKXμ�A�ΘJsKXC

f. ÷@U�≤KXC

b
�ít�W½]KX

��O�z��α½] IBM Security Key Lifecycle Manager � WebSphere Applica-

tion Server �KXC

÷≤o�@�

iHb⌡μ IBM Security Key Lifecycle Manager �qúW½]KXCu�b≥óF�

��KX�A���o�BJC b��ΣLípUA�����������≤sK

XC

{�

1. �����z���� ID nJC

2. �≈ WAS_HOME/profiles/KLMProfile/config/cells/SKLMCell/fileRegistry.xml �C

�≤KX���≤�n²�C

3. �≤KXC

v Windows t�
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a. �� Jython yk��� wsadmin Ñq@�C �pAΘJG

WAS_HOME/bin/wsadmin -conntype none -profileName KLMProfile -lang jython

b. ½] SKLMAdmin ��� ID �KXG

wsadmin>print AdminTask.changeFileRegistryAccountPassword
(’-userId SKLMAdmin -password newpassword’)

�G

– � WASAdmin ��� ID ��ΣLπ� WebSphere Application Server �

z�v¡���� I DA�α��

AdminTask.changeFileRegistryAccountPassword ⁿO��≤KXC

– ú��
 IBM Security Key Lifecycle Manager ú��wtmKX�hA

�τ�z�� AdminTask.changeFileRegistryAccountPassword ⁿO�	
�KXC

½]≥ó�KXßA���������������]wKXC

c. xs�≤
�⌠G

wsadmin>print AdminConfig.save()
wsadmin>exit

v Linux � AIX Ñt�

a. �� Jython yk��� wsadmin Ñq@�C �pAb@μWΘJG

WAS_HOME/bin/wsadmin.sh -conntype none
-profileName KLMProfile -lang jython

b. ½] SKLMAdmin ��� ID �KXG

wsadmin>print AdminTask.changeFileRegistryAccountPassword
(’-userId SKLMAdmin -password newpassword’)

�G

– � WASAdmin ��� ID ��ΣLπ� IBM Security Key Lifecycle Man-

a g e r �z�v¡���� I DA�α��

AdminTask.changeFileRegistryAccountPassword ⁿO��≤KXC

– ú��
 IBM Security Key Lifecycle Manager ú��wtmKX�hA

�τ�z�� AdminTask.changeFileRegistryAccountPassword ⁿO�	
�KXC

½]≥ó�KXßA���������������]wKXC

c. xs�≤
�⌠G

wsadmin>print AdminConfig.save()
wsadmin>exit

4. �εM��°A�C

v �ε

b Windows t�WG

stopServer.bat server1

b Linux � AIX Ñt�WG

./stopServer.sh server1

v ��
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b Windows t�WG

startServer.bat server1

b Linux � AIX Ñt�WG

./startServer.sh server1

5. τ�O	αH�ⁿw�z��¡��sKXiμnJC

���ñΓ

IBM Security Key Lifecycle Manager ú�FW����]klmSecurityOfficer �

klmGUICLIAccessGroup�ñΓ�Φk]��ⁿw≤hⁿ¡ε�zñΓ�H�X�	�

�nC�w]ASKLMAdmin ��� ID π� klmSecurityOfficer ñΓC

∩≤�≈���@�A I B M S e c u r i t y K e y L i f e c y c l e M a n a g e r ]�w�

klmBackupRestoreGroup]⌠≤��� ID ��ú�≤�s��C w� IBM Secu-

rity Key Lifecycle Manager ��	w²wq��z�B�@
�f�
s�H�z LTO

�a≈C

WASAdmin ��� ID �v�	
ⁿúo�ñΓA��≤⌠≤ IBM Security Key Lifecycle

Manager �z��KXCpGn� IBM Security Key Lifecycle Manager ]w�z¡εA

��� WebSphere Integrated Solutions Console W� WASAdmin ��� ID ��	ñΓB

���Ms�C NñΓM���ⁿú�s�C �pAi�	s�
ⁿú����ñΓA

�ñΓN���í�¡ε���z LTO �a≈C ���s���ⁿúñΓA	���

Mß�α��nJ IBM Security Key Lifecycle ManagerC

b}lºeA��¿UC@�G

v Mw�m�zW�	���¡εC

�pAiMwSw�ms�π�M��zC

v ⌠pb@��ííj�iα�n��z�����C �FΦK��A��qⁿws�

�@���ⁿws����@��ñΓC

�pAiⁿw@�s�AΣπ���z 3592 �a≈�ⁿ¡v¡d≥C

���Bs�BñΓ�ⁿO@½≤ºí�÷Y

pGn∩ⁿO@½≤iμ���BzAh IBM Security Key Lifecycle Manager ���

��π�@�HW�ñΓC ñΓ��∩ LTO �mtCñ��m���@A�p�	½

≤C

���iHOs�¿
C @�s�iπ�@�HW�ñΓCñΓ�ⁿO@½≤ⁿw@�

v¡C�pAⁿO@½≤]A�mB�ms�B[K½≤]��B≈�B≈���≈

�s��A���M≈�s��ⁿ�]wC
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ziH�� WebSphere Integrated Solutions Console �bWhs���	π�úP\i

v�ls�C²OAIBM Security Key Lifecycle Manager u�δ�Whs��\ivA

�ú�δ�Σls��\ivC

i��v¡

w� IBM Security Key Lifecycle Manager ��	 SKLMAdmin ��� IDA� ID H

klmSecurityOfficer ñΓ@�w]W����C w�{�]�Nw²wq�v¡íp

� WebSphere Application Server �zñΓMμC

IBM Security Key Lifecycle Manager ñ�v¡i���@��ms�C IBM Security

Key Lifecycle Manager ñ�ñΓO@�HW�v¡C M�Ab WebSphere Applica-

tion Server �������ñANyñΓ]A IBM Security Key Lifecycle Manager v

¡�ñΓC

�Gw���	UCw]s�G

klmSecurityOfficerGroup
w��ⁿú klmSecurityOfficer ñΓ��s�C klmSecurityOfficer ñΓ

�N k l m G r o u p s�ñ²e� k l m A p p l i c a t i o n R o l e ñΓC

klmSecurityOfficerGroup �N klmGroupC

klmSecurityOfficer ñΓπ�G

v v¡��ms�]p� 33��ϕ 4 �� 34��ϕ 5 ñ�z�º�π�X

� root svC

v i�	º⌠≤ñΓ��ms��v¡C

v suppressmonitor ñΓC

�� 

!�"

#$

%&

���

'*

�� 

+,-.0

� 4. ���Bs�BñΓ�ⁿO@½≤ºí�÷Y
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WebSphere Application Server ú�F suppressmonitor ñΓ�⌠�

WebSphere Integrated Solutions Console ¬íμñ IBM Security Key Lifecycle

Manager �z�ú���@�C ⌠����P��{í°A��÷pAΣñ

]A SecurityBTroubleshooting � Users and Groups Ω�¿ñ�

WebSphere Application Server �z@�C

klmBackupRestoreGroup
�≈��� IBM Security Key Lifecycle ManagerC

LTOAdmin
��]A�	B�°B�∩BRúBo]�X�B�≈�tmb���@�

�z LTO �mtCñ��mC

LTOOperator
��]A�	B�°B�∩��≈b���@��@ LTO �mtCñ��mC

LTOAuditor
��]A�°�f�b���@�f� LTO �mtCñ��mC

klmGUICLIAccessGroup
N IBM Security Key Lifecycle Manager ��������ⁿOμ��sv

ú�����C C�ú����ú���≤�s�C

�G��No�∩s��sv�ΣLsvú�����A����α¿�

\αú����C

π�ϕ 4 ñ⌠≤@�v¡����úiH�°G

v SKLMConfig.properties �ñ�wq� IBM Security Key Lifecycle Manager s�t

m	�C

v ≈�°A�¼A�e��≈Θ�C

ϕ 4. �@v¡

v¡ ��o��@

P�ms�

L÷

P�ms��÷

p

klmCreate �	�úO�°B�∩�Rú½

≤C

klmDelete Rú½≤A�úO�°B�∩�

�	½≤C

klmGet �X�ß��m�≈����C

klmModify �∩½≤A�úO�°B�	�

Rú½≤C

klmView �°½≤A�úO�	BRú�

�∩½≤C �pA��π��v

¡A�αd�zQnb����

���W⌡μ�@�C

klmAdminDeviceGroup �zC �	�ms�A]ww]

	�A�°ARú
��ms

�C �v¡
úú��mB≈�

����svC
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ϕ 4. �@v¡ (�≥)

v¡ ��o��@

P�ms�

L÷

P�ms��÷

p

klmAudit �� tklmServedDataList ⁿO�

�°f�Ω�C

klmBackup �	�Rú IBM Security Key

Lifecycle Manager Ω��≈C

klmConfigure ¬��≤ IBM Security Key

Lifecycle Manager tm�eA�

�Bz SSL ��C sWB�

°B≤s�Rú≈�xswC

klmRestore ��²e� IBM Security Key

Lifecycle Manager Ω��≈�

�C

klmSecurityOfficer ñΓ]π����ms�v¡� root svC

ϕ 5. �ms�

v¡ e\∩o�½≤���@

LTO LTO �mtC

TS3592 3592 �mtC

DS5000 DS5000 �mtC

DS8000 DS8000 �mtC

BRCD_ENCRYPTOR BRCD_ENCRYPTOR �ms�

ONESECURE ONESECURE �ms�

ETERNUS_DX ETERNUS_DX �ms�

XIV XIV �ms�

IBM_SYSTEM_X_SED IBM_SYSTEM_X_SED �ms�

IBM Spectrum Scale]Hes@

GPFS�

IBM Spectrum Scale �ms�

GENERIC GENERIC �mtCñ�½≤C

userdevicegroup ���wq�Ω�A�pAz

w²wq��mtC

]�p LTO�Γ��	� myLTOC

h�v¡

pGn���mAh�����π�@�HW�@�@�HW�ms��v¡C

pGX{UCípAh�o
��G

���π��@v¡A²S��ms�v¡

�pA���π�]A�°B�	B�∩�Rúb���@v¡�C ²OA�

��S��ms�v¡��¼�@C

�ms�v¡A²S��@v¡

�pA���π�]A LTO � 3592 ��ms�v¡CM�A���úπ�w

∩�ms�⌡μ��@v¡C
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s�ms��sñΓA²S��@v¡

�pA���π�sñΓ myLTOA�ñΓO�W� myLTO �s�ms��	C

M�A���S�ΣL�@v¡C

v¡iαOG

v ��ⁿúC

�pA@�����ñΓiαπ�Sw�ms���°��∩v¡C

v zLs�¿
ΩμoC

v¡Sw≤�ms�C ziαOΓ����s��¿
C �pA@����s�ñ

�¿
ΩμiN�°��∩v¡�P LTO �ms���C�G����s�iN�

°B�	��∩v¡�P 3592 �ms���CiH�°��∩⌠@�ms�ñ��

mC M�Auαw∩ 3592 �ms�ñ��m�¿�	�@C

≈����ÑΩ�P�ms��÷pC ��Ω��bPΩ��÷pº�ms�����

������ñiúC π����ms�v¡����AiHNΩ�÷pq@��ms

��≤������ΣAϕv¡�t@��ms�C

IBM Security Key Lifecycle Manager Ω�wñ�í��e���P�ms��÷pC

�pAIBM Security Key Lifecycle Manager Ω�wñ� symmetricKeySet ��APw
²wq� LTO �ms��÷pC pGn�≤��AhñΓ��π�	�∩�@�v

¡A� LTO �ms��v¡C

���z LTO �a≈ �w²wqs�

w� IBM Security Key Lifecycle Manager ��	w²wq��zs���z LTO �

a≈C iH��o�s�@��¼A�ΣL�ms�wq�ⁿ��zs�C

LTOAdmin s�G

iH�� LTOAdmin s�ñ�¿
ΩμAzL]A�	B�°B�∩BRúBo]�

X�B�≈�tmb���@��z LTO �mtCñ��mC

�s�]AUCv¡G

ϕ 6. �@v¡

v¡ ��o��@

LTO LTO �mtC

klmCreate �	�úO�°B�∩�Rú½≤C

klmDelete Rú½≤A�úO�°B�∩��	½≤C

klmGet �X�ß��m�≈����C

klmModify �∩½≤A�úO�°B�	�Rú½≤C

klmView �°½≤A�úO�	BRú��∩½≤C

klmAudit �� tklmServedDataList ⁿO��°f�Ω�C

klmBackup �	�Rú IBM Security Key Lifecycle Manager Ω

��≈C

klmConfigure ¬��≤ IBM Security Key Lifecycle Manager t

m�eA��Bz SSL ��C
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ϕ 6. �@v¡ (�≥)

v¡ ��o��@

suppressmonitor ⌠� WebSphere Integrated Solutions Console ¬íμ

ñ IBM Security Key Lifecycle Manager �z�ú�

n���@�C

LTOOperator s�G

iH�� LTOOperator s�ñ�¿
ΩμAzL]A�	B�°B�∩��≈b���

@A��@ LTO �mtCñ��mC

�s�]AUCv¡G

ϕ 7. �@v¡

v¡ ��o��@

LTO LTO �mtC.

klmCreate �	�úO�°B�∩�Rú½≤C

klmModify �∩½≤A�úO�°B�	�Rú½≤C

klmView �°½≤A�úO�	BRú��∩½≤C

klmBackup �	�Rú IBM Security Key Lifecycle Manager Ω

��≈C

suppressmonitor ⌠� WebSphere Integrated Solutions Console ¬íμ

ñ IBM Security Key Lifecycle Manager �z�ú�

n���@�C

LTOAuditor s�G

iH�� LTOAuditor s�ñ�¿
ΩμAzL]A�°�f�b���@A�f�

LTO �mtCñ��mC

�s�]AUCv¡G

ϕ 8. �@v¡

v¡ ��o��@

LTO LTO �mtC.

klmView �°½≤A�úO�	BRú��∩½≤C

klmAudit �� tklmServedDataList ⁿO��°f�Ω�C

suppressmonitor ⌠� WebSphere Integrated Solutions Console ¬íμ

ñ IBM Security Key Lifecycle Manager �z�ú�

n���@�C

WebSphere Application Server ñΓ

WebSphere Application Server ú�Fziα�n���ñΓC �pAziα�n�°

��≤ WebSphere Application Server tmCiN���Ms�ⁿú��z���ñΓ

��zs�ñΓC

ñΓ]A�°
Btm�B�@
B�z�Bw��z
�ΣLñΓC
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p��÷ΩTA�b WebSphere Application Server í�σ≤ (http://www-01.ibm.com/

support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.home.doc_wasinfo_v8r5/

welcome_ic_home.html) ñjM�zñΓC

��ΩT

u��ΩTvDDí��� IBM Security Key Lifecycle Manager �SwΩTC

t��D

⌠����X�Ct��D�αw� IBM Security Key Lifecycle ManagerC

p�nwΘ�D��÷ΩTA�	\ IBM Knowledge Center for IBM Security Key

Lifecycle Manager W�uw�PtmΓUvp�C �oGnwΘ�DboG�D��

TC

��A�	\��t��Dσ≤A⌠}� http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/

clarity/softwareReqsForProduct.htmlC

1. ΘJ IBM Security Key Lifecycle ManagerC

2. ∩ú���C �pA2.6C

3. ∩@�t�C

4. ÷@UúμC

nΘ�D

IBM Security Key Lifecycle Manager π�UCnΘ�DG

Java ⌡μ��⌠� (JRE) �D

IBM Security Key Lifecycle Manager O	�nY@��� Java ⌡μ��⌠�AM

≤����@�t�C

b
�ít�WG

H�≤ WebSphere Application Server � IBM Java ⌡μ��⌠�C

b��t�WAúúΣ����≤ Java™ �W	w�}oM≤Aú�O�� IBMA�

OΣL���C

⌡μ��⌠��D

⌡μ��⌠�� IBM Security Key Lifecycle Manager �D��≤����@�t�C

b
�ít�WG

WebSphere Application Server 8.5.5.7 �⌠≤A����M≤� APAR �DC

IBM Security Key Lifecycle Manager ]ABw� WebSphere Application ServerCw�

�íAIBM Security Key Lifecycle Manager ��∩ WebSphere Application ServerC �

�∩iα�y¿b�úw� IBM Security Key Lifecycle Manager ßA��P@�°A

��ú�o
�DCpGn�Ko��DA��NUC��G

v ��bt@�ú��ú�� WebSphere Application Server Ω�ñw� IBM Secu-

rity Key Lifecycle ManagerC

v ��Nt@�ú�w�b IBM Security Key Lifecycle Manager �ú�� WebSphere

Application Server Ω�ñC
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Ω�wv¡��D

Ω�w� IBM Security Key Lifecycle Manager �D��≤����@�t�C

v ��ít�G

�≤ IBM Security Key Lifecycle Manager °A�⌡μ�bº�PqúW� DB2

Workgroup Server EditionG

– 10.5.0.6 ������M≤A�≤ IBM Security Key Lifecycle Manager Σ��Σ

L��í@�t�WC

�G

- z���� IBM Security Key Lifecycle Manager ��zΩ�wC Yn�KΩ

�PB��DA����Ω�w��{íiαú��uπC

- �F∩i AIX t�W DB2 10.5.0.6 ���αA�TOzww��tm DB2 í

�σ≤ (http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/

com.ibm.db2.luw.admin.perf.doc/doc/t0054518.html) ñ�z� I/O �¿≡ (IOCP)

M≤C

- pGwgH root ���¡�bAX@�t���T��h�w� DB2 Work-

group Server Edition �{���AhziH��o�{�� DB2 Workgroup

Server EditionC IBM Security Key Lifecycle Manager w�{íú���O	

sb DB2C z��ⁿw DB2 w�⌠�C

p� DB2 �n°≤��÷ΩTA�	\ DB2 σ≤ (http://www-01.ibm.com/support/

knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.admin.cmd.doc/doc/r0059710.html)C

DB2 ��]w

TO��]wAX≤���n≤s�@�t�A�p Linux @�t�C

bw���{íºeA�	\UC⌠�W� DB2 σ≤AHoUCΣL��]wG

AIX t�

ú�nC

Linux t�

p�bΣLⁿΣ� Linux t�W�∩ DB2 Workgroup Server Edition 10.5.0.6

���	���÷ΩTA�	\ DB2 σ≤ (http://www-01.ibm.com/support/

knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.qb.server.doc/doc/

t0008238.html)C

Windows t�

ú�nC

w∩jW�⌠�iμ DB2 w���π

iα�nw∩jW�⌠�	π DB2 w��]wC

��UC]wG

db2 alter bufferpool TKLMBP_LG immediate size 1000 automatic
#---
#--- Use one of the following two statements:
#--- If you migrate from IBM Security Key Lifecycle Manager Version 1,
#--- specify the next statement:
db2 alter bufferpool TKLMBP_4K_IDX immediate size 1000 automatic
#--- Otherwise, omit the statement.
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#--- However, if NO migration occurs, specify the next statement:
db2 alter bufferpool TKLMBP_4K_LG_IDX immediate size 1000 automatic
#--- Otherwise, omit the statement.

#---
db2 alter bufferpool TKLMBP_8K_LG immediate size 1000 automatic
db2 alter bufferpool TKLMBP_32K_LG immediate size 1000 automatic
db2 alter bufferpool TKLMBP_SM immediate size 1000 automatic
db2 alter bufferpool TKLMBP_IDX immediate size 1000 automatic
db2 alter bufferpool TKLMBP_32K_IDX immediate size 1000 automatic
db2 alter bufferpool TKLMBP_SCH immediate size 1000 automatic

w�M����
M≤

∩≤��ít�A�� IBM Passport Advantage® ⌠��o IBM Security Key Lifecycle

Manager w�����M≤C z]iHzLΣLΦí]�p IBM ��Nϕ�ú��

DVD��oo���C

Passport Advantage ⌠��U� IBM ú�ú�M≤A�� eAssemblyC

u��{íñ�v⌠��t��nΘBwΘ�@�t�ú���{íM≤s��C b

u��{íñ�v⌠�WoG IBM Security Key Lifecycle Manager ��M≤C

IBM Knowledge Center for IBM Security Key Lifecycle Manager W�uw�Ptmv

p�ú� IBM Security Key Lifecycle Manager ��nñ�nΘú��w�PtmⁿC
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�N��

�ΩTYw∩ IBM bⁿΩ�ú�ºú�PA��}oC bΣLΩaAIBM úúo�

ú��σ≤�ú�ºU�ú�BA��\αC �ó�ϕa� IBM ��NϕAHoϕ
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