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requireSHA2Signatures=true
autoScaleSignatureHash=true
useThisECKeySize=256(if suiteB is 128)|384(if suiteB is 192)

dC IBM Security Key Lifecycle Manager T5V Suite B OfT

1. #9 IBM Security Key Lifecycle Manager ~qw#PX8>E",kNDZV<

=53Ot/M#9 IBM Security Key Lifecycle Manager ~qw#

2. `- SKLM_HOME/config/SKLMConfig.properties D~PDTBtT"#fD~:

suiteB=128|192

v 5 128 8(nM 128 ;2+6p#

v 5 192 8(nM 192 ;2+6p#

z9IT9C tklmConfigUpdateEntry CLI |nr Update Config Property REST Ser-

vice 4|B SKLMConfig.properties D~#

3. XBt/~qw#
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9C\?\m%YwT-ixP\?\m

IBM Security Key Lifecycle Manager ~qw'VkM'zxP\?\m%YwT-i

(KMIP) (E,SxT\kDOxP\?\mYw# b)DO|(TF\?MGTF\

?"$i,T0CZ4(b)\?M$i"XFdC(D#e#

\?\m%YwT-iGa9/E"j<Yxi/ (OASIS) j</n?D;?V,CZ

Tf"D}]xPS\M\?\m#

PX|`E",kND“\?\m%YwT-i”D5 (http://www.oasis-open.org/committees/

tc_home.php?wg_abbrev=kmip)#

zIT9C IBM Security Key Lifecycle Manager <NC'gf4\mMXF~qw'

VDS\JO(Ts)#PXgN\m KMIP TsD|`E",kNDKMIP Ts\

m#

IBM Security Key Lifecycle Manager 'VD KMIP E*D~

IBM Security Key Lifecycle Manager 'V+TBE*D~CZ KMIP ~qwkM'z

;%:

v y>"Vf>~qwE*D~

v y>y_~qw KMIP E*D~

v y>X\}]~qw KMIP E*D~

v y>TF\?bM~qw KMIP E*D~

v y>TF\?}ldM~qw KMIP E*D~

v y>GTF\?b~qw KMIP E*D~

v y>GTF\?M$ib~qw KMIP E*D~

v y>GTF\?}ldM~qw KMIP E*D~

v y>$i~qw KMIP E*D~(PEM $iq=}b)

v y>GTF\?}ldM$i~qw KMIP E*D~(PEM $iq=}b)

v "Vf> TLS 1.2 O$~qwE*D~

v y_~qw TLS 1.2 O$ KMIP E*D~

v X\}]~qw TLS 1.2 O$ KMIP E*D~

v TF\?bM~qw TLS 1.2 O$ KMIP E*D~

v TF\?}ldM~qw TLS 1.2 O$ KMIP E*D~

v GTF\?b~qw TLS 1.2 O$ KMIP E*D~

v GTF\?M$ib~qw TLS 1.2 O$ KMIP E*D~

v GTF\?}ldM~qw TLS 1.2 O$ KMIP E*D~

v $i~qw TLS 1.2 O$ KMIP E*D~(PEM $iq=}b)

v GTF\?}ldM$i~qw TLS 1.2 O$ KMIP E*D~(PEM $iq=}

b)

PXE*D~D|`E",kND KMIP E*D~ 1.2 D5 (http://docs.oasis-open.org/

kmip/profiles/v1.2/kmip-profiles-v1.2.pdf)#
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\?M$iD KMIP tT

IBM Security Key Lifecycle Manager 'VTBNq:

v q-XZ KMIP <NC'gfDE"xPYw:

– GqQdC KMIP KZM,1hC#

– 10 KMIP $i,8>}Z+Dv$iCZ2+~qwr~qw/M'z(E#

– *2+(E8(DG SSL/KMIP 9G SSL#

v zIT|B\?M$iD KMIP tT#

}g,zIT9C tklmKeyAttributeUpdate |n4|B:

name
8(CZj6riRTsD{F#KtT*\?\m%YwT-itT#

applicationSpecificInformation
+&CLr{FUdE"8(*\?\m%YwT-itT#

contactInformation
+*5KE"8(*\?\m%YwT-itT#

cryptoParams cryptoparameter1, cryptoparameterN

9CTs48(CZS\YwDS\N}# KtT*\?\m%YwT-it

T#

customAttribute
+V{.q=D(FtT8(*\?\m%YwT-itT#X(ZM'zD

tTXkTV{“x-”(x ,V{)*7,xX(Z~qwDtTXkT“y-”(y ,

V{)*7#

link
8(S;v\\S\Ts8rm;v\P`XD?j\\S\TsD4S# Kt

T*\?\m%YwT-itT#

objectGroup
8(KTsI\tZD;vr`vTsi{# KtT*\?\m%YwT-it

T#

processStartDate
8(TF\?TsICZ&mDUZ# ZCUZ.s,z;\|DC5#g{8

(DUZgZ10UZ,G4C5+hC*10UZ# KtT*\?\m%Yw

T-itT#

protectStopDate
8(Ts;\CZ&mDUZ# ZCUZ.s,z;\|DC5# g{8(D

UZgZ10UZ,G4C5+hC*10UZ# KtT*\?\m%YwT-

itT#

usageLimits
+\VZ} (BYTE) r\Ts} (OBJECT) 8(*\?\m%YwT-itT#

9CKTs.s,M;\^DK5# }g,GetUsageAllocation +wCKTs#

v Pv">}M'z"aD KMIP #e#
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M'z9C#eTj</r=cD==8(BTsD\ktT# #eG\\Ts,|

,M'zI*\kTshCDYwPDtT# }g,M'zIhCX(Z&CLrD

E"#

tklmKMIPTemplateList
Pv IBM Security Key Lifecycle Manager a)D KMIP #e#}g,zI

TPvyP#e#

tklmKMIPTemplateDelete
>}M'zr IBM Security Key Lifecycle Manager "aD KMIP #e#

v Pv">}X\}](g\k)rCZzI\?DVS5#

tklmSecretDataDelete
>} KMIP M'z"MA IBM Security Key Lifecycle Manager DX\}]#

tklmSecretDataList
Pv KMIP M'z"MA IBM Security Key Lifecycle Manager DX\}]#

v hC1!KZM,1tT

KMIPListener.ssl.port
8( IBM Security Key Lifecycle Manager ~qwl}4TbDks19C

DKZ# C~qw(} SSL WSV"9C\?\m%YwT-ixP(E#

TransportListener.ssl.port
8( IBM Security Key Lifecycle Manager ~qwl}4TExb(b)E

xb9C SSL -ixP(E)Dks19CDKZ#

TransportListener.ssl.timeout
8(WSVZXU.0H} read() D1d#KtTCZ SSL WSV#

v tCr{C4T KMIP M'zD>}ks#

O$}DM'zIksT\?ICT"~qwT\M\?2+TI\PXs0lD

>}Yw# 9C tklmDeviceGroupAttributeUpdate r tklmDeviceGroupCreate
|n8( enableKMIPDelete tTT7( IBM Security Key Lifecycle Manager Gq

aTb)ks4PYw#

\?a)\m

IBM Security Key Lifecycle Manager bv=8Ioz'V IBM S\Dh8zI"#

$"f"M,$S\\?# zIT9Cb)\?T4kh8T0Sh8PA!DE"x

PS\Mb\#

IBM Security Key Lifecycle Manager d1s(xL,H}(}d>mkExb"Ex

XFw"ExS53"h8}/LrrExz.dD TCP/IP (E76"M4D\?z

Iksr\?lwks# 1Exz4kS\}]1,|+WHks4T IBM Security

Key Lifecycle Manager DS\\?#

AES \?M 3592 Exz:

1 3592 Exz4kS\}]1,|+WHks4T IBM Security Key Lifecycle Man-

ager DS\\?#

IBM Security Key Lifecycle Manager U=kss+zI_6S\j< (AES) \?# C

\?T=V\#$N=a)xExz:
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v 9C Rivest-Shamir-Adleman (RSA) \?TS\rr|# 3592 Exz +K\?1>

4kP=ExDZfP,mb9+d4kP=ExZExiJODd{;CTCw

_`8]#

v %@r|T2++MAExz,MosT\?xPb|# Z?\?CZT4kExD

}]xPS\#

1 3592 ExzA!S\DP=Ex1,a+ExO\#$D AES \?"MATr|

AES \?xPb|D IBM Security Key Lifecycle Manager# ;s+9C;,D\?

T AES \?xPr|,Tc2+X+MXExz# +TC\?xPb|"CZTEx

Of"D}]xPbk# IBM Security Key Lifecycle Manager 9JmT\#$D AES

\?xP~Nr|,=(GZTExxP4k19C;,Z-< RSA \?D RSA \

?#1bbXh*+m<vx5qOwoi,xV;P5qoiD+C\?1,T\

?xP~Nr|\PC# K=(;h*XB4k{vEx,\;9C5qOwoiD+

C\?T9P=ExD}]\?xP~NS\#

GTF\?M 3592 Exz:

}K 256 ; AES TF}]\?.b,IBM Security Key Lifecycle Manager 99C+

C/(C(GTF)\?\ku4#$TF}]S\\?# b)\?Z IBM Security Key

Lifecycle Manager k 3592 Exz .d+]1zI"S\lw#

+C/(C\?\ku9CZi$ IBM Security Key Lifecycle Manager *da)\?D

ExzDj6#

1 3592 Exzks\?1,IBM Security Key Lifecycle Manager +zIfzTF}

]S\\?# k9C+C/(C\?\ku,(}\?S\\?4T}]S\\?xP

r|,dP\?S\\?GGTF\?TD+C\?#

r|D}]\?kb|TF\?yhD(C\?D`X\?j)E",2,iIK;

v}VEb,F*b?S\D}]\?a9# Ca9f"ZfE9CK=(S\D}]

DNNP=ExDEx7xrP# CZT}]xPb\D\?k}];pf"ZEx>

m.P,(}GTF+C/(C\?r|ST#$# CZr|}]\?D+C\?ST

B=v44.;q!:

v f"Z\?bPD+C\?(tZZ?zID+C/(C\?T)#

v f"Z\?bPD$i(}g,4T5qOwoiD$i)#

f"Z\?bPD$iM\?GJmExzrExbTExOD}]xPb\DXF

c# ;P\?bPDE",M^(A!Ex# @94Z(C'S\?bq!(C\?

G#X*# zXk<U9\?bICZA!Ex#

}]S\\?Tr|R\#$N=vf"ZExO# 1 3592 Exz*A!S\DEx

1,CExza+b?S\D}]\?"MA IBM Security Key Lifecycle Manager#

IBM Security Key Lifecycle Manager +y]p{r\?j)47(9Cd\?bPD

Dv(C\?S\\?4b|b?S\D}]\?"V4}]S\\?#

V4}]S\\?s,+9CExzIb\Dd{\?TdxPr|# ;s,C\?+

"MXExz,Sx9Exz\;T}]xPb\#
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ZT 3592 ExzS\1,IBM Security Key Lifecycle Manager 9Cp{(2F*\

?j))4j6CZr|b?S\}]\?D+C/(C\?# IT9C IBM Secu-

rity Key Lifecycle Manager <NC'gfr|nPgf4*?vExh8(eX(Dp

{#

IBM Security Key Lifecycle Manager Jm*?vS\Exz(eAY=vp{($i

r\?j))# (}p{ITCJi/Zbd{;CODS\}]# dP;vp{D

(C\?XkQ*# g{;k8(=v;,D\?j)rp{,G4I9C`,D54

(eb=vp{#

AES \?M LTO Exz:

1 LTO Exz4kS\}]1,|+WHks4T IBM Security Key Lifecycle Man-

ager DS\\?#

U=kss,IBM Security Key Lifecycle Manager +S\?bq!VP AES \?#

;s,+r|C\?T2++MAExz# fs,+b|C\?"CZT4kExD}

]xPb\.

1 LTO ExzA!QS\DEx1,IBM Security Key Lifecycle Manager +S\?

bq!yhD\?# C\?yZExP\?j6ZDE","+dr|a)xExz,

TcxP2++d#

TF\?M LTO Exz:

IBM Security Key Lifecycle Manager v+TF}]\?CZ LTO ExzODS\N

q#

LTO Exzks\?1,IBM Security Key Lifecycle Manager +9C*CExz8(

Dp{# g{;P*CExz8(p{,IBM Security Key Lifecycle Manager +9C

4T\?i"\?p{Pmr\?p{6'PDp{#

\?iPD\?+T-7==9C,Toz|yHX9C\?#

!(Dp{+k$H20Z\?bPDTF}]\?`X*# IBM Security Key

Lifecycle Manager a+K}]\?"MA LTO ExzTCZT}]xPS\# !(

p{2a*;IF*}]\?j6D5e,C5e+4k_PQS\}]DExP# A

! LTO Ex1,IBM Security Key Lifecycle Manager I9C}]\?j646pT

}]xPb\yhD}7}]\?#

AES \?M DS8000 Turbo Exz:

DS8000 Turbo Exzt/1,h8+ks4T IBM Security Key Lifecycle Manager D

bx\?#

g{ DS8000 Turbo ExzksB\?Cwdbx\?,G4 IBM Security Key

Lifecycle Manager +zI_6S\j< (AES) \?# ;s,C\?T=V\#$N=

a)xExz:

v 9C Rivest-Shamir-Adleman (RSA) \?TS\(r|)# DS8000 Turbo Exza

+K\?1>f"Z4S\VxPD}iO#

v %@r|Tc2+X+d=Exz,=osa"4b|"9CdPD\?T}ix

Pbx#
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g{ DS8000 Turbo ExzksVPDbx\?,G4}iO\#$D AES \?+"

MA IBM Security Key Lifecycle Manager,r|D AES \?+ZdPb|# ;s+

9C;,D\?T AES \?xPr|,Tc2+X+MX DS8000 Turbo Exz# +

b|C\?,"+dCZTsPxPbx#

GTF\?M DS8000 Turbo Exz:

1 256 ; AES TF}]S\\?Z IBM Security Key Lifecycle Manager M DS8000

Turbo Exz.d+]1,IBM Security Key Lifecycle Manager 9+9C+C/(C(G

TF)\?\kuTdxP#$#

+C/(C\?\ku9CZi$ IBM Security Key Lifecycle Manager *da)\?D

ExzDj6# 1 DS8000 Turbo ExzksBD\?1,IBM Security Key Lifecycle

Manager +zIfzTF}]S\\?# k9C+C/(C\?\ku,(}\?S\

\?4T}]S\\?xPr|,dP\?S\\?GGTF\?TD+C\?#

r|D}]\?kb|TF\?yhD(C\?D`X\?j)E",2,iIK;

v}VEb,F*b?S\D}]\?a9#Ca9f"Z#f9CK=(yS\}

]DNNP=ExDEx7xrP# CZT}]xPb\D\?k}];pf"ZEx

>m.P,(}GTF+C/(C\?r|ST#$# CZr|}]\?D+C\?S

TB=v44.;q!:

v f"Z\?bPD$i(}g,4T5qOwoiD$i)#

v f"Z\?bPD+C\?(tZZ?zID+C/(C\?T)#

f"Z\?bPD$iM\?GJmT DS8000 Turbo ExzxPbxDXFc# ;

P\?bPDE",M^(T DS8000 Turbo ExzxPbx#

zXk@94-Z(DC'CJ\?bPD(C\?,"9\?bTzT:<UIC

TcTsPxPbx# }]S\\?Tr|R\#$N=vf"Z DS8000 Turbo E

xzO#

*KT DS8000 Turbo ExzxPbx,DS8000 Turbo Exz a+b?S\D}]\

?"Mx IBM Security Key Lifecycle Manager# IBM Security Key Lifecycle Man-

ager +y]p{r\?j)47(9Cd\?bPDDv(C\?S\\?4b|b?

S\D}]\?"V4}]S\\?# V4}]S\\?s,+9CExzIb\Dd

{\?TdxPr|# ;s,C\?+"MXExz,Sx9Exz\;T}]xPb

\#

IBM Security Key Lifecycle Manager 9Cp{(2F*\?j))46pCZr|b

x\?D+C/(C\?# zIT*?vh8(eX(Dp{# IBM Security Key

Lifecycle Manager Jmn`*?v DS8000 Turbo Exz(e=vp{($ir\?

j)),Sx\b"z@xiv# IBM Security Key Lifecycle Manager k DS8000

Turbo ExzXk;Z,;53P# DS8000 Turbo ExzXkHxPbx,;s IBM

Security Key Lifecycle Manager E\;KP# dP;vp{D(C\?XkQ*# g

{;k8(=v;,D\?j)rp{,G4I9C`,D54(eb=vp{#

AES \?M DS5000 f"~qw:

DS5000 f"~qwt/1,h8+ks4T IBM Security Key Lifecycle Manager D

\?TTEL}/wxPbx#
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w*l&,IBM Security Key Lifecycle Manager +S\?bq!;vVPD AES \

?# IBM Security Key Lifecycle Manager +TC AES \?xPr|,Tc2+X+

d= DS5000 f"~qw,s_aTC\?xPb|TCZbxEL}/w#

TF\?M DS5000 f"~qw:

IBM Security Key Lifecycle Manager v+TF}]\?Cw DS5000 f"~qwDb

x\?#

DS5000 f"~qwks\?1,IBM Security Key Lifecycle Manager +9Cks8(

Dp{4q!\?# g{ DS5000 f"~qwks;8(p{,G4 IBM Security Key

Lifecycle Manager +Skks DS5000 f"~qwX*D\?PmPq!p{# KP

mPD\?+T-7==a),T9\?C=yH9C#

!(Dp{+k$H20Z\?bPDTF}]\?`X*# IBM Security Key

Lifecycle Manager +TF}]\?"MAh8TCZTK}iDEL}/wxPbx#

!(p{2a*;IF*}]\?j6D DS5000 f"~qwf"D5e# IBM Secu-

rity Key Lifecycle Manager IZh*19C}]\?j646p}7D}]\?#

w*i~

V<=53OD IBM Security Key Lifecycle Manager bv=8|( IBM Security Key

Lifecycle Manager ~qw"WebSphere Application Server M DB2®#

ZV<=53O,20 IBM Security Key Lifecycle Manager a,120b)X8m~#

KP173

v V<=53

WebSphere Application Server KP Java ibz,Cibz*&CLrzk

a)KP173# &CLr~qwa)(E2+T"U>G<"{"+]T

0 Web ~q#

}]b~qw

IBM Security Key Lifecycle Manager +\?DOf"Z DB2 X5}]bP#

9C IBM Security Key Lifecycle Manager 4\m DB2#

Windows T0 Linux r AIX Hd{53OD?p
Z Windows 53T0 Linux r AIX Hd{53O,IBM Security Key Lifecycle Man-

ager 20Lr+ IBM Security Key Lifecycle Manager ~qwMXhDPd~i~?p

Z,;(FczO# zXk7#KFcz_Pzc$w:XyhDZf"&mwYHM

ICELUd#

IBM Security Key Lifecycle Manager IZrXFw73PDI1~qwOKP,+Z

wrr8]rXFwO;\'V#
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?pw~qwM1>~qw

*K7#ICT,kH?pw IBM Security Key Lifecycle Manager ~qw,VZd{

53O?pw IBM Security Key Lifecycle Manager ~qwD1>#

Z Windows 53T0 Linux r AIX Hd{53O,=(FczXk_Pzc$w:

XDyhZf"YHMICELUd# =(FczODYw53MPd~i~Xk`

,# 20762Xk`,#

1>53hs

1>53Xk_Pj+`,DYw53"}]bM IBM Security Key Lifecycle Man-

ager &CLr,|(4T10 IBM Security Key Lifecycle Manager ~qw8]D~D

X|}]# 20762Xk`,#

7#TZTBhs,Z=v53O_P`,Df>M^)6p:

v Yw53M^)r9!#

v DB2 MXhDICELUd# }]bXk;ZKP IBM Security Key Lifecycle Man-

ager ~qwD,;53O#

v IBM Security Key Lifecycle Manager ~qw.

zXk+10 IBM Security Key Lifecycle Manager ~qw8]D~V/4F=1>

53# IBM Security Key Lifecycle Manager ;aT/,==v IBM Security Key

Lifecycle Manager ~qw.dD}]#

WebSphere Application Server

IBM Security Key Lifecycle Manager

DB2���}www.

X

< 2. Windows 53T0 Linux r AIX Hd{53ODw*i~

WebSphere Application Server

IBM Security Key Lifecycle Manager

DB2���}www.

X

www.

X

< 3. w IBM Security Key Lifecycle Manager ~qwM1> IBM Security Key Lifecycle
Manager ~qw
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8]M4-

8]MV4Nqa)TX|}]D#$,"Rh*<G>c5yT7#~qwDIC

TMKP1\&#

IBM Security Key Lifecycle Manager aT@"ZYw53M~qw?<a9D==4

4(8]D~# 8]D~|, IBM Security Key Lifecycle Manager ~qw104,

DX|}]# >c5yXk<GgN7#ITa)\?#

zIT9Cg=(8]5CLrZgZf>D IBM Security Key Lifecycle Manager O

KP8]Yw48]X|}]# zITZnBf>D IBM Security Key Lifecycle Man-

ager O+b)8]D~4-A;,ZSP8]b)D~Dd{Yw53P#

":S IBM Security Key Lifecycle Manager V2.6 "Pfp,;Y'V Solaris Yw

53# g{z}Z Solaris 53O9C IBM Security Key Lifecycle Manager,k9C

g=(8]5CLr48]}]# fs,Z?pZNN\'VYw53(}g,

Windows"Linux r AIX)OD IBM Security Key Lifecycle Manager V2.6 53O,

zITKP4-YwT4-b)}]#

IBM Security Key Lifecycle Manager 8]M4-Yw'V+ AES 256 ;\?$HC

Z}]S\/b\,T{O PCI DSS('6(P5}]2+j<)j<,Sxa_}]2

+T#

v19C AES 256 ;w\?xP}]S\1,8]M4-YwE9C AES 256 ;$

HD\?T}]xPS\rb\# g{ IBM Security Key Lifecycle Manager 8]Y

w+ AES 256 ;\?CZ}]S\,G4zXk20 Java \ku)9 (JCE) ^^F

?H\=xr_TD~# PX208>E",kND20 Java \ku)9^^F?H

\=xr_TD~#

":ZnBf>P,20 IBM Security Key Lifecycle Manager s,1!ivBazI

AES 256 ;w\?,"Z~qwP20 JCE ;\^?H\=xr_TD~#

8]D~PD}]`p

IBM Security Key Lifecycle Manager D8]D~|,X|}]# }g,y]zDdC,

|I\|,\?DO"dCD~Md{E"#

TB`pD}]h*8]#$:

IBM Security Key Lifecycle Manager dCD~
(e!( IBM Security Key Lifecycle Manager n/DtT,}gsFhCM

*53dC(FDd{5#

IBM Security Key Lifecycle Manager }]b
PX IBM Security Key Lifecycle Manager Ts(}gh8"\?i"$i"

\?DOM}/w)D}]#

8]D~2+T

7#;Pbbp58]D~r|GS\\k#

**8]D~a)2+T:
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v +8]D~D1>#tZ IBM Security Key Lifecycle Manager FczM IBM Secu-

rity Key Lifecycle Manager ?<76.bD;C# #fZd{;CI7#Z}% IBM

Security Key Lifecycle Manager 1,d{xL;a}%sFU>M8]D~#

v kp`-8] JAR D~PDD~# qrb)D~+dC;IA#

v 7#z#tKCZT8]D~xPS\D\k# h*`,D\k4b\"V4D~#

V4

V4Yw9CQ8]Dzz}](}g IBM Security Key Lifecycle Manager \?DO

Md{X|E")+ IBM Security Key Lifecycle Manager ~qwV4=Q*4,#

IBM Security Key Lifecycle Manager 'VgYw534P4-Yw# zITZ;,Z

SP8] IBM Security Key Lifecycle Manager D~Dd{Yw53O4-b)8]D

~# }g,zIT+Z Linux 53OzID8]4-A Windows 53#

SzH08(DG IBM Security Key Lifecycle Manager ?<76D;Clw8]D~

D1># z9Xk*@H0CZT8]D~xPS\D\k# 9C\kIZw IBM

Security Key Lifecycle Manager ~qwOb\M4-D~#

Z4-8]D~.0,k7#8]e%D~PPvKi5PDyP IBM Security Key

Lifecycle Manager}]D~# KP8]Yw1,af8]i5;p4(e%D~#

Zt/4-Nq.0,ktk53TxP,$# TVP53xP8]#g{Z4-}L

P"zNNJb,zMIT9CK8]+53V4*-<4,#4P4-s,Xk"

4XBt/ IBM Security Key Lifecycle Manager ~qw# kHi$73,;sY+

IBM Security Key Lifecycle Manager ~qwXBP;*zz73#

G< URL Mu<C'j6
*Z20 IBM Security Key Lifecycle Manager s*<9CCz7,kq!G< URL

T0u< IBM Security Key Lifecycle Manager \m1C'j6M\k#

CJ(hs

w*\m1(root C')4T IBM Security Key Lifecycle Manager xP20#

z9IT;Z Linux Yw53Pw*G root C'4T IBM Security Key Lifecycle Man-

ager xP20#

G< URL

9CG< URL CJ IBM Security Key Lifecycle Manager Web gf# IBM Security

Key Lifecycle Manager \mXF(DG< URL *:

https://ip-address:port/ibm/SKLM/login.jsp

ip-address D5G IBM Security Key Lifecycle Manager ~qw D IP X7r DNS X

7#

port D5G IBM Security Key Lifecycle Manager ~qw l}ksDKZE#

g{9C HTTPS X7,G4KZD1!5* 9080:

https://ip-address:9080/ibm/SKLM/login.jsp
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;*9CsZ 65520 DKZ5#

Z Windows 53O,E";Z*<K%#%w*< > yPLr > IBM Security Key
Lifecycle Manager 2.6#

WebSphere Application Server \mXF(DG< URL *:

https://ip-address:port/ibm/console/logon.jsp

ip-address D5G WebSphere Application Server D IP X7r DNS X7#

port D5G WebSphere Application Server l}ksDKZE#

WebSphere Application Server E"feOD1!KZ* 9083# Z(FZd,r_Z1

!KZIZd{-rxfZe;1,WebSphere Application Server aT/!qd{IC

KZ#

20jIfe8>* WebSphere Application Server dCDKZ# Windows“*<”K%

|,;vu?,CZ(}}7DKZE,S= WebSphere Application Server#

%w IBM WebSphere > IBM WebSphere Application Server V8.5.5 > E*D~

> KLMProfile > \mXF(#

\m1C'j6M\k

20 IBM Security Key Lifecycle Manager +a) WASAdmin"SKLMAdmin M

sklmdb26 D1!\m1C'j6#

m 1. \m1C'j6M\k

Lr C'j6 \k

V<=53

TZV<=Yw53,XkI>X\mj64P20,Cj6G AIX r Linux 53D root C'j6,r_G Windows

53O Administrators iDI1# ;*9CrC'j6420 IBM Security Key Lifecycle Manager#

zI\_PTB;vr`vC'j6:
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m 1. \m1C'j6M\k (x)

Lr C'j6 \k

IBM Security Key Lifecycle Man-

ager \m1

SKLMAdmin

w*TyPYw_Pj{CJ(Dw\m

1,KC'j6Z{*

klmSecurityOfficerGroup DiP_P

klmSecurityOfficer ,6C'G+#KC

'j6;xVs!4# r_,9C

sklmadmin#9C SKLMAdmin C'j6

I\m IBM Security Key Lifecycle Man-

ager#

9C SKLMAdmin C'j6,zIT:

v i4"9C IBM Security Key Lifecycle

Manager gf#

v |D IBM Security Key Lifecycle Man-

ager \m1D\k#

+G,z^(:

v 4(;vr`vnbD IBM Security Key

Lifecycle Manager \m1C'j6#

v 4P WebSphere Application Server \m

1Nq,}g4(rVdG+#

v t/r#9~qw#

Z20Zd8("2+f"\k#
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m 1. \m1C'j6M\k (x)

Lr C'j6 \k

WebSphere Application Server \

m1

WASAdmin

KC'j6;xVs!4# r_,9C

wasadmin r20Zd8(DC'j6#

;*9C:

v SKLMAdmin C'j64\m WebSphere

Application Server#

v WASAdmin C'j64\m IBM Secu-

rity Key Lifecycle Manager# WASAdmin

C'j6;P9C IBM Security Key

Lifecycle Manager DG+#

K\m1C'j6G WebSphere Applica-

tion Server \m1C'j6#

9C wasadmin C'j6,zIT:

v i4"v9C WebSphere Application

Server gf#

v 4(;vr`vnbD IBM Security Key

Lifecycle Manager \m1C'j6"iM

G+#

v XCNN IBM Security Key Lifecycle

Manager C'j6(|( SKLMAdmin

\m1)D\k:

v t/M#9~qw#

+G,z^(:

v 9C IBM Security Key Lifecycle Man-

ager 4jINq# }g,^(4( IBM

Security Key Lifecycle Manager h8i#

v 4Pd{h*CJ IBM Security Key

L i f e c y c l e M a n a g e r }]DNq#

wasadmin C'j6;\T,6C'm]

CJ IBM Security Key Lifecycle Man-

ager#

Z20Zd8("2+f"\k#

9C#$ SKLMAdmin C'j6D==4

#$ WASAdmin C'j6# WASAdmin

C'j6P(XC SKLMAdmin \k,2

P(4(mI("+mI(Vdx IBM

Security Key Lifecycle Manager C'#

IBM Security Key Lifecycle Manager DB2 }]b
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m 1. \m1C'j6M\k (x)

Lr C'j6 \k

}]bD5}yP_ Windows 53T0ng AIX r Linux H
53:1!5* sklmdb26#zITZ20

Zd8(;,D5# Cj6G}]b5}

yP_D201!C'j6#

;*8($HsZ 8 vV{DC'j6#

5}{F2G sklmdb26#

g{ DB2 ;Z AIX r Linux H53O,

zDC'j6Xk;Z bin r root C'i

P,r_;ZdI1|, root C'Dd{

iP#

g{+VPDC'j6Cw IBM Security

Key Lifecycle Manager }]bD5}yP

_,G4CC'j6^(5Pd{}]b

5}#

": 8( DB2 DVP1>DC'j6

1,;*9C,V{ (-) rB._ (_) V

{#

Z20Zd8("2+f"\k# K\k

GYw53\k# g{ZYw53O|D

K\k,G4Xk|DK\k#

*q!|`E",kNDZ 293D:XC

V<=53OD\k;#.

}]b5} \m1j6 sklmdb2 5P{* sklmdb26

D DB2 5}#

HOME 0d{?<d?D(e
zI*X(5V(F HOME ?<# k`&Xf;?v?<d?D(e#

Bm|,>JOPCZm>wVz72076D HOME ?<6pD1!(e#

path D1!5TZTBYw53Py;,,*}C=c,+b)Yw53F* distrib-

uted systems# uo:V<=53;8DGGsMz2~=(,|(vKFczM$w

>#

v TZ Windows53,1!76*:

– DB2

drive:\Program Files (x86)\IBM

– } DB2 TbDyP&CLr

drive:\

v TZ Linux M AIX 53,/opt G1!76#
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m 2. HOME 0d{?<d?

?<d? 1!(e hv

DB_HOME Windows 53:
drive:\Program Files (x86)\IBM\

DB2SKLMV26

AIX M Linux 53:
/opt/IBM/DB2SKLMV26

|, IBM Security Key Lifecycle Man-

ager D DB2 &CLrD?<#

DB_INSTANCE_HOME Windows
drive\db2adminID

}g,g{ drive D5* C:,"

R1! DB2 \m1* sklmdb26,

G4 DB_INSTANCE_HOME *

C:\SKLMDB26#

Linux M AIX®

/home/db2adminID

|, IBM Security Key Lifecycle Man-

ager D DB2 }]b5}D?<#

WAS_HOME Windows
drive:\Program Files (x86)\IBM\

WebSphere\AppServer

Linux M AIX
path/IBM/WebSphere/AppServer

}g:/opt/IBM/WebSphere/AppServer

WebSphere Application Server w?<#

SKLM_HOME Windows
WAS_HOME\products\sklm

Linux M AIX
WAS_HOME/products/sklm

IBM Security Key Lifecycle Manager w

?<#

SKLM_INSTALL_HOME Windows
drive:\Program Files (x86)\IBM\

SKLMV26

Linux M AIX
path/IBM/SKLMV26

|, IBM Security Key Lifecycle Man-

ager mIM(FD~D?<#

IM_INSTALL_DIR Windows
drive:\ProgramData\IBM\

Installation Manager

Linux M UNIX
/var/ibm/InstallationManager

IBM Installation Manager D20?<#

2m/@wa0DJb

TZ9C WebSphere Application Server M IBM Security Key Lifecycle Manager D2

m/@wa0,XkhT\b,r*K`a0aZ~qwOlI;I$ODa{# Z,

;M'zO9C`v/@w0Z1,IT2ma0#

}g,Z9C Firefox /@w1,a0<Ua2m# a0I\9Z Internet Explorer P

2m,b!vZ"amhCrr*/@w0ZD==#
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zXk\bTBiv:

v `vC'G<,;a0#

v ,;M'zOD`v/@w0ZCJ`,D WebSphere Application Server#

IBM Security Key Lifecycle Manager C'D\k_T
&CZB IBM Security Key Lifecycle Manager C'D\kD\k_TI SKLM_HOME/

config/TKLMPasswordPolicy.xml D~8(#

_T;a&CZ*1!C'(}g,SKLMAdmin)4(Du<\k# 1!C'Z IBM

Security Key Lifecycle Manager 20Zd4(#

\k_T&CZT1!C'D\k|DT0BC'DB\kMQ|D\k#v14(

r|DKC'E*D~1,Ea4P_Tli# ZBC'"TG<= IBM Security Key

Lifecycle Manager .0,Xk*CC'8(G+#

1!ivB+tC\k_T# zIT9C XML r ASCII `-w4|DKD~# *

{CK_T,k+_TD~P enabled N}D5|D* false:

PasswordPolicy enabled="true"

IBM Security Key Lifecycle Manager 'VTB\kfr:

m 3. \kfr

fr 1!5

n!$H 6

ns$H 20

n!}VV{} 2

n!V8V{} 3

,;V{,xvVDnsN} 2

{9\kPvVC'j6* QtC

{9\kPvVC'{* QtC

* lbK5GqxVs!4#

":*8(C5;xVs!4,k`-1!\k_T"*C'j6MC'{8(

CaseInsensitive:

<?xml version="1.0" encoding="UTF-8"?>
<PasswordPolicy version="1.0" uuid="" name="Password policy for TKLM"
enabled="true">

<Description/>
<PasswordRules><![CDATA[<?xml version="1.0" encoding="UTF-8"?>

<PasswordRuleSet version="1.0">
<MinLengthConstraint Min="6"/>
<MaxLengthConstraint Max="20"/>
<MaxSequentialChars Max="2"/>
<MinAlphabeticCharacters Min="3"/>
<MinDigitCharacters Min="2"/>
<NotUserIDCaseInsensitive/>
<NotUserNameCaseInsensitive/>

</PasswordRuleSet>
]]></PasswordRules>
</PasswordPolicy>
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|D\k_T

9C`-w4V/|D IBM Security Key Lifecycle Manager a)D\k_T#

XZKNq

7#v|D\k_TPD*XMtT5,x;G|D*XMtT{F>m# \k_T&

CZT1!C'D\k|DT0BC'DB\kMQ|D\k# v14(r|DKC'

E*D~1,Ea4P_Tli#

}L

1. Z*<.0,+ SKLM_HOME/config/TKLMPasswordPolicy.xml D~8]=2+;C#

g{|DsD\k_TPJb,zIT9-=8]1>#

2. ZD>`-wP`- TKLMPasswordPolicy.xml D~,v|D\k_TP XML *

XMtTD5#

3. #fQ|DDD~#

_T|D+"44P# ^hXBt/ IBM Security Key Lifecycle Manager ~qw#

4. *T|DxPbT,kT WASAdmin m]G< WebSphere Application Server "

*BC'4(C'E*D~#

7OS\{O_TD\k,x\x%4_TD\k# jI1,g{X*,k>}b

TC'E*D~#

|DC'\k

|DsDC'\kXk{O IBM Security Key Lifecycle Manager a)D\k_T#

XZKNq

KNq9C WebSphere /Ibv=8XF( OD WASAdmin C'j64|DC'D

\k,|( SKLMAdmin C'j6D\k#

PXCZ4(iMC'D|nD|`E",kND IBM WebSphere Application Server

D5 ( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.iseries.doc/ae/rxml_atwimmgt.html)#

}L

1. G<= WebSphere /Ibv=8XF(#

v <NC'gf:

a. Z/@wD6-3fO,dk WASAdmin DC'j6M\k5,}g

wasadminpw#

b. Z<=wP,%wC'Mi > \mC'#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,WASAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:
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wsadmin -username WASAdmin -password wasadminpw -lang jython

– AIX r Linux H53:

./wsadmin.sh -username WASAdmin -password wasadminpw -lang jython

2. |DC'D\k#

v <NC'gf:

a. Z\mC' > QwC'T0r,%wQw#

b. ZQwu~mP,+w!(DC'j6#}g,+w myAdmin +dw*C'j

6#

c. Z“C'tT”T0rP,|D\kM7O\kVND5#

d. %w7(#

v |nPgf:

a. dk updateUser "8(yhD5# }g,9C Jython Z;POdk:

print AdminTask.updateUser(’-uniqueName uid=test2,
o=defaultWIMFileBasedRealm -password secret12 -confirmPassword secret12’)

dP,

-uniqueName
8(**d4(\kDC'D(;{F# (V{.,Xh)

|D\k.0,IT9C searchUsers |n4i$C{FGq}7j
6KC'#

-password
8(C'D\k# (V{.,Xh)

B\kXk{O IBM Security Key Lifecycle Manager a)D\k_

T#

-confirmPassword
YN8(\kTi$*\kN}dkD\k# (V{.,I!)

B;=v24

SB4,i$CC'GqITG<# T WASAdmin m]"z# TCC'm]G<"

7OS\Q|DD\k#

|D IBM Security Key Lifecycle Manager C'\k
zIT9C IBM Security Key Lifecycle Manager &CLrC'j64|DC'\k#

|DD\kXk{O IBM Security Key Lifecycle Manager a)D\k_T#

XZKNq

PXCZ|D\kD|nD|`E",kND IBM WebSphere Application Server D5

( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.iseries.doc/ae/rxml_atwimmgt.html)#

}L

1. <=A`&D3fr?<:

v |nPgf:
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– Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC

'j6G< wsadmin#

Windows
<=A C: \Program Files (x86)\IBM\WebSphere\AppServer\bin ?

<"dk:

wsadmin.bat -username <SKLM user> -password <SKLM user passwd>
-lang jython

AIX r Linux
<=A /opt/IBM/WebSphere/AppServer/bin ?<"dk:

./wsadmin.sh -username <SKLM user> -password <SKLM user passwd>
-lang jython

v <NC'gf:

– G<<NC'gf#

2. |DC'D\k#

v |nPgf:

– KPTB|n:

AdminTask.changeMyPassword(’[-oldPassword <oldpasswordvalue>
-newPassword
<newpasswordvalue> -confirmNewPassword <newpasswordvalue>]’)

>}:

AdminTask.changeMyPassword(’[-oldPassword sklmadmin -newPassword
Ibm12one
-confirmNewPassword Ibm12One]’)

v <NC'gf:

a. Zjb8O,%w <SKLM C'>4S#

b. %w|D\k#

c. Z“|D\kT0rP,dkzD10\k#

d. dkzDB\k#

e. Z7OB\kVNPYNdkB\k#

f. %w|D\k#

XCV<=53OD\k

zXkG\m1E\XC IBM Security Key Lifecycle Manager r WebSphere Appli-

cation Server D\k#

XZKNq

zITTKP IBM Security Key Lifecycle Manager DFczOD\kxPXC#v1

C'D\k*'1,E&9CTB=h# ZyPd{ivB,k9C<NC'gf4|

B\k#

}L

1. 9C>X\m1C'j6G=#

2. 8] WAS_HOME/profiles/KLMProfile/config/cells/SKLMCell/fileRegistry.xml D

~#|D\kD5+|DK"amD~#
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3. |D\k#

v Windows 53

a. 9C Jython o(t/ wsadmin a0# }g,dk:

WAS_HOME/bin/wsadmin -conntype none -profileName KLMProfile -lang jython

b. XC SKLMAdmin C'j6D\k:

wsadmin>print AdminTask.changeFileRegistryAccountPassword
(’-userId SKLMAdmin -password newpassword’)

":

– ;P WASAdmin C'j6r_P WebSphere Application Server \m1(

^Dd{C'j6IT9C AdminTask.changeFileRegistryAccountPassword
|n|D\k#

– ;ay] IBM Security Key Lifecycle Manager a)DQdC\k_TT

9C AdminTask.changeFileRegistryAccountPassword |n4(D\kx
Pi$#

ZXC*'D\ks,C'Xk9C<NC'gf4hC\k#

c. #f|D"Kv:

wsadmin>print AdminConfig.save()
wsadmin>exit

v Linux r AIX H53

a. 9C Jython o(t/ wsadmin a0# }g,Z;POdk:

WAS_HOME/bin/wsadmin.sh -conntype none
-profileName KLMProfile -lang jython

b. XC SKLMAdmin C'j6D\k:

wsadmin>print AdminTask.changeFileRegistryAccountPassword
(’-userId SKLMAdmin -password newpassword’)

":

– ;P WASAdmin C'j6r_P IBM Security Key Lifecycle Manager \

m1(^Dd{C'j6IT9C

AdminTask.changeFileRegistryAccountPassword |n|D\k#

– ;ay] IBM Security Key Lifecycle Manager a)DQdC\k_TT

9C AdminTask.changeFileRegistryAccountPassword |n4(D\kx
Pi$#

ZXC*'D\ks,C'Xk9C<NC'gf4hC\k#

c. #f|D"Kv:

wsadmin>print AdminConfig.save()
wsadmin>exit

4. #9"t/~qw#

v #9

Z Windows 53O:
stopServer.bat server1

Z}g Linux r AIX D53O:
./stopServer.sh server1
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v *<

Z Windows 53O:
startServer.bat server1

Z}g Linux r AIX D53O:
./startServer.sh server1

5. i$GqIT9CB\kT8(D\m1m]G<#

C'G+

IBM Security Key Lifecycle Manager a)K;v,6C'(klmSecurityOfficer M

klmGUICLIAccessGroup)G+T0`V8(\=|`^FD\mG+D=(,Izc

zi/Dhs#1!ivB,SKLMAdmin C'j6_P klmSecurityOfficer G+#

TZ8]MV4Nq, I B M S e c u r i t y K e y L i f e c y c l e M a n a g e r 9a20

klmBackupRestoreGroup,u<ivBdP;PNNC'j6# 20 IBM Security Key

Lifecycle Manager +4($(eD\m1"Yw1MsF1iT\m LTO Exz#

WASAdmin C'j6P(4(MVdb)G+,"|DNN IBM Security Key Lifecycle

Manager \m1D\k#*hC IBM Security Key Lifecycle Manager D\m^F,k

Z WebSphere Integrated Solutions Console O9C WASAdmin C'j644(G+"C

'Mi# +G+MC'Vdxi# }g,zIT4(i"Vd+C'n/^F*v\

m LTO ExzDC'MG+# ZBC'"TG<= IBM Security Key Lifecycle Man-

ager .0,Xk*dVdG+#

*<.0,kjITBNq:

v 7(zDi/yhDh8\mD^F#

}g,I\*7(X(Dh8i_PdT:D\m#

v @FZ3;1ddtZI\h*`Y\mC'# *K9C=c,k<G8(iMG+

T8(dNq#

}g,IT8(;v_P\^6'mI(DiTv\m 3592 Exz#

C'"i"G+M\#$Ts.dDX5

*T\#$Ts4PPCDYw,IBM Security Key Lifecycle Manager C'Xk_P

;vr`vG+# G+Xk\;4PYw,}gZ LTO h85PP4(Ts(}gh

8)#

C'ITGiDI1# iI\_P;vr`vG+#G+CZ8(T\#$DTs4P

YwD(^#}g,\#$DTs|(h8"h8i"\kTs($i"\?"\?

TM\?i)T0$iM\?iDv/hC#
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IT9C WebSphere /Ibv=8XF( Z8iP4(_P;,mI(DSi#+G,

IBM Security Key Lifecycle Manager v6p8iDmI(,x;6pdSiDmI(#

ICDmI(

20 IBM Security Key Lifecycle Manager +4( SKLMAdmin C'j6,Cj6_

Pw*1!,6C'D klmSecurityOfficer G+# 20}L9a+$(eDmI(?

p= WebSphere Application Server \mG+DPmP#

IBM Security Key Lifecycle Manager DmI(tCYwr9Ch8i# IBM Security

Key Lifecycle Manager PDG+G;vr`vmI(# +G,Z WebSphere Applica-

tion Server <NC'gfP,uoG+|( IBM Security Key Lifecycle Manager mI

(MG+#

":20+4(TB1!i:

klmSecurityOfficerGroup
20a+ klmSecurityOfficer G+VdxKi# klmSecurityOfficer G+

+f;{* klmGroup DiPH0D klmApplicationRole G+#

klmSecurityOfficerGroup +f; klmGroup#

klmSecurityOfficer G+_P:

v TZ 333Dm 4 MZ 343Dm 5 PhvDyPmI(Mh8iD root C

J(#

v TI\4(DNNG+rh8iDmI(#

v suppressmonitor G+#

WebSphere Application Server a)K suppressmonitor G+,CZ+ IBM

Security Key Lifecycle Manager \m1;9CDNq~XZ WebSphere Inte-

� 

�!

"

#$

%��

&'

� 

()*+,-

< 4. C'"i"G+M\#$Ts.dDX5
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grated Solutions Console Ds0qP# ~Xnk&CLr~qw`X*,|

(2+T"JOoOT0C'MiD~PPD WebSphere Application Server

\mNq#

klmBackupRestoreGroup
8]"V4 IBM Security Key Lifecycle Manager#

LTOAdmin
9C|(4("i4"^D">}"q!(<v)"8]MdCZZDYw\

m LTO h85PPDh8#

LTOOperator
9C|(4("i4"^DM8]ZZDYwT LTO h85PPDh8xPY

w#

LTOAuditor
9C|(i4MsFZZDYwT LTO h85PPDh8xPsF#

klmGUICLI CJi
*C'a)= IBM Security Key Lifecycle Manager <NC'gfM|nPg

fDCJ# ?;z7C'XkGCiD;?V#

":}KTKiDCJ(,9XkrC'a)d{CJ(T9dI*z7&\

C'#*C'a)d{CJ#

_Pm 4 PNN;nmI(DC'ITi4:

v Z SKLMConfig.properties D~P(eD IBM Security Key Lifecycle Manager +

VdCN}#

v \?~qw4,MON8]UZ#

m 4. YwmI(

mI( tCTBYw

kh8i;

`X kh8i`X*

klmCreate 4(Ts,+;\i4"^Dr

>}Ts#

klmDelete >}Ts,+;\i4"^Dr

4(Ts#

klmGet <vM'zh8D\?r$i#

klmModify ^DTs,+;\i4"4(r

>}Ts#

klmView i4Ts,+;\4(">}r

^DTs# }g,zXk_PK

mI(E\i4*Z<NC'g

fO4PDNq#

klmAdminDeviceGroup \m# 4(h8i"hC1!N

}"i4M>}Uh8i# Km

I(4a)Th8"\?r$i

DCJ(#

klmAudit 9C tklmServedDataList |ni

4sF}]#
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m 4. YwmI( (x)

mI( tCTBYw

kh8i;

`X kh8i`X*

klmBackup 4(M>} IBM Security Key

Lifecycle Manager }]D8]#

klmConfigure A!M|D IBM Security Key

Lifecycle Manager dCtT,r

T SSL $i4PYw# mS"

i4"|Br>}\?b#

klmRestore V4 IBM Security Key Lifecycle

Manager }]DH08]1>#

klmSecurityOfficer G+9TyPh8iDmI(_P root C'CJ(#

m 5. h8i

mI( JmTTBTsxPYw

LTO LTO h85P

TS3592 3592 h85P

DS5000 DS5000 h85P

DS8000 DS8000 h85P

BRCD_ENCRYPTOR BRCD_ENCRYPTOR h8i

ONESECURE ONESECURE h8i

ETERNUS_DX ETERNUS_DX h8i

XIV XIV h8i

IBM_SYSTEM_X_SED IBM_SYSTEM_X_SED h8i

IBM Spectrum Scale(H0F*

GPFS)

IBM Spectrum Scale h8i

GENERIC GENERIC h85PPDTs#

userdevicegroup y]$(eDh85P(}g LTO)V/4(DC'(e5

},}g myLTO#

`vmI(

*Th8xPYw,C'Xk_P4P;vr`vYwT0CJ;vr`vh8iD

mI(#

g{C'vVTBiv,I\a"zms:

_PYwmI(,+;Ph8imI(

}g,C'_P;iYwmI(,|(i4"4("^DM>}# +G,C'

;PCZSUYwDh8imI(#

_Ph8imI(,+;PYwmI(

}g,C'_P|( LTO M 3592 Dh8imI(#+G,C';PkTh8

i4PYwDmI(#

_PBh8iDBG+,+G;PYwmI(

}g,C'_P*{* myLTO DBh8i4(DBG+ myLTO#+G,C'

;Pd{YwmI(#
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mI(IT:

v 1SVd#

}g,w*C'DG+I\GTX(Dh8i_Pi4M^DmI(#

v (}iI1Jqq!#

mI(X(Zh8i# zI\G=vC'iDI1# }g,;vC'iPDI1J

qI\aZhi4M^DmI(TCZ LTO h8i#xZ~vC'iI\aZhi

4"4(M^DmI(TCZ 3592 h8i#rKzITi4M^DN;h8iPD

h8# +G,;\T 3592 h8iPDh8jI4(Yw#

\?M$iH}]kh8i`X*# K`}]vT>Z<NC'gf3fDk}]`X

*Dh8iP# _P`vh8imI(DC'IT|Db)h8i.d}]DX*#

IBM Security Key Lifecycle Manager }]bPD3)tTkh8i`X*# }g,IBM

Security Key Lifecycle Manager }]bPD symmetricKeySet tTk$(eD LTO h

8i`X*# *|DCtT,zDG+Xk_P4P^DYwDmI(MCJ LTO h

8iDmI(#

CZ\m LTO ExzD$(ei
20 IBM Security Key Lifecycle Manager +4(CZ\m LTO ExzD$(e\m

i# zIT+b)iCw#MTc*d{h8i(e`FD\mi#

LTOAdmin i:

IT9C LTOAdmin iPDI1Jq,(}4("i4"^D">}"q!(<v)"

8]MdCHYw4\m LTO h85PPDh8#

Ki|,TBmI(:

m 6. YwmI(

mI( tCTBYw

LTO LTO h85P

klmCreate 4(Ts,+;\i4"^Dr>}Ts#

klmDelete >}Ts,+;\i4"^Dr4(Ts#

klmGet <vM'zh8D\?r$i#

klmModify ^DTs,+;\i4"4(r>}Ts#

klmView i4Ts,+;\4(">}r^DTs#

klmAudit 9C tklmServedDataList |ni4sF}]#

klmBackup 4(M>} IBM Security Key Lifecycle Manager }

]D8]#

klmConfigure A!M|D IBM Security Key Lifecycle Manager d

CtT,rT SSL $i4PYw#

suppressmonitor + IBM Security Key Lifecycle Manager \m1;h

*9CDNq~XZ WebSphere Integrated Solutions

Console Ds0qP#
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LTOOperator i:

IT9C LTOOperator iPDI1Jq,(}4("i4"^D">}M8]HYw4

Yw LTO h85PPDh8#

Ki|,TBmI(:

m 7. YwmI(

mI( tCTBYw

LTO LTO h85P.

klmCreate 4(Ts,+;\i4"^Dr>}Ts#

klmModify ^DTs,+;\i4"4(r>}Ts#

klmView i4Ts,+;\4(">}r^DTs#

klmBackup 4(M>} IBM Security Key Lifecycle Manager }

]D8]#

suppressmonitor + IBM Security Key Lifecycle Manager \m1;h

*9CDNq~XZ WebSphere Integrated Solutions

Console Ds0qP#

LTOAuditor i:

zIT9C LTOAuditor iPDI1Jq,(}i4MsFHYwT LTO h85PP

Dh8xPsF#

Ki|,TBmI(:

m 8. YwmI(

mI( tCTBYw

LTO LTO h85P.

klmView i4Ts,+;\4(">}r^DTs#

klmAudit 9C tklmServedDataList |ni4sF}]#

suppressmonitor + IBM Security Key Lifecycle Manager \m1;h

*9CDNq~XZ WebSphere Integrated Solutions

Console Ds0qP#

WebSphere Application Server G+
WebSphere Application Server a)KzI\h*9CDG+# }g,zI\h*i4

r|D WebSphere Application Server dC#9I\h*+C'MiVd*\mC'G

+M\miG+#

G+|(`S_"dC_"Yw1"\m1"2+\m1Md{G+#

PX|`E",kZ WebSphere &CLr~qwD5(http://www-01.ibm.com/support/

knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.home.doc_wasinfo_v8r5/

welcome_ic_home.html)PQw\mG+#
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"PE"

"PE"wbhvX(ZK IBM Security Key Lifecycle Manager "PfDE"#

53hs
zD73Xkzc20 IBM Security Key Lifecycle Manager Dn!53hs#

PX2~Mm~hsDE",kND IBM Security Key Lifecycle Manager D IBM

Knowledge Center OD“20MdC”?V# Q"<D2~Mm~hs}5vfo1Z#

Kb,kND53hsD5Dj8E",X7G http://pic.dhe.ibm.com/infocenter/prodguid/

v1r0/clarity/softwareReqsForProduct.html#

1. dk IBM Security Key Lifecycle Manager#

2. !qz7f># }g,2.6#

3. !qYw53#

4. %wa;#

X8m~

IBM Security Key Lifecycle Manager _8TBX8m~:

Java KP173 (JRE) hs
IBM Security Key Lifecycle Manager T Java KP173 f>Dhs!vZy9CD

Yw53#

ZV<=53O:

IBM Java KP173(|,Z WebSphere Application Server P)#

ZyP53O,;'V9CI IBM® rd{)&La)D Java™ @"20*"$_|#

KP173hs

KP173D IBM Security Key Lifecycle Manager hs!vZy9CDYw53#

ZV<=53O:

WebSphere Application Server 8.5.5.7 T0yPJCD^)|r APAR hs#

IBM Security Key Lifecycle Manager |,"20 WebSphere Application Server#Z2

0Zd,IBM Security Key Lifecycle Manager a^D WebSphere Application Server#

6X IBM Security Key Lifecycle Manager 1,K^DP*I\a<B9C`,~qw

Dz7vVJb#*\bb)Jb:

v ;*+ IBM Security Key Lifecycle Manager 20Zd{z7a)D WebSphere Appli-

cation Server 5}P#

v ;*+d{z720Z IBM Security Key Lifecycle Manager a)D WebSphere Appli-

cation Server 5}P#

}]b(^Mhs

IBM Security Key Lifecycle Manager T}]bDhs!vZ9CDYw53#

v V<=53:
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KP IBM Security Key Lifecycle Manager ~qwD,;FczOD DB2 $wi~

qwf:

– IBM Security Key Lifecycle Manager 'VDd{V<=Yw53OD V10.5.0.6

M44^)|#

":

- Xk9C IBM Security Key Lifecycle Manager 4\m}]b# *\b}],

=Jb,k;*9C}]b&CLrI\a)D$_#

- *Ka_ AIX 53O DB2 V10.5.0.6 DT\,k7#z20"dCK DB2 D

5 (http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/

com.ibm.db2.luw.admin.perf.doc/doc/t0054518.html) PhvD I/O jIKZ (IOCP)

m~|#

- g{T root C'Dm]ZYw53D}7f>O20K DB2 $wi~qwf

DVP1>,G4IT9CVPD DB2 $wi~qwf# IBM Security Key

Lifecycle Manager 20Lr4lb=fZ DB2# Xk8( DB2 2076#

PX DB2 X8m~D|`E",kND DB2 D5(http://www-01.ibm.com/support/

knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.admin.cmd.doc/doc/r0059710.html)#

DB2 ZKhC
7#h*|BDG)Yw53(}g Linux Yw53)DZKhC}7#

Z20&CLr0,kNDTB Web >cOD DB2 D5TKbb)=SDZKhC:

AIX 53
;h*#

Linux 53
PXZd{\'VD Linux 53O^D DB2 $wi~qwf V10.5.0.6 DZ

KN}D|`E",kND DB2 D5(http://www-01.ibm.com/support/

knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.qb.server.doc/doc/

t0008238.html)#

Window 53
;h*#

kTsM73w{ DB2 :eX
zI\h*kTsM73w{ DB2 :eXhC#

9CTBhC:

db2 alter bufferpool TKLMBP_LG immediate size 1000 automatic
#---
#--- Use one of the following two statements:
#--- If you migrate from IBM Security Key Lifecycle Manager Version 1,
#--- specify the next statement:
db2 alter bufferpool TKLMBP_4K_IDX immediate size 1000 automatic
#--- Otherwise, omit the statement.

#--- However, if NO migration occurs, specify the next statement:
db2 alter bufferpool TKLMBP_4K_LG_IDX immediate size 1000 automatic
#--- Otherwise, omit the statement.

#---
db2 alter bufferpool TKLMBP_8K_LG immediate size 1000 automatic
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db2 alter bufferpool TKLMBP_32K_LG immediate size 1000 automatic
db2 alter bufferpool TKLMBP_SM immediate size 1000 automatic
db2 alter bufferpool TKLMBP_IDX immediate size 1000 automatic
db2 alter bufferpool TKLMBP_32K_IDX immediate size 1000 automatic
db2 alter bufferpool TKLMBP_SCH immediate size 1000 automatic

203qM^)|

TZV<=53,k(}CJ IBM Passport Advantage® Web >cq! IBM Security

Key Lifecycle Manager 20D~M^)|# z9IT9Cd{=((}g IBM z[

zma)D DVD)4q!D~#

Passport Advantage Web >c*wV IBM z7a)F.* eAssemblies Dm~|#

“^)PD”Web >c*m~"2~Mz53DYw53a)^)M|B# IBM Secu-

rity Key Lifecycle Manager ^)|"<Z“^)PD”Web >c#

IBM Security Key Lifecycle Manager D IBM Knowledge Center OD“20MdC”?

Va)PX20MdC IBM Security Key Lifecycle Manager T0X8Pd~z7D8

>E"#
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yw

>E"G*Z@zzZ)&Dz7M~qx`4D# IBM I\Zd{zRrXx;a

)>D5PV[Dz7"~qr&\XT# PXz10yZxrDz7M~qDE",

krz1XD IBM zmI/# NNT IBM z7"Lrr~qD}C"GbZw>r

5>;\9C IBM Dz7"Lrr~q# ;*;V8 IBM D*6z(,NN,H&

\Dz7"Lrr~q,<ITzf IBM z7"Lrr~q# +G,@@Mi$NN

G IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({# a)>D5"4Zh

C'9Cb)({DNNmI# zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

PX+VZV{/ (DBCS) E"DmIi/,kkzyZzRrXxD IBM *6z(

?E*5,rCif==+i/Dy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation“4V4”a)>vfo,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$#

3)zRrXxZ3);WP;Jmb}w>r5,D#$# rK>unI\;JCZ

z#

>E"PI\|,<u=f;;<7DX=r!"ms# K&DE"+(Z|D;b)

|D+`k>JODBf>P# IBM ITf1T>JOPhvDz7M/rLrxPD

xM/r|D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$# G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#
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>LrD;mI=g{*KbPXLrDE"To=gB?D:(i) JmZ@"4(DL

rMd{Lr(|(>Lr).dxPE";;,T0 (ii) JmTQ-;;DE"xP

`%9C,kkBPX7*5:

IBM Corporation

2Z4A/101

11400 Burnet Road

Austin, TX 78758 U.S.A.

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q, <IqCb=fDE

"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM

zJm~mI-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD# rK,Zd{Yw73PqCD}

]I\aPwTD;,# P)b?I\GZ*"6D53OxPD,rK;#$k;c

IC53OxPDb?a{`,# Kb,P)b?G(}Fcx@FD, 5Ja{I

\aPnl# >D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCDJO

Pq!# IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNN

d{XZG IBM z7Dyw# PXG IBM z7T\DJb&1rb)z7D)&L

av#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

yP IBM D[qyG IBM 10D(ic[[,If1|Dx;mP(*# -zLD

[qIkK;,#

>E"vCZf.D?D# ZyhvDz7OP.0,K&DE"aP|D#

>E"|(U#5qKwP9CD}]M(fD>}# *K!I\j{X5wb)>

},>}PI\a|(vK"+>"7FMz7D{F# yPb){FyGi9D,g

k5JL5s59CD{FMX7W,,?tIO#

f(mI:

>E"|(4oTN=Dy>&CLr,b)y>5w;,Yw=(OD`L=(# g

{G*4UZ`4y>LrDYw=(OD&CLr`LSZ (API) xP&CLrD*

""9C"-zrV"*?D,zITNNN=Tb)y>LrxP4F"^D"V

",x^kr IBM 6Q# b)>}"4ZyPu~Bw+fbT# rK,IBM ;\

##r5>b)LrDI?T"I,$Tr&\#C'g{G*K4U IBM &CLr

`LSZ*""9C"-zrV"&CLr,rITNNN=4F"^DMV"b)

y>Lr,x^kr IBM 6Q#

2b)5}LrD?]=4rdNN?VrNN\zz7,<Xk|(gBf(y

w:

©(s+>D{F)(j)# K?VzkGy] IBM +>Dy>Lr\zv4D# ©

Copyright IBM Corp. (dkj]). All rights reserved.
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g{z}Zi4>E"Dm=4q=,<,MJ+<}I\^(T>#

z7D5DunMu~

y]TBunMu~Zh9Cb)vfoDmI(#

JCT b)unMu~T0 IBM Web >cDNN9Cun#

vK9C

zIT*KvK9CxGL5T9C4Fb)vfo,+0aG#tyP(P

(yw#4- IBM Dw7mI,z;CV""T>b)vfordP?Vvf

o,2;CFwd]ow7#

L59C

zvIZs+>Z?4F"V"MT>b)vfo,+0aG#tyP(P(

yw#4- IBM Dw7mI,z;CFwb)vfoD]ow7,2;CZs

+>b?4F"V"rT>b)vford?Vvfo#

({ }G>mI(Pw7Zh,qr;CZhTb)vfordP|,DNNE"

"}]"m~rd{*6z(DNNmI("mI$r({,^[w>D9G

5,D#

;* IBM O*b)vfoD9Cap&d{fr_ IBM P(4}7qXOv

8>E",IBM +P(7zK&ZhDmI(#

;Pzj+q-yPJCD(IM(f,|(yPD@zvZ(IM(f,z

EITBX"vZrYvZCE"#

IBM Tb)vfoDZ];wNN#$#b)vfo“4V4”a),;=PN

NV`D(^[Gw>D9G5,D)#$,|(+;^Z5,DPXJzT

"GV8MJCZ3VX(C>D#$#

Lj

IBM"IBM UjM ibm.com G International Business Machines Corp. Z+@gm`>

(=x"aD"aLjrLj# d{z7M~q{FI\G IBM rd{+>DLj#

Web http://www.ibm.com/legal/copytrade.shtml Oa)K IBM LjDnBPm#

Adobe"Acrobat"PostScript MyPyZ Adobe DLjG Adobe Systems Incorporated

Z@zM/rd{zRrXxD"aLjrLj#

IT Infrastructure Library G Central Computer and Telecommunications Agency(|VZ

G Office of Government Commerce D;?V)D"aLj#

Intel"Intel Uj"Intel Inside"Intel Inside Uj"Intel Centrino"Intel Centrino Uj"

Celeron"Intel Xeon"Intel SpeedStep"Itanium M Pentium G Intel Corporation rdS

+>Z@zMd{zRrXxDLjr"aLj#

Linux G Linus Torvalds Z@zM/rd{zRrXxDLj#

Microsoft"Windows"Windows NT T0 Windows UjG Microsoft Corporation Z@

zM/rd{zRrXxDLj#

ITIL G"z~.Lq?D"aLjM7K"aLj,RQZ@z({MLjV"a#
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UNIX G The Open Group Z@zMd{zRrXxD"aLj#

Java MyPyZ Java DLjMUjG Oracle M/rdS+>DLjr"aLj#

Cell Broadband Engine G Sony Computer Entertainment Inc. Z@zM/rd{zRr

XxDLj"RZ1XmI$B9C#

Linear Tape-Open"LTO"LTO Uj"Ultrium M Ultrium UjG HP"IBM Corp. M

Quantum Z@zM/rd{zRrXxDLj#
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