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73Ev

IBM Security Key Lifecycle Manager Tbv=8DN=a)Kr/D\?z|\Z\

m&\,WZ20"?pM\m#

KD5Xchv20MdC IBM Security Key Lifecycle Manager 1XkjIDNq#

&\Ev

9C IBM Security Key Lifecycle Manager 4\m\?Dz|\ZMs5D$i#IT

\mTF\?"\?"GTF\?TM$i#

IBM Security Key Lifecycle Manager _PTBX|&\?~:

v yZG+DCJXF,|*X(Dh8ia)4P4("^DM>}HNqDmI

(#s`}mI(kX(Dh8i`X*#

v (}9CP5j<D\?\m%YwT-i (KMIP) +f"}]S\"xPT&D\

?\m,)9Th8D'V#

zIT9C IBM Security Key Lifecycle Manager <NC'gf44("dCMQw

S\Ts#b)TsCZr{O KMIP j<DM'zh8a)S\\?#

v * DS5000 f"~qwa)TF\?

Ta)x DS5000 f"~qwD\?xP\mM;dO,$#^Fh8(gEL}/

w)Ikd`X*Dzw/#zIT+h8k IBM Security Key Lifecycle Manager

}]bPDVPzw`X*#

v IBM Security Key Lifecycle Manager ~qw,SAD;vr`vh8DS\\?#

v *zzIDT){$i"(C\?M}]bPD\?*}]f"\?DO#

v g=(8]M4-,CZ#$X|}]Md{ IBM Security Key Lifecycle Manager

}],gdCD~M10}]bE"#

v g=(8]5CLr,CZZ IBM Security Key Lifecycle Manager H0f>

V1.0"V2.0"V2.0.1"V2.5 T0 IBM Encryption Key Manager V2.1 OKP8]Y

w#zITgYw53Z IBM Security Key Lifecycle Manager D10f>O4-b

)8]D~#

v Z20Zd(F I B M S e c u r i t y K e y L i f e c y c l e M a n a g e r H0f>

V1.0,"V2.0"V2.0.1"V2.5 T0 IBM Encryption Key Manager V2.1 i~#

v yZy!B~(IZI&YwM/r;I&Ywx"z)DsFG<#20rt/ IBM

Security Key Lifecycle Manager a+9(6p4ksFU>P#

v 'VtCKS\D 3592 Exz"LTO Exz"DS5000 f"~qw"DS8000 Turbo

Exz T0d{h8#

v 'V9C2~2+#i (HSM) 4f"CZ#$f"Z}]bPDyP\kM\?D

w\?#

v ;iCZgYw53T/4F10n/D~M}]DYw#K4F'VT@"Z~

qwDYw53M?<a9D==K!`v~qwOD IBM Security Key Lifecycle

Manager 73#
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v 'V9C LDAP(a?6?<CJ-i)~qwxPC'O$#zITdCNN

LDAP f"b(g IBM Security Directory Server r Microsoft Active Directory)P

D IBM Security Key Lifecycle Manager C'#

v ~qwdCr<,CZdC IBM Security Key Lifecycle Manager TxP SSL/TLS

UV#(} SSL UV,~qwMM'zh8IT("CZ2+(ED,S#

?p

IBM Security Key Lifecycle Manager ?pI;v20}L9I,C}LaU/E"T

CZ}]b<8"C'j6dCT0S Encryption Key Manager (F}](I!)#

Windows T0 Linux r AIX Hd{53OD?p
Z Windows 53T0ng Linux r AIX .`Dd{53O,IBM Security Key

Lifecycle Manager 20LraZ,;FczO?p IBM Security Key Lifecycle Man-

ager ~qwMXhDPd~i~#zXk7#KFcz_Pzc$w:XyhDZf"

&mwYHMICELUd#

IBM Security Key Lifecycle Manager IZrXFw73PDI1~qwOKP,+Z

wrr8]rXFwO;\'V#

20Ev

IBM Security Key Lifecycle Manager 20|(<8m~T0.sKP20Lr#

20 IBM Security Key Lifecycle Manager Dw*=hG:

1. f.20"n420$wm#kNDZ 53D:f.20;#

2. 20MdC IBM Security Key Lifecycle Manager#20V*TBWN:

a. i\WN,|(oT!qMrifeT0mI-ife#

b. DB2® M WebSphere® Application Server Pd~20WN,|(U/CZ20

DB2 M WebSphere Application Server DE"Dfe#Zzdkb)E"s,2

0Lr+ZKWN20 DB2"Pd~M IBM Security Key Lifecycle Man-

ager#

3. G<"i$20,bvyPJb#kNDZ 123D:G< URL Mu<C'j6;

MZ 903D:i$20;Tq!j8E"#

":201dI\a,}k!1#

< 1. Windows 53OT0ng Linux r AIX .`D53ODw*i~
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203qM^)|

TZV<=53,(}9C IBM® Passport Advantage® Web >c4q! IBM Secu-

rity Key Lifecycle Manager 20D~M^)|#9IT(}d{==4q!D~,}g,

(}I IBM z[zma)D DVD#

Passport Advantage Web >ca)Km~|,kND eAssemblies Tq!wV IBM z

7#

“^)PD”Web >c*53Dm~"2~MYw53a)^)M|B#Z“^)PD”Web

>cP"< IBM Security Key Lifecycle Manager ^)|#

IBM Security Key Lifecycle Manager D IBM Knowledge Center OD“20MdC”?

Va)PX20MdC IBM Security Key Lifecycle Manager T0X8Pd~z7D8

>E"#

20m~|<8

TZV<=53,20m~|IS DVD q!,r_(}BX;vr`v9uD~q

!#

S DVD 20

TZV<=53,*S DVD 20,k4PTB=h:

1. y]Yw53D*sekr0d DVD#

2. Z DVD Dy?<PR=20E>#

SBXDm~|20

V<=53D20m~|D~Gi5D~,dP|,20P9CDD~#xP“eImage

<integer>”j)Dm~|h*iO=FczOD3vY120?<P#}g,m~|j

)I\G eImage 1#Y120?<D76;\|,UqrXbV{#

*S eImage 3qxP20,kq-TBiO=h:

1. + eImage m~|D~BX=;v=cDY1?<P#

2. + eImage m~|PDyP9uD~9*=;v;,DY1?<P#

Windows 53

+Z;v eImage m~|b9u=kZ;v eImage m~|{F`%dDY

1S?<P#+sxm~|b9u=kZ;v eImage m~|{F(x;G

sxm~|D{F)`%dDS?<P#

}g,9CY1?< C:\mysklmV26download 4PTB=h:

a . WH,+ e I m a g e m~| 1 b9u=3vS?<,}g

C:\mysklmV26download\CZJF3ML#

b. ;s,+m~| 2 b9u= eImage m~| 1 4(D,;vS?<,

Z>>}P* C:\mysklmV26download\CZJF3ML#

c. +sxm~|b9u= eImage m~| 1 S?<,Z>>}P*

C:\mysklmV26download\CZJF3ML#
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Linux 53
Z Linux 53O,9uD~+1S9*=Y1?<P,x;amSm~|{

F#

AIX 53

Z AIX 53O,9uD~+1S9*=Y1?<,x;amSm~|{F#

Xk9C GNU tar 5CLrT eImage m~|xPb9u#k4PTB=

h:

a. STBX7BX"20 GNU tar 5CLr:

ftp://ftp.software.ibm.com/aix/freeSoftware/aixtoolbox/RPMS/ppc/tar/tar-1.22-

1.aix6.1.ppc.rpm

b. T?vm~|xPb9u#}g,*T{* CZJD7ML.tar DZ;v

eImage xPb9u,kKPTB|n:

/usr/bin/gtar -xvf CZJD7ML.tar

c. (}8(d{?v eImage X4C|n#

3. Zz9*20m~|DY1?<PiR"KP20D~#}g,iR:

v Windows 53:launchpad.exe

v d{53:launchpad.sh

Z3)f>D Linux Yw53O,19C DVD PD launchpad.sh |nt/2
0Lr1,I\a4=TBms{":

-bash: ./launchpad.sh: /bin/sh: bad interpreter: Permission denied

11!T/0dhC_P -noexec mI(1,a"zKJb#KP20Lr.

0,k|DmI(#}g,dk:

mount -o remount,exec /media/SKLM_LINUX_Base

*S^)|3qxP|B,kq-;Z http://www.ibm.com/support/fixcentral D IBM ^

)PD Web >cODTvD~8>E"#k9CTBj8E"CJC Web >c:

v z7i:Security Systems

v z7{F:IBM Security Key Lifecycle Manager
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f.20

XkHf.73"Kb IBM Security Key Lifecycle Manager Dhs,;sE\20y

hm~#

20 IBM Security Key Lifecycle Manager .0,kq-TB=h:

v 9CZ 933D:200$wm;PD$wm4ozxPf.#

v 7( IBM Security Key Lifecycle Manager XK(ZZ 23D:?p;PPv)#

v 7#53{O2~hs#PX|`E",kND

– Z 73D:V<=53D2~hs;

v 7#Yw53D6p}7,"RQ&CKyPXhD9!#kNDZ 83D:Yw

53hs;Tq!PXyhYw53f>DE"#

v 7#h*|BDG)Yw53DZKhC}7#kNDZ 103D:DB2 ZKhC;

Tq!j8E"#

v g{k*9CzT:H020D DB2 f>,k7# DB2 D1>&ZyhDm~6

p#kNDZ 93D:X8m~;Tq!PX\'VD DB2 f>DE"#

v 7(Gq*SOgf>D Encryption Key Manager (FdC#PX(FD|`E",

kNDZ 213D:(Ff.;#

v v(*CZ20 IBM Security Key Lifecycle Manager D20==:<N==r2,

==#kNDZ 413D:20`M;Tq!T20==Dhv#

HOME Md{?<d?D(e
IT*8(D5)(F HOME ?<#*?v?<d?D(ewv`&Df;#

Bm|,ZKE"P9CD1!(e,|m>wVz72076D HOME ?<6p#

b)Yw53(vZ=c}Cp{,;F* distributed systems)D path 1!5;,#

uo“V<=53”G8GsMz2~=(,|(vKFczM$w>#

v TZ Windows 53,1!5*:

– DB2

drive:\Program Files (x86)\IBM

– TZ}K DB2 DyP&CLr

drive:\

v TZ Linux M AIX 53,1!76* /opt#
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m 1. HOME Md{?<d?

?<d? 1!(e hv

DB_HOME Windows 53:
drive:\Program Files (x86)\IBM\

DB2SKLMV26

AIX M Linux 53:
/opt/IBM/DB2SKLMV26

|,K IBM Security Key Lifecycle

Manager D DB2 &CLrD?<#

DB_INSTANCE_HOME Windows
drive\db2adminID

}g,g{ drive D5* C:,"

R1! DB2 \m1* sklmdb26,

G4 DB_INSTANCE_HOME *

C:\SKLMDB26#

Linux M AIX®

/home/db2adminID

|,K IBM Security Key Lifecycle

Manager D DB2 }]b5}D?<#

WAS_HOME Windows
drive:\Program Files (x86)\IBM\

WebSphere\AppServer

Linux M AIX
path/IBM/WebSphere/AppServer

}g:/opt/IBM/WebSphere/AppServer

WebSphere Application Server w?<#

SKLM_HOME Windows
WAS_HOME\products\sklm

Linux M AIX
WAS_HOME/products/sklm

IBM Security Key Lifecycle Manager w

?<#

SKLM_INSTALL_HOME Windows
drive:\Program Files (x86)\IBM\

SKLMV26

Linux M AIX
path/IBM/SKLMV26

|, IBM Security Key Lifecycle Man-

ager mI$M(FD~D?<#

IM_INSTALL_DIR Windows
drive:\ProgramData\IBM\

Installation Manager

Linux M UNIX
/var/ibm/InstallationManager

IBM Installation Manager D20?<#

2~Mm~hs

zD73XkzcnM53hsE\20 IBM Security Key Lifecycle Manager#

"<D2~Mm~hsZ"<1G<7D#

mb,kND h t t p : / / p i c . d h e . i b m . c o m / i n f o c e n t e r / p r o d g u i d / v 1 r 0 / c l a r i t y /

softwareReqsForProduct.html ODj853hsD5#
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1. dk IBM Security Key Lifecycle Manager.

2. !qz7f>#}g 2.6#

3. !qYw53#

4. %wa;#

V<=53D2~hs
zXk7#KFcz_Pzc$w:XyhDZf"&mwYHMICELUd#

m 2. 2~hs

53i~ n!5* (i5**

53Zf (RAM) 4 GB 8 GB

&mwYH Linux M Windows 53
1.0 GHz %&mw

AIX 53
1.5 GHz(2 7)

Linux M Windows 53
3.0 GHz +&mw

AIX 53
1.5 GHz(4 7)

ICZ IBM Security Key

Lifecycle Manager MX8

z7(}g DB2)DE

LUd

16 GB 30 GB

/tmp r C:\temp PDI

CELUd

4 GB 4 GB

DB2 D /home ?<PD

ICELUd

7 GB 25 GB

DB2 D /var ?<PD

ICELUd

1 GB(Linux M UNIX Yw53

O)

1 GB MB(Linux M UNIX Yw

53O)

yPD~53<Xk<ITxP4kYw#

* n!5:b)5ItC IBM Security Key Lifecycle Manager Dy>9C#

** Fv5:Xk9COsD5TJOZzDzz73#nX|Dhs*a)c;D53Zf"

ICELM;;Ud#&mwYH`TxT,;.0DrXX*#

Z Linux M UNIX Yw53O,Xk+ DB2 z720=U?<P#g{8(*2076D?

<P|,S?<rD~,G4 DB2 20I\a'\#

Z Linux M UNIX Yw53O,$HOME ?<Ph* 4 GB DICUd#

Z Windows Yw53O,}K DB2 z7yhDICUd,9h*TBICUd:

v 40 MB(53}/wO)

v I73d? temp 8(D /temp D~PP_P 60 MB Ud

;'V20=3dDxg}/w/20DVxP#

g{`v53i~D20;C<Z,; Windows }/w/UNIX VxO,G4C}/w/VxO

DICUdXk\;]IyPb)i~#

f.20 7



Yw53hs
KP IBM Security Key Lifecycle Manager ~qwD?VYw53<_PnMDf>6

phs#

“Yw53hs”m7(K20DYw53hs:

m 3. Yw53hs

Yw53

9C DB2 $wi~qw
f V10.5.0.6

AIX V6.1 M V7.2(32 ;#=)#'VyZ POWER7 &mwD~qw#

v 64 ; AIX ZKGXhD#

v 9C AIX 6.1 <u6p 7 Service Pack 6#nM XL C/C++ KP16ph* xlC.rte 12.1.0.0

M xlC.aix61.rte 12.1.0.0 (r|_f>)D~#b)D~|,Z AIX m~|D 2008 j 6

B IBM C++ KP173i~P#

Windows Server 2012 on x86(64 ;#=),CZ:

v j<^)f

Windows Server 2012 R2 on x86(64 ;#=),CZ:

v j<^)f

Red Hat Enterprise Linux V6.0 Update 6.0 M V7.0 Update 3 on x86(64 ;#=)

Red Hat Enterprise Linux V6.0 Update 6.0 M V7.0 Update 3 (System z) on x86(64 ;#=)

SuSE Linux Enterprise Server V10 M V11 on x86(64 ;#=)

SuSE Linux Enterprise Server V11 (System z) on x86(64 ;#=)

":;*+ IBM Security Key Lifecycle Manager 20Z_PL/Yw53D53O#

Z Red Hat Enterprise Linux Yw53O20 IBM Security Key Lifecycle Manager .

0,k7#20TB<u5wPhvDXhb:https://www-304.ibm.com/support/

docview.wss?uid=swg21459143

Z AIX Yw53O20 IBM Security Key Lifecycle Manager .0,k7#20TB

<u5wPhvDXhb: h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t /

docview.wss?uid=swg21631478

Linux m~|
Z Linux Yw53P,IBM Security Key Lifecycle Manager h* compat-libstdc++

m~|,dP|, libstdc++.so.6#|9h* libaio m~|,dP|, DB2 }]b

~qwyhDl=b#

v libstdc m~|

*7(zGq_PCm~|,kKPTB|n:

rpm -qa | grep -i "libstdc"

g{420Cm~|,kZzD-<20iJOiR rpm D~,"xP20#

8 20MdC
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find installation_media -name compat-libstdc++*
rpm -ivh full_path_to_compat-libstdc++_rpm_file

v libaio m~|

*7(zGq_PCm~|,kKPTB|n:

rpm -qa | grep -i "libaio"

g{420Cm~|,kZzD-<20iJOiR rpm D~,"xP20#

find installation_media -name libaio*
rpm -ivh full_path_to_libaio_rpm_file

Z Red Hat Enterprise Linux 64 ;53O,DB2 20*sZKP db2setup .0Xk
20=v%@D libaio Lr|#b=vLr|y|{* libaio#+G,*20=v;

,D RPM D~:dP;vG i386 RPM D~,m;vG x86_64 RPM D~#

{C2+v? Linux
g{tCK2+v? Linux (SELINUX),G4aZ Linux Yw53Oa"z IBM Secu-

rity Key Lifecycle Manager Jb#

XZKNq

}g,IBM Security Key Lifecycle Manager ~qw KZI\a"z TCP/IP ,SJb#

*{C2+v? Linux,kZ20 Linux Yw53.s4PTB=h:

}L

1. `- /etc/selinux/config D~"hC SELINUX=disabled#

2. XBt/53#

3. S|nPKP sestatus,7#Q{C SELinux#

[root@localhost ~]$ sestatus
SELinux status: disabled

4. 20 IBM Security Key Lifecycle Manager#

X8m~

IBM Security Key Lifecycle Manager 9C`v'VLrMPd~Lr#

v :Java KP173 (JRE) hs;

v Z 103D:KP173hs;

v Z 103D:}]b(^Mhs;

v \'VD/@w(;fz720a))

ZV<=53O,IBM Security Key Lifecycle Manager +20y9CDPd~#g{

53OQ20K DB2,G4kNDZ 103D:}]b(^Mhs;PDj8E"#

7#Z UNIX Yw53O20 IBM Security Key Lifecycle Manager .020 Bash

Shell#

Java KP173 (JRE) hs
Java KP173 f>D IBM Security Key Lifecycle Manager hs!vZ9CDYw

53#
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ZV<=53O:

IBM Java KP173 f WebSphere Application Server a)#

ZyP53O,;'V9C4T IBM rd{)&LD@"20D Java™ *"$_|#

}]b(^Mhs

}]bD IBM Security Key Lifecycle Manager hs!vZ9CKDvYw53#

v V<=53:

KP IBM Security Key Lifecycle Manager ~qwD,;FczOD DB2 $wi~

qwf:

– IBM Security Key Lifecycle Manager 'VDd{V<=Yw53OD 10.5.0.6 M

44^)|#

":

- Xk9C IBM Security Key Lifecycle Manager 4\m}]b#*\b}],

=Jb,k;*9C}]b&CLrI\a)D$_#

- *Ka_ AIX 53O DB2 V10.5.0.6 DT\,k7#z20"dCK DB2 D

5 (http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/

com.ibm.db2.luw.admin.perf.doc/doc/t0054518.html) PhvD I/O jIKZ (IOCP)

m~|#

- g{T root C'Dm]ZYw53D}7f>20K DB2 $wi~qwfD

VP1>,G4IT9CVPD DB2 $wi~qwf#IBM Security Key

Lifecycle Manager 20Lr4lb=fZ DB2#Xk8( DB2 2076#

PX DB2 Hvu~D|`E",kND DB2 D5 (http://www-01.ibm.com/support/

knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.admin.cmd.doc/doc/r0059710.html)#

DB2 ZKhC:

7#h*|BDG)Yw53(g Linux Yw53)DZKhC}7#

20&CLr.0,kNDTB Web >cOD DB2 D5TKbb)ZKhC:

AIX 53
;h*NNhC#

Linux 53
PXZd{\'VD Linux 53O^D DB2 $wi~qwf V10.5.0.6 DZ

KN}D|`E",kND DB2 D5 (http://www-01.ibm.com/support/

knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.qb.server.doc/doc/

t0008238.html)#

Windows 53
;h*NNhC#

KP173hs

KP173D IBM Security Key Lifecycle Manager hs!vZ9CDYw53#

ZV<=53O:

WebSphere Application Server 8.5.5.7 MNNJCD^)|r APAR hs#
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IBM Security Key Lifecycle Manager |,"20 WebSphere Application Server#20

Zd,IBM Security Key Lifecycle Manager +^D WebSphere Application Server#6

X IBM Security Key Lifecycle Manager 1,K^D+}p9C`,~qwDz7vm#

*\bb)Jb,kq-TB8>:

v ;*+ IBM Security Key Lifecycle Manager 20Zd{z7a)D WebSphere Appli-

cation Server 5}P#

v ;*+d{z720Z IBM Security Key Lifecycle Manager a)D WebSphere Appli-

cation Server 5}P#

/@whs

XkZ/@wPtCa0 cookies M JavaScript T("k IBM Security Key Lifecycle

Manager Da0#

z720P;|,\'VD/@w#XkZKP IBM Security Key Lifecycle Manager

D,;FczO?p/@w#

m 4. \'VD/@w

/@w ^)| AIX W i n d o w s
Server 2012

W i n d o w s
Server 2012
R2

R e d H a t
E n t e r p r i s e
Linux

SuSE Linux Enter-
prise Server

M i c r o s o f t I n t e r n e t

Explorer V9.0

^

M i c r o s o f t I n t e r n e t

Explorer V10.0

^

M i c r o s o f t I n t e r n e t

Explorer V11.0

^

Firefox ESR V24.0 ^

Firefox ESR V31.0 ^

Firefox ESR V38.0 ^

\?$H*s

XkH<G\?$Hhs,;sY20MdC IBM Security Key Lifecycle Manager#

\'VD\?$HT0<kM<v^F

IBM Security Key Lifecycle Manager IT*h8a) 2048 ;r 1024 ;D\?#g

ZzID 1024 ;\kITLx9C#

m 5 PvK IBM Security Key Lifecycle Manager 'VD\?$H#

m 5. 'VD\?$H

<k PKCS#12 D~ <v PKCS#12 D~ \?zIs!(;)

G G 2048
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G< URL Mu<C'j6
*Z20 IBM Security Key Lifecycle Manager .slYt/,kq!G< URL T0

u< IBM Security Key Lifecycle Manager DC'j6M\k#

CJhs

T\m1(root C')m]20 IBM Security Key Lifecycle Manager#

;PZ Linux Yw53O,9ITG root C'm]20 IBM Security Key Lifecycle

Manager#

G< URL

9CG< URL CJ IBM Security Key Lifecycle Manager Web gf#IBM Security

Key Lifecycle Manager D\mXF(DG< URL *:

https://ip-address:port/ibm/SKLM/login.jsp

ip-address D5* IBM Security Key Lifecycle Manager ~qw D IP X7r DNS X

7#

port D5G IBM Security Key Lifecycle Manager ~qw CZl}ksDKZE#

g{z9C HTTPS X7,G4KZD1!5* 9080:

https://ip-address:9080/ibm/SKLM/login.jsp

;*9CsZ 65520 DKZ5#

Z Windows 53O,b)E";Z“*<”K%O#%w*< > yPLr > IBM Secu-
rity Key Lifecycle Manager 2.6#

WebSphere Application Server D\mXF(DG< URL *:

https://ip-address:port/ibm/console/logon.jsp

ip-address D5* WebSphere Application Server D IP X7r DNS X7#

port D5G WebSphere Application Server CZl}ksDKZE#

WebSphere Application Server E"feOD1!KZ* 9083#Z(FZd,r_g{

1!KZIZd{-re;K,G4 WebSphere Application Server aT/!qm;v

ICKZ#

“20jI”fe+8>Q* WebSphere Application Server dCKKZ#Windows *<

K%|,K;vu?,|9C}7DKZE,S= WebSphere Application Server#

%w IBM WebSphere > IBM WebSphere Application Server V8.5.5 > E*D~

> KLMProfile > \mXF(#

\m1C'j6M\k

20 I B M S e c u r i t y K e y L i f e c y c l e M a n a g e r +a)1!\m1C'j6

WASAdmin"SKLMAdmin M sklmdb26#
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m 6. \m1C'j6M\k

Lr C'j6 \k

V<=53

TZV<=Yw53,20XkI;G AIX r Linux 53 root C'r_ Windows 53\m1iI1D>X\mj6

KP#;*9CrC'j6420 IBM Security Key Lifecycle Manager#

I\PTB;vr`vC'j6:

IBM Security Key Lifecycle Man-

ager \m1

SKLMAdmin

w*TyPYwPj+CJ(Dw\m

1,KC'j6Z{*

klmSecurityOfficerGroup DiP_P

klmSecurityOfficer ,6C'G+#C'

j6;xVs!4#mb,k9C

sklmadmin#k9C SKLMAdmin C'j

64\m IBM Security Key Lifecycle Man-

ager#

9CK SKLMAdmin C'j6,zIT:

v i4"9C IBM Security Key Lifecycle

Manager gf#

v |D IBM Security Key Lifecycle Man-

ager \m1D\k#

+G,z;\:

v 4(;vr`vd{D IBM Security Key

Lifecycle Manager \m1C'j6#

v 4P WebSphere Application Server \m

1Nq,Hg4(rVdG+#

v t/r#9~qw#

Z20Zd8("2+f"\k#

f.20 13



m 6. \m1C'j6M\k (x)

Lr C'j6 \k

WebSphere Application Server \

m1

WASAdmin

C'j6;xVs!4#mb,k9CZ

20Zd8(D wasadmin rC'j6#

;*9C:

v SKLMAdmin C'j64\m WebSphere

Application Server#

v WASAdmin C'j64\m IBM Secu-

rity Key Lifecycle Manager#WASAdmin

C'j6;P*9C IBM Security Key

Lifecycle Manager DG+#

K\m1C'j6G WebSphere Applica-

tion Server C'j6#

9CK wasadmin C'j6,zIT:

v vi4"9C WebSphere Application

Server gf#

v 4(;vr`vd{D IBM Security Key

Lifecycle Manager \m1C'j6"iM

G+#

v XCyP IBM Security Key Lifecycle

Manager C'j6(| (SKLMAdmin

\m1)D\k#

v t/M#9~qw#

+G,z;\:

v 9C IBM Security Key Lifecycle Man-

ager jINq#}g,^(4( IBM

Security Key Lifecycle Manager h8i#

v 4Pd{h*CJ IBM Security Key

Lifecycle Manager }]DNq#wasadmin

C'j6;\T,6C'Dm]CJ

IBM Security Key Lifecycle Manager }

]#

Z20Zd8("2+f"\k#

9Ck#$ SKLMAdmin C'j6D`,

=(#$ W A S A d m i n C'j6#

W A S A d m i n C'j6P(XC

SKLMAdmin \k"*BD IBM Security

Key Lifecycle Manager C'4("Vdm

I(#

IBM Security Key Lifecycle Manager DB2 }]b
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m 6. \m1C'j6M\k (x)

Lr C'j6 \k

}]b5}yP_ Windows 53T0ng AIX r Linux .
`D53:1!5* sklmdb26#ITZ2

0Zd8(m;v5#Kj6G}]b5

}yP_D201!C'j6#

;*8($HsZ 8 vV{DC'j6#

5}{F2* sklmdb26#

g{ DB2 ;Z AIX r Linux H53O,

zDC'j6Xk;Z bin r root C'i

P,r_;ZdI1|, root C'Dd{

iP#

g{* IBM Security Key Lifecycle Man-

ager }]b9CKVPDC'j6,G4C

C'j6;\5Pd{}]b5}#

": 8( DB2 DVP1>DC'j6

1,;*9C,V{ (-) rB._ (_) V

{#

Z20Zd8("2+f"\k#K\k

GYw53\k#g{|DKYw53D

\k,G4Xk|DK\k#

PX|`E",kNDZ 583D:ZV<

=53OXC\k;#.

}]b5} \m1j6 sklmdb2 5P{* sklmdb26

D DB2 5}#

sFD~

IBM Security Key Lifecycle Manager P;v#fsF}]D1!?<#;C!vZ9

CDGDvYw53#

V<=53

Z S K L M _ H O M E / c o n f i g / S K L M C o n f i g . p r o p e r t i e sD~P,`-

Audit.handler.file.name tTIhCK?<#1!5*:

Audit.handler.file.name=logs/audit/sklm_audit.log

C'G+

IBM Security Key Lifecycle Manager a)K,6C'(klmSecurityOfficer M

klmGUICLIAccessGroup)G+"a)K(}8(|`\^\mG+4zci/hsD

=(#1!ivB,SKLMAdmin C'j69C klmSecurityOfficer G+#

TZ8]M4-Nq,IBM Security Key Lifecycle Manager 920Ku<ivB;P

C'j6D klmBackupRestoreGroup#20 IBM Security Key Lifecycle Manager +4

($(eD\m1"Yw1MsF1i4\m LTO Exz#

WASAdmin C'j6P(4(MVdb)G+,"IT|DNN IBM Security Key

Lifecycle Manager \m1D\k#** IBM Security Key Lifecycle Manager hC\

m^F,k9C WebSphere Integrated Solutions Console OD WASAdmin C'j644

(G+"C'Mi#+G+MC'Vd=i#}g,zI\4(K;vi,"VdK
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C'MCZ^FC'n/DG+,v*\m LTO Exz#zXk*BC'Vd;vG

+,;sCC'E\"TG< IBM Security Key Lifecycle Manager#

*<.0,kjITBNq:

v 7(si/Zh8\m=fyhD^F#

}g,zI\7(X(h8i_P|T:D\m#

v @cZ;(1ddtZI\h*`Yv\mC'#*=c9C,k<G8(iMG

+48({GDNq#

}g,zIT8(;v_P\^DmI(6'DiTv\m 3592 Exz#

ICDmI(

20 IBM Security Key Lifecycle Manager +4( SKLMAdmin C'j6,CC'j

6_Pw*1!,6C'D klmSecurityOfficer G+#20wL9r\mG+D

WebSphere Application Server Pm?pK$(eDmI(#

IBM Security Key Lifecycle Manager PDmI(ITtCYwrtCTh8iD9C#

IBM Security Key Lifecycle Manager PD;vG+G;vr`vmI(#+G,Z

WebSphere Application Server <NC'gfP,uoG+|, IBM Security Key

Lifecycle Manager mI(MG+#

":20+4(TB1!i:

klmSecurityOfficerGroup
20+rKiVd klmSecurityOfficer G+#klmSecurityOfficer G++f

;{F* klmGroup DiPH0D klmApplicationRole G+#

klmSecurityOfficerGroup +f; klmGroup#

klmSecurityOfficer G+_P:

v T Z 173Dm 7 M Z 183Dm 8 PhvD{vmI(/OMh8iD

root CJ(#

v TI\4(DNNG+rh8iDmI(#

v suppressmonitor G+#

WebSphere Application Server a) suppressmonitor G+TZ WebSphere

Integrated Solutions Console Ds0qP~X IBM Security Key Lifecycle Man-

ager \m1;9CDNq#~XDnk&CLr~qw`X*,|(2+T

"JOoOMC'MiD~PPD WebSphere Application Server \mNq#

klmBackupRestoreGroup
8]M4- IBM Security Key Lifecycle Manager#

LTOAdmin
9C|(4("i4"^D">}"q!(<v)"8]MdCZZDYw\

m LTO h85PPDh8#

LTOOperator
9C|(4("i4"^DM8]ZZDYwT LTO h85PPDh8xPY

w#
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LTOAuditor
9C|(i4MsFZZDYwT LTO h85PPDh8xPsF#

klmGUICLIAccessGroup
rC'a) IBM Security Key Lifecycle Manager <NC'gfM|nPgf

DCJ(#?vz7C'<XktZCi#

":}KTKiDCJ(,9XkrC'a)d{CJ(T9dI*&\z7

C'#

_P m 7 PDNb;vmI(DC'ITi4:

v SKLMConfig.properties D~P(eD IBM Security Key Lifecycle Manager +Vd

CN}#

v \?~qwMON8]UZ#

m 7. YwmI(

mI( tCTBYw

kh8i;

`X kh8i`X*

klmCreate 4(,x;Gi4"^Dr>}

Ts#

klmDelete >}Ts,x;Gi4"^Dr

4(Ts#

klmGet <vM'zh8D\?r$i#

klmModify ^DTs,x;Gi4"4(r

>}Ts#

klmView i4Ts,+;\4(">}r

^DTs#}g,zXk_PK

mI(E\i4*Z<NC'g

fO4PDNq#

klmAdminDeviceGroup \m#4(h8i,hC1!N

},i4M>}UDh8i#K

mI(;a)Th8"\?r$

iDCJ(#

klmAudit (}9C tklmServedDataList |

n4i4sK}]#

klmBackup 4(M>} IBM Security Key

Lifecycle Manager }]D8]#

klmConfigure DAM|D IBM Security Key

Lifecycle Manager dCtT,r

Z SSL $iOYw#mS"i4

"|Br>}\?b#

klmRestore 4- IBM Security Key Lifecycle

Manager }]D.0D8]1>#

k l m S e c u r i t y O f f i c e r G+9TyPh8iDmI(_P r o o t CJ(#
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m 8. h8i

mI( JmTTBTsxPYw

LTO LTO h85P

TS3592 3592 h85P

DS5000 DS5000 h85P

DS8000 DS8000 h85P

BRCD_ENCRYPTOR BRCD_ENCRYPTOR h8i

ONESECURE ONESECURE h8i

ETERNUS_DX ETERNUS_DX h8i

XIV XIV h8i

IBM_SYSTEM_X_SED IBM_SYSTEM_X_SED h8i

IBM Spectrum Scale(0m*

GPFS)

IBM Spectrum Scale h8i

GENERIC GENERIC h85PPDTs#

userdevicegroup y] LTO .`D$(eh85PV/4(DC'(eD5

},}g,myLTO#

IBM Security Key Lifecycle Manager k LDAP D/I
zIT+ IBM Security Key Lifecycle Manager k LDAP C'f"b/I#XkdC

LDAP f"bTCJ IBM Security Key Lifecycle Manager ~qw"~qw API M

CLI#

zITdCNN LDAP f"b(g IBM Security Directory Server r Microsoft Active

Directory)PD IBM Security Key Lifecycle Manager C',TCJ IBM Security Key

Lifecycle Manager ~qw"wC~qw API M CLI#Xk+ LDAP C'f"bmS

= WebSphere Application Server D*Of"b"xPdC#IBM Security Key Lifecycle

Manager 9C&CLriT IBM Security Key Lifecycle Manager &\?F5)yZG

+DZ(#*9 IBM Security Key Lifecycle Manager C'Z LDAP C'f"bPK

P IBM Security Key Lifecycle Manager &\,CC'XkGX( IBM Security Key

Lifecycle Manager &CLriDI1#

20 IBM Security Key Lifecycle Manager 1,+Z WebSphere Application Server *

Of"bPDyZD~D1!f"bZ4(&CLriMC'#r WebSphere Applica-

tion Server *Of"bPmS LDAP C'f"bs,Xk9 LDAP C'I* IBM Secu-

rity Key Lifecycle Manager &CLriDI1#^(9 LDAP C'I*1!yZD~

Df"bPiDI1#

ZyZD~Df"bM LDAP f"b.d;I\fZgf"biI1Jq#+G,g

LDAP f"bMyZ}]bDf"bI\fZgf"biI1Jq#rK,k4(yZ

}]bDf"b"ZKf"bP4(yP IBM Security Key Lifecycle Manager &CL

r#+a}%yZD~Df"bPfZD&CLri#

;)4(yZ}]bDf"b"+ IBM Security Key Lifecycle Manager &CLrim

S=Kf"b,4I9 LDAP f"bPDC'I*yZ}]bDf"bP IBM Secu-
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rity Key Lifecycle Manager &CLriDI1#;s,C'ITG<= IBM Security

Key Lifecycle Manager &CLr"KP IBM Security Key Lifecycle Manager &CL

r&\#

PX LDAP dCNqDE",kND“\m”?V#
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(Ff.

20Kf>D IBM Security Key Lifecycle Manager .0,k7((FH0f>D IBM

Security Key Lifecycle Manager,9G(F Java =(D Encryption Key Manager i~

PDH0dC}]#

z9IT9Cg=(8]5CLrT IBM Securi ty Key Lifecycle Manager

V1.0"V2.0"V2.0.1 M V2.5 HIfT0 Encryption Key Manager V2.1 KP8]Yw

T8]X|}]#zITZ IBM Security Key Lifecycle Manager V2.6 O+b)8]

D~4-=k8]44;,DYw53#PX|`E",kNDIf IBM Security Key

Lifecycle Manager D8]M4-Yw#

":Encryption Key Manager i~v'V English oT73#rK,XkZ"ooT7

3P4PS Encryption Key Manager = IBM Security Key Lifecycle Manager D(F#

v IBM Security Key Lifecycle Manager V2.5 FP3 r|Bf>#

20 IBM Security Key Lifecycle Manager V2.6 1lb=Ogf>D IBM Security

Key Lifecycle Manager#20aT/(Fd}]#

g{ IBM Security Key Lifecycle Manager V2.5 (F'\,G4a#tI&(F=

hDG<#KP(FV4E>+S(F}LP"zmsDc*<#

":S IBM Security Key Lifecycle Manager V2.5 (F= V2.6 1,Xk+ IBM Secu-

rity Key Lifecycle Manager ~qwKZES 9080 |D*ICDNNd{KZE,}

g,9180#9Xk|D WebSphere Application Server D20?<{F,}g,

WebSphere26#

v IBM Security Key Lifecycle Manager V2.0.1 r|_f>D^)|#

20 IBM Security Key Lifecycle Manager V2.6 1lb=Ogf>D IBM Security

Key Lifecycle Manager#20aT/(Fd}]#

g{ IBM Security Key Lifecycle Manager V2.0.1 (F'\,G4a#tI&(F

=hDG<#KP(FV4E>+S(F}LP"zmsDc*<#

v IBM Security Key Lifecycle Manager V2 ^)| 4 r|_f>#

20 IBM Security Key Lifecycle Manager V2.6 1lb=Ogf>D IBM Security

Key Lifecycle Manager#20aT/(Fd}]#

g{ IBM Security Key Lifecycle Manager V2.0 (F'\,G4a#tI&(F=

hDG<#KP(FV4E>+S(F}LP"zmsDc*<#

v IBM Security Key Lifecycle Manager V1 ^)| 3 r|_f>#

20 IBM Security Key Lifecycle Manager V2.6 1lb=Ogf>D IBM Security

Key Lifecycle Manager#20aT/(Fd}]#

g{ IBM Security Key Lifecycle Manager V1 (F'\,G4a#tI&(F=h

DG<#KP(FV4E>+S(F}LP"zmsDc*<#
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v Encryption Key Manager V2.1

* V2.1 tCK(F,+G;P*|gf>D Encryption Key Manager tC(F#

(FdCD(;zaGZ20 IBM Security Key Lifecycle Manager Zd,r_Z2

0s,|D IBM Security Key Lifecycle Manager dC.0"4xP(F#

g{ Encryption Key Manager V2.1 (F'\,G4;a+NN}](F= IBM Secu-

rity Key Lifecycle Manager }]b#a7zyPQwvD|D#

g{20Lr(F'\,G4ITZKv20sS SKLM_HOME\migration\bin ?<PV

/KP IBM Security Key Lifecycle Manager V2.6 (F5CLr#

v KP migrate.bat r migrate.sh T+ Encryption Key Manager V2.1 (F= IBM

Security Key Lifecycle Manager#Zng Linux r AIX .`D53O,k7#T root

C'm]G<,;sYKP migrate.sh#

v Z SKLM_HOME\migration ?<PKP migrateToSKLM.bat r migrateToSKLM.sh T
+ IBM Security Key Lifecycle Manager H0f>(F= V2.6#Zng Linux r AIX

.`D53OKP migrateToSKLM.sh .0,k7#zT root C'm]G<#

k;*KPI\ZK?<P4=Dd{ *.bat 5CLr#b)5CLrv)T/20w

L9C#

(F0

*<.0,k7#zDs5JmY1]#\?a)n/;N1d#

9h*CZbTD1d047#BD IBM Security Key Lifecycle Manager _PZ{D

\?Mzk*(FDd{dCtT#

kjITBu=Nq:

ELUdhs
+ IBM Security Key Lifecycle Manager H0f>(F= IBM Security Key Lifecycle

Manager V2.6 .0,ki$53OGqPc;DELUd#

b)ELUdhsGnbD,;|,Z20Lry7(DCZ20 IBM Security Key

Lifecycle Manager V2.6 0dX8m~ WebSphere Application Server M DB2 DEL

UdhsP#

h*nbDELUd,r*(FLr+KPTBNq:

v +C'SH0f>(F= V2.6#

v +H0f>D}]bPD}]F/=BD IBM Security Key Lifecycle Manager }]

b#

v +\?bPDyP\?F/= IBM Security Key Lifecycle Manager }]b#

g{z7(ELUd;c,kvSVxODELUdrL{#Xk7(ELUdh

s,b|(7(\?}?My&mD}]?#
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7(ELUdhs

*7(ELUdhs,k4PTB=h:

Windows 53

1. (}dkD~ %SYSTEMDRIVE%\tklmtemp\db2srcit.txt DZ]47( IBM

Security Key Lifecycle Manager H0f> V1.0"V2.0"V2.0.1 r V2.5 2

0PDTBtT#}g:

DB2ADMIN=tklmdb2
DB2DBNAME=tklmdb
DB2ADMINID=tklmdb2
DB2PORTSTART=50010
DB2INSTALLDIR=C:\IBM\tklmV2db2\
INSTANCEHOME=C:

2. 7( IBM Security Key Lifecycle Manager H0f>20}]byZDL{#

4,INSTANCEHOME tTD5#9C Windows J4\mw,7({F*

TKLMDB2 DD~PDs!#

":Fc_P}]bD}/wP*CZ(FDnbUdGq* TKLMDB2 D~

PD}6#

3. 9CZ 243D:7(\?}Ma)D}];PD=h47(\?}Mh8

sK}]#(F\?Ma)D}]1aZ <IM App Data Dir>/logs/

sklmLogs D~PPzIU>#

":Fc20K IBM Security Key Lifecycle Manager V2.6 D Windows }

/wOyhDnbUdGq*TB=vKcDa{.M:

v \?}KT 5 KB

v a)D}]}KT 1 KB

ZdM20P,(Fd{n(}g,h8Mi);azInbDELUd

hs#

ng Linux r AIX .`D53

1. (}dkD~ /tklmtemp/db2unix.srcit DZ]47( IBM Security Key

Lifecycle Manager H0f> V1.0"V2.0"V2.0.1 r V2.5 20PDTBt

T#

dMD~PI\|,TBu?:

export DB2ADMIN=tklmdb2
export DB2DBNAME=tklmdb
export INSTANCEHOME=/home/tklmdb2

2. li INSTANCEHOME tTD547(}]byP_Dw?<#dkTB|n

47(w?<PDELUd:

du –k /home/sklmdb2/sklmdb2

":

Fc_P}]bDELVxP*CZ(FDnbUdGq* /home/sklmdb2/

sklmdb2 D~PD}6#

3. 9CZ 243D:7(\?}Ma)D}];PD=h47(\?}Mh8

sK}]#(F\?Ma)D}]1aZ <IM App Data Dir>/logs/

sklmLogs D~PPzIU>#
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":Fc20K IBM Security Key Lifecycle Manager V2.6 DFczOD

ELVxPyhDnbUdGqGTB=vYwD\M:

v \?}KT 5 KB

v a)D}]}KT 1 KB

ZdM20P,(Fd{n(}g,h8Mi);azInbDELUd

hs#

7(\?}Ma)D}]

*7(\?}Ma)D}],k4PTB=h:

Windows 53

1. dk:

d2cmd
set DB2INSTANCE=sklmdb2
db2 connect to tklmdb user sklmdb2 using password

dP:

tklmdb
I DB2DBNAME tT7(#

sklmdb2
I DB2ADMIN tT7(

password
}]bD\k#

2. 7(*(FD\?}#dk:

db2 "SELECT COUNT(UUID) FROM KMT_KEY"

3. 7((Fyf0D&m}]?#dk:

db2 "SELECT COUNT(*) FROM KMT_DEVAUDIT"

4. Kva0#dk:

db2 terminate

ng Linux r AIX .`D53

1. dk:

. ~sklmdb2/sqllib/db2profile
db2 connect to tklmdb user sklmdb2 using password

dP:

tklmdb
I DB2DBNAME tT7(#

sklmdb2
I DB2ADMIN tT7(

password
}]bD\k#

2. 7(*(FD\?}#dk:

db2 "SELECT COUNT(UUID) FROM KMT_KEY"

3. 7((Fyf0D&m}]?#dk:
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db2 "SELECT COUNT(*) FROM KMT_DEVAUDIT"

4. Kva0#dk:

db2 terminate

>}Fc

Yh IBM Security Key Lifecycle Manager V2.6 20Z1!;C /opt/IBM/WebSphere/

AppServer P,"RELVx* /opt#}]b5}yP_Dw?<* /home/

sklmdb2,ELVx* /home#

7(TB5:

v }]bPD\?} = 84000

v a)D}]Pm = 100000

v dk|n du -k /home/sklmdb2/sklmdb2 +5X5 173712#

FcyhDnbELUd:

v Z /opt VxP

(84000 * 5) + (100000 * 1) = 520000 KB

v Z /home VxP

(3 * 173712) = 521136 KB

}]?

7(GqfZs?}]h*(F#Z(Fn/Zd,(FVP}]bI\n`h*1

0ELUd9C?D 4 6#

KELUdDs?VGZ(FI&sMED#zI\9h*|D Z 73D:V<=53

D2~hs; PyvDZfhC#

Encryption Key Manager dC
(F.0,XkQ}7hC Encryption Key Manager dC,"RXkG}#KPDd

C#

k4PTB=h:

v "B"#9 Encryption Key Manager ~qwT7#;P*'}]#

v 8]_Pzk*(FDdC}]D~qw#(FD}]P|,TBD~:

– dCtTD~

– IdCtTD~}CD\?M$i

– }/wm

– dCtTD~8rDI!*}]D~

– I!\?iD~

v #9 Encryption Key Manager#(FZd\?a);\&Zn/4,#

IBM Security Key Lifecycle Manager V2.6 hs
(F.0,k7# IBM Security Key Lifecycle Manager V2.6 zcTBHvu~:

(F0,k4PTB=h:
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v 7#QT*(FDf>D IBM Security Key Lifecycle Manager &CKnBD^)|#

v 8] IBM Security Key Lifecycle Manager H0f> V1.0"V2.0"V2.0.1 r V2.5#

Kb,8]yP1>#g{(F'\,zI\h*S8]1>4- IBM Security Key

Lifecycle Manager H0f>#

":+ IBM Security Key Lifecycle Manager I&(F= V2.6 .s,(}9C CLI

|n"<NC'gfr REST SZ4(DH0f>8]D~^(CZ4- IBM Secu-

rity Key Lifecycle Manager V2.6#

zIT9C IBM Security Key Lifecycle Manager V2.6 D8]5CLr*H0f>

4(g=(f]8]D~#;s,ITZ IBM Security Key Lifecycle Manager V2.6

53OSH0f>4-b)8]D~#

v i$Gq_P}#KPD IBM Security Key Lifecycle Manager H0f> V1.0"V2.0

r V2.0.1 53T0QdCD\?b#g{4dC\?b,G4(F+'\#

v 1 V2.6 20}L}% IBM Security Key Lifecycle Manager H0f>1,(F}L

;a}%H0f>D8]?<#

+G,g{ IBM Security Key Lifecycle Manager H0f>D8]?<G Tivoli Inte-

grated Portal ~qw ?<76PDSD~P,G46X Tivoli Integrated Portal 12

a}% IBM Security Key Lifecycle Manager 8]?<#

v (F}L;a}% IBM Security Key Lifecycle Manager DH0f>#*}%H0f

>,kq-w*(F4D IBM Security Key Lifecycle Manager f>D6X8>E"#

":r* IP KZZ=vf>d2m,yTkp,1KP=vf>#

v #9 IBM Security Key Lifecycle Manager MyP1>~qw#(FZd\?a);

\&Zn/4,#

v ;\T IBM Security Key Lifecycle Manager }]b9CxPXbV{D\k#z;

\9CV8V{(A-Z M a-z)"}VV{ (0-9)"B._ (_) M,V{ (-)#g{z

.0^DK\k,G4kZ(F0|D\kTv9C(FJmDV{/#(Fs,

zITXC\k49CXbV{#

v (FZd,k-#li <IM App Data Dir>/logs/sklmLogs/migration.log D~T

7((FDxH#g{(F'\,kKP(F5CLr4+{""M= migration.log

D~M|nPgf#

v *\bZ(F}LP"zms,k;*Z(F}L.bt/r#9 DB2 ~qw r

Tivoli Integrated Portal ~qw#kpPO(F}L#

v ^[Z2,20==9G<N20==BD(F}LP,Tivoli Integrated Portal ~q

w"Tivoli Key Lifecycle Manager ~qwM Tivoli Key Lifecycle Manager DB2 }

]b~qw<Xk&ZKP4,#

IBM Security Key Lifecycle Manager V2.5 = V2.6 (F

g{*Z Windows r Linux 53(dP20K 32 ;D Installation Manger)OS V2.5

(F,kjITB=h#

<N==20

1. BX20|,"+db9u=z!qD?<P#

2. r*|na>{#
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3. *= disk1 ?<,"Z8( reinstallIM N}DivBKP reinstallIM
E>#

Windows
C:\disk1> reinstallIM.bat -reinstallIM

Linux
/opt/disk1> reinstallIM.sh -reinstallIM

4. SU={"“Execution Completed”.s,kKPTB|nT20 V2.6#

Windows
C:\disk1> install.bat

Linux
/opt/disk1> install.sh

2,20

1. BX20|,"+db9u=z!qD?<P#

2. r*|na>{#

3. *= disk1 ?<,"Z8( reinstallIM N}DivBKP reinstallIM
E>#

Windows
C:\disk1> reinstallIM.bat -reinstallIM

Linux
/opt/disk1> reinstallIM.sh -reinstallIM

4. SU={"“Execution Completed”.s,kKPTB|nT4P2,20#

":zXk|B(Fl&D~PDN},9dk(FhC%d#

Windows
C:\disk1> silent_install.bat <migration_response_file>

Linux
/opt/disk1> silent_install.sh <migration_response_file>

Encryption Key Manager D(Fhs
ITS Encryption Key Manager (F= IBM Security Key Lifecycle Manager .0,

h*zc;)X(hs#zITv(F Encryption Key Manager V2.1#

v + Encryption Key Manager dCD~MyPd{`XD~4F=Q20 IBM Secu-

rity Key Lifecycle Manager V2.6 D?j53O#

v `- Encryption Key Manager dCD~,+N}D`TD~76|D*xT76#

v v+;v Encryption Key Manager ~qw(F=;v IBM Security Key Lifecycle

Manager ~qw#*(FZ~v Encryption Key Manager,k9CZ~v IBM Secu-

rity Key Lifecycle Manager ~qw#

v Encryption Key Manager ~qwMSU(FD}]D IBM Security Key Lifecycle Man-

ager ~qwXkZ`,DwzO#(Fs,IBM Security Key Lifecycle Manager ~

qw a9C Encryption Key Manager ~qw.09CD\?b"TCP KZM SSL

KZ#

v (Fh*=vtT:
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– config.keystore.file

– TransportListener.ssl.keystore.name

v *(F\?D~,g{zD Encryption Key Manager dC*+\?ik LTO Ex

zdO9C,G4k7# config.keygroup.xml.file tTfZZ Encryption Key

Manager tTD~P,"R8(*xT76#

KtTI\;ZCtTD~P,r* Encryption Key Manager I\9CSPt/

Encryption Key Manager D1!?<PDD~#

":

z9IT9Cg=(8]5CLrT IBM Securi ty Key Lifecycle Manager

V1.0"V2.0"V2.0.1 M V2.5 HIfT0 Encryption Key Manager V2.1 KP8]Yw

T8]X|}]#zITZ IBM Security Key Lifecycle Manager V2.6 O+b)8]

D~4-=k8]44;,DYw53#PX|`E",kNDIf IBM Security Key

Lifecycle Manager D8]M4-Yw#

S IBM i 53(F Encryption Key Manager
zI\h*H+ Encryption Key Manager Sng IBM i .`D53(F=d{Yw5

3,;sE\+ Encryption Key Manager (F= IBM Security Key Lifecycle Man-

ager#

k4PTB=h:

1. Z IBM i 53O,\?Xk;Z JCEKS \?bP#qr,zXkH+\?F/

= JCEKS \?b#

2. +Xk*BYw53|BD JCEKS \?bM Encryption Key Manager tTD~S

IBM i 53FA IBM Security Key Lifecycle Manager V2.6 'VD53#

3. 9CyF/D\?bMQ^DtTD~Z IBM Security Key Lifecycle Manager V2.6

'VD53OhC Encryption Key Manager#

4. k7# Encryption Key Manager \;ZBD53O}#KP#

5. Z20 IBM Security Key Lifecycle Manager V2.6 D}LP,SBD Encryption Key

Manager (F= IBM Security Key Lifecycle Manager V2.6#zITv(F Encryp-

tion Key Manager V2.1#

":*q! Encryption Key Manager V2.1,k*5 IBM m~'V,X7*:http://

www.ibm.com/software/support

S;\'VD Linux Yw53(F
9C“(F8]$_”5CLrT IBM Security Key Lifecycle Manager V2.6 ;'VD

Yw53 Red Hat Enterprise Linux V4.0"V5.0 M SuSE Linux Enterprise Server V9.0

OKPDH0f> V2.0 r V2.0.1 xP(F#

(F}L

Xk4PTB=hE\(F= IBM Security Key Lifecycle Manager V2.6:

1. 7#H0f> V2.0 r V2.0.1 Z;\'VDYw53OQ20R}ZKP#
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2. KP(F8]$_#kNDZ 303D:KP(F8]$_;#

K=h+4(;v(F8] JAR D~#

3. Z\'VDYw53 Red Hat Enterprise Linux V5.0 r SuSE Linux Enterprise Server

V10 O20 IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1#\'

VDYw53ODC'"\kM20;CHhCXk`FZ;\'VDYw53O

DhC#

4. +(F8] JAR D~4F=\'VDYw53OD53P#

5. 9C<NC'gfr|nPgfT(F8] JAR D~4P4-Yw#kNDZ 30

3D:4-(F8]D~;#

6. 20 IBM Security Key Lifecycle Manager V2.6 1albK53P$20DH0f

> V2.0 r V2.0.1 "KP(F}L#

(F8]$_D;C

b9u IBM Security Key Lifecycle Manager 20Lr3q sklm_v26_linux_64.tar.gz,
ITZ /disk1/UnsupportedPlatformMig D~PPR=(F8]$_#k+

UnsupportedPlatMig.jar M dbmigbackup.sh D~4F=;\'VDYw53OD53
P#+ dbtklmrestore.sh D~4F=\'VDYw53OD53P#

4T(F8]$_D5Xk

(F8]$_a5XTB3v5Xk:

5Xk hv

0 I&

1 8(D8]D~*U"?<r;fZ#

2 ^(4(Y1?<#

3 S8] jar b9uD~1"z IO ms#\kI\;}7#

4 A!8]D~PDe%1"zms#CD~I\;G8]D~#

5 ^(A! TIP tT#

6 KP(F}]b8]E>1"zms#kli dbmigbackup.log D~Gqf

ZJb#

80 >}Y1?<1"zms#

99 C(;}7#N}*8]D~{FM76(8]D\k)MI!D WAS_HOME

(4 TKLM D20?<)#

100 "zKbbDl##

g{5Xk* 0,G4(F8]$_aZ-<8] JAR D~yZD;C4(;v(F

8] JAR D~,}g:

tklm_v2.0.1.0_20130318223754+0530_backup_mig.jar#

g{5Xk;G 0,G4kk~qES*5Tq!'V#Xk+TBU>D~"Mx'

VES:

wT zIZ /UnsupportedPlatformMig/logs ?<P#

dbmigbackup
zIZ /UnsupportedPlatformMig ?<P#
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KP(F8]$_
g{ IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1 20Z;\'V

DYw53O,G4XkZ53PKP(F8]$_#KPK$_1,azI;v(

F8] JAR D~#

XZKNq

Xk*TBN}8(5:

v 8]D~{M76

v 8]D~D\k

v WAS_HOME,IBM Security Key Lifecycle Manager H0f>D20?<(I!N})#

}L

1. BX IBM Security Key Lifecycle Manager Linux 20Lr3q"+db9u#

2. g{ IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1 20Z;\

'VDYw53P,G4k+ UnsupportedPlatMig_1.0.0.jar M dbmigbackup.sh
D~4F=53P#

3. hC73d? JAVA_HOME M CLASSPATH "KPC$_#

export JAVA_HOME=/opt/ibm/java2-i386-50
export PATH=$JAVA_HOME/bin:$PATH
export CLASSPATH=/UnsupportedPlatformMig/UnsupportedPlatMig_1.0.0.jar:
$CLASSPATH

>}

[root@sourceRHL4U8 /]# cd /UnsupportedPlatformMig/
[root@sourceRHL4U8 UnsupportedPlatformMig]#
java com.ibm.tklm.migration.unsupportedplatmig.MigrationBackup
/Backup/tklm_v2.0.1.0_20130318223754+0530_backup.jar passw0rd
/opt/IBM/tivoli/tiptklmV2/
0

B;=v24

KP4-Yw#kND:4-(F8]D~;#

4-(F8]D~
g{ IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1 20Z\'VD

Yw53O,G4zXk4-(F8] JAR D~#

*<.0

g{ IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1 20Z;\'V

DYw53O,G4k7#Z53PKP(F8]$_1Q4(K(F8] JAR D~#

}L

1. BX IBM Security Key Lifecycle Manager Linux 20Lr3q"+db9u#

2. + db2tklmrestore.sh X|{* db2tklmrestore.sh.bkup

ITZTB;CR= db2tklmrestore.sh D~:/disk1/UnsupportedPlatformMig

3. + db2tklmrestore.sh.bkup 4F= <tip_home>/products/tklm/bin/db ?<P#
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4. g{ IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1 20Z\'

VDYw53O,k+(F8] JAR D~4F=53P#

5. 9C<NC'gfr|nPgf4P4-Yw#

":

v g{zGZ;\'VDYw53(Red Hat Enterprise Linux Version 4.0"SuSE

Linux Enterprise Server V9.0"AIX 5.3 M Windows 2003)O9C V1.0,G4

XkWH(F= IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1#

v g{ V2.0 r V2.0.1 20Z\'VDYw53O,G4 IBM Security Key

Lifecycle Manager 20LralbQ20Df>"4P(FNq#

S;\'VD Windows"AIX M Solaris Yw53(F
9C8]M4-YwIT V2.6 ;'VDYw53OKPD IBM Security Key Lifecycle

Manager H0f> V2.0 r V2.0.1 xP(F#;\'VDYw53* Windows 2003

R2"Windows 2008"Windows 2008 R2"AIX 5.3 M Sun Server Solaris V9.0#

":

zIT9Cg=(8]5CLrT IBM Secur i ty Key Li fecyc le Manager

V1.0"V2.0"V2.0.1 M V2.5 HIfT0 Encryption Key Manager V2.1 KP8]Yw

T8]X|}]#zITZ IBM Security Key Lifecycle Manager V2.6 O+b)8]

D~4-=k8]44;,DYw53#PX|`E",kNDIf IBM Security Key

Lifecycle Manager D8]M4-Yw#

(F}L

Xk4PTB=hE\(F= IBM Security Key Lifecycle Manager V2.6:

1. 7# IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1 Z;\'V

DYw53OQ20R}ZKP#

2. (}9C<NC'gfr|nPgfZ;\'VDYw53OKP8]Yw4*H

0f>zI8]D~#

3. Z\'VDYw53 Windows Server 2008 R2 r Sun Server Solaris V10 O20

IBM Security Key Lifecycle Manager H0f> V2.0 r V2.0.1#\'VDYw5

3ODC'"\kM20;CHhCXk`FZ;\'VDYw53ODhC#

":?j53ODYw53(dPYw53f>\'V)Xkk453DYw53

*,;Yw53(;\'VDYw53f>)#}g,g{453GZ Windows O

KP,G4?j532XkGZ Windows OKP#

4. +8]D~4F=\'VDYw53OD53P#

5. (}9C<NC'gfr|nPgfZ\'VDYw53OKP8]D~D4-Y

w#

6. Z\'VDYw53O20 IBM Security Key Lifecycle Manager V2.6 albK5

3P$20DH0f> V2.0 r V2.0.1 "KP(F}L#

":

v g{zZ;\'VDYw53(SuSE Linux Enterprise Server V9.0"AIX 5.3"Solaris

9"Windows 2003 R2"Windows 2008 M Windows 2008 R2)O9CDG IBM Secu-

(Ff. 31



rity Key Lifecycle Manager H0f> V1.0,G4XkH(F= IBM Security Key

Lifecycle Manager H0f> V2.0 r V2.0.1#

v g{ V2.0 r V2.0.1 20Z\'VDYw53O,G4 IBM Security Key Lifecycle

Manager 20LralbQ20Df>"4P(FNq#

Yw53(FXs

BmPvKwVf>D IBM Security Key Lifecycle Manager M Encryption Key Man-

ager V2.1 'VDYw53:

Yw53 Encryption Key
Manager V2.1

T i v o l i K e y
Lifecycle Man-
ager V1.0

T i v o l i K e y
Lifecycle Man-
ager V2.0

T i v o l i K e y
Lifecycle Man-
ager V2.0.1

I B M S e c u r i t y
Key Lifecycle
Manager V2.5

Windows Server 2003

R2 32 ;

Windows Server 2003

R2 64 ;(32 ;==

&CLr)

Windows Server 2008

32 ;

Windows Server 2008

64 ;(32 ;==&

CLr)

Windows Server 2008

R2 64 ;(32 ;==

&CLr)

Windows Server 2012

64 ;(32 ;==&

CLr)

Windows Server 2012

R2 64 ;(32 ;==

&CLr)

AIX 5.3 64 ;

9C<u6p

5300-04 M Ser-

vice Pack 5300-

04-02

9C<u6p 9

M Service Pack

2#nM C++ K

P16ph*

xlC.rte 9.0.0.8 M

xlC.aix50.rte

9.0.0.8(r|_f

>)D~/#b)

D~/|,Z

June 2008 IBM®

C++ Runtime

Environment

Components for

AIX m~|P#

9C<u6p 9

M Service Pack

2#nM C++ K

P16ph*

xlC.rte 9.0.0.8 M

xlC.aix50.rte

9.0.0.8(r|_f

>)D~/#b)

D~/|,Z

June 2008 IBM®

C++ Runtime

Environment

Components for

AIX m~|P#
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Yw53 Encryption Key
Manager V2.1

T i v o l i K e y
Lifecycle Man-
ager V1.0

T i v o l i K e y
Lifecycle Man-
ager V2.0

T i v o l i K e y
Lifecycle Man-
ager V2.0.1

I B M S e c u r i t y
Key Lifecycle
Manager V2.5

AIX 6.1 64 ;

9C AIX 6.1 <

u6p 2#nM

C++ KP16p

h* xlC.rte

9.0.0.8 M

xlC.aix61.rte

9.0.0.8(r|_f

>)D~/#b)

D~/|,Z

June 2008 IBM

C++ Runtime

Environment

Components for

AIX m~|P#

9C AIX 6.1 <

u6p 2#nM

C++ KP16p

h* xlC.rte

9.0.0.8 M

xlC.aix61.rte

9.0.0.8(r|_f

>)D~/#b)

D~/|,Z

June 2008 IBM

C++ Runtime

Environment

Components for

AIX m~|P#

AIX 7.1 64 ;

Sun Server Solaris

9(SPARC 64 ;)

&C9!

111711-12 M

111712-12(g{

9C-<h8),

"&C9!

122300-11#

&C9!

111711-12 M

111712-12(g{

9C-<h8),

"&C9!

122300-11#

Sun Server Solaris

10(SPARC 64 ;)

g{9C-<h

8,k&C9!

125100-07#

g{9C-<h

8,k&C9!

125100-07#

SuSE Linux Enter-

prise Server V9 on

x86(32 ;)

SuSE Linux Enter-

prise Server V10 on

x86(32 ;) SLES10 SP2 SLES10 SP2

SuSE Linux Enter-

p r i s e Se rve r V10

x86_64(32 ;==&

CLr)

9C Service Pack

2

9C Service Pack

2

SuSE Linux Enter-

prise Server V11 on

x86
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Yw53 Encryption Key
Manager V2.1

T i v o l i K e y
Lifecycle Man-
ager V1.0

T i v o l i K e y
Lifecycle Man-
ager V2.0

T i v o l i K e y
Lifecycle Man-
ager V2.0.1

I B M S e c u r i t y
Key Lifecycle
Manager V2.5

SuSE Linux Enter-

prise Server V11 (Sys-

tem z) on x86_64

Red Hat Enterprise

Linux AS 4.0 on x86

Red Hat Enterprise

Linux 5.0 on x86

9C Update 2

Red Hat Enterprise

L i n u x 5 . 0 o n

x86_64(32 ;==&

CLr)

9C Update 2

Red Hat Enterprise

Linux 5.0 (System z)

on x86_64 9C Update 1

Red Hat Enterprise

Linux 6 on x86

Red Hat Enterprise

Linux 6 on x86_64

Red Hat Enterprise

Linux 6 (System z) on

x86_64

*S;\'VD Linux Yw53(F,kNDZ 283D:S;\'VD Linux Yw53(F;wb#

q! Encryption Key Manager
z;\+ Encryption Key Manager V2.1 (F= IBM Security Key Lifecycle Manager

V2.6#

XZKNq

g{z9CDG Encryption Key Manager DH0f>,k}6= V2.1#*q! Encryp-

tion Key Manager V2.1,k*5 IBM m~'V,X7*:http://www.ibm.com/software/

support

Encryption Key Manager D(F^F
ITS Encryption Key Manager (FD)Z]_PX(^F#

v (F\m1 SSL \?bMENb;\'V#IBM Security Key Lifecycle Manager ~

qw;'V\m1,=&\#

v (F PKCS11Impl \?bMENb;\'V#IBM Security Key Lifecycle Manager

~qw;'V PKCS11Impl \?b#

v IBM Security Key Lifecycle Manager ;'VZ`viP9C\?,;,Z'VZ`

viP9C\?D Encryption Key Manager#
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+ KeyGroup.xml PD\?}]S Encryption Key Manager (F= IBM Security Key

Lifecycle Manager 1,?v\?<,S=;vi#vZ IBM Security Key Lifecycle

Manager PD;viP4(.0Z Encryption Key Manager PD`viPD\?#

(F}LaG<4Z`viP4(\?DB~,"Lx#g{ symmetricKeySet tT

8(KPm"6'r\?,x;Gi,G4 symmetricKeySet 8(DyP\?<(F

={F* DefaultMigrateGroup D\?i#g{w*d{iD;?V44(

symmetricKeySet PD\?,"R{F* DefaultMigrateGroup D\?i*U,G4

IBM Security Key Lifecycle Manager ;a4( DefaultMigrateGroup \?i,"R

;a(F symmetricKeySet tT#

*bvCJb,k9C IBM Security Key Lifecycle Manager <Nr|nPgf*

LTO Exz H(e1!\?i#

(F Encryption Key Manager s
(F Encryption Key Manager s,Xki$dC"#$}]#

v ;*KP Encryption Key Manager#(Fs,Encryption Key Manager #tKa)\

?D&\#

v 9C$iM\?4bvI\DJb#

Encryption Key Manager ;a^F$i0d\?ITkdxPX*Dh8i#(F=

IBM Security Key Lifecycle Manager V2.6 .s,tZ`vh8`MD$iM\?+

jG* CONFLICTED#z^(+|GDh8i|D*m;vh8i#IBM Security Key

Lifecycle Manager IT9CjG* CONFLICTED D$ir\?xPA4Yw#

(FI\9a<B$iZ IBM Security Key Lifecycle Manager <NC'gfPT>

xP UNKNOWN j)#

– 4*$iICwXv$i#w*XvxPwHs,4*$i+|B*XvDX(

h8i#xP UNKNOWN j)D SSL ~qw$ia|B* SSL $i#

– ]RD$iI\k_P UNKNOWN 4,Dh8i;pPvZ<NC'gfO#WH,

S\]R$i,;sC$i+_P UNKNOWN 4,#;s,9C tklmCertUpdate |
n+$i9Civ|B=X(Dh8i#C|B+$i4,|D*ng“P'”.

`D4,

– (FjIs,;vr`vh8I\k UNKNOWN h8i`X*#zIT+ UNKNOWN

h8Dh8i8(*Bi,rJmZb)h8"vZ;v\?~qks17(C

i#

9C tklmCertList |nIiRjG* CONFLICTED r UNKNOWN D$i#;8( -us-
age N}D5,r_8(N}5 3592"DS8000 r SSLSERVER#}g,TB Jython q

=D|nPvK 3592 h8iDyP$i:

print AdminTask.tklmCertList(’[-usage 3592 -v y]’)

v ki$(FD Encryption Key Manager dCGqQ&ZzZ{D4,,;sYT IBM

Security Key Lifecycle Manager xPNN|BrdC|D#

(FjIs,Encryption Key Manager dC\?b+I* IBM Security Key Lifecycle

Manager \?b#;\+ Encryption Key Manager ~qw}]Z~N(F=`,D

IBM Security Key Lifecycle Manager ~qw#
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g{(F'\,"Rz!qjI#`D IBM Security Key Lifecycle Manager 20w

L,G4;PZ94T IBM Security Key Lifecycle Manager dCxPNN|Br|

D1E\t/@"(FV4E>#PX|`E",kNDZ 733D:SJO(FV

4;#

(F IBM Security Key Lifecycle Manager s
(F IBM Security Key Lifecycle Manager s,Xki$dC"#$}]#

v 20 IBM Security Key Lifecycle Manager V2.6 .s,k"4T IBM Security Key

Lifecycle Manager V2.6 KP8]Yw#g{9C CLI |n"<NC'gfr REST

SZ4(K8]D~,G4^(+H0f>D8]4-= V2.6 73#

(F= V2.6 ;a}% IBM Security Key Lifecycle Manager DH0f>#*\bK

Ze;,;C,1KP=vf>#

":Z Windows =(O,+ IBM Security Key Lifecycle Manager H0f>

(1.0"2.0"2.0.1 r 2.5)(F= V2.6 .s,g{Z6XH0f>.06X IBM

Security Key Lifecycle Manager V2.6,G4kH0f>X*D DB2 I\;at/#

g{(F'\,"R!qjI#`D IBM Security Key Lifecycle Manager 20}L,

G4;PZP4T IBM Security Key Lifecycle Manager dCxPNN|Br|D1

E\t/@"(FV4E>#PX|`E",kNDZ 73 3D:SJO(FV

4;#XkHjI(FV4}L,;sE\9C IBM Security Key Lifecycle Man-

ager V2.6#

v #t+;KP IBM Security Key Lifecycle Manager H0f>D1>,T7#Zi$

7( V2.6 PJbDivB_PH0f>D73M}]#

v 9C$iM\?4bvI\DJb#

IBM Security Key Lifecycle Manager H0f> V1.0"V2.0"V2.0.1 r V2.5 ;^

F$i0d\?ITX*=Dh8i#Z V1.0"V2.0"V2.0.1 r V2.5 PtZ`v

h8`MD$iM\?Z V2.6 PjG* CONFLICTED#z^(+|GDh8i|D*

m;vh8i#IBM Security Key Lifecycle Manager IT9CjG* CONFLICTED D

$ir\?xPA4Yw#

v (FjIs,;vr`vh8I\k UNKNOWN h8i`X*#zIT+ UNKNOWN h

8Dh8i8(*Bi,rJmZb)h8"vZ;v\?~qks17(Ci#

v + IBM Security Key Lifecycle Manager H0f>(F= V2.6 jIs,(FLr+

;a}%H0f>#*}%H0f>,kq-Qw*(F4Dz7f>D6X8>

E"#

":r* IP KZZ=vf>d2m,yTkp,1KP=vf>#g{(F^(j

Ib)=h,G4(F}La"v/f{"T0QI&jI{"#li <IM App Data

Dir>/logs/sklmLogs/migration.log D~PD{""4P`&DV/Yw#

v Z IBM Security Key Lifecycle Manager H0f>PvZ+4CZ\mD?D,zI

\Q+$ijG*Cw 3592 Xvu?,2I\Q+\?ijG*Cw LTO Xvu

?#g{*Xv2ED+4UZgZ(F1d,G4(FLramS`&D{""

R;(Fb)Xvn#I&20 IBM Security Key Lifecycle Manager V2.6 .s,

9C|nPgfr<NC'gf4V/mSb)Xvu?#

36 20MdC



v z^(9C<NC'gf>}(}|nPgf9C tklmCertDefaultRolloverAdd r
tklmKeyGroupDefaultRolloverAdd |nmSDQ(Fv/|B# 9C|nPgfI

>}9C|nPgf4(DQ(Fv/|B#

v 7#w IBM Security Key Lifecycle Manager V2.6 QdCR&Z}#KP4,,8

] IBM Security Key Lifecycle Manager ~qw V2.6 "Z1>FczO208]#

– i$ V2.6 1>FczGqQdCR&Z}#KP4,#

– Z IBM Security Key Lifecycle Manager V2.6 ?<76TbDd{;CP#t V2.6

8]D~D1>#@"D;CIT7#g{}%K IBM Security Key Lifecycle

Manager,d{xL^(}%8]D~#

Kb,k#t <IM App Data Dir>/logs/sklmLogs/migration.log D~Tc+4

N<#

S Encryption Key Manager (FD}]TsMtT
9+S Encryption Key Manager (F}]TsMtT#

Encryption Key Manager dCD~PXk_PDtT|(:

v Audit.metadata.file.name

D~XkfZZdCD~>my&D`,?<P,"RXkQtCAYw#

v config.drivetable.file.url

D~XkfZZdCD~>my&D`,?<P,"RXkQtCAYw#

v config.keystore.file

D~XkfZZdCD~>my&D`,?<P,"RXkQtC4Yw#

v config.keystore.password.obfuscated

v config.keystore.type

\?b`M;\* PKCS11IMPLKS#

v TransportListener.ssl.keystore.name

D~XkfZZdCD~>my&D`,?<P,"RXkQtCAYw#

v TransportListener.ssl.keystore.password.obfuscated

v TransportListener.ssl.keystore.type

\?b`M;\* PKCS11IMPLKS#

v TransportListener.ssl.port

C5XkG 1 M 65535 .dD}{},"R;\HZ TransportListener.tcp.port D

5#

v TransportListener.ssl.truststore.type

\?b`M;\* PKCS11IMPLKS#

v TransportListener.tcp.port

C5XkG 1 M 65535 .dD}{},"R;\HZ TransportListener.ssl.port D5#
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(F|,TB}]Ts:

\?b IBM Security Key Lifecycle Manager Z}]bPf"yP\?M$i#(FZ

d,=v Encryption Key Manager \?b Config M TransportListner PD

\?M$i++?4F= IBM Security Key Lifecycle Manager }]bP#+

S Config \?b4F\?M$i#+S TransportListner ENb4F$i#

4T TransportListener \?bD3v$i+hC* IBM Security Key

Lifecycle Manager D SSL $i#config.keystore.ssl.certalias tT+9
CK$iDp{xP|B#

;a9Cd{ Encryption Key Manager \?b#

h8 S config.drivetable.file.url tT8rD}/mA!yPh8E",+Z IBM Secu-

rity Key Lifecycle Manager }]bPdkb)h8E"#g{}/w_PQ(

eD symalias tT,G4C}/w`MhC* LTO#g{}/w_PQ(eD

p{,G4}/w`MhC* 3592#(F*;_Pb)Q(eDtT"R;_

PQ7(D`MD}/whC`M UNKNOWN#

\?i bvI config.keygroup.xml.file tT8rD keygroup.xml D~,"+\?iE

"f"Z IBM Security Key Lifecycle Manager }]bP#9+(FyPiI

1MiX5#

g{ symmetricKeySet tT_Pp{Pmr_P;5Pp{,G4+4({F

* DefaultMigrationGroup D1!\?i,yPp{<+w*CiDI1#ZK

ivP,symmetricKeySet tThC* DefaultMigrationGroup#g{

symmetricKeySet tTQGip{,G4;a4(1!(Fi#

*}] I Audit.metadata.file.name tT8rDyP*}]E"<+(F= IBM Secu-

rity Key Lifecycle Manager }]bP#

S Encryption Key Manager dCD~(F= SKLMConfig.properties D~DtTI\|

(:

v Audit.eventQueue.max

v Audit.handler.file.size

v Audit.event.outcome

v Audit.event.types

v config.keystore.name(hC* defaultKeyStore)

v cert.valiDATE

v drive.acceptUnknownDrives w*8(h8iPD1!n(F=}]bP#

v fips

v TransportListener.ssl.ciphersuites

v TransportListener.ssl.clientauthentication

v TransportListener.ssl.port

v TransportListener.ssl.protocols

v TransportListener.ssl.timeout

v TransportListener.tcp.port

v TransportListener.tcp.timeout

v useSKIDefaultLabels
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v zOSCompatibility

TBtT+S Encryption Key Manager dCD~(F= IBM Security Key Lifecycle Man-

ager }]b:

v drive.default.alias1

v drive.default.alias2

v symmetricKeySet(hC*Q8(Dip{,rhC* DefaultMigrationGroup)

S IBM Security Key Lifecycle Manager (FD}]TsMtT
9+S IBM Security Key Lifecycle Manager H0f> V1.0"V2.0"V2.0.1 M V2.5

(F}]TsMtT#

\?b \?b(|(H0f>PDyP$iM*}])amS= IBM Security Key

Lifecycle Manager V2.6 }]bP#\?bI SKLMConfig.properties D~PD

config.keystore.name tT7(#

h8 S IBM Security Key Lifecycle Manager }]bA!yPh8E"#

\?i S IBM Security Key Lifecycle Manager }]bA!\?iE"#

Xv$iM\?i

I\aT4TH0f>D$iM\?ixPjGTc+4D 3592 \m#(FL

ralb"jGb)Xv,Tc+49C IBM Security Key Lifecycle Man-

ager V2.6 xP\m#

*}] yP*}]E"<(FTH0f>}]b,"RI) IBM Security Key Lifecycle

Manager V2.6 }]b9C#

tT SKLMConfig.properties D~PDtTGS IBM Security Key Lifecycle Man-

ager }]b(F}4D#+(F datastore.properties D~#

Z SKLMConfig.properties V2.6 D~Paf;TBtT:

v ds8k.acceptUnknownDrives

device.AutoPendingAutoDiscovery tT+f;KtT#

v drive.acceptUnknownDrives

I B M S e c u r i t y K e y L i f e c y c l e M a n a g e r }]bPD

device.AutoPendingAutoDiscovery tT+f;KtT#

TB IBM Security Key Lifecycle Manager V2.0.1 tTQ}1,;axP(F:

v tklm.internal.gui.jagworkflow

v tklm.internal.gui.lto4workflow

b)tTS SKLMConfig.properties V2.6 D~(F= IBM Security Key Lifecycle

Manager }]b:

v drive.default.alias1

v drive.default.alias2

v symmetricKeySet(QS SKLMConfig.properties D~P}%"f;*m> IBM

Security Key Lifecycle Manager }]bPh8iDu?)
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20`M

P`vCZ20 IBM Security Key Lifecycle Manager D!n#

ZV<=53O,zIT9CTB;V20==:

v yZ<NC'gfD20,Ir<}/#

v 2,20,Z^KU\DivBKP,9Cl&D~48(dC!n#

":IBM Security Key Lifecycle Manager ;'VXF(==D20#

Z Red Hat Enterprise Linux 53O20yhDb
ZKPkT<Nr2,20==D20|n.0,XkHZ x86 64 ; Red Hat Enter-

prise Linux V6.0 M Red Hat Enterprise Linux V7.0 53O20XhDb#

}L

1. + Red Hat Enterprise Linux 6.0/6.1 V"f DVD 20=53#+C DVD ek DVD

}/wP#

2. T root C'm]r*UK0Z#

3. 4PTB|n:

[root@localhost]# mkdir /mnt/cdrom
[root@localhost]# mount -o ro /dev/cdrom /mnt/cdrom

4. Z /etc/yum.repos.d ?<P4(D>D~ server.repo#

":*9C gedit:

a. k4PTB|n:

[root@localhost]# gedit /etc/yum.repos.d/server.repo

b. +TBD>mSACD~:

[server]
name=server
baseurl=file:///mnt/cdrom/Workstation
enabled=1

dP baseurl !vZ20cM Red Hat Enterprise Linux V"f#

ZK>}P,20cG cdrom,x Red Hat Enterprise Linux V"fG Work-

station,+G2ITG sever#

5. 4P|n:

[root@localhost]# yum clean all

6. 4PTB|nT<k`XD+C\?:

[root@localhost]# rpm --import /mnt/cdrom/*GPG*

7. 4PTB|nT20XhDb:

[root@localhost]# yum install gtk2.i686
[root@localhost]# yum install libXtst.i686
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g{zU=OvXZ1Y libstdc++ D{",k20 libstdc++ b:

[root@localhost]# yum install compat-libstdc++

Z20Zd,I\aU=k>}`FDa>#kXp“y”#

>}:

Total download size: 15 M
Installed size: 47 M
Is this ok [y/N]: y

":|nPDm~|)9{ (.i686) I\Py;,,b!vZzy9CD2~=(#

BmPvKP'Dm~|)9{5#;,=(OD Red Hat Enterprise Linux 6.0 m

~|)9{:

=( 32 ; 64 ;

x86/x86_64 i686 x86_64

ppc/ppc64 ppc ppc64

s390/s390x s390 s390x

20LrDo(MN}

Xk9C20|n420 IBM Security Key Lifecycle Manager#

2,20

silent_install.sh full_path_to_response_file

silent_install.bat(Z Windows 53O)#

silent_install.sh(Zng Linux r AIX H53O)#

<N==20

install_program

dP install_program G

launchpad.exe(Z Windows 53O)#

launchpad.sh(Zng Linux"Linux for System z r AIX H53O)#

":k;*Sxg}/wr0d}/wxP20#}g,k;*8(TBN; net use
odw*?<;C""T20:

net use z: \\server\share
net use \\server\share

<N==20

IBM Security Key Lifecycle Manager a)K<NC'gf20Lr#IBM Installation

Manager CZ20 IBM Security Key Lifecycle Manager 0di~#|a)K;5Pf

e,b)feaa>za)20yhDE"#

TB=hT<N==20 IBM Security Key Lifecycle Manager#

v t/20r<#

v (}dkdC!njIwv20r<3f#PXj8E",kNDZ 473D:V<

=53OD20;#
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v i$ IBM Security Key Lifecycle Manager ~qwGqIKP#PXj8E",kN

DZ 903D:i$20;#

CZt/<N20D|n

*t/20r<,k/@AQf"20D~D?<"KP20|n#

install_program

dP install_program G:

launchpad.exe(Z Windows 53O)#

launchpad.sh(Zng Linux"Linux for System z r AIX H53O)#

PX20Lro(Mj>Dj8E",kNDZ 423D:20LrDo(MN};#

20M(Ffe
T<N==20 IBM Security Key Lifecycle Manager h*zt/20r<,/@;5

P20fe"a)XhE"#

Z20Zd,zI\a4=TBfe:

1. oT!qMri

2. |,20m~|(}g IBM Installation Manager"IBM DB2"IBM WebSphere Appli-

cation Server M IBM Security Key Lifecycle Manager)D Installation Manager 0

Z

3. m~mI-i

4. !q IBM Installation Manager Md{20m~|D20?<#

5. !qm~|-koT

6. !q*20Dm~|&\?~

7. DB2 dC!n

8. IBM Security Key Lifecycle Manager dC!n

9. Encryption Key Manager (F!q

10. 20m~|$@

11. IBM Security Key Lifecycle Manager D20xH

12. 20**

"b:

v 1z20 IBM Security Key Lifecycle Manager 1,k#V2mJ4?<D1!76#

IBM Installation Manager 9CK;CBX$~Mf"XZQ20m~|DE"#

v 20jIs,+vV;v3f,dPT>204,MQ20m~|DPm#Xk!

q^T8>20Lr;4(E*D~,;s%wjI#

Z20ZdxP(F1,zI\a4=TBfe:

1. oT!q

2. ri

3. m~mI-i

4. DB2 ?<
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5. (FE"

6. (F**

7. X8m~D**

8. DB2 D20xH

9. *< IBM Security Key Lifecycle Manager 20

10. IBM Security Key Lifecycle Manager M WebSphere Application Server D20?

<

11. WebSphere Application Server E"

12. SKLMAdmin \k

13. 200**

14. IBM Security Key Lifecycle Manager D(FxH

15. 20**

2,20

2,=20GG;%=20,Ia)20hCDl&D~}/#

2,20Zd^hC'dkNNE"#Zng}]PDD73P,*Z`v`,53

O20 IBM Security Key Lifecycle Manager,K20`MG#PC#

":2,==209CI\|,\kE"Dl&D~#*a_2+T,kZ20 IBM

Security Key Lifecycle Manager s"4>}l&D~#

zXk+S\\kmS=l&D~D`X*X#9C IBM Installation Manager 5CL

r44(S\\k#

Windows
}g,g{+ IBM Security Key Lifecycle Manager z73qi!= C:\SKLM\

disk1 ?<,kKPTB|n44(S\\k#

cd C:\SKLM\disk1\im\tools
imcl.exe encryptString password

mSzZl&D~P4(DS\\k,gTB>}Py>#

<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.ofng’
value=’<encrypted password>’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.ofng’
value=’<encrypted password>’/>
...
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm.win32’
value=’<encrypted password>’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm.win32’
value=’<encrypted password>’/>
...
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm.win32’
value=’<encrypted password>’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm.win32’
value=’<encrypted password>’/>

Linux }g,g{+ IBM Security Key Lifecycle Manager z73qi!= /SKLM/

disk1 ?<,kKPTB|n44(S\\k#

cd /SKLM/disk1/im/tools
./imcl encryptString password
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mSzZl&D~P4(DS\\k,gTB>}Py>#

<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.aix.ofng’
value=’<encrypted password>’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.aix.ofng’
value=’<encrypted password>’/>
...
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm.aix’
value=’<encrypted password>’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm.aix’
value=’<encrypted password>’/>
...
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm.aix’
value=’<encrypted password>’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm.aix’
value=’<encrypted password>’/>

IT*?vC'4(;,DS\\k#

*9Cl&D~T2,==t/20Lr,kdkTB|n:

silent_install.sh full_path_to_response_file

silent_install.bat(Z Windows 53O)#

silent_install.sh(Zng Linux r AIX H53O)#

":g{* full_path_to_response_file N}dk^'5(}g;j{D76),G42

0Lr+Kv#;aT>rG<NNms{"#

y>l&D~

IBM Security Key Lifecycle Manager |,`vy>l&D~,4(zT:Dl&D~

1I+b)y>D~Cw#e#Z9Cy>D~.0,XkHy]z73D_eiv

xP^D#

y>l&D~;Z20m~|yZD?<P#

v Z 953D:Z Windows 53OB20 V2.6;

v Z 963D:Z Linux 53OB20 V2.6;

v Z 983D:Z Linux for System z OB20 V2.6;

v Z 993D:Z AIX 53OB20 V2.6;

v Z 1003D:Z Windows 53OSH0f>(F= V2.6;

v Z 1023D:Z Linux 53OSH0f>(F= V2.6;

v Z 1033D:Z Linux for System z O+H0f>(F= V2.6;

v Z 1053D:Z AIX 53OSH0f>(F= V2.6;

v Z 1063D:Windows 53OD6X;

v Z 1073D:Linux 53OD6X;

v Z 1073D:Linux for System z OD6X;

v Z 1073D:AIX 53OD6X;
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V<=53OD20

T<N==20Zd,53+a>zdk20 IBM Security Key Lifecycle Manager 0

d9CDX8m~yhDdCE"#

"b:kG!TB8nX*"bBn:

v 201dI\a,};!1#

v k;*Sxg}/wr0d}/wxP20#}g,k;*8(TBN; net use o

dw*?<;C""T20:

net use z: \\server\share
net use \\server\share

v k7#Z20ZdvVa>1!q}7DoT#|}oT73msh*6X"XB

20 IBM Security Key Lifecycle Manager M DB2#

v 20 IBM Security Key Lifecycle Manager 1,8(D DB2 \kXkqXWcYw

53D\k_T#

v g{zG9CVPC'w* DB2 \m1,k7#}78(\k#

v Zng Linux .`D53O20 IBM Security Key Lifecycle Manager 1,20Z

dxPD3) DB2 dC|DI\h*XBt/53#ZzXBt/53.0,kX

UNNd{&CLr#Z53XBt/.s,kYNKP20Lr#

v 7#}7hC53Dwz{#

v yPVNDdkZ];\*V8V{(A-Z M a-z)"}VV{ (0-9) MB._V{

(_)#C^F2JCZ2,20yCl&D~PD5#

v 7#2076P;|, Unicode V{#

v 7#2076P;|,G ASCII V{#

v g{Z73P_P IBM Security Key Lifecycle Manager H0f>,kZ20M(F

= V2.6 .0<GTB<r:

– q! IBM Security Key Lifecycle Manager H0f>D\m1\k#

– r IBM Security Key Lifecycle Manager H0f>&CnBD^)|#

– Z Windows 53O,k7# IBM ADE Service Qt/#

Z Windows 53O,kr*“~q”XF(#i$ IBM ADE Service GqQt/#

g{C~q4t/,k!q"t/C~q#

20ZdD DB2 dC
IBM Security Key Lifecycle Manager *s DB2 $wi~qwf *3v V10.5.0.6 6

p,_e6p!vZYw53#

20Lr+KPTB;nYw:

v g{QZ}7DYw53Df>OT root C'm]20K DB2 $wi~qwf 1

>,G4IT9CKVPD DB2 $wi~qwf#IBM Security Key Lifecycle Man-

ager 20Lr4lb=fZ DB2#Xk8( DB2 2076#
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z9IT20BD DB2 $wi~qwf 1>#VPD DB2 Xk20Z53>X,

x;\20Zxg}/wr2m}/wO#

Z Windows 53O,g{20KBD DB2 1>,G4 DB2_COPY_NAME ahC*

DBSKLMV26#

v g{53OfZ IBM Security Key Lifecycle Manager H0f>M DB2 H0f>,

G4C}LaT V10.5.0.6 6p20 DB2 $wi~qwf,_eSYw53x(#

z9IT9Cd{Q20R6p}7DVP DB2 10.5.0.6 f>#

20}L9a+}]SH0f>D IBM Security Key Lifecycle Manager (F=Bf

>#}g:

– BD DB2 $wi~qwf 1>+9CH0D db2admin C'j6M\k#

– Z Windows 53O,g{20KBD DB2 1>,G4 DB2_COPY_NAME ahC

* DBSKLMV26#

v g{53OH;fZ IBM Security Key Lifecycle Manager,2;fZ DB2 D1>

rH0f>,G420}L+T V10.5.0.6 6pxP20,_eSYw53x(#

;axPNN DB2 }6#

Z DB2 dCZd,53+a>zdkTBE",5JE"I\kTBPmPy;,,

b!vZYw53T0 IBM Security Key Lifecycle Manager *20BD DB2 9G9

CVP1>:

DB2 !q
DB2 20?<#

Zng AIX r Linux H53O,Cu?DpcXk*y?<#Cu?PDZ

;vV{Xk*}1\(“/”)#

20}Laa)1!5#kNDZ 53D:HOME Md{?<d?D(e;#

DB2 \m1j6
>X DB2 \m1C'j6#20}Laa)_PX*mI(D1!\m1C'

j6#k;*+rC'j6Cw DB2 \m1#;*8($HsZ 8 vV{D

C'j6#

": 8( DB2 DVP1>DC'j61,;*9C,V{ (-) rB._ (_)

V{#

Z Windows 53O,DB2 \m1C'j6XkG Administrator iDI1#C

C'j6Xk{O Windows 53On/D2+_T#

Zng Linux r AIX H53O,IBM Security Key Lifecycle Manager DB2

5}yP_DC'j6Xk2G root C'j6ytiDI1#g{ bin IC,

k9C bin w*Ci#g{ bin ;IC,kr53\m1/J*9CD(Ci

D{F#

":\m1j6;\G DB2 #tV,}g db2"users"admins"guests"pub-

lic"private"properties"local r root#

DB2 \m1\k
\m1D\k#ns$H* 20 vV{#
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DB2 \m1C'j6D\kXk{O53ODn/2+_T#Kb,DB2 \m

1C'j6DG<\kMCC'j6D DB2 \kXk`,#|DdP.;1,

Xk|Dm;v#

":g{zG9CVPC'w* DB2 \m1,k7#20Zd}78(\k#

}]b{F

IBM Security Key Lifecycle Manager }]bD{F,4 SKLMDB26#

DB2 KZ
DB2 9CDKZ#

\m1i

\m1C'j6yZDCJi#g{ DB2 ;Z AIX r Linux H53O,z

DC'j6Xk;Z bin r root C'iP,r_;ZdI1|, root C'D

d{iP#

\m1w?</}]bw?<
ZdP4( IBM Security Key Lifecycle Manager y9C}]b5}Mq=/

mD?<(AIX r Linux 53)r}/w(Windows 53)#

"b:

v yPVNDdkZ];\*V8V{(A-Z M a-z)"}VV{ (0-9) MB._V{

(_)#C^F2JCZ2,20yCl&D~PD5#

v k;*ZNN?<76rD~{P8(Uq#

v ZdP20 DB2 DFczD{F;\T“ibm”"“sql”"r“sys”*7,^[s!4#C

FczD{F2;\|,B._V{ (_)#

v g{zG9CVPC'w* DB2 \m1,k7#20Zd}78(\k#

Windows 53OD DB2 \k2+TJb
Z Windows 53O,DB2 \m1C'j6M\kXk{O53ODn/2+_T#

g{fZQz'D\kP'Z^F,G4XkZ,}P'Z.0|D\m1C'j6

DG<\kM DB2 \k#

Kb,DB2 \m1C'j6DG<\kM WebSphere Application Server 9CD DB2

}]4\kXk`,#|DdP.;1,Xk|Dm;v#

*|D DB2 }]b\k,k4PTB=h:

1. #9 WebSphere Application Server 0yPk DB2 `XD Windows ~q#

2. r*XFfe"%w\m$_ > Fcz\m > >XC'Mi > C'Tr* Win-

dows C'\m$_#

3. |D IBM Security Key Lifecycle Manager }]byP_D\k#

4. r*XFfe"%w\m$_ > Fcz\mTr*“Windows ~q”XF(#

5. ZTB~qO,9CtTT0rDG<!n(|D\k:

v DB2 - DBSKLMV26 - sklminstance

}g,sklminstance D5I\G:

DB2 - DBSKLMV26 - DBSKLM26
DB2 - DBSKLMV26 - SKLMDB26
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}g,9C1!5}{F1,sklminstance D5I\G:

DB2 - DBSKLMV26 - SKLMDB26

v DB2 Governor (DBSKLMV26)

v DB Remote Command Server (DBSKLMV26)

v DB2DAS - DB2DAS00

yP~qD\kyQ|D1,kXBt/b)~q#

Xk#9"XBt/TB~q#^k|D\k:

v DB2 License Server (DBSKLMV26)

v DB2 Management Service (DBSKLMV26)

6. t/ WebSphere Application Server#

7. 9C WebSphere Application Server a)D wsadmin gf8( Jython o(#

wsadmin -username WASAdmin -password mypwd -lang jython

8. 9C wsadmin |n|D WebSphere Application Server }]4D\k:

a. TB|nPvK JAASAuthData u?:

wsadmin>print AdminConfig.list(’JAASAuthData’)

a{I\*:

(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)

b. 6pdp{kV{. sklm_db `%dD}]4j6#mb,6pdp{kV{.

sklmdb `%dD}]4j6:

print AdminConfig.showAttribute('JAASAuthData_list_entry', 'alias')

}g,Z;POdk:

print AdminConfig.showAttribute
('(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)', 'alias')

a{*:

sklm_db

c. |D sklm_db p{D\k,"Z;POdkTB|n:

print AdminConfig.modify(’JAASAuthData_list_entry’,
’[[password newpassword]]’

g{Z\kP8(XbV{,kZ8(\k519C}Ew*(g{#

}g,Z;POdk:

print AdminConfig.modify
('(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)',
'[[password tucs0naz]]')

d. #f|D:

print AdminConfig.save()

e. 9C stopServer M startServer |n#9"XBt/ IBM Security Key

Lifecycle Manager ~qw#

r_,(}9C Windows Fcz\m4#9"XBt/ IBM Security Key

Lifecycle Manager ~qw#
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1) r*XFfe"%w\m$_ > Fcz\m > ~qM&CLr > ~q#

2) #9;st/d{F`FZ IBM WebSphere Application Server V8.5 -

SKLM26Server D IBM Security Key Lifecycle Manager ~qw~q#

f. i$GqIT9C WebSphere Application Server }]4,S=}]b#

1) WH,kdk:

print AdminConfig.list(’DataSource’)

a{I\*:

"Default Datasource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1183122153625)"
"SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1379859893896)"
"SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/servers/
server1|resources.xml#DataSource_1379859896273)"
DefaultEJBTimerDataSource(cells/SKLMCell/nodes/SKLMNode/servers/
server1|resources.xml#DataSource_1000001

2) ZZ;v}]4ObT,S#}g,dk:

print AdminControl.testConnection('SKLM DataSource(cells....)')

}g,Z;POdk:

print AdminControl.testConnection
(’(SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1379859893896)’)

3) Zd`D}]4ObT,S#}g,dk:

print AdminControl.testConnection
(’(SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1379859896273)’)

4) Zb=VivB,z<aU={",mwk}]4D,SQI&#}g:

WASX7217I: Connection to provided datasource was successful.

VZ,zITKP IBM Security Key Lifecycle Manager Yw#

ng Linux r AIX H53OD DB2 \k2+TJb
Zng Linux r AIX H53O,zI\h*|D DB2 \m1C'j6D\k#DB2

\m1C'j6DG<\kMCC'j6D DB2 \kXk`,#

IBM Security Key Lifecycle Manager 20Lr+20 DB2,"a>20K1*{*

sklmdb26 DC'dk\k#Kb,DB2 &CLr9a4({* sklmdb26 DYw53

C'u?#}g,KC'D\kI\=Z,h*zT=vC'j6D\k<xPY,

=#

XkH|D53C'u?D\k,;sE\|D DB2 \m1C'j6D\k#k4P

TB=h:

1. T root C'm]G< IBM Security Key Lifecycle Manager ~qw#

2. +C'|D* sklmdb26 53C'u?#dk:

su sklmdb26

3. |D\k#dk:

passwd
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8(B\k#

4. KX* root C'#

exit

5. Z WAS_HOME/bin ?<P,9C WebSphere Application Server a)D wsadmin g
f48( Jython o(#

./wsadmin.sh -username WASAdmin -password mypwd -lang jython

6. |D WebSphere Application Server }]4D\k:

a. TB|n+Pv JAASAuthData u?:

wsadmin>print AdminConfig.list(’JAASAuthData’)

a{I\`FZTB>}:

(cells/SKLMCell|security.xml#JAASAuthData_1228871756187)
(cells/SKLMCell|security.xml#JAASAuthData_1228871757843)

b. y]?vu?dk AdminConfig.showall |nTiRp{ sklm_db#}g,Z;

POdk:

print AdminConfig.showall
(’(cells/SKLMCell|security.xml#JAASAuthData_1228871756187)’)

a{`FZTB>}:

{alias sklm_db}
{description "SKLM database user j2c authentication alias"}
{password *****}
{userId sklmdb26}

,1Z;POdk:

print AdminConfig.showall
(’(cells/SKLMCell|security.xml#JAASAuthData_1228871757843)’)

a{`FZTB>}:

{alias sklmdb}
{description "SKLM database user J2C authentication alias"}
{password *****}
{userId sklmdb26}

c. |Dj6* JAASAuthData_1228871756187 D sklm_db p{D\k:

print AdminConfig.modify(’JAASAuthData_list_entry’, ’[[password passw0rdc]]’

}g,Z;POdk:

print AdminConfig.modify
(’(cells/SKLMCell|security.xml#JAASAuthData_1228871756187)’,
’[[password tucs0naz]]’)

d. |Dj6* JAASAuthData_1228871757843 D sklmdb p{D\k:

print AdminConfig.modify(’JAASAuthData_list_entry’, ’[[password passw0rdc]]’

}g,Z;POdk:

print AdminConfig.modify
(’(cells/SKLMCell|security.xml#JAASAuthData_1228871757843)’,
’[[password tucs0naz]]’)

e. #f|D:

print AdminConfig.save()

f. KX* root C'#
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exit

g. Z WAS_HOME/bin ?<P,#9 WebSphere Application Server &CLr#}g,

T WASAdmin m]Z;POdk:

stopServer.sh server1 -username wasadmin -password passw0rd

a{`FZTB>}:

ADMU0116I: Tool information is being logged in file
//opt/IBM/WebSphere/AppServer/profiles/KLMProfile/logs/server1/stopServer.log
ADMU0128I: Starting tool with the WASProfile profile
ADMU3100I: Reading configuration for server: server1
ADMU3201I: Server stop request issued. Waiting for stop status.
ADMU4000I: Server server1 stop completed.

h. t/ WebSphere Application Server &CLr#T WebSphere Application Server

\m1m]Z;POdk:

startServer.sh server1

i. Z WAS_HOME/bin ?<P,9C WebSphere Application Server a)D wsadmin
gf48( Jython o(#

./wsadmin.sh -username wasadmin -password mypwd -lang jython

j. i$GqIT9C WebSphere Application Server }]4,S=}]b#

1) WH,i/}]4DPm#dk:

print AdminConfig.list(’DataSource’)

a{I\`FZTB>}:

"SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1228871762031)"

"SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1228871766562)"

"Tivoli Common Reporting Data Source(cells/SKLMCell|resources.xml#
DataSource_1227211230078)"

DefaultEJBTimerDataSource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1000001)

ttssdb(cells/SKLMCell|resources.xml#DataSource_1227211144390)

2) dk:

print AdminControl.testConnection(’SKLM DataSource(cells....)’)

}g,Z;POdk:

print AdminControl.testConnection
(’SKLMDataSource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1228871762031)’)

3) Zd`D}]4ObT,S#}g,dk:

print AdminControl.testConnection
(’SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1228871766562)’)

4) Zb=VivB,z<aU={",mwk}]4D,SQI&#}g:

WASX7217I: Connection to provided data source was successful.

V<=53OD20 53



20ZdDPd~dC

20r<aU/ IBM Security Key Lifecycle Manager M WebSphere Application Server

KP173DE"#

20r<h*z*TBVNa)E":

v kv9CV8V{(A-Z M a-z)"}VV{ (0-9) MB._V{ (_)#C^F2J

CZ2,20ZdDl&D~PD5#

{FV{.;\TUq*7ra2,R;\|,TBV{:

/ }1\

\ 41\

* GE

, :E

: 0E

; VE

= HE

+ SE

? JE

| z_

< sb(E

> Rb(E

& k{E

% YVE

’ %}E

″ +}E

]]> KV{iO^X({F#

. dc(g{GZ;vV{r^';g{GsfDV{rP')

# "PjG

$ @*{E

~ (K_

( s2(E

) R2(E

v T WebSphere Application Server D20;Cksvvl&1k!qB;C#

g{53OQ20K WebSphere Application Server,G4kp9CVPD Key

Lifecycle Manager E*D~#

WebSphere Application Server ?<{F
8(Z{D WebSphere Application Server 20?<#kpZ?<76P9CU

q#

C'j6

8( Key Lifecycle Manager \m1E*D~D WebSphere Application Server

G<C'j6#

\k 8( Key Lifecycle Manager E*D~D WebSphere Application Server \k#

KZE 8( Key Lifecycle Manager E*D~D WebSphere Application Server KZ#

kp9CsZ 65520 DKZ5#
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(F Encryption Key Manager dC
20a)K+VP Encryption Key Manager dC(F= IBM Security Key Lifecycle Man-

ager D!n#

":

z9IT9Cg=(8]5CLrT IBM Securi ty Key Lifecycle Manager

V1.0"V2.0"V2.0.1 M V2.5 HIfT0 Encryption Key Manager V2.1 KP8]Yw

T8]X|}]#zITZ IBM Security Key Lifecycle Manager V2.6 O+b)8]

D~4-=k8]44;,DYw53#PX|`E",kNDIf IBM Security Key

Lifecycle Manager D8]M4-Yw#

*<.0,kHq!G< Encryption Key Manager ~qw D\k#

*(FVPdC,k!qTB!n:

(F Encryption Key Manager
g{PID Encryption Key Manager tTD~*(F= IBM Security Key

Lifecycle Manager,G4k!PKr#g{!PK4!r,G4Xk8(H0

Encryption Key Manager 53PDtTD~#

ITS Encryption Key Manager V2.1 (F#

xP(F1,Encryption Key Manager Xk&Z;n/4,#*#9}ZKPD Encryp-

tion Key Manager xL,kjITB=h:

1. t/\ma0#Z V2.1 P,dkTB|n:

java com.ibm.keymanager.KMSAdminCmd KeyManagerConfig.properties -i

2. \ma0t/s,kjITB=h:

a. 9C login |nr Encryption Key Manager ~qwO$#dk:

login -ekmuser EKMAdmin -password password

b. #9~qw#dk:

stopekm

3. Kva0#

PX(FD^F,kNDZ 213D:(Ff.;#

Z Linux 53OxP IBM Security Key Lifecycle Manager DG root
C'20

zITZ Linux Yw53OTG root C'm]20 IBM Security Key Lifecycle Man-

ager#

Z Linux 53OxP IBM Security Key Lifecycle Manager DG root
C'20DnQ5y

F.Z Linux 53OxP IBM Security Key Lifecycle Manager DG root C'201,

IT<G`nnQ5y#Z*<20.0,ki4b)nQ5y#

v 7#G root C'tZG root C'wi#root C'Xk_P guests"admins"users

M local TbDwi#
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v G root C'Dw?< ($HOME) Xk8r}7D;C#}g:/home/<user_name>

v g{53PH0x20 IBM Security Key Lifecycle Manager M DB2,k7OQ+

dj+}%,x4EtNNZ]#

v 20 IBM Security Key Lifecycle Manager 1,kTG root C'204PD Prereq-

uisite Scanner I\a'\#k7#zc Prerequisite Scanner liP8>DyPHv

u~(\m1(^hs}b),;sYLx20#

*bv\m1(^Jb"Lx20,kx}KP Prerequisite Scanner#*x}Hvu

~(h,k9CTBtTZ /tmp ?<P4( sklmInstall.properties D~#

SKIP_PREREQ=true

v k7#CZ DB2 20DYw536pZKhC}7#PX DB2 ZKhCD|`E

",kND DB2 D5:http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/

com.ibm.db2.luw.qb.server.doc/doc/t0008238.html

v Z20Zd,}]b\m1j6XkkG<53T4P20DG root C'`,#k7

#zc}]b\m1j6DTBhs:

– }]b\m1j6D\kXkkG root C'DYw536p\k`,#

– }]b\m1ikYw536pG root C'Dwi`,#

– }]bw?<8rG root C'Dw?<#

v 2,==;'VG root C'20#

v ;'VS IBM Security Key Lifecycle Manager H0f> 1.0"2.0"2.0.1 M 2.5 T

0S\\?\mw(F= V2.6 DG root C'20#

v TG root C'm]xP201,^(Z53}<1t/ DB2#(}Zt/ WebSphere

Application Server .0t/ DB24bvKJb#Z20LrjI20.s,KP

nonrootconfig.sh E>#

Z Linux 53OTG root C'm]20 IBM Security Key
Lifecycle Manager

zITZ Linux Yw53OTG root C'm]20 IBM Security Key Lifecycle

Manager#IBM Security Key Lifecycle Manager G root 20TG root C'm]20

DB2 M WebSphere Application Server#

XZKNq

":

v g{zTG root C'm]20 IBM Security Key Lifecycle Manager,G4^(+ IBM

Security Key Lifecycle Manager H0f> V1.0"V2.0 M V2.0.1"V2.5 T0 Encryp-

tion Key Manager (F= V2.6#

v Z2,==B^(TG root C'm]20 IBM Security Key Lifecycle Manager#

}L

1. 7#?j73zc IBM Security Key Lifecycle Manager 20Hvu~#kNDZ

53D:f.20;#

2. 4(G root C'j6#7#CC'j6_P guests"admins"users M local T

bDwi#

3. KP launchpad.sh#
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4. 8( DB2 dCN}#kND:xPG root 20ZddC DB2;#

5. 8( WebSphere Application Server dCN}#

6. Z IBM Security Key Lifecycle Manager }LjI.s,Xk#9 WebSphere Appli-

cation Server M DB2#

KPTB|nT#9 WebSphere Application Server#

cd <WAS_HOME>/bin
./stopServer.sh <server name> -username <WAS Admin User ID>
-password <WAS Admin password>

./stopServer.sh server1 -username wasadmin -password wasadmin_pwd

KPTB|nT#9 DB2#

cd ~/sqllib/adm
./db2stop

7. r* /home/username/sklmV26properties/scripts "KPTB|n#

G root DB2 20h* root CJ(TdC DB2 5}9CX(DKZEM~q{F#

sudo nonrootconfig.sh <instance_home> <user_name> <port_number>

8. XBt/ WebSphere Application Server#

cd <WAS_HOME>/bin
./startServer.sh <server name>

./startServer.sh server1

B;=v24

Z SKLM_HOME/config/SKLMConfig.properties D~P,|BsZ 1024 D SSL KZ

E#}g:

TransportListener.ssl.port property =4411

20s,zXkTG root C'm]G<E\t/r#9 IBM Security Key Lifecycle

Manager ~qwM DB2 ~qw#

xPG root 20ZddC DB2
IBM Security Key Lifecycle Manager *s DB2 $wi~qwf &Z V10.5.5 6p,

_eSYw53x(#

ZdC DB2 Zd,aa>za)TBE":

DB2 \m1j6
>X DB2 \m1C'j6#r*G root DB2 C'IT_P%v5}, yT

DB2 \m1j6XkkG<53DC'j6`,#

C'j6_PBP^FM*s:

v Xk_P guests"admins"users M local TbDwi#

v IT|,!4V8 (a-z)"}V (0-9) MB._V{ ( _ )#

v $H;\,} 8 vV{#

v ;\T IBM"SYS"SQL r}V*7

v ;\G DB2 #tV(USERS"ADMINS"GUESTS"PUBLIC r LOCAL)r SQL

#tV
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v ;\9CNN_P root C'X(DC'j6w* DB2 5}j6"DAS j

6r\@$j6#

v ;\|,XtV{#

DB2 \m1\k
\m1D\k#ns$H* 20 vV{#

DB2 \m1C'j6D\kXk{O53ODn/2+_T#DB2 \m1j6

D\kXkkG<53DG root C'DYw536p\k`,#|DdP.;

1,Xk|Dm;v#

}]b{F

IBM Security Key Lifecycle Manager }]bD{F,4 SKLMDB26#

DB2 KZ
DB2 9CDKZ#

\m1i

\m1C'j6yZDCJi#}]b\m1iXkkYw536pDG root

C'Dwi`,#

\m1w?</}]bw?<
C?<P4(K}]b5}T0 IBM Security Key Lifecycle Manager y9C

Dq=/m#}]bw?<Xk8rG root C'Dw?<#

"b:

1. yPVNDdkZ];\*V8V{(A-Z M a-z)"}VV{ (0-9) MB._V{

(_)#C^F2JCZ2,20yCl&D~PD5#

2. k;*ZNN?<76rD~{P8(Uq#

3. ZdP20 DB2 DFczD{F;\T!4rs4D“ibm”"“sql”r“sys”*7#C

FczD{F2;\|,B._V{ (_)#

PXgN^DZKN}MG root 20D|`E",kND DB2 D5#

v h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S E P G G _ 1 0 . 5 . 0 /

com.ibm.db2.luw.qb.server.doc/doc/t0008238.html

v h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S E P G G _ 1 0 . 5 . 0 /

com.ibm.db2.luw.qb.server.doc/doc/t0050571.html

ZV<=53OXC\k

XkG\m1E\* IBM Security Key Lifecycle Manager r WebSphere Application

Server XC\k#

XZKNq

ITZKP IBM Security Key Lifecycle Manager DFczOXC\k#v1C'\k

*'19Cb)=h#ZyPd{ivB,k9C<NC'gf|B\k#

}L

1. 9C>X\m1C'j6xPG<#

2. 8] WAS_HOME/profiles/KLMProfile/config/cells/SKLMCell/fileRegistry.xmlD

~#|D\k5+|DK"amD~#
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3. |D\k#

v Windows 53

a. 9C Jython o(t/ wsadmin a0#}g,dk:

WAS_HOME/bin/wsadmin -conntype none -profileName KLMProfile -lang jython

b. XC SKLMAdmin C'j6D\k:

wsadmin>print AdminTask.changeFileRegistryAccountPassword
(’-userId SKLMAdmin -password newpassword’)

":

– ;P WASAdmin C'j6r5P WebSphere Application Server \m(^

Dm;vC'j6IT9C AdminTask.changeFileRegistryAccountPassword
|n|D\k#

– 9C AdminTask.changeFileRegistryAccountPassword |n4(D\k;
\y] IBM Security Key Lifecycle Manager a)DQdCD\k_Tx

Pi$#

ZXC*'D\k.s,C'Xk9C<NC'gfhC\k#

c. #f|D"Kv:

wsadmin>print AdminConfig.save()
wsadmin>exit

v ng Linux r AIX .`D53

a. 9C Jython o(t/ wsadmin a0#}g,Z;POdk:

WAS_HOME/bin/wsadmin.sh -conntype none
-profileName KLMProfile -lang jython

b. XC SKLMAdmin C'j6D\k:

wsadmin>print AdminTask.changeFileRegistryAccountPassword
(’-userId SKLMAdmin -password newpassword’)

":

– ;P WASAdmin C'j6r5P IBM Security Key Lifecycle Manager \

m(^Dm;vC'j6IT9C

AdminTask.changeFileRegistryAccountPassword |n|D\k#

– 9C AdminTask.changeFileRegistryAccountPassword |n4(D\k;
\y] IBM Security Key Lifecycle Manager a)DQdCD\k_Tx

Pi$#

ZXC*'D\k.s,C'Xk9C<NC'gfhC\k#

c. #f|D"Kv:

wsadmin>print AdminConfig.save()
wsadmin>exit

4. #9Mt/~qw#

v #9

Z Windows 53O:
stopServer.bat server1

Zng Linux r AIX D53O:
./stopServer.sh server1
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v t/

Z Windows 53O:
startServer.bat server1

Zng Linux r AIX D53O:
./startServer.sh server1

5. ki$GqIT9CBD\kQ8(D\m1m]G<#
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V<=53OD6X

ZV<=53O,6X IBM Security Key Lifecycle Manager PTB"bBn:

v 1!6X==kCZ20 IBM Security Key Lifecycle Manager D==`,#9IT

9Cd{==xP6X#PX|`E",kND:6XLrDo(MN};#

v g{Z20 IBM Security Key Lifecycle Manager .0Q20K DB2,G46X IBM

Security Key Lifecycle Manager 1;a6X DB2#KNqG%@DI!=h#PX

E",kNDZ 673D:DB2 6X;#

Kb,d;6X IBM Security Key Lifecycle Manager a9 DB2 }]b5}kCZ

IBM Security Key Lifecycle Manager DB2 5}yP_DC'j6!{X*,+GT

h*Z%@D=hP>}CC'j6#PXE",kNDZ 693D:S DB2 5}y

P_}%C'j6;#

6X;I&I\m>h*5X=Q*D IBM Security Key Lifecycle Manager V2.0.1

4,#PX|`E",kNDZ 653D:Z(F44'\sXB20H0f>;#

6XLrDo(MN}

Xk9C6X|n46X IBM Security Key Lifecycle Manager#

2,6X

imcl -input full_path_to_response_file -silent

-input 9C*Z2,6XZd9CD6X!n8(l&D~Dj{76MD
~{F#

-silent
8( IBM Installation Manager 20LrXkT2,==KP#

T<N==6X

uninstall_program

dP uninstall_program G:

<IM_INSTALL_DIR>/IBMIM.exe(Z Windows 53O)#

<IM_INSTALL_DIR>\IBMIM(Zng Linux r AIX .`D53O)#

Z Windows 53O6X
9C IBM Installation Manager 6X IBM Security Key Lifecycle Manager"DB2 M

WebSphere Application Server#

*<.0

Z6X IBM Security Key Lifecycle Manager .0#9 WebSphere Application Server#

g{Z6X IBM Security Key Lifecycle Manager .0 WebSphere Application Server

4#9,G4=h 4 .s+T>TBms{"#

Running processes have been detected that may interfere with the current
operation. Stop all WebSphere and related processes before continue.
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%wXBli4,TLx4P6XNq#

}L

1. /@A <IM_INSTALL_DIR> "+w IBMIM 4T GUI ==t/ IBM Installation Man-

ager#

2. Z IBM Installation Manager P,%w6X#+r*“6Xm~|”0Z#

3. !q4!r6X IBM Security Key Lifecycle Manager"DB2 M WebSphere Appli-

cation Server#

4. %wB;=#dk WebSphere Application Server \m1C'j6M\k#

5. %wB;=# +r*“**fe”0Z#

6. i4*6XDm~|0d20?<,;s%w6X#

B;=v24

":6X IBM Security Key Lifecycle Manager .s,k>} C:\Program Files (x86)\

IBM\WebSphere MC:\Program Files (x86)\DB2SKLMV26 ?<(g{b)?<P4}

%)#

Z Windows 53OS'\D6XV4
XkSZ Windows 53O6X IBM Security Key Lifecycle Manager D'\"TPV

4#

XZKNq

KNqY(6XLr4I&jI#k4PTBV4=h:

}L

1. #9 WebSphere Application Server ~q#

a. (}r*“XFfe”"%w\m$_ > ~q,r* Windows ~qXF(#

b. iR WebSphere Application Server ~q#

}g:IBM WebSphere Application Server V8.5 - SKLM26Server

c. r*K~qDtTT0r#g{~q4,;&Z“Q#9”4,,k%w#9#

d. %w7(\mT0r,;sKv Windows ~qXF(#

g{^(S Windows ~qXF(P#9~q,kr*|na>{,;sdkb)

|nV/#9~q:

cd WAS_HOME\bin
WASService -stop SKLMServer

2. g{P4}% WebSphere Application Server ~q,k}%|# r*|na>{,

;sdkTB|n:

cd WAS_HOME\bin
WASService -remove SKLMServer

3. 6X WebSphere Application Server(g{fZ"Rd{z74ZTdxP9C)#

PX6X8>E",kNDTB4S:
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<NC'gf

http:/ /www-01.ibm.com/support/knowledgecenter/SSAW57_8.5.5/

com.ibm.websphere.installation.nd.doc/ae/tins_uninstallation_dist_gui.html

|nPgf

http:/ /www-01.ibm.com/support/knowledgecenter/SSAW57_8.5.5/

com.ibm.websphere.installation.nd.doc/ae/tins_uninstallation_dist_cl.html

g{Q}% WAS_HOME r WAS_HOME\bin ?<,kx}=h 1"2 M 3#

4. 6X DB2(g{fZ"Rd{z74ZTdxP9C)#

PX6X8>E",kNDZ 673D:}% DB2(I!);#

5 . ZD>`-wPr* C:\ProgramData\IBM\Installation Manager\

installRegistry.xml D~#

":8] installRegistry.xml D~#

6. }%;k IBM Security Key Lifecycle Manager `XDu?# }g:

<profile id=’IBM Security Key Lifecycle Manager v2.6’ kind=’product’>
....

</profile>

7. }%K?<PD20U>D~:

\<IM App Data Dir>\logs

8. }%XFfe > mS/>}Lr > IBM Installation Manager#

9. }%TBD~P(g{fZ):

v C:\Program Files (x86)\IBM\DB2SKLMV26

v C:\Program Files (x86)\IBM\WebSphere

v C:\Program Files (x86)\IBM\SKLMV26

v C:\Program Files (x86)\IBM\Installation Manager

v C:\Program Files (x86)\IBM\IBMIMShared

10. XBt/Fcz#

Z Linux M AIX H53O6X
XkZ6X IBM Security Key Lifecycle Manager .0#9 WebSphere Application

Server#

*<.0

*Z53(Hg Linux r AIX)O6X IBM Security Key Lifecycle Manager 1,k

4PTB=h#

}L

1. /@A <IM_INSTALL_DIR> "KP IBMIM#

2. Z IBM Installation Manager P,%w6X#+r*“6Xm~|”0Z#

3. !q4!r6X IBM Security Key Lifecycle Manager"DB2 M WebSphere Appli-

cation Server#

4. %wB;=#dk WebSphere Application Server \m1C'j6M\k#
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5. %wB;=# K1+r***fe#

6. i4*6XDm~|0d20?<#

7. %w6X#

SZ53(Hg Linux r AIX)O'\D20PV4
I\k*SZ53(Hg Linux r AIX)O6X IBM Security Key Lifecycle Man-

ager D'\"TPV4#

XZKNq

KNqY(6XLr4I&jI#k4PTBV4=h:

}L

1. T root C'Dm]G<#

2. #9 WebSphere Application Server xL(g{d}ZKP)#

cd WAS_HOME/profiles/KLMProfile/bin
./stopServer.sh server1

3. 6X WebSphere Application Server(g{fZ"Rd{z74ZTdxP9C)#

PX6X8>E",kNDTB4S:

<NC'gf

http:/ /www-01.ibm.com/support/knowledgecenter/SSAW57_8.5.5/

com.ibm.websphere.installation.nd.doc/ae/tins_uninstallation_dist_gui.html

|nPgf

http:/ /www-01.ibm.com/support/knowledgecenter/SSAW57_8.5.5/

com.ibm.websphere.installation.nd.doc/ae/tins_uninstallation_dist_cl.html

g{Q}% WAS_HOME r WAS_HOME/bin ?<,kx}=h 2 M 3#

4. 6X DB2(g{fZ"Rd{z74ZTdxP9C)#

PX6X8>E",kNDZ 673D:}% DB2(I!);#

5. r* /var/ibm/InstallationManager/installRegistry.xml D~#

":8] installRegistry.xml D~#

6. }%;k IBM Security Key Lifecycle Manager `XDu?# }g:

<profile id=’IBM Security Key Lifecycle Manager v2.6’ kind=’product’>
....

</profile>

7. 9CTB|nS /var/ibm/InstallationManager/logs ?<P}%20U>D~:

rm -rf /var/ibm/InstallationManager/logs

8. 6X IBM Installation Manger#

9. }%TBD~P(g{fZ):

v opt/IBM/DB2SKLMV26

v opt/IBM/WebSphere

v opt/IBM/SKLMV26

v opt/IBM/Installation Manager
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v opt/IBM/IBMIMShared

10. XBt/Fcz#

Z(F44'\sXB20H0f>

(F}L;a0l IBM Security Key Lifecycle Manager DH0f>#g{(F}LT

;'\,k6X IBM Security Key Lifecycle Manager V2.6 "LxKPH0f>#

":Z Windows =(O,+ IBM Security Key Lifecycle Manager H0f>

(1.0"2.0"2.0.1 r 2.5)(F= V2.6 .s,g{Z6XH0f>.06X IBM Secu-

rity Key Lifecycle Manager V2.6,G4kH0f>X*D DB2 I\;at/#

IT4UZ 613D:V<=53OD6X;PD=h6X IBM Security Key Lifecycle

Manager V2.6#
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}% DB2(I!)

6X IBM Security Key Lifecycle Manager .s,zIT!q#tQ20D DB2 r6

XCLr#

g{Z20 IBM Security Key Lifecycle Manager .0Q20 DB2,G46X IBM Secu-

rity Key Lifecycle Manager ;a+ DB2 6X#g{ DB2 G(} IBM Security Key

Lifecycle Manager 20LrxP20D,G46X IBM Security Key Lifecycle Man-

ager 1+a6X DB2#zI\9h7#`XDT/t/~qQ{C#

DB2 6X
6X IBM Security Key Lifecycle Manager .s,IT!q#tQ20D DB2 r6X

CLr#

g{!q#tQ20D DB2,G4IT!q#tr}% IBM Security Key Lifecycle

Manager DB2 5}yP_#}GzPX(D-rh*#t5}yP_(}g*#Vk}

]bD,S),qrkb}CC'j6k DB2 }]b5}DX*#PX|`E",k

NDZ 683D:S DB2 5}b}C'j6DX*;#

g{!q6X DB2,kq-TB=h:

Windows 53:
r*XFfe#

Windows Server 2008:%wLrM&\#iR DB2 Du?,;s%w>}T

+d6X#

":6X DB2 .s,I\9h*jInbD=hE\}% DB2 $~#

1. *>}CZ IBM Security Key Lifecycle Manager DB2 5}yP_DC'

j6,kr*XFfe"%w\m$_ > Fcz\m > >XC'Mi > C
'#

4iC'j6DPm#g{ IBM Security Key Lifecycle Manager DB2 5

}yP_DC'j6TfZ,k+d>}#

XU“Fcz\m”XF(#

2. 4iu?"i$ DB2 KZDu?GqQS C:\WINDOWS\system32\drivers\

etc\services D~P}%#`-D~"Qw DB2 9CDKZE#g{R=

NNK`KZE,k+`&u?SD~P}%#

3. r*XFfe"%w\m$_ > Fcz\m > ~q#4i~qPm"i$

k DB2 `XD~qu?GqQ}%#jIsXU“~q”XF(#

4. g{ DB2 20?<P4}%,k+C?<}%#

PXZ Windows 53O6X DB2 D|`E",kND DB2 D5 (http://www-

01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/com.ibm.db2.luw.qb.server.doc/

doc/t0007436.html)#

AIX M Linux 53:
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1. T root C'm]G<#

2. }% IBM Security Key Lifecycle Manager DB2 5}yP_DC'j6:

a. |D* IBM Security Key Lifecycle Manager DB2 5}yP_DC'j

6,TC5}yP_C'j6KP db2istop |n,;sXK= root C

'j6:

su - sklm_instance_owner_userid

cd DB_HOME/instance
./db2istop sklm_instance_owner_userid /home/sklm_instance_owner_userid

exit

b. T5}yP_C'j6KP db2idrop |n:

cd DB_HOME/instance
./db2idrop sklm_instance_owner_userid

c. S53P}%CC'j6:

userdel -r sklm_instance_owner_userid

3. S53P}% DB2:

cd DB_HOME/install/
./db2_deinstall -a

4. `-~qD~:

vi /etc/services

R= DB2 9CDKZE,"+b)u?SD~P}%#

5. g{ DB2 20?<P4}%,k+d}%#

PXZng Linux M AIX H53O6X DB2 D|`E",kND DB2 D

5 (http://www-01.ibm.com/support/knowledgecenter/SSEPGG_10.5.0/

com.ibm.db2.luw.qb.server.doc/doc/t0007439.html)#

TB>}T>yf0D=h,dP9C1!D DB2 5}yP_C'j6

sklmdb26 M1!D DB2 ?< /opt/IBM/DB2SKLMV26#

T root C'm]*<,dk:

su - sklmdb2
cd /opt/IBM/DB2SKLMV26/instance
./db2istop sklmdb26/home/sklmdb26
exit
# Exit back to root.
cd /opt/IBM/DB2SKLMV26/instance
./db2idrop sklmdb26
userdel -r sklmdb26
cd /opt/IBM/DB2SKLMV26/install
./db2_deinstall -a
vi /etc/services
# Locate and remove the DB2 port entries in the services file.
rm -rf /opt/IBM/DB2SKLMV26

S DB2 5}b}C'j6DX*
ITS IBM Security Key Lifecycle Manager DB2 5}b}C'j6DX*#

g{C'j6QS DB2 5}b}X*,3v=hI\a5X;u{"5w4R=CC

'#g{U=K{",kLxB;=#

v Windows 53:
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1. r*“Windows ~q”XF(,;s#9 IBM Security Key Lifecycle Manager 5

}yP_D DB2 ~q#

*iR DB2 5}~q,kQwT“DB2”*7D~qD~qPm#5}~qDu?

|, IBM Security Key Lifecycle Manager DB2 5}yP_DC'j6,+dw

*?V~q{F#}g,DB2 - DBSKLMV26 - SKLMDB26#

r*~qDtTT0r,+~q4,hC*Q#9,"+t/`MhC*V/#

2. %w*<> Lr > IBM DB2 > instance_owner > |nP$_ > |n0Z T
r* DB2 |n0Z,;sdk:

db2idrop db databasename
db2idrop sklm_instance_owner_userid

3. g{ C:\sklm_instance_owner_user_id ?<T;fZ,k+d}%:

del /s /q C:\sklm_instance_owner_user_id

v AIX M Linux 53:

T root C'Dm]xPG<,;s4PTB=h#

1. |D* IBM Security Key Lifecycle Manager DB2 5}yP_DC'j6,TC

5}yP_C'j6KP db2istop |n,;sXK= root C'j6:

su - sklm_instance_owner_userid

cd DB_HOME/instance
./db2istop sklm_instance_owner_userid /home/sklm_instance_owner_userid

exit

2. T5}yP_C'j6KP db2idrop |n:

cd DB_HOME/instance
./db2idrop sklm_instance_owner_userid

3. g{ sklm_instance_owner_user_id/sqllib ?<T;fZ,k+d}%:

rm -rf sklm_instance_owner_user_id/sqllib

S DB2 5}yP_}%C'j6
*}%Cw IBM Security Key Lifecycle Manager DB2 5}yP_DC'j6,k9

CYw53DC'\m5CLr4>}CC'j6#

>}Cw IBM Security Key Lifecycle Manager }]bD5}yP_DC'j6.0,

k7#CC'j6;Yk DB2 5}X*#

kq-Z 683D:S DB2 5}b}C'j6DX*;PD=h#g{C'j6QS

DB2 5}b}X*,3v=hI\a5X;u{"5w4R=CC'#g{U=K{

",kLxB;=#

i$C'j6k DB2 }]b5};YX*.s,k4UTB=hS53}%CC'j

6:

v Windows 53:

9CzKPD Windows f>DC'\m$_4S53>} DB2 \mC'#}g,

Z Windows D3)f>O,k4PTB=h:

1. r*XFfe#
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2. %w\m$_ > Fcz\m > >XC'Mi > C'#

3. S53>}C'#

v AIX M Linux 53:

T root C'Dm]xPG<,;sdkTB|n4>}C'j6:

userdel -r sklm_instance_owner_userid

{CT/~q

IBM Security Key Lifecycle Manager 6X}L+{Ck IBM Security Key Lifecycle

Manager X*D DB2 M WebSphere Application Server ~q#*|}msu~,zI

\9h*7#Q{Cb)~q#

Windows 53

Z Windows 53O,9C“Windows ~q”XF(Ih9k IBM Security Key Lifecycle

Manager X*D DB2 M WebSphere Application Server ~qT/t/#

r*“Windows ~q”XF("ZTBPmPiR~q#kTPmPD?v~q,r*C

~qD“tT”T0r,"7#t/`MhC*Q{C,R~q4,VNhC*Q#

9#

DB2 - db2 1>{F - SKLM_INSTANCE_OWNER

}g,DB2 - DBSKLMV26 - SKLMDB6

DB2 Governor(db2 1>{F)

}g,DB2 Governor (DBSKLMV26)

DB2 License Server(db2 1>{F)

}g,DB2 License Server (DBSKLMV26)

DB2 Management Service(db2 1>{F)

}g,DB2 Management Service (DBSKLMV26)

DB2 Remote Command Server(db2 1>{F)

}g,DB2 Remote Command Server (DBSKLMV26)

DB2DAS - DB2DAS_entry

}g,DB2DAS - DB2DAS00

":v1 DAS ~qP\Z Windows ~qP1,E{C DB2 Administration

Server (DAS)#

AIX M Linux 53

Z AIX r Linux 53O,dkTB|nT IBM Security Key Lifecycle Manager DB2

5}yP_xPdC,T9d;aT/t/:

. ~sklmdb2/sqllib/db2profile
DB_HOME/instance/db2iauto -off sklmdb26

dP,sklmdb2 G1!5}yP_C'j6#g{Z20Zd|DKCC'j6,kD

C|DsDC'j6#
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SE,`- /etc/inittab D~"}%T/t/ WebSphere Application Server ~qw

Du?#

/opt/IBM/WebSphere/AppServer/bin/startServer.sh server1
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SJO(FV4

IT*'\4P(FV4=h4(F Encryption Key Manager r IBM Security Key

Lifecycle Manager#

S Encryption Key Manager D(F'\xPV4
(F Encryption Key Manager ZdI\a"zms#

20wLjIK IBM Security Key Lifecycle Manager D20=h,"*<(F=hT

+}]S Encryption Key Manager (F= IBM Security Key Lifecycle Manager#

v (F*<1,20Lri$ Encryption Key Manager tTD~PD51I\a"z

ms,I\avVTBiv:

– ^(A!tTD~,r*;Pc;DCJmI(#

– XhDtT;fZr;_P5#

– tT5Dq=;}7#

– tT8rDD~;fZ,rIZ;Pc;DCJmI(x^(A!#

v (FYwjIX*n/sI\a"zms#ZKivB,ki4msU>D~:

Windows 53:
<IM App Data Dir>\logs\sklmLogs\migration.log

AIX M Linux 53:
<IM App Data Dir>/logs/sklmLogs/migration.log

g{ Encryption Key Manager (F'\,"Rz!qjI#`D(F}L,G4g{

ZKP(FV4E>.04|DrdC IBM Security Key Lifecycle Manager ~qw,

G4ITt/C(FV4E>#

g{ E n c r y p t i o n K e y M a n a g e r (F'\x4(FNN}],G4k}%

tklmKeystore.jceks D~TXB*<(F}L#zITZ WAS_HOME\products\sklm\

keystore ?<PR=CD~#

Encryption Key Manager D(FV4E>
g{z4ZKP(FV4E>.0T IBM Security Key Lifecycle Manager ~qwwv

NN|DrdC,G4IT* Encryption Key Manager t/(FV4E>#}g,4

Z53OwTX|DICELUd#

(FE>;Z SKLM_HOME\migration\bin ?<P#CZKPCE>D|n*:

Windows 53:
cd SKLM_HOME\migration\bin
.\migrate.bat sklm_instance_owner_password

Linux M AIX 53:
cd SKLM_HOME/migration/bin
./migrate.sh sklm_instance_owner_password
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Zng Linux r AIX .`D53O,k7#T root C'm]G<,;sYK

P migrate.sh#

dP,sklm_instance_owner_password N}G IBM Security Key Lifecycle Manager ~

qw DB2 5}yP_D\k#

SKLM_HOME N}vZ Windows 53O9C,"RXkC}E(p4#

Windows 53:
cd "C:\Program Files (x86)\IBM\SKLMV26\migration\bin"

.\bin\migrate.bat password
echo %ERRORLEVEL%

":

v g{;k+\kw*N}4xP8(,G4k!TC\k#V4E>+a>

zdk5#C\k;GTwDT>D#}g:

migrate.bat
echo $?

v ZdKP1}LP,(FV4E>a4(;v migration.log D~#

v g{ migrate.bat r migrate.sh ;IC,

1. k+ migrate.bat.template r migrate.sh.template 4F= migrate.bat

r migrate.sh#

2. 8(XhN}#

3. KPCD~#

Linux M AIX 53:
cd /opt/IBM/SKLMV26/migration/bin
./bin/migrate.sh password
echo $?

Zng Linux r AIX .`D53O,k7#T root C'm]G<,;sYK

P migrate.sh#

S IBM Security Key Lifecycle Manager D(F'\xPV4
(F IBM Security Key Lifecycle Manager ZdI\a"zTBms!0:

v (F*<1,TBD;Vr`VivI\a<B"vms{":

– ;Pc;DCJmI(4A!yhD~,r_1YtTrD~#

– d{&CLrZ9CyhD~#

– DB2 ~qw (FZd,WebSphere Application Server bb#9KP#

v (FjIs,rQ4PX*n/,(FYw*<sI\a"zms#

20Lr+T>ms{"#ZKivB,ki4msU>D~:

Windows 53:
<IM App Data Dir>\logs\sklmLogs\migration.log

AIX M Linux 53:
<IM App Data Dir>/logs/sklmLogs/migration.log
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g{z44KP(FLry'\x!qX=H0f>,G4kTBf>D DB2 jI

TBNq:

– 6X IBM Security Key Lifecycle Manager H0f>#Zng AIX r Linux .

`D53O,/@A5}yP_Dw?<,g /home/sklmdb26#g{ sqllib_v91

?<fZ,k}%C?<#

– XBt/Fcz#

– XB20 IBM Security Key Lifecycle Manager H0f>"4-n|D8]#&

CnBD^)|#

IBM Security Key Lifecycle Manager D(FV4E>
g{z4ZKP(FV4E>.0T IBM Security Key Lifecycle Manager ~qwwv

NN|DrdC,G4IT* IBM Security Key Lifecycle Manager t/(FV4E>#

}g,4Z53OwTX|DICELUd#

(F5CLraZ <IM App Data Dir>\logs\sklmLogs ?<P4( migration.log D

~#

(FE>;Z SKLM_HOME\migration ?<P#KP(FE>.0,k7#}7hC

JAVA_HOME#TB>}T> JAVA_HOME D76:

Windows 53
C:\Program Files (x86)\IBM\WebSphere\AppServer\java\jre

Linux M AIX 53
/opt/IBM/WebSphere/AppServer/java/jre

CZKPC(FE>D|n*:

Windows 53
cd SKLM_HOME\migration
.\migrateToSKLM.bat

":Xk* migration.properties D~(CD~fZZ SKLM_HOME\

migration ?<B)PD(FN}8(5#

}g:

cd "C:\Program Files (x86)\IBM\SKLMv26\migration"
.\migrateToSKLM.bat

Linux M AIX 53
cd SKLM_HOME/migration
./migrateToSKLM.sh

":Xk* migration.properties D~(CD~fZZ SKLM_HOME/

migration ?<B)PD(FN}8(5#

}g:

cd /opt/IBM/SKLMV26/migration
./migrateToSKLM.sh

Zng Linux r AIX .`D53OKP migrateToSKLM.sh .0,k7#z
T root C'm]G<#

":KP(FV4E>.s, kV/XBt/ WebSphere Application Server#
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migration.properties D~PDN}

WAS_HOME
WebSphere Application Server for IBM Security Key Lifecycle Manager V2.6

D20?<#

TKLM_TIP_HOME
Tivoli Integrated Portal for IBM Security Key Lifecycle Manager H0f>

V1.0"V2.0 r V2.0.1 D20?<#TZ V2.5,z9IT9CKN}4hC

<WAS_HOME>#

WAS_ADMIN_ID
H0f>D Tivoli Integrated Portal \m1C'{#

WAS_ADMIN_PASSWORD
Tivoli Integrated Portal \m1C'{D\k#

SKLM_INSTALL_PATH
20 IBM Security Key Lifecycle Manager D?<#

SKLM_ADMIN_USER
IBM Security Key Lifecycle Manager H0f>D\m1C'{#CC'{Xk

* TKLMAdmin#

MIG_LOG_PATH
f" migration.log DD~76#

TKLM_VERSION
53O20D IBM Security Key Lifecycle Manager H0f>Df>E#

TKLM_DB_PWD
IBM Security Key Lifecycle Manager H0f>D DB2 \m1\k#

KEYSTORE_PWD
IBM Security Key Lifecycle Manager H0f> V1.0"V2.0 r V2.0.1 D\?

f"b\k#TZ V2.5,;h*KN}#

IM_INSTALL_DIR
IBM Installation Manager D20?<#

":}K\kTbDyPd{5<$Hn4ZCtTD~P#kp^D}UWVNT

bDNN5#

DB2 tCT/t/
g{TV4==KP(FE>jIK'\D(F,G4FczXBt/1XktC DB2

T/t/#

Windows 53

Z Windows 53O,4PTB=h4T/t/ DB2:

1. r*“XFfe”"%w*< > XFfe > \m$_ > ~q#

2. R|%w DB2 - DBSKMV26 - SKLMDB26 ~q,;sR|%wtT#

3. Z“tT”T0rD#f!n(O,+t/`M|D*T/,"%w&C#

4. XBt/53Ti$}]b~qwGqaT/t/#
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AIX M Linux 53

g{zZ IBM Security Key Lifecycle Manager V1 PtCK crontab,G4kdkT

B|n4tC DB2 T/t/#

. <DB_home_dir>/sqllib/db2profile
DB_HOME/instance/db2iauto -on sklmdb26

dP sklmdb26 G1!5}yP_C'j6#g{Z20Zd|DKC5,kDCC|

DsDC'j6#

(FtTD~

IBM Security Key Lifecycle Manager ~qw(F5CLr#tK SKLM_HOME/migration/

migratestatus.properties D~4zYQjIDNq#

g{(F'\,a#ttTD~TCZwT#(F5CLr99C#tDD~47(

SDvc*<BD(F}L#g{zbbXYNKP(F,G45CLr+9CCt

TD~47((FGqQI&#
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20s=h

20 IBM Security Key Lifecycle Manager .s,k7# DB2 M WebSphere Appli-

cation Server ~qQ}7dC#

vZ9CrXx-i V6 (IPv6) D53O,20ax1T>D3;J4(;{* IPv4

URL#ZCJ IBM Security Key Lifecycle Manager .0,k+C URL |D*zQ*

D IPv6 URL#

~q"KZMxL

20 IBM Security Key Lifecycle Manager ~qw .s,ki$yh~q"KZMx

LGq}ZKP#

Windows 53:

v ~q

– WebSphere Application Server:IBM WebSphere Application Server V8.5

- SKLM26Server

– DB2:DBSKLMV26 - SKLMDB26

v KZ

":yPTBKZ<Xk&Zr*4,R4INNd{xL9C#

– CZCJ IBM Security Key Lifecycle Manager <NC'gfM REST ~

qD HTTPS KZ:9080

– CZCJ WebSphere Integrated Solutions Console D HTTPS KZ:9083

– DB2:1!5* 50020#

bGkT DB2 D1!5#zITZ IBM Security Key Lifecycle Man-

ager 201dCKKZ#K5I\Gd{KZE,_e!vZ20hC#

9fZk1!KZEX*Dd{KZ#

– CZl} KMIP {"D1!201 SSL KZ:5696

– CZl}h8{"D SSL KZ:441

– CZl}h8{"D TCP KZ:3801

– WebSphere Application Server:9080 - 9099

WebSphere Application Server 20kTda)DwV~qXhb)KZ#

– w~qwMK!~qwD4FdCD~PC'dCD4FKZ#g{Z

w~qwMK!~qw.d9CK@p=,G4C@p=XkdC*+

]rXxXF(D-i (ICMP)#

v xL

– IBM Security Key Lifecycle Manager:WASService.exe java.exe

– DB2:db2fmp64.exe db2syscs.exe

g{ V2.6 (FT V1.0"V2.0 r 2.0.1:
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v ~q

– Tivoli Integrated Portal:TIPProfile_Port_16340

– DB2:DB2TKLMV2 - TKLMDB2

v KZ

– I B M S e c u r i t y K e y L i f e c y c l e M a n a g e r:

16340"16341"16342"16343"16345"16346"16350"16352"16353

– DB2:KZEk IBM Security Key Lifecycle Manager V1 OD DB2 K

ZE`,#9fZk1!KZEX*Dd{KZ#

v xL

– IBM Security Key Lifecycle Manager:WASService.exe java.exe

– DB2:db2fmp.exe db2syscs.exe

AIX r Linux H53:

v KZ

":yPTBKZ<Xk&Zr*4,R4INNd{xL9C#

– CZCJ IBM Security Key Lifecycle Manager <NC'gfM REST ~

qD HTTPS KZ:9080

– CZCJ WebSphere Integrated Solutions Console D HTTPS KZ:9083

– DB2:1!5* 50020#

bGkT DB2 D1!5#zITZ IBM Security Key Lifecycle Man-

ager 201dCKKZ#K5I\Gd{KZE,_e!vZ20hC#

9fZk1!KZEX*Dd{KZ#

– CZl} KMIP {"D1!201 SSL KZ:5696

– CZl}h8{"D SSL KZ:441

– CZl}h8{"D TCP KZ:3801

– WebSphere Application Server:9080 - 9099

WebSphere Application Server 20kTda)DwV~qXhb)KZ#

– w~qwMK!~qwD4FdCD~PC'dCD4FKZ#g{Z

w~qwMK!~qw.d9CK@p=,G4C@p=XkdC*+

]rXxXF(D-i (ICMP)#

v xL

– IBM Security Key Lifecycle Manager:WebSphere Application Server M

Java

– DB2:db2fmp64 db2syscs

20sD2+T

20 IBM Security Key Lifecycle Manager .s,zXk4PtI=hT7#zD/@

wI6p$i,"#$tPDC'j6M\k#
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8(CZ/@wCJD$i

yP/@wa%";vXk2GTq!T WebSphere Application Server DCJ(D$

ims#

XZKNq

r*Z?$iDyP_;Z)p(^DIEPmPx"zms#Z?vCZCJ IBM

Security Key Lifecycle Manager D/@wP20$i#IT9C WebSphere Applica-

tion Server C'gf2G$i#

*dC$i,k4PTB=h:

}L

1. 9C WASAdmin C'j6G< IBM Security Key Lifecycle Manager ~qw#

2. Z“2+T”!n(O,%wSSL $iM\?\m#

3. Z“SSL $iM\?\m”3fO,%w\mKc2+dC -> server1# Z>XXK

wP,I\h*%w SKLMCell > Zc > SKLMNode > ~qw > server1 4
9*w,;sZv>V'PiR server1#

4. *hCKKcDX( SSL dC,k%w\m$i#

5. b9u$i#

/@w;h*$i#b9uYwalw$i(+C\?),"+|f"*;vD

~#;*<v$i,r*a,1q!+CM(C\?#

6. +$i<k/@w#

v Firefox

a. %w$_ > !n > _6 > S\#

b. !qi4$i > <k4%#

c. <=A<v$iD?j;C#!q$i,;s%wr*#

d. Z“$i\mw”T0rP,!qQ<kD$i,;s%w`-#

e. Z“`- Web >c$iENhC”T0rP,!qENK$iD"<z9,;

s%w7(#

f. Z“$i\mw”T0rP,%w7(#

g. Z“!n”T0rP,%w7(#

v Internet Explorer

a. %w$_ > Internet !n#

b. !qZ]!n(,;s%w$i4%#

c. !q\ENDy$i"<z9!n(,;s%w<k4%#

d. Z“$i<kr<”T0rP,%wB;=#

e. /@TiR$i,;s%wB;=#

f. dk$iD\k,;s%wB;=#

g. jIr<a)D#`=h#

h. Z“2+/f”T0rP,DA/f#g{,b,k%wG#

7. Z/@wX7VN,dk8r IBM Security Key Lifecycle Manager ~qw Dj<

D+rJ4(;w (URL)#4B Enter |#
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|D WebSphere Application Server \?b\k
/@wD SSL $if"Z WebSphere Application Server \?bP#Z WebSphere

Application Server O,b)\?b\kG+2D"RXkxP|D#

XZKNq

120&CLr~qw1,?v~qwa* WebAS P9C1!\k5D1! SSL dC

4(\?bMENb#

}L

1. 9C<NC'gf|D\k:

a. 9C WASAdmin C'j6G< WebSphere /Ibv=8XF(#

https://localhost:9083/ibm/console/logon.jsp

b. Z“2+T”!n(O,%wSSL $iM\?\m#

c. Z“SSL $iM\?\m”3fO,%w\?bM$i > NodeDefaultKeyStore#

d. |D\?b\k#

e. Z“SSL $iM\?\m”3fO,%w\?b > NodeDefaultTrustStore#

f. |DENb\k#

2. Z2+D;C#f\k#

WebSphere Application Server 2+T
Xk4PtI=hT7# WebSphere Application Server tPE"D2+T#

'VK1I\7(h*(}zY4wT WASService.exe |nKPD&\PDJb#

TK&\*tzYa+I\tPDzYE"4k Windows y?<PD WASService.Trace

D~P#k9CJCZz>cDE"#$=h4#$ WASService.Trace D~#

Kb,KP stopServer |n1k!D#;*1SZ|nPOdk\k#x&ZvVa

>1dk WebSphere Application Server \m1DC'{M\k#

}g,*#9s(= WAS_HOME DyPxL,kdk:

stopServer server1

vVa>1,kdkC'{M\k#

&\bZ|nP|,C'j6M\k#}g,k;*dk:

Z Windows 53O:
stopServer.bat server1 -username wasadmin -password mypwd

Zng Linux r AIX D53O:
./stopServer.sh server1 -username wasadmin -password mypwd

ZKP ps -aef |nTT>XZn/xLDE".s,I\aT> WebSphere Appli-

cation Server \k#
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20ZdD20ms

20ZdI\a"zXk|}Dms#m`ms{"|,DE"cT|}}pmsD

iv#+G,P)msivh*|`E"E\|}#

2,20I\Z4T>NNms{"DivBKv,+GZU>D~P75fZm

s# g{2,20Kv1T>5Xkc,2kliU>D~PGq|,ms{"#

Windows 53:
\<IM App Data Dir>\logs

AIX r Linux H53:
/<IM App Data Dir>/logs

g{4=Pms{"T>ELrD~53;Pc;DICELUd:

k}%D~TMEUd,rr53mSf"wT)9D~53Ds!#

k;*Z20LrKP1|}CJb#kZxP|}.0HKv20Lr,"

ZxP|}.sXBt/20Lr#

kNDZ 73D:V<=53D2~hs;Tq!PXELUdMd{2~h

sDE"#

g{ZS Linux 53r>Xzw<vT>Z]1,Z>XzwO9C Exceed X ~q
w20 IBM Security Key Lifecycle Manager,G4k;*\xmI-i#

g{\xmI-i,53I\a+20LrS*^l&#kS\mI-i,r

_D*9C Cygwin X ~qwribxg,S#

9C Windows C'Mi\m$_}% sklmdb2 \m11,ZXB20 IBM Secu-
rity Key Lifecycle Manager M DB2 .0h*H}%H0D sklmdb2 S?<#

Z IBM Security Key Lifecycle Manager 20Zd,g{H0Q9C Windows

C'Mi\m$_>}Kw* DB2 \m1D sklmdb26 C'j6,G4I\a

v=Jb#.sXB20 IBM Security Key Lifecycle Manager 1+^(20

DB2#

*^}CJb,k4PTB=h:

1. P;=`&DS?<:

v Windows Server 2012:drive:\Users

2. }% sklmdb26 S?<#

3. XB20 IBM Security Key Lifecycle Manager#9C Windows C'Mi

\m$_4>}C'J' sklmdb26 1,;aT/}% sklmdb26 S?<#

tCT/~q

IBM Security Key Lifecycle Manager 20}Lat/ IBM Security Key Lifecycle Man-

ager yhD DB2 M WebSphere Application Server ~q#20}L9a+b)~qh

C*T/t/#+G,zI\h*|}T/t/~qzzDmsiv#

Windows 53

Z Windows 53O,k9C“Windows ~q”XF(+~qdC*T/t/#

R=TBPmPD~q#TZPmPD?v~q,r*~qD“tT”T0r,"7#

t/`MhC*T/#g{~q4,VND5*Q#9,k%wt/Tt/C~q#
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DB2 - db2 1>{F - SKLM_INSTANCE_OWNER

}g,DB2 - DBSKLMV26 - SKLMDB6

DB2 Governor(db2 1>{F)

}g,DB2 Governor (DBSKLMV26)

DB2 License Server(db2 1>{F)

}g,DB2 License Server (DBSKLMV26)

DB2 Management Service(db2 1>{F)

}g,DB2 Management Service (DBSKLMV26)

DB2 Remote Command Server(db2 1>{F)

}g,DB2 Remote Command Server (DBSKLMV26)

DB2DAS - DB2DAS_entry

}g,DB2DAS - DB2DAS00

":v1 DAS ~qP\Z Windows ~qP1,E{C DB2 Administration

Server (DAS)#

WAS ~q - IBM Security Key Lifecycle Manager
}g,IBM WebSphere Application Server V8.5 - SKLM26Server

Linux 53

Z Linux 53O,dkTB|nT+ IBM Security Key Lifecycle Manager DB2 5}

yP_dC*T/t/:

<DB_home_dir>/sqllib/db2profile
DB_HOME/instance/db2iauto -on sklmdb26

dP,sklmdb2 G1!5}yP_C'j6#g{Z20Zd|DKC5,kDCC|

DsDC'j6#

Z Linux 53O20 IBM Security Key Lifecycle Manager ar /etc/inittab D~

PmSCZt/ WebSphere Application Server D|n#Z Linux 53P,20Lra

Z /etc/init.d P4( SecurityKeyLifecycleManager_was.init D~#zITZ /etc/

initttab D~PmS`FD|n:

slp:2345:wait:/bin/sleep 60
tt:23456789:wait:WAS_HOME/bin/startServer.sh server1

AIX 53

Z AIX 53O,dkTB|n4+ IBM Security Key Lifecycle Manager DB2 5}

yP_dC*T/t/:

<DB_home_dir>/sqllib/db2profile
DB_HOME/instance/db2iauto -on sklmdb26

dP,sklmdb2 G1!5}yP_C'j6#g{Z20Zd|DKCC'j6,kD

C|DsDC'j6#

Z AIX 53O20 IBM Security Key Lifecycle Manager ar /etc/inittab D~P

mSCZt/ WebSphere Application Server D|n#zIT`- /etc/inittab D~

PDTB|n:
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sl:2345:wait:/bin/sleep 60
tt:23456:wait:WAS_HOME/bin/startServer.sh server1

*+ WebSphere Application Server dC*T/t/,kq- IBM WebSphere Applica-

tion Server V6.1 on the Solaris 10 Operating System l$ivfoPhvgN4( SMF

~q(eD?VPyvD=h#KD5IS http://www.redbooks.ibm.com/abstracts/

sg247584.html q!#

+C Web 3fODE"D4*yZzD IBM Security Key Lifecycle Manager 20D

5#}g,ZTBE>P9Cz53PD?<:

WAS_DIR="//opt/IBM/WebSphere/AppServer/profiles/KLMProfile"

Z3)53O,I\h*+e%D~PD,15S 60 vS= 300#

hCa0,11ddt

IBM Security Key Lifecycle Manager C'gfa0ITdC*Z}.VS&Z;n/

4,s,1,r_;PNN1d^F<U#Vn/4,#

}L

1. IT9C<NC'gf4hCa0,11ddt:

a. 9C WASAdmin C'j6G< WebSphere /Ibv=8XF(#

https://localhost:9083/ibm/console/logon.jsp

b. Z&CLr!n(O,%w&CLr`M > WebSphere s5&CLr#

c. Z“s5&CLr”3fO,%w sklm_kms#

d. Z“Web #itT”?VP,%wa0\m#

e. Z“#ftT”?VP,!q2Ga0\m#

f. Z“a0,1”?VP,!q^,1T1L#Vn/4,x^,1#

g. *TVS*%;hC;n/,1,k!qhC,1"8(yhD;n/,1

5#

2. %w&C#

3. %w7(#

hCnsBq,15

\Bq,15hC* 600 k#y]hCD;,,3)$1dKPD IBM Security Key

Lifecycle Manager YwI\,1#

XZKNq

$1dKPD IBM Security Key Lifecycle Manager YwI\a,1,(fDms{"

gB}y>:

[10/21/08 14:28:41:693 CDT] 00000020 TimeoutManage I
WTRN0006W: Transaction 00000110001 has timed out after xxx seconds.

*+Bq,11ddtdC*;v|sD5,k4PTB=h:
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}L

1. #9~qw#

v Windows 53:

Z WAS_HOME\bin tTP,dk:

stopServer.bat server1

v AIX M Linux 53:

Z WAS_HOME/bin ?<P,dk:

./stopServer.sh server1

2. `-KD~:

..\profiles\KLMProfile\config\cells\SKLMCell\nodes\SKLMNode\
servers\server1\server.xml

3. + propogatedOrBMTTranLifetimeTimeout N}|D*;v|sD5#

4. #fD~#

5. t/~qw#

v Windows 53:

Z WAS_HOME\bin tTP,dk:

startServer.bat server1

v AIX M Linux 53:

Z WAS_HOME/bin ?<P,dk:

./startServer.sh server1

7#(FsD DB2 f>}7
Z,S= IBM Security Key Lifecycle Manager }]b.0,k7#9CDG DB2 D

10f>#

XZKNq

+ IBM Security Key Lifecycle Manager S V1.0"V2.0"V2.0.1 r V2.5 (F= V2.6

.s,DB2 D}1f> 10.1 M|_f>yIC#

k4PTB=h:

}L

1. T AIX r Linux .`D53D}]b5}yP_r Windows 53OD DB2 \m

1Dm]G<#

2. k7# DB2 D10f>IC#k4PTB=h:

Windows 53:

v %w*< > IBM DB2 > DB2SKLMV26 > |nP$_ > |nP&m
w#k8(:

set DB2INSTANCE=sklmdb26

v <=A drive:\Program Files (x86)\IBM\DB2SKLMV26\bin ?<,"7

#ITI&KP DB2 |n#}g,dk:
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db2cmd
db2stop
db2start

AIX r Linux H53:

v <=A /opt/IBM/DB2SKLMV26/bin ?<#

v k7#ITI&KP DB2 |n#}g,dk:

<DB_home_dir>/sqllib/db2profile
db2stop
db2start

3. t/ IBM Security Key Lifecycle Manager V2.6#

|D DB2 ~qw wz{
Z|D IBM Security Key Lifecycle Manager 53wz{.s,I\h*|D DB2 ~

qw Dwz{#

XZKNq

S;ZTB Web X7D<u5wPq!CZ|DzD DB2 ~qw 6pDwz{Dn

B=h:http://www.ibm.com/support/docview.wss?rs=71&context=SSEPGG&context=SSEPDU

&context=SSVGXH&context=SSVGZB&context=SSFHEG&context=SSYK8P&context=SSTLZ9

&q1=db2+change+hostname&uid=swg21258834&loc=en_US&cs=utf-8&lang=en

|DVPD WebSphere Application Server wz{
Z|D53wz{.0,XkH|D WebSphere Application Server Dwz{#

}L

1. |D WebSphere Application Server Dwz{#PXgN|Dwz{D|`E",k

ND IBM WebSphere Application Server D5 (http://www-01.ibm.com/support/

knowledgecenter /SSEQTP_8.5.5/com.ibm.websphere .base . iser ies .doc/ae/

tagt_hostname.html)#

2. KNqI&s,k|D DB2 ~qwDwz{#PX|`E",kND:|D DB2

~qw wz{;#

#9 DB2 ~qw
*#9}]b~qw,H#9 WebSphere Application Server,;s#9 DB2 ~qw#

XZKNq

zXk* AIX r Linux H53D}]b5}yP_,r_ Windows 53D>X\m

1#

*#9}]b~qw,k4PTB=h:

}L

1. T AIX r Linux H53D}]b5}yP_r Windows 53D>X\m1Dm]

G<#
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2. #9 WebSphere Application Server#kdkK|n:

Windows 53:
cd C:\Program Files (x86)\IBM\WebSphere\AppServer\bin
.\stopServer.bat server1 -username wasadmin -password mysecretpwd

AIX r Linux H53:
/opt/IBM/WebSphere/AppServer/bin/stopServer.sh server1
-username wasadmin

-password mysecretpwd

3. #9 DB2 ~qw#kdkTB|n:

Windows 53:
set DB2INSTANCE=sklmdb26
db2stop

AIX r Linux H53:
su -sklmdb26
db2stop

dC SSL
Z20K IBM Security Key Lifecycle Manager .s,I\*9C SSL dC2+(E#

XZKNq

K!nI S K L M _ H O M E / c o n f i g / S K L M C o n f i g . p r o p e r t i e s D~PD

config.keystore.ssl.certalias tTXF#

g{8(K+dKZ,Kp{8r;vVPD$i,|CZ}/wM IBM Security Key

Lifecycle Manager ~qw .dD2+(ED SSL O$#

g{S Encryption Key Manager (F}],G4 TransportListener ENbPDyP

$i<+<k IBM Security Key Lifecycle Manager \?b#

4T TransportListener \?bD$iQhC* IBM Security Key Lifecycle Man-

ager D SSL $i#config.keystore.ssl.certalias tT+9CK$iDp{xP|
B#

*dCCZ2+(ED SSL,k4PTB=h:

}L

1. <=A`&DD3fr?<#

v <NC'gf:

G<<NC'gf#zIT!qTBN;76:

– %w IBM Security Key Lifecycle Manager > dC > SSL/KMIP#

– IBM Security Key Lifecycle Manager > _6dC > ~qw$i#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0#9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:
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– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. 8(CZ SSL (ED$i#

v <NC'gf:

8(;v$iw* SSL $i:

– Z“CZa)\?D SSL/KMIP”3fO,!q+\?bPDVP$iCw SSL

$iD!n#!q;v$i,;s%w7(#

– mb,Z“\m~qw$i”3fO,!q;vVP$i"%w^D#8(K$

iG10}Z9CD$i,;s%w^D$i#

v |nPgf:

– *i4tT5,k9C tklmConfigGetEntry |n#}g,I\k*i$Q(

FD$iGqhC* SSL $i#

K Jython q=D|naq! config.keystore.ssl.certalias tTD105#

wsadmin>print AdminTask.tklmConfigGetEntry
(’[-name config.keystore.ssl.certalias]’)

– *|DtT5,k9C tklmConfigUpdateEntry |n8( IBM Security Key

Lifecycle Manager ~qw 9CD$i#

}g,K Jython q=D|n>}a|D config.keystore.ssl.certalias tT
D5#

print AdminTask.tklmConfigUpdateEntry
(’[-name config.keystore.ssl.certalias
-value mycert]’)

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Z“I&”3fOD“B;=”P,%w*4PD`XNq#

v |nPgf:

jI{"m>I&#

7(10KZE

jI IBM Security Key Lifecycle Manager ~qw 20.s,I\h*7( IBM Secu-

rity Key Lifecycle Manager ~qw M WebSphere Integrated Solutions Console D2+

KZE#

XZKNq

b)KZED5I WAS_HOME/profiles/KLMProfile/properties/portdef.props D~P

D WC_defaulthost_secure r WC_adminhost_secure tT8(#}g,D~IT8(

b)5:

WC_defaulthost_secure=9080
WC_adminhost_secure=9083
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WC_defaulthost_secure tT5T&Z IBM Security Key Lifecycle Manager ~qw2

+KZ,x WC_adminhost_secure tT5T&Z WebSphere Integrated Solutions Con-

sole 2+KZ#

i$20

ZV<=53xP20.s,ki$ IBM Security Key Lifecycle Manager 20GqI

&#

4PTBYwTi$V<=53OD20:

1. t/M#9~qw#kNDZ 913D:ZV<=53Ot/M#9 IBM Security Key

Lifecycle Manager ~qw;Tq!j8E"#

2. Z Web /@wPr* IBM Security Key Lifecycle Manager#

a. 9CG< URL CJ IBM Security Key Lifecycle Manager Web gf#

https://ip-address:port/ibm/SKLM/login.jsp

ip-address D5* IBM Security Key Lifecycle Manager ~qw D IP X7r DNS

X7#

port D5G IBM Security Key Lifecycle Manager ~qw CZl}ksDKZ

E#1!5* 9080#

Z Windows 53O,b)E";Z“*<”K%O#%w*< > yPLr > IBM
Security Key Lifecycle Manager 2.6#

b. 9C>$G<"7#T> IBM Security Key Lifecycle Manager 6-3f#

3. 9C|nPgfPv IBM Security Key Lifecycle Manager |ni#}g,S

WAS_HOME/bin dk:

./wsadmin.sh -username <sklmadmin id> -password <sklmadmin passwd> -lang jython

1 wsadmin $_"va>1,kdkTB|n:

wsadmin>print AdminTask.help("-commandGroups")

+T> IBM Security Key Lifecycle Manager |ni#}g,Pm+|,8]|n

Md{|ni:

TKLMBackupCommands - IBM Security Key Lifecycle Manager backup/restore commands

tC Internet Explorer V9.0"V10 M V11 DE>hC
7#QtC Internet Explorer V9.0 M V10.0 DE>`FhC#

XZKNq

}GQ* Internet Explorer V9.0"V10 M 11.0 tCKX(DE>`FhC,qrTs

I\^(4( IBM Security Key Lifecycle Manager C'#

k7#QtCKTB/@whC:

v JmZE>PD4,8|B

v n/E>

v Java applet DE>`F
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}L

1. r*/@w,;s%w$_ > Internet !n > 2+T#

2. v/“E>`F”!nD2+hCPm,7#QtCKTBhC:

v JmZE>PD4,8|B

v n/E>

v Java applet DE>`F

3. %w7(#

ZV<=53Ot/M#9 IBM Security Key Lifecycle Manager ~qw
I\k*9C startServer r stopServer |nt/r#9 IBM Security Key Lifecycle

Manager ~qw#}g,Z4-NqjI.s,XBt/ IBM Security Key Lifecycle

Manager ~qw#

XZKNq

1 SKLMConfig.properties D~PD autoRestartAfterRestore tT5* true(1!

5)1,4-8]D~s,IBM Security Key Lifecycle Manager ~qwaT/XBt

/#

CZt/M#9 IBM Security Key Lifecycle Manager ~qw DE>Z WAS_HOME/

bin ?<P#

}L

1. <=A WAS_HOME/bin ?<#

2. t/r#9~qw#

v t/

Z Windows 53O:
startServer.bat server1

Zng Linux r AIX D53O:
./startServer.sh server1

v #9

Z Windows 53O:
stopServer.bat server1

Zng Linux r AIX D53O:
./stopServer.sh server1

1!ivB,+tC+V2+T#kdk WebSphere Application Server \m1DC

'j6M\k,w* stopServer DN}#1!Tb)N}1,E>aa>zdkN

},+GITZ|nPO8(:

Z Windows 53O:
stopServer.bat server1 -username wasadmin -password mypwd

Zng Linux r AIX D53O:
./stopServer.sh server1 -username wasadmin -password mypwd
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B;=v24

7( IBM Security Key Lifecycle Manager Gq}ZKP#}g,Z Web /@wPr

* IBM Security Key Lifecycle Manager,;sG<#

tC+V2+T

I\"zXktC+V2+TDiv#

XZKNq

19C IBM Security Key Lifecycle Manager 1,;*{C+V2+T#

}L

1. *tC+V2+T,kT WebSphere Application Server \m1 WASAdmin Dm]

G<#

2. Z<=8P,%w2+T#

3. %w#$\m"&CLrMy!a9D2+#

4. 4!tC\m2+T4!r#

k7#2!qKtC&CLr2+T,"R4!q9C Java 2 2+T^FT>X
J4D&CLrCJ#

5. %w&C#

6. Z“{"”rP%w#f#%w"z#

7. #9"XBt/~qw#

8. XB0k IBM Security Key Lifecycle Manager G<3f#i$C3fGqh*\

k#

{C+V2+T

I\"zXk{C+V2+TDiv#

XZKNq

19C IBM Security Key Lifecycle Manager 1,;*{C+V2+T#

}L

1. *{C+V2+T,kT WebSphere Application Server \m1 WASAdmin Dm]

G<#

2. Z<=8P,%w2+T#

3. %w#$\m"&CLrMy!a9D2+#

4. e}tC\m2+T4!r#

5. %w&C#

6. Z“{"”rP%w#f#%w"z#

7. #9"XBt/~qw#

8. XB0k IBM Security Key Lifecycle Manager G<3f#i$3fGq;h*\

k#
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200$wm

Z*<20MdC IBM Security Key Lifecycle Manager .0,zITjITB$wm

T6pjI IBM Security Key Lifecycle Manager 20yhDdCN}#

#f20N}

9C$wmIG<;c20N}#

m 9. #f20N}

!n hv 1!5r>}5 zD5

20== KP20LrD=

=#

gui(1!5)
silent

X*=h:

liICELU

d

7#_Pc;DI

CELUd#

kNDZ 7 3D:V<=

53D2~hs;TKb

5#

DB2 dCN}
9C$wmIG<k DB2 20MdC`XDu?#

m 10. DB2 dCN}

VN{F hv 1!5r>}5 zD5

DB2 ?j *20 DB2 D?< Windows 53:
drive:\Program

Files (x86)\

IBM\DB2SKLMV26

AIX M Linux 53:
/ o p t / I B M /

DB2SKLMV26

DB2 \m1j6 IBM Security Key

Lifecycle Manager }

]b\m1(2F

*5}yP_)D

C'j6

sklmdb26

DB2 \m1\k }]b\m1C'

j6D\k

}]b{F IBM Security Key

Lifecycle Manager }

]bD{F

SKLMDB26

DB2 KZ DB2 ~ql}KZ 50020

\m1w?</}

]bw?<

4(}]b5}M

q=/mD?<

C:
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m 10. DB2 dCN} (x)

VN{F hv 1!5r>}5 zD5

\m1i }]bD5}yP

_ytDi#

g{ DB2 ;Z AIX r

Linux H53O,zDC'

j6Xk;Z bin r root

C'iP,r_;ZdI

1|, root C'Dd{i

P#

5}L{ *20 DB2 D}/

w(v^ Windows

53)

C:
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y>l&D~

zI\h*T Windows Md{539Cy>l&D~#20.0,z9XkDA",

bKz7DmIun#*iRl&D~MmIunD~,ki4203qD~Dy?

<#/license S?<P|,D>q=DmI$D~#

}Gz4PTB=h,qr20+'\#

Zl&D~P,T8(mI$DPxPTB|D:

v +1!5hC* true Tm>z,bmI$Dun#

v }%PWD.V{ (#) 4TCP!{"M#

Z Windows 53OB20 V2.6
K>}l&D~|,l&E",CZZ Windows 53O20 IBM Security Key Lifecycle

Manager V2.6,r_xP*(F Encryption Key Manager D20#

<?xml version=’1.0’ encoding=’UTF-8’?>
<agent-input>
<server>
<repository location=’C:\disk1\im’/>
<repository location=’C:\disk1’/>

</server>
<profile id=’IBM Installation Manager’ installLocation=’C:\Program Files <x86>

\IBM\Installation Manager\eclipse’ kind=’self’>
<data key=’eclipseLocation’ value=’C:\Program Files <x86>\IBM\Installation Manager\eclipse’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’win32’/>
<data key=’cic.selector.arch’ value=’x86_64’/>
<data key=’cic.selector.ws’ value=’win32’/>

</profile>
<install modify=’false’>
<!-- IBMÂ® Installation Manager 1.8.2 -->
<offering profile=’IBM Installation Manager’ id=’com.ibm.cic.agent’

features=’agent_core,agent_jre,agent_web’ installFixes=’none’/>
<!-- IBM DB2 10.5.0.0 -->

<offering profile=’IBM DB2’ id=’com.ibm.db2.ofng’ features=’com.ibm.db2.ofng’
installFixes=’none’/>
<!-- IBM WebSphere Application Server 8.5.5.7 -->

<offering profile=’IBM WebSphere Application Server V8.5’ id=
’com.ibm.websphere.BASE.v85’ features=’core.feature,ejbdeploy,thinclient,
embeddablecontainer,com.ibm.sdk.6_32bit’ installFixes=’none’/>

<!-- IBM WebSphere SDK Java Technology Edition <Optional> 7.0.4.1 -->
<offering profile=’IBM WebSphere Application Server V8.5’ id=

’com.ibm.websphere.IBMJAVA.v70’ features=’com.ibm.sdk.7’ installFixes=’none’/>
<!-- IBM Security Key Lifecycle Manager 2.6.0.0 -->
<offering profile=’IBM Security Key Lifecycle Manager v2.6’ id=

’com.ibm.sklm26.win32’ features=’main.feature’ installFixes=’none’/>
</install>
<profile id=’IBM DB2’ installLocation=’C:\Program Files <x86>\IBM\DB2SKLMV26’>
<data key=’eclipseLocation’ value=’C:\Program Files <x86>\IBM\DB2SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’win32’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’win32’/>
<data key=’user.DB2_ADMIN_ID,com.ibm.db2.ofng’ value=’sklmdb26’/>
<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.ofng’ value=’5CWzYx4KYl0tqj

/VbyOrug==’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.ofng’ value=’5CWzYx4KYl0tqj

/VbyOrug==’/>
<data key=’user.DB2_DB_HOME,com.ibm.db2.ofng’ value=’C:’/>
<data key=’user.DB2_DB_NAME,com.ibm.db2.ofng’ value=’SKLMDB26’/>
<data key=’user.DB2_DB_PORT,com.ibm.db2.ofng’ value=’50020’/>
<data key=’user.DB2_EXISTS,com.ibm.db2.ofng’ value=’false’/>
<data key=’user.DB2_LOCATION,com.ibm.db2.ofng’ value=’C:\\Program Files <x86>
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\\IBM\\DB2SKLMV26’/>
<data key=’cic.selector.nl’ value=’en’/>

</profile>
<profile id=’IBM WebSphere Application Server V8.5’ installLocation=

’C:\Program Files <x86>\IBM\WebSphere\AppServer’>
<data key=’eclipseLocation’ value=’C:\Program Files <x86>\IBM\WebSphere\AppServer’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’win32’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’win32’/>
<data key=’cic.selector.nl’ value=’en’/>

</profile>

<profile id=’IBM Security Key Lifecycle Manager v2.6’ installLocation=
’C:\Program Files <x86>\IBM\SKLMV26’>

<data key=’eclipseLocation’ value=’C:\Program Files <x86>\IBM\SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’win32’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’win32’/>
<data key=’user.IS_SILENT_MODE,com.ibm.sklm26.win32’ value=’false’/>
<data key=’user.EKM_PROPFILE,com.ibm.sklm26.win32’

value=’C:\KeyManagerConfig.properties’/>
<data key=’user.EKM_MIGRATION,com.ibm.sklm26.win32’ value=’false’/>
<data key=’user.PROFILE_NAME,com.ibm.sklm26.win32’ value=’KLMProfile’/>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.win32’ value=’wasadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.win32’ value=’zN39fpCc9SqIryGJM7+02A==’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm26.win32’

value=’zN39fpCc9SqIryGJM7+02A==’/>
<data key=’user.SKLM_ADMIN_USER,com.ibm.sklm26.win32’ value=’SKLMAdmin’/>
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm26.win32’

value=’mIk4YV2XPl82kE7evFjqmw==’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm26.win32’

value=’mIk4YV2XPl82kE7evFjqmw==’/>
<

data key=’user.SKLM_APP_PORT,com.ibm.sklm26.win32’ value=’9080’/>
<data key=’cic.selector.nl’ value=’en’/>

</profile>
<preference name=’com.ibm.cic.common.core.preferences.eclipseCache’

value=’C:\Program Files <x86>\IBM\IBMIMShared’/>
<preference name=’com.ibm.cic.common.core.preferences.connectTimeout’

value=’30’/>
<preference name=’com.ibm.cic.common.core.preferences.readTimeout’ value=’45’/>
<preference name=’com.ibm.cic.common.core.preferences.downloadAutoRetryCount’

value=’0’/>
<preference name=’offering.service.repositories.areUsed’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.ssl.nonsecureMode’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.http.

disablePreemptiveAuthentication’ value=’false’/>
<preference name=’http.ntlm.auth.kind’ value=’NTLM’/>
<preference name=’http.ntlm.auth.enableIntegrated.win32’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.

preserveDownloadedArtifacts’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.keepFetchedFiles’ value=’false’/>
<preference name=’PassportAdvantageIsEnabled’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.searchForUpdates’

value=’false’/>
<preference name=’com.ibm.cic.agent.ui.displayInternalVersion’ value=’false’/>
<preference name=’com.ibm.cic.common.sharedUI.showErrorLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showWarningLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showNoteLog’ value=’true’/>

</agent-input>

Z Linux 53OB20 V2.6
K>}l&D~|,l&E",CZZ Linux .`D53O20 IBM Security Key

Lifecycle Manager V2.6,r_xP*(F Encryption Key Manager D20#

<?xml version=’1.0’ encoding=’UTF-8’?>
<agent-input>
<server>
<repository location=’/disk1/im’/>
<repository location=’/disk1/’/>

</server>
<profile id=’IBM Installation Manager’ installLocation=’/opt/IBM/

InstallationManager/eclipse’ kind=’self’>
<data key=’eclipseLocation’ value=’/opt/IBM/InstallationManager/eclipse’/>
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<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’x86_64’/>
<data key=’cic.selector.ws’ value=’gtk’/>

</profile>
<install modify=’false’>
<offering profile=’IBM Installation Manager’ id=’com.ibm.cic.agent’

features=’agent_core,agent_jre,agent_web’ installFixes=’none’/>
<offering profile=’IBM DB2’ id=’com.ibm.db2.linux.ofng’ features=
’com.ibm.com.ibm.db2.linux’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’ id=
’com.ibm.websphere.BASE.v85’ features=’core.feature,ejbdeploy,thinclient,
embeddablecontainer,com.ibm.sdk.6_32bit’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’ id=’com.ibm.
websphere.IBMJAVA.v70’ features=’com.ibm.sdk.7’ installFixes=’none’/>
<offering profile=’IBM Security Key Lifecycle Manager v2.6’ id=
’com.ibm.sklm26.linux’ features=’main.feature’ installFixes=’none’/>
</install>
<profile id=’IBM DB2’ installLocation=’/opt/IBM/DB2SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’x86_64’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’user.DB2_ADMIN_ID,com.ibm.db2.linux.ofng’ value=’sklmdb26’/>
<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.linux.ofng’ value=’5CWzYx4KYl0tqj/

VbyOrug==’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.linux.ofng’ value=

’5CWzYx4KYl0tqj/VbyOrug==’/>
<data key=’user.DB2_DB_HOME,com.ibm.db2.linux.ofng’ value=’/home/sklmdb26’/>
<data key=’user.DB2_DB_NAME,com.ibm.db2.linux.ofng’ value=’SKLMDB26’/>
<data key=’user.DB2_DB_PORT,com.ibm.db2.linux.ofng’ value=’50020’/>
<data key=’user.DB2_EXISTS,com.ibm.db2.linux.ofng’ value=’false’/>
<data key=’user.DB2_LOCATION,com.ibm.db2.linux.ofng’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’user.DB2_DB_LHOME,com.ibm.db2.linux.ofng’ value=’/home/sklmdb26’/>
<data key=’user.DB2_ADMIN_GRP,com.ibm.db2.linux.ofng’ value=’root’/>
<data key=’cic.selector.nl’ value=’en’/>

</profile>
<profile id=’IBM WebSphere Application Server V8.5’ installLocation=

’/opt/IBM/
WebSphere/AppServer’>

<data key=’eclipseLocation’ value=’/opt/IBM/WebSphere/AppServer’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’cic.selector.nl’ value=’en’/>

</profile>
<profile id=’IBM Security Key Lifecycle Manager v2.6’ installLocation=’/opt/IBM/SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’x86_64’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’user.IS_SILENT_MODE,com.ibm.sklm26.linux’ value=’false’/>
<data key=’user.EKM_PROPFILE,com.ibm.sklm26.linux’ value=’/opt/IBM/

KeyManagerConfig.properties’/>
<data key=’user.EKM_MIGRATION,com.ibm.sklm26.linux’ value=’false’/>
<data key=’user.PROFILE_NAME,com.ibm.sklm26.linux’ value=’KLMProfile’/>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.linux’ value=’wasadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.linux’ value=’zN39fpCc9SqIryGJM7+02A==’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm26.linux’ value=’zN39fpCc9SqIryGJM7+02A==’/>
<data key=’user.SKLM_ADMIN_USER,com.ibm.sklm26.linux’ value=’SKLMAdmin’/>
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm26.linux’ value=

’mIk4YV2XPl82kE7evFjqmw==’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm26.linux’ value=

’mIk4YV2XPl82kE7evFjqmw==’/>
<data key=’user.SKLM_APP_PORT,com.ibm.sklm26.linux’ value=’9080’/>
<data key=’cic.selector.nl’ value=’en’/>

</profile>
<preference name=’com.ibm.cic.common.core.preferences.eclipseCache’

value=’/opt/IBM/IBMIMShared’/>
<preference name=’com.ibm.cic.common.core.preferences.connectTimeout’ value=’30’/>
<preference name=’com.ibm.cic.common.core.preferences.readTimeout’ value=’45’/>
<preference name=’com.ibm.cic.common.core.preferences.downloadAutoRetryCount’ value=’0’/>
<preference name=’offering.service.repositories.areUsed’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.ssl.nonsecureMode’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.http.

disablePreemptiveAuthentication’ value=’false’/>
<preference name=’http.ntlm.auth.kind’ value=’NTLM’/>

y>l&D~ 97



<preference name=’http.ntlm.auth.enableIntegrated.win32’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.

preserveDownloadedArtifacts’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.keepFetchedFiles’ value=’false’/>
<preference name=’PassportAdvantageIsEnabled’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.searchForUpdates’ value=’false’/>
<preference name=’com.ibm.cic.agent.ui.displayInternalVersion’ value=’false’/>
<preference name=’com.ibm.cic.common.sharedUI.showErrorLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showWarningLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showNoteLog’ value=’true’/>

</agent-input>

Z Linux for System z OB20 V2.6
K>}l&D~|,l&E",CZZ Linux for System z O20 IBM Security Key

Lifecycle Manager V2.6,r_xP*(F Encryption Key Manager D20#

<?xml version="1.0" encoding="UTF-8"?>
<!--The "acceptLicense" attribute has been deprecated. Use "-acceptLicense"
command line option to accept license agreements.-->
<agent-input acceptLicense=’true’>
<server>
<repository location=’/disk1/im’/>
<repository location=’/disk1/’/>
</server>
<profile id=’IBM Installation Manager’ installLocation=’/opt/IBM/
InstallationManager/eclipse’ kind=’self’>
<data key=’eclipseLocation’ value=’/opt/IBM/InstallationManager/eclipse’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’s390’/>
<data key=’cic.selector.ws’ value=’gtk’/>
</profile>
<install modify=’false’>
<offering id=’com.ibm.cic.agent’ profile=’IBM Installation Manager’

features=’agent_core,agent_jre’ installFixes=’none’/>
<offering id=’com.ibm.db2.linux.ofng’ profile=’IBM DB2’ features=

’com.ibm.com.ibm.db2.linux’ installFixes=’none’/>
<offering id=’com.ibm.websphere.BASE.v85’ profile=’IBM WebSphere

Application Server V8.5’ features=’core.feature,ejbdeploy,thinclient,
embeddablecontainer,com.ibm.sdk.6_32bit’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’ id=

’com.ibm.websphere.IBMJAVA.v70’ features=’com.ibm.sdk.7’ installFixes=’none’/>
<offering id=’com.ibm.sklm26.linux’ profile=’IBM Security Key Lifecycle

Manager v2.6’ features=’main.feature’ installFixes=’none’/>
</install>
<profile id=’IBM DB2’ installLocation=’/opt/IBM/DB2SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’s390’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’user.DB2_ADMIN_ID,com.ibm.db2.linux.ofng’ value=’sklmdb26’/>
<data key=’user.DB2_ADMIN_GRP,com.ibm.db2.linux.ofng’ value=’root’/>
<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.linux.ofng’ value=

’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.linux.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.DB2_DB_HOME,com.ibm.db2.linux.ofng’ value=’/home/sklmdb26’/>
<data key=’user.DB2_DB_LHOME,com.ibm.db2.linux.ofng’ value=’/home/sklmdb26’/>
<data key=’user.DB2_DB_NAME,com.ibm.db2.linux.ofng’ value=’SKLMDB26’/>
<data key=’user.DB2_DB_PORT,com.ibm.db2.linux.ofng’ value=’50020’/>
<data key=’user.DB2_EXISTS,com.ibm.db2.linux.ofng’ value=’false’/>
<data key=’user.DB2_LOCATION,com.ibm.db2.linux.ofng’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<profile id=’IBM WebSphere Application Server V8.5’ installLocation=
’/opt/IBM/WebSphere/AppServer’>
<data key=’eclipseLocation’ value=’/opt/IBM/WebSphere/AppServer’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’s390’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<profile id=’IBM Security Key Lifecycle Manager v2.6’ installLocation=’/opt/IBM/SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
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<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’s390’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’user.IS_SILENT_MODE,com.ibm.sklm26.linux’ value=’false’/>
<data key=’user.EKM_PROPFILE,com.ibm.sklm26.linux’ value=’/opt/IBM/KeyManagerConfig.properties’/>
<data key=’user.EKM_MIGRATION,com.ibm.sklm26.linux’ value=’false’/>
<data key=’user.PROFILE_NAME,com.ibm.sklm26.linux’ value=’KLMProfile’/>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.linux’ value=’wasadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.linux’ value=’zN39fpCc9SqIryGJM7+02A==’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm26.linux’ value=’zN39fpCc9SqIryGJM7+02A==’/>
<data key=’user.SKLM_ADMIN_USER,com.ibm.sklm26.linux’ value=’SKLMAdmin’/>
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm26.linux’ value=’94FrH/Ll220hVIYc9TflNQ==’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm26.linux’ value=’94FrH/Ll220hVIYc9TflNQ==’/>
<data key=’user.SKLM_APP_PORT,com.ibm.sklm26.linux’ value=’9080’/>

<data key=’cic.selector.nl’ value=’en’/>
</profile>
<preference name=’com.ibm.cic.common.core.preferences.eclipseCache’
value=’/opt/IBM/IBMIMShared’/>
<preference name=’com.ibm.cic.common.core.preferences.connectTimeout’ value=’30’/>
<preference name=’com.ibm.cic.common.core.preferences.readTimeout’ value=’45’/>
<preference name=’com.ibm.cic.common.core.preferences.downloadAutoRetryCount’ value=’0’/>
<preference name=’offering.service.repositories.areUsed’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.ssl.nonsecureMode’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.http.
disablePreemptiveAuthentication’ value=’false’/>
<preference name=’http.ntlm.auth.kind’ value=’NTLM’/>
<preference name=’http.ntlm.auth.enableIntegrated.win32’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.
preserveDownloadedArtifacts’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.keepFetchedFiles’ value=’false’/>
<preference name=’PassportAdvantageIsEnabled’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.searchForUpdates’ value=’false’/>
<preference name=’com.ibm.cic.agent.ui.displayInternalVersion’ value=’false’/>
<preference name=’com.ibm.cic.common.sharedUI.showErrorLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showWarningLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showNoteLog’ value=’true’/>
</agent-input>

Z AIX 53OB20 V2.6
K>}l&D~|,l&E",CZZ AIX 53O20 IBM Security Key Lifecycle

Manager V2.6,r_xP*(F Encryption Key Manager D20#

(?xml version="1.0" encoding="UTF-8"?)
(!--The "acceptLicense" attribute has been deprecated. Use "-acceptLicense"
command line option to accept license agreements.--)
(agent-input acceptLicense=’true’)
(server)
(repository location=’/disk1/im’/)
(repository location=’/disk1/’/)
(/server)
(profile id=’IBM Installation Manager’ installLocation=’/opt/IBM/
InstallationManager/eclipse’ kind=’self’)
(data key=’eclipseLocation’ value=’/opt/IBM/InstallationManager/eclipse’/)
(data key=’user.import.profile’ value=’false’/)
(data key=’cic.selector.os’ value=’aix’/)
(data key=’cic.selector.arch’ value=’ppc’/)
(data key=’cic.selector.ws’ value=’motif’/)
(/profile)
(install modify=’false’)
(offering id=’com.ibm.cic.agent’ profile=’IBM Installation Manager’
features=’agent_core,agent_jre’ installFixes=’none’/)
(offering id=’com.ibm.db2.aix.ofng’ profile=’IBM DB2’ features=’main.feature’
installFixes=’none’/)
(offering id=’com.ibm.websphere.BASE.v85’ profile=’IBM WebSphere Application
Server V8.5’ features=’core.feature,ejbdeploy,thinclient,embeddablecontainer,
com.ibm.sdk.6_32bit’ installFixes=’none’/)
(offering profile=’IBM WebSphere Application Server V8.5’ id=
’com.ibm.websphere.IBMJAVA.v70’ features=’com.ibm.sdk.7’ installFixes=’none’/)
(offering id=’com.ibm.sklm26.aix’ profile=’IBM Security Key Lifecycle Manager
v2.6’ features=’main.feature’ installFixes=’none’/)
(/install)
(profile id=’IBM DB2’ installLocation=’/opt/IBM/DB2SKLMV26’)
(data key=’eclipseLocation’ value=’/opt/IBM/DB2SKLMV26’/)
(data key=’user.import.profile’ value=’false’/)
(data key=’cic.selector.os’ value=’aix’/)
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(data key=’cic.selector.arch’ value=’ppc’/)
(data key=’cic.selector.ws’ value=’motif’/)
(data key=’user.DB2_ADMIN_ID,com.ibm.db2.aix.ofng’ value=’sklmdb26’/)
(data key=’user.DB2_ADMIN_GRP,com.ibm.db2.aix.ofng’ value=’bin’/)
(data key=’user.DB2_ADMIN_PWD,com.ibm.db2.aix.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/)
(data key=’user.CONFIRM_PASSWORD,com.ibm.db2.aix.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/)
(data key=’user.DB2_DB_HOME,com.ibm.db2.aix.ofng’ value=’/home/sklmdb26’/)
(data key=’user.DB2_DB_NAME,com.ibm.db2.aix.ofng’ value=’SKLMDB26’/)
(data key=’user.DB2_DB_PORT,com.ibm.db2.aix.ofng’ value=’50020’/)
(data key=’user.DB2_EXISTS,com.ibm.db2.aix.ofng’ value=’false’/)
(data key=’user.DB2_LOCATION,com.ibm.db2.aix.ofng’ value=’/opt/IBM/DB2SKLMV26’/)
(data key=’cic.selector.nl’ value=’en’/)
(/profile)
(profile id=’IBM WebSphere Application Server V8.5’ installLocation=
’/opt/IBM/WebSphere/AppServer’)
(data key=’eclipseLocation’ value=’/opt/IBM/WebSphere/AppServer’/)
(data key=’user.import.profile’ value=’false’/)
(data key=’cic.selector.os’ value=’aix’/)
(data key=’cic.selector.arch’ value=’ppc’/)
(data key=’cic.selector.ws’ value=’motif’/)
(data key=’cic.selector.nl’ value=’en’/)
(/profile)
(profile id=’IBM Security Key Lifecycle Manager v2.6’ installLocation=’/opt/IBM/SKLMV26’)
(data key=’eclipseLocation’ value=’/opt/IBM/SKLMV26’/)
(data key=’user.import.profile’ value=’false’/)
(data key=’cic.selector.os’ value=’aix’/)
(data key=’cic.selector.arch’ value=’ppc’/)
(data key=’cic.selector.ws’ value=’motif’/)
(data key=’user.IS_SILENT_MODE,com.ibm.sklm26.linux’ value=’false’/)
(data key=’user.EKM_PROPFILE,com.ibm.sklm26.aix’ value=’/opt/IBM/
KeyManagerConfig.properties’/)
(data key=’user.EKM_MIGRATION,com.ibm.sklm26.aix’ value=’false’/)
(data key=’user.PROFILE_NAME,com.ibm.sklm26.aix’ value=’KLMProfile’/)
(data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.aix’ value=’wasadmin’/)
(data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.aix’ value=
’zN39fpCc9SqIryGJM7+02A==’/)
(data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm26.aix’ value=
’zN39fpCc9SqIryGJM7+02A==’/)
(data key=’user.SKLM_ADMIN_USER,com.ibm.sklm26.aix’ value=’SKLMAdmin’/)
(data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm26.aix’ value=
’94FrH/Ll220hVIYc9TflNQ==’/)
(data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm26.aix’ value=
’94FrH/Ll220hVIYc9TflNQ==’/)
(data key=’user.SKLM_APP_PORT,com.ibm.sklm26.aix’ value=’9080’/)
(data key=’cic.selector.nl’ value=’en’/)
(/profile)
(preference name=’com.ibm.cic.common.core.preferences.eclipseCache’
value=’/opt/IBM/IBMIMShared’/)
(preference name=’com.ibm.cic.common.core.preferences.connectTimeout’ value=’30’/)
(preference name=’com.ibm.cic.common.core.preferences.readTimeout’ value=’45’/)
(preference name=’com.ibm.cic.common.core.preferences.downloadAutoRetryCount’ value=’0’/)
(preference name=’offering.service.repositories.areUsed’ value=’true’/)
(preference name=’com.ibm.cic.common.core.preferences.ssl.nonsecureMode’ value=’false’/)
(preference name=’com.ibm.cic.common.core.preferences.http.
disablePreemptiveAuthentication’ value=’false’/)
(preference name=’http.ntlm.auth.kind’ value=’NTLM’/)
(preference name=’http.ntlm.auth.enableIntegrated.win32’ value=’true’/)
(preference name=’com.ibm.cic.common.core.preferences.
preserveDownloadedArtifacts’ value=’true’/)
(preference name=’com.ibm.cic.common.core.preferences.keepFetchedFiles’ value=’false’/)
(preference name=’PassportAdvantageIsEnabled’ value=’false’/)
(preference name=’com.ibm.cic.common.core.preferences.searchForUpdates’ value=’false’/)
(preference name=’com.ibm.cic.agent.ui.displayInternalVersion’ value=’false’/)
(preference name=’com.ibm.cic.common.sharedUI.showErrorLog’ value=’true’/)
(preference name=’com.ibm.cic.common.sharedUI.showWarningLog’ value=’true’/)
(preference name=’com.ibm.cic.common.sharedUI.showNoteLog’ value=’true’/)
(/agent-input)

Z Windows 53OSH0f>(F= V2.6
K>}l&D~|,l&E",CZZ Windows 53OxP*+ IBM Security Key

Lifecycle Manager SH0f>(F= V2.6 D20#

": *7( IBM Security Key Lifecycle Manager Ogf>GqfZ"RGqh*(

F,k9C tklmVersionInfo |n#}g,Z Jython a0PdkTB|n:
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print AdminTask.tklmVersionInfo<>

<?xml version="1.0" encoding="UTF-8"?>
<!--The "acceptLicense" attribute has been deprecated. Use "-acceptLicense"
command line option to accept license agreements.-->
<agent-input acceptLicense=’true’>
<server>
<repository location=’C:\disk1\im’/>
<repository location=’C:\disk1\’/>
</server>
<profile id=’IBM Installation Manager’ installLocation=
’C:\Program Files <x86>\IBM\Installation Manager\eclipse’ kind=’self’>
<data key=’eclipseLocation’ value=’C:\Program Files <x86>\IBM\Installation Manager\eclipse’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’win32’/>
<data key=’cic.selector.arch’ value=’x86_64’/>
<data key=’cic.selector.ws’ value=’win32’/>
</profile>
<install modify=’false’>
<offering profile=’IBM Installation Manager’ id=’com.ibm.cic.agent’ features=
’agent_core,agent_jre,agent_web’ installFixes=’none’/>
<offering profile=’IBM DB2’ id=’com.ibm.db2.ofng’ features=’com.ibm.db2.ofng’
installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’ id=
’com.ibm.websphere.BASE.v85’ features=’core.feature,ejbdeploy,thinclient,
embeddablecontainer,com.ibm.sdk.6_32bit’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’ id=
’com.ibm.websphere.IBMJAVA.v70’ features=’com.ibm.sdk.7’ installFixes=’none’/>
<offering profile=’IBM Security Key Lifecycle Manager v2.6’ id=
’com.ibm.sklm26.win32’ features=’main.feature’ installFixes=’none’/>
</install>
<profile id=’IBM DB2’ installLocation=’C:\Program Files <x86>\IBM\DB2SKLMV26’>
<data key=’eclipseLocation’ value=’C:\Program Files <x86>\IBM\DB2SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’win32’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’win32’/>
<data key=’user.DB2_ADMIN_ID,com.ibm.db2.ofng’ value=’sklmdb26’/>
<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g=’/>
<data key=’user.DB2_DB_HOME,com.ibm.db2.ofng’ value=’C:’/>
<data key=’user.DB2_DB_NAME,com.ibm.db2.ofng’ value=’SKLMDB26’/>
<data key=’user.DB2_DB_PORT,com.ibm.db2.ofng’ value=’50020’/>
<data key=’user.DB2_EXISTS,com.ibm.db2.ofng’ value=’false’/>
<data key=’user.DB2_LOCATION,com.ibm.db2.ofng’ value=’C:\\Program Files <x86>\\
IBM\\DB2SKLMV26’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<profile id=’IBM WebSphere Application Server V8.5’ installLocation=
’C:\Program Files <x86>\IBM\WebSphere\AppServer’>
<data key=’eclipseLocation’ value=’C:\Program Files <x86>\IBM\WebSphere\AppServer’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’win32’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’win32’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<profile id=’IBM Security Key Lifecycle Manager v2.6’ installLocation=
’C:\Program Files <x86>\IBM\SKLMV26’>
<data key=’eclipseLocation’ value=’C:\Program Files <x86>\IBM\SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’win32’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’win32’/>
<data key=’user.EKM_PROPFILE,com.ibm.sklm26.win32’ value=
’C:\KeyManagerConfig.properties’/>
<data key=’user.EKM_MIGRATION,com.ibm.sklm26.win32’ value=’false’/>
<data key=’user.PROFILE_NAME,com.ibm.sklm26.win32’ value=’KLMProfile’/>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.win32’ value=’tipadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.win32’ value=’L7vybdrE8dgbdNodwJIkQQ==’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm26.win32’ value=’L7vybdrE8dgbdNodwJIkQQ==’/>
<data key=’user.SKLM_ADMIN_USER,com.ibm.sklm26.win32’ value=’TKLMAdmin’/>
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm26.win32’ value=’now6wpN1MFAVFGfIB1r9+Q==’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm26.win32’ value=’now6wpN1MFAVFGfIB1r9+Q==’/>
<data key=’user.SKLM_APP_PORT,com.ibm.sklm26.win32’ value=’9080’/>
<data key=’user.TKLM_VERSION,com.ibm.sklm26.win32’ value=’2.0.1’/>
<data key=’user.TKLM_TIP_HOME,com.ibm.sklm26.win32’ value=’C:\IBM\tivoli\tiptklmV2’/>
<data key=’user.TKLM_INSTALLED,com.ibm.sklm26.win32’ value=’true’/>
<data key=’user.TKLM_DB_PWD,com.ibm.sklm26.win32’ value=’/6vJK3fcU3QxHY+RVfCFVw==’/>
<data key=’user.TKLM_KEYSTORE_PWD,com.ibm.sklm26.win32’ value=’fufgZbY47EfxLYarBAIxeQ==’/>
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<data key=’cic.selector.nl’ value=’en’/>
</profile>
<preference name=’com.ibm.cic.common.core.preferences.eclipseCache’
value=’C:\Program Files <x86>\IBM\IBMIMShared’/>
<preference name=’com.ibm.cic.common.core.preferences.connectTimeout’ value=’30’/>
<preference name=’com.ibm.cic.common.core.preferences.readTimeout’ value=’45’/>
<preference name=’com.ibm.cic.common.core.preferences.downloadAutoRetryCount’
value=’0’/>
<preference name=’offering.service.repositories.areUsed’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.ssl.nonsecureMode’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.http.
disablePreemptiveAuthentication’ value=’false’/>
<preference name=’http.ntlm.auth.kind’ value=’NTLM’/>
<preference name=’http.ntlm.auth.enableIntegrated.win32’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.preserveDownloadedArtifacts’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.keepFetchedFiles’ value=’false’/>
<preference name=’PassportAdvantageIsEnabled’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.searchForUpdates’ value=’false’/>
<preference name=’com.ibm.cic.agent.ui.displayInternalVersion’ value=’false’/>
<preference name=’com.ibm.cic.common.sharedUI.showErrorLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showWarningLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showNoteLog’ value=’true’/>
</agent-input>

Z Linux 53OSH0f>(F= V2.6
K>}l&D~|,l&E",CZZ Linux 53OxP*+ IBM Security Key

Lifecycle Manager SH0f>(F= V2.6 D20#

":*7( IBM Security Key Lifecycle Manager Ogf>GqfZ"RGqh*(F,

k9C tklmVersionInfo |n#}g,Z Jython a0PdkTB|n:

print AdminTask.tklmVersionInfo<>

<?xml version="1.0" encoding="UTF-8"?>
<!--The "acceptLicense" attribute has been deprecated. Use "-acceptLicense"
command line option to accept license agreements.-->
<agent-input acceptLicense=’true’>
<server>

<repository location=’/disk1/im’/>
<repository location=’/disk1/’/>
</server>
<profile id=’IBM DB2’ installLocation=’/opt/IBM/DB2SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’x86_64’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’user.DB2_ADMIN_ID,com.ibm.db2.linux.ofng’ value=’sklmdb26’/>
<data key=’user.DB2_ADMIN_GRP,com.ibm.db2.linux.ofng’ value=’root’/>
<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.linux.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.linux.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.DB2_DB_LHOME,com.ibm.db2.linux.ofng’ value=’/home/sklmdb26’/>
<data key=’user.DB2_DB_NAME,com.ibm.db2.linux.ofng’ value=’SKLMDB26’/>
<data key=’user.DB2_DB_PORT,com.ibm.db2.linux.ofng’ value=’50020’/>
<data key=’user.DB2_EXISTS,com.ibm.db2.linux.ofng’ value=’false’/>
<data key=’user.DB2_LOCATION,com.ibm.db2.linux.ofng’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<install modify=’false’>
<offering profile=’IBM Installation Manager’ id=’com.ibm.cic.agent’
features=’agent_core,agent_jre,agent_web’ installFixes=’none’/>
<offering profile=’IBM DB2’ features=’com.ibm.com.ibm.db2.linux’
id=’com.ibm.db2.linux.ofng’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’
id=’com.ibm.websphere.BASE.v85’ features=’core.feature,ejbdeploy,thinclient,
embeddablecontainer,com.ibm.sdk.6_32bit’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’
id=’com.ibm.websphere.IBMJAVA.v70’ features=’com.ibm.sdk.7’ installFixes=’none’/>
<offering profile=’IBM Security Key Lifecycle Manager v2.6’
id=’com.ibm.sklm26.linux’ features=’main.feature’ installFixes=’none’/>
</install>
<profile id=’IBM Installation Manager’ installLocation=
’/opt/IBM/InstallationManager/eclipse’ kind=’self’>
<data key=’eclipseLocation’ value=’/opt/IBM/InstallationManager/eclipse’/>
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<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’x86_64’/>
<data key=’cic.selector.ws’ value=’gtk’/>
</profile>
<profile id=’IBM WebSphere Application Server V8.5’ installLocation=
’/opt/IBM/WebSphere/AppServer’>
<data key=’eclipseLocation’ value=’/opt/IBM/WebSphere/AppServer’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<profile id=’IBM Security Key Lifecycle Manager v2.6’ installLocation=’/opt/IBM/SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’x86’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’user.EKM_PROPFILE,com.ibm.sklm26.linux’ value=’/opt/IBM/
KeyManagerConfig.properties’/>
<data key=’user.EKM_MIGRATION,com.ibm.sklm26.linux’ value=’false’/>
<data key=’user.PROFILE_NAME,com.ibm.sklm26.linux’ value=’KLMProfile’/>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.linux’ value=’tipadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.linux’ value=’L7vybdrE8dgbdNodwJIkQQ==’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm26.linux’ value=’L7vybdrE8dgbdNodwJIkQQ==’/>
<data key=’user.SKLM_ADMIN_USER,com.ibm.sklm26.linux’ value=’TKLMAdmin’/>
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm26.linux’ value=’now6wpN1MFAVFGfIB1r9+Q==’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm26.linux’ value=’now6wpN1MFAVFGfIB1r9+Q==’/>
<data key=’user.SKLM_APP_PORT,com.ibm.sklm26.linux’ value=’9080’/>
<data key=’user.TKLM_VERSION,com.ibm.sklm26.linux’ value=’2.0.1’/>
<data key=’user.TKLM_TIP_HOME,com.ibm.sklm26.linux’ value=’/opt/IBM/tivoli/tiptklmV2/’/>
<data key=’user.TKLM_INSTALLED,com.ibm.sklm26.linux’ value=’true’/>
<data key=’user.TKLM_DB_PWD,com.ibm.sklm26.linux’ value=’/6vJK3fcU3QxHY+RVfCFVw==’/>
<data key=’user.TKLM_KEYSTORE_PWD,com.ibm.sklm26.linux’ value=’fufgZbY47EfxLYarBAIxeQ==’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<preference name=’com.ibm.cic.common.core.preferences.eclipseCache’
value=’/opt/IBM/IBMIMShared’/>
<preference name=’com.ibm.cic.common.core.preferences.connectTimeout’ value=’30’/>
<preference name=’com.ibm.cic.common.core.preferences.readTimeout’ value=’45’/>
<preference name=’com.ibm.cic.common.core.preferences.downloadAutoRetryCount’ value=’0’/>
<preference name=’offering.service.repositories.areUsed’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.ssl.nonsecureMode’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.http.
disablePreemptiveAuthentication’ value=’false’/>
<preference name=’http.ntlm.auth.kind’ value=’NTLM’/>
<preference name=’http.ntlm.auth.enableIntegrated.win32’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.
preserveDownloadedArtifacts’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.keepFetchedFiles’ value=’false’/>
<preference name=’PassportAdvantageIsEnabled’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.searchForUpdates’ value=’false’/>
<preference name=’com.ibm.cic.agent.ui.displayInternalVersion’ value=’false’/>
<preference name=’com.ibm.cic.common.sharedUI.showErrorLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showWarningLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showNoteLog’ value=’true’/>
</agent-input>

Z Linux for System z O+H0f>(F= V2.6
K>}l&D~|,l&E",CZZ Linux for System z OxP*+ IBM Security

Key Lifecycle Manager SH0f>(F= V2.6 D20#

":*7( IBM Security Key Lifecycle Manager Ogf>GqfZ"RGqh*(F,

k9C tklmVersionInfo |n#}g,Z Jython a0PdkTB|n:

print AdminTask.tklmVersionInfo<>

<?xml version="1.0" encoding="UTF-8"?>
<!--The "acceptLicense" attribute has been deprecated. Use "-acceptLicense"
command line option to accept license agreements.-->
<agent-input acceptLicense=’true’>
<server>
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<repository location=’/disk1/im’/>
<repository location=’/disk1/’/>

</server>
<profile id=’IBM DB2’ installLocation=’/opt/IBM/DB2SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’s390’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’user.DB2_ADMIN_ID,com.ibm.db2.linux.ofng’ value=’sklmdb26’/>
<data key=’user.DB2_ADMIN_GRP,com.ibm.db2.linux.ofng’ value=’root’/>
<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.linux.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.linux.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.DB2_DB_LHOME,com.ibm.db2.linux.ofng’ value=’/home/sklmdb26’/>
<data key=’user.DB2_DB_NAME,com.ibm.db2.linux.ofng’ value=’SKLMDB26’/>
<data key=’user.DB2_DB_PORT,com.ibm.db2.linux.ofng’ value=’50020’/>
<data key=’user.DB2_EXISTS,com.ibm.db2.linux.ofng’ value=’false’/>
<data key=’user.DB2_LOCATION,com.ibm.db2.linux.ofng’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<install modify=’false’>
<offering profile=’IBM Installation Manager’ id=’com.ibm.cic.agent’
features=’agent_core,agent_jre’ installFixes=’none’/>
<offering profile=’IBM DB2’ id=’com.ibm.db2.linux.ofng’
features=’com.ibm.com.ibm.db2.linux’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’
id=’com.ibm.websphere.BASE.v85’ features=’core.feature,ejbdeploy,thinclient,
embeddablecontainer,com.ibm.sdk.6_32bit’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’
id=’com.ibm.websphere.IBMJAVA.v70’ features=’com.ibm.sdk.7’ installFixes=’none’/>
<offering id=’com.ibm.sklm26.linux’ profile=’IBM Security Key Lifecycle Manager v2.6’
features=’main.feature’ installFixes=’none’/>
</install>
<profile id=’IBM Installation Manager’ installLocation=
’/opt/IBM/InstallationManager/eclipse’ kind=’self’>
<data key=’eclipseLocation’ value=’/opt/IBM/InstallationManager/eclipse’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’s390’/>
<data key=’cic.selector.ws’ value=’gtk’/>
</profile>
<profile id=’IBM WebSphere Application Server V8.5’ installLocation=
’/opt/IBM/WebSphere/AppServer’>
<data key=’eclipseLocation’ value=’/opt/IBM/WebSphere/AppServer’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’s390’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<profile id=’IBM Security Key Lifecycle Manager v2.6’ installLocation=
’/opt/IBM/SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’linux’/>
<data key=’cic.selector.arch’ value=’s390’/>
<data key=’cic.selector.ws’ value=’gtk’/>
<data key=’user.EKM_PROPFILE,com.ibm.sklm26.linux’ value=
’/opt/IBM/KeyManagerConfig.properties’/>
<data key=’user.EKM_MIGRATION,com.ibm.sklm26.linux’ value=’false’/>
<data key=’user.PROFILE_NAME,com.ibm.sklm26.linux’ value=’KLMProfile’/>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.linux’ value=’tipadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.linux’ value=’L7vybdrE8dgbdNodwJIkQQ==’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm26.linux’ value=’L7vybdrE8dgbdNodwJIkQQ==’/>
<data key=’user.SKLM_ADMIN_USER,com.ibm.sklm26.linux’ value=’TKLMAdmin’/>
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm26.linux’ value=’now6wpN1MFAVFGfIB1r9+Q==’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm26.linux’ value=’now6wpN1MFAVFGfIB1r9+Q==’/>
<data key=’user.SKLM_APP_PORT,com.ibm.sklm26.linux’ value=’9080’/>
<data key=’user.TKLM_VERSION,com.ibm.sklm26.linux’ value=’2.0.1’/>
<data key=’user.TKLM_TIP_HOME,com.ibm.sklm26.linux’ value=’/opt/IBM/tivoli/tiptklmV2/’/>
<data key=’user.TKLM_INSTALLED,com.ibm.sklm26.linux’ value=’true’/>
<data key=’user.TKLM_DB_PWD,com.ibm.sklm26.linux’ value=’/6vJK3fcU3QxHY+RVfCFVw==’/>
<data key=’user.TKLM_KEYSTORE_PWD,com.ibm.sklm26.linux’ value=’fufgZbY47EfxLYarBAIxeQ==’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<preference name=’com.ibm.cic.common.core.preferences.eclipseCache’
value=’/opt/IBM/IBMIMShared’/>
<preference name=’com.ibm.cic.common.core.preferences.connectTimeout’ value=’30’/>
<preference name=’com.ibm.cic.common.core.preferences.readTimeout’ value=’45’/>
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<preference name=’com.ibm.cic.common.core.preferences.downloadAutoRetryCount’ value=’0’/>
<preference name=’offering.service.repositories.areUsed’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.ssl.nonsecureMode’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.http.
disablePreemptiveAuthentication’ value=’false’/>
<preference name=’http.ntlm.auth.kind’ value=’NTLM’/>
<preference name=’http.ntlm.auth.enableIntegrated.win32’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.
preserveDownloadedArtifacts’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.keepFetchedFiles’ value=’false’/>
<preference name=’PassportAdvantageIsEnabled’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.searchForUpdates’ value=’false’/>
<preference name=’com.ibm.cic.agent.ui.displayInternalVersion’ value=’false’/>
<preference name=’com.ibm.cic.common.sharedUI.showErrorLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showWarningLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showNoteLog’ value=’true’/>
</agent-input>

Z AIX 53OSH0f>(F= V2.6
K>}l&D~|,l&E",CZZ AIX 53OxP*+ IBM Security Key Lifecycle

Manager SH0f>(F= V2.6 D20#

":*7( IBM Security Key Lifecycle Manager Ogf>GqfZ"RGqh*(F,

k9C tklmVersionInfo |n#}g,Z Jython a0PdkTB|n:

print AdminTask.tklmVersionInfo<>

<?xml version="1.0" encoding="UTF-8"?>
<!--The "acceptLicense" attribute has been deprecated. Use "-acceptLicense"
command line option to accept license agreements.-->
<agent-input acceptLicense=’true’>
<server>

<repository location=’/disk1/im’/>
<repository location=’/disk1/’/>

</server>
<profile id=’IBM DB2’ installLocation=’/opt/IBM/DB2SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’aix’/>
<data key=’cic.selector.arch’ value=’ppc’/>
<data key=’cic.selector.ws’ value=’motif’/>
<data key=’user.DB2_ADMIN_ID,com.ibm.db2.aix.ofng’ value=’sklmdb26’/>
<data key=’user.DB2_ADMIN_GRP,com.ibm.db2.aix.ofng’ value=’bin’/>
<data key=’user.DB2_ADMIN_PWD,com.ibm.db2.aix.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.CONFIRM_PASSWORD,com.ibm.db2.aix.ofng’ value=’SwIhGBTDHcJok80Ux4Sb3g==’/>
<data key=’user.DB2_DB_HOME,com.ibm.db2.aix.ofng’ value=’/home/sklmdb26’/>
<data key=’user.DB2_DB_NAME,com.ibm.db2.aix.ofng’ value=’SKLMDB26’/>
<data key=’user.DB2_DB_PORT,com.ibm.db2.aix.ofng’ value=’50020’/>
<data key=’user.DB2_EXISTS,com.ibm.db2.aix.ofng’ value=’false’/>
<data key=’user.DB2_LOCATION,com.ibm.db2.aix.ofng’ value=’/opt/IBM/DB2SKLMV26’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<install modify=’false’>
<offering profile=’IBM Installation Manager’ id=’com.ibm.cic.agent’
features=’agent_core,agent_jre’ installFixes=’none’/>
<offering profile=’IBM DB2’ id=’com.ibm.db2.aix.ofng’
features=’main.feature’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’
id=’com.ibm.websphere.BASE.v85’ features=’core.feature,ejbdeploy,thinclient,
embeddablecontainer,com.ibm.sdk.6_32bit’ installFixes=’none’/>
<offering profile=’IBM WebSphere Application Server V8.5’
id=’com.ibm.websphere.IBMJAVA.v70’ features=’com.ibm.sdk.7’ installFixes=’none’/>
<offering profile=’IBM Security Key Lifecycle Manager v2.6’
id=’com.ibm.sklm26.aix’ features=’main.feature’ installFixes=’none’/>
</install>
<profile id=’IBM Installation Manager’ installLocation=
’/opt/IBM/InstallationManager/eclipse’ kind=’self’>
<data key=’eclipseLocation’ value=’/opt/IBM/InstallationManager/eclipse’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’aix’/>
<data key=’cic.selector.arch’ value=’ppc’/>
<data key=’cic.selector.ws’ value=’motif’/>
</profile>
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<profile id=’IBM WebSphere Application Server V8.5’ installLocation=
’/opt/IBM/WebSphere/AppServer’>
<data key=’eclipseLocation’ value=’/opt/IBM/WebSphere/AppServer’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’aix’/>
<data key=’cic.selector.arch’ value=’ppc’/>
<data key=’cic.selector.ws’ value=’motif’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<profile id=’IBM Security Key Lifecycle Manager v2.6’ installLocation=
’/opt/IBM/SKLMV26’>
<data key=’eclipseLocation’ value=’/opt/IBM/SKLMV26’/>
<data key=’user.import.profile’ value=’false’/>
<data key=’cic.selector.os’ value=’aix’/>
<data key=’cic.selector.arch’ value=’ppc’/>
<data key=’cic.selector.ws’ value=’motif’/>
<data key=’user.EKM_PROPFILE,com.ibm.sklm26.aix’
value=’/opt/IBM/KeyManagerConfig.properties’/>
<data key=’user.EKM_MIGRATION,com.ibm.sklm26.aix’ value=’false’/>
<data key=’user.PROFILE_NAME,com.ibm.sklm26.aix’ value=’KLMProfile’/>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.aix’ value=’tipadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.aix’ value=’L7vybdrE8dgbdNodwJIkQQ==’/>
<data key=’user.WAS_ADMIN_CONF_PWD,com.ibm.sklm26.aix’ value=’L7vybdrE8dgbdNodwJIkQQ==’/>
<data key=’user.SKLM_ADMIN_USER,com.ibm.sklm26.aix’ value=’TKLMAdmin’/>
<data key=’user.SKLM_ADMIN_PASSWORD,com.ibm.sklm26.aix’ value=’now6wpN1MFAVFGfIB1r9+Q==’/>
<data key=’user.SKLM_ADMIN_CONF_PWD,com.ibm.sklm26.aix’ value=’now6wpN1MFAVFGfIB1r9+Q==’/>
<data key=’user.SKLM_APP_PORT,com.ibm.sklm26.aix’ value=’9080’/>
<data key=’user.TKLM_VERSION,com.ibm.sklm26.aix’ value=’2.0.1’/>
<data key=’user.TKLM_TIP_HOME,com.ibm.sklm26.aix’ value=’/opt/IBM/tivoli/tiptklmV2/’/>
<data key=’user.TKLM_INSTALLED,com.ibm.sklm26.aix’ value=’true’/>
<data key=’user.TKLM_DB_PWD,com.ibm.sklm26.aix’ value=’/6vJK3fcU3QxHY+RVfCFVw==’/>
<data key=’user.TKLM_KEYSTORE_PWD,com.ibm.sklm26.aix’ value=’fufgZbY47EfxLYarBAIxeQ==’/>
<data key=’cic.selector.nl’ value=’en’/>
</profile>
<preference name=’com.ibm.cic.common.core.preferences.eclipseCache’
value=’/opt/IBM/IBMIMShared’/>
<preference name=’com.ibm.cic.common.core.preferences.connectTimeout’ value=’30’/>
<preference name=’com.ibm.cic.common.core.preferences.readTimeout’ value=’45’/>
<preference name=’com.ibm.cic.common.core.preferences.downloadAutoRetryCount’ value=’0’/>
<preference name=’offering.service.repositories.areUsed’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.ssl.nonsecureMode’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.http.disablePreemptiveAuthentication’
value=’false’/>
<preference name=’http.ntlm.auth.kind’ value=’NTLM’/>
<preference name=’http.ntlm.auth.enableIntegrated.win32’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.preserveDownloadedArtifacts’ value=’true’/>
<preference name=’com.ibm.cic.common.core.preferences.keepFetchedFiles’ value=’false’/>
<preference name=’PassportAdvantageIsEnabled’ value=’false’/>
<preference name=’com.ibm.cic.common.core.preferences.searchForUpdates’ value=’false’/>
<preference name=’com.ibm.cic.agent.ui.displayInternalVersion’ value=’false’/>
<preference name=’com.ibm.cic.common.sharedUI.showErrorLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showWarningLog’ value=’true’/>
<preference name=’com.ibm.cic.common.sharedUI.showNoteLog’ value=’true’/>
</agent-input>

Windows 53OD6X
K>}l&D~|,l&E",CZZ Windows 53O4P6X#

<?xml version="1.0" encoding="UTF-8"?>
<agent-input>
<profile id=’IBM Security Key Lifecycle Manager v2.6’>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.win32’ value=’wasadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.win32’
value=’zN39fpCc9SqIryGJM7+02A==’/>
</profile>
<uninstall modify=’false’>
<offering id=’com.ibm.sklm26.win32’ profile=’IBM Security Key Lifecycle Manager
v2.6’ features=’main.feature’/>
<offering id=’com.ibm.websphere.BASE.v85’ profile=’IBM WebSphere Application
Server V8.5’ features=’core.feature,ejbdeploy,thinclient,embeddablecontainer,
samples,com.ibm.sdk.6_32bit,com.ibm.sdk.6_64bit’/>
<offering id=’com.ibm.db2.ofng’ profile=’IBM DB2’ features=’com.ibm.db2.ofng’/>
</uninstall>
</agent-input>
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Linux 53OD6X
K>}l&D~|,l&E",CZZ Linux 53OxP6X#

<?xml version="1.0" encoding="UTF-8"?>
<agent-input>
<profile id=’IBM Security Key Lifecycle Manager v2.6’>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.linux’ value=’wasadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.linux’
value=’zN39fpCc9SqIryGJM7+02A==’/>
</profile>
<uninstall modify=’false’>
<offering id=’com.ibm.sklm26.linux’ profile=’IBM Security Key Lifecycle
Manager v2.6’ features=’main.feature’/>
<offering id=’com.ibm.websphere.BASE.v85’ profile=’IBM WebSphere Application
Server V8.5’ features=’core.feature,ejbdeploy,thinclient,embeddablecontainer,
samples,com.ibm.sdk.6_32bit,com.ibm.sdk.6_64bit’/>
<offering id=’com.ibm.db2.linux.ofng’ profile=’IBM DB2’ features=
’com.ibm.com.ibm.db2.linux’/>
</uninstall>
</agent-input>

Linux for System z OD6X
K>}l&D~|,l&E",CZZ Linux for System z OxP6X#

<?xml version="1.0" encoding="UTF-8"?>
<agent-input>
<profile id=’IBM Security Key Lifecycle Manager v2.6’>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.linux’ value=’wasadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.linux’
value=’zN39fpCc9SqIryGJM7+02A==’/>
</profile>
<uninstall modify=’false’>
<offering id=’com.ibm.sklm26.linux’ profile=’IBM Security Key Lifecycle
Manager v2.6’ features=’main.feature’/>
<offering id=’com.ibm.websphere.BASE.v85’ profile=’IBM WebSphere Application
Server V8.5’ features=’core.feature,ejbdeploy,thinclient,embeddablecontainer,
samples,com.ibm.sdk.6_32bit,com.ibm.sdk.6_64bit’/>
<offering id=’com.ibm.db2.linux.ofng’ profile=’IBM DB2’ features=
’com.ibm.com.ibm.db2.linux’/>
</uninstall>
</agent-input>

AIX 53OD6X
K>}l&D~|,l&E",CZZ AIX 53OxP6X#

<?xml version="1.0" encoding="UTF-8"?>
<agent-input>
<profile id=’IBM Security Key Lifecycle Manager v2.6’>
<data key=’user.WAS_ADMIN_ID,com.ibm.sklm26.aix’ value=’wasadmin’/>
<data key=’user.WAS_ADMIN_PASSWORD,com.ibm.sklm26.aix’
value=’zN39fpCc9SqIryGJM7+02A==’/>
</profile>
<uninstall modify=’false’>
<offering id=’com.ibm.sklm26.aix’ profile=’IBM Security Key Lifecycle Manager
v2.6’ features=’main.feature’/>
<offering id=’com.ibm.websphere.BASE.v85’ profile=’IBM WebSphere Application
Server V8.5’ features=’core.feature,ejbdeploy,thinclient,embeddablecontainer,
samples,com.ibm.sdk.6_32bit,com.ibm.sdk.6_32bit’/>
<offering id=’com.ibm.db2.aix.ofng’ profile=’IBM DB2’ features=’main.feature’/>
</uninstall>
</agent-input>
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C'l&: 6X Installation Manager "XBKP20}

L#

CTGKM9084E DB2 20j8E"D~^'#R;=
{0} Du?#

5w: DB2 5}}]D~PfZDj8E";}7#

53Yw: 20'\#

C'l&:

Windows 53
liTB?<BD db2srcit.txt D~PGq1Y

tT:

v C:\tklmv2properties

v C:\tklmtemp

v C:\sklmV25properties

Linux M AIX 53
liTB?<BD db2unix.srcit D~PGq1

YtT:

v /tklmv2properties

v /tklmtemp

v /root/sklmV25properties
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C'l&: 7#TBD~fZ#

Windows 53
TB?<PGqfZ db2srcit.txt D~:

v C:\tklmtemp

v C:\sklmV26properties

Linux M AIX 53
liTB?<BD db2unix.srcit D~PGq1

YtT:

v /tklmtemp

v /root/sklmV26properties

CTGKM9086E Z"amPR;=Q20D

WebSphere Application Server#

5w: Z20"amPR;= WebSphere Application

Server V8.5 D5}#

53Yw: |}ms.0^(Lx20#

C'l&: 6X Installation Manager "XBKP20L

r#

CTGKM9087E ^(SKZ(eD~ {0} 0k}]#

5w: ^(A! WebSphere Application Server DKZ(

eD~#

53Yw: |}ms.0^(Lx20#
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CTGKM9088E KZ(eD~ {0} 4|,XhD| -
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WebSphere Application Server
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CTGKM9091E Xk!qk IBM Security Key
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CTGKM9092E ;vr`vHvu~4zchs#Bf
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CTGKM9093E 53OD}/wy;_P20Cz7y
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C'l&: * WebSphere Application Server \m18(

}7DC'{M\k#;sXT#

CTGKM9099E h* WebSphere \m1>$E\Lx
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53Yw: |}ms.0^(Lx20#

C'l&: 7#TBD~fZ#

Windows 53
TB?<PGqfZ db2srcit.txt D~:

v C:\tklmtemp

v C:\sklmV26properties

Linux M AIX 53
liTB?<BD db2unix.srcit D~PGq1

YtT:

v /tklmtemp

v /root/sklmV26properties
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5w: T<Z;;Z53>X2LOD3v;CxP2
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C'l&: |D2076"8(53OD>X76#
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;C#
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30E"

Z20Zd,20Lra9C`vSLr"i~MS53#m`msivGIZSL

rJOx"z#

20SLr"i~M53

zI\aZU>D~P4=TB{Fru4:

v DB2

v IBM Installation Manager (IM)

20WN

"zDmsivMrza)DU>D~!vZ"zmsDWN:

1. i\WN,|,“oT!q”fe"“ri”feT0“mI-i”fe#

2. DB2 20WN,|,U/CZ20 DB2 DE"Dfe#dkb)E"s,20L

r+20 DB2#

3. Pd~20WN,|,U/CZ20 WebSphere Application Server Pd~DE"D

fe#dkb)E"s,20Lr+20Pd~#

IBM Security Key Lifecycle Manager ZKWN20#

ms(fnPI\tf DB2 WNMPd~20WNvV#

X*DU>D~

20msU>a)X|E"#

db2_install.log
DB2 20U>D~#

db_config.log
|,XZ IBM Security Key Lifecycle Manager }]b4(Mm4(DE"#

*.out M *.err
g{ .err D~m>DYwI&,G4b)D~Ds!*cVZ#klis!s

ZcVZDmsD~#

WH9CDU>D~

Kbms"z1dI9z7(*WH9CDU>D~#DB2 WNUaxT0Pd~WN

UaxGnPI\"zmsD1r#9CTBPmI7(WH*9CDU>D~#
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Z DB2 20WNPrUax1
1. g{msZgZ"z,G4(;ICDU>*:db2_install.log#

2. g{msZKWNmZ"z,G4 sklmV26properties ?<I\|,3) DB2 d

CDa{rZKWNKPDd{SLrDa{#

3. msU>D~D;CI\w;`,,b!vZms"zZ DB2 WNP,9G"zZ

DB2 WNax1#

Z DB2 WNax1,U>D~aS sklmV26properties ?<4F= <IM logs>\

sklmLogs ?<#kNDm 11 TKbb)D~D;C#

ZPd~20WNPrtfds

*ZdPlimsDZ;vU>D~* db_config.log#

U>D~D{FM;C

20jI.s,s?VmsU>;Z WAS_HOME\logs ?<P#

PX9C20ZdyzzmsD~DsB3r,kNDm 11#

g{"z(F,G4Z <IM App Data Dir>\logs\sklmLogs\migration.log ?<P9P

8vD~#

m 11. 20U>D~D;C

U>D~ hv ;C

db2_install.log DB2 20U># Z20gZ,KD~;ZTB;C:

Windows 53:C:\<IM App Data

Dir>\logs\sklmLogs

AIX M Linux 53:/<IM App Data

Dir>/logs/sklmLogs

db_config.log |,XZ}]b4(M

m4(DE"#

Windows 53:C:\<IM App Data

Dir>\logs\sklmLogs

AIX M Linux 53:/<IM App Data

Dir>/logs/sklmLogs

wV *.xml M *.log D~ I B M S e c u r i t y K e y

Lifecycle Manager 20

U>D~#

Windows 53:C:\<IM App Data

Dir>\logs

AIX M Linux 53:/<IM App Data

Dir>/logs

wV *.out M *.err D~ 20ZdzID

STDOUT M STDERR

D~#

WAS_HOME\logs

migration.log (FB~# <IM App Data Dir>\logs\sklmLogs\

migration.log

results.txt |, Prerequisite Scan-

ner Da{#

%temp%/sklmPRS/results.txt
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(FU>D~D{FM;C

Z(F}LP,(FLrwCd{Lrr$_1a4(U>D~#

g{(F'\,G4kli <IM App Data Dir>\logs\sklmLogs\migration.log ?<P

D(FU>D~#

limsU>D~

Xki4U>D~TlimsU>D~#

}L

1. i4U>D~Pm SDvU>D~*<!vZYw53M20WN#Z 1173D:W

H9CDU>D~; PDPmITa);vp<c: ITZR=_Pms{"D;

vU>D~.0li8vU>D~#

2. *AU>D~yZD?<,;s9CD>`-wr*?<# Z Windows 53O,

9CIT&m UNIX y=D;P{V{DD>`-w,Hg Microsoft WordPad#

3. nBDU>u?;ZD~D)2#SU>D~PDns;vu?*<,li?vu

?# "byf0DLrT0Cu?D1dAG(gP)#

Zi4Kns;uu?s,i49}Z~uu?#Mqi4.0Du?;yi4K

u?#(hZ=vX=a=DNNZ],HgD~{rmsu~#

X4.0D=h,ZU>D~PrOF/#I\PC8u_PkKmsu~`XD

E"Du?#g{KU>D~PDE";c,ki4d{DU>D~Tq!|`E

"#

g{;PPXmsDNN{",k*Am;vU>D~#

d{*U/DE"

zXk4PI\a)|`E"DtIYwTi$20#

v liICELUd#kNDZ 73D:V<=53D2~hs;TKbnMUdh

s#

v 7( DB2 5}GqQ4(#g{Q4(,4$w DB2 20I&#

*i$ DB2 5}GqQ4(,kT IBM Security Key Lifecycle Manager DB2 5

}yP_Dm]G<,/@A DB_INSTANCE_HOME ?<,;sKP:

db2ilist

K1+T>QdC5}DPm#IBM Security Key Lifecycle Manager D5}{F(}

g sklmdb2)(#;ZCPmP#

v 9C5}yP_C'j6t/M#9 IBM Security Key Lifecycle Manager }]b~

qw#KYwIi$}]b4(#

*t/M#9}]b,kT IBM Security Key Lifecycle Manager DB2 5}yP_

Dm]G<,/@A DB_INSTANCE_HOME ?<,;sT}]bKP db2start M
db2stop |n#

v T> DB2 }]bPmDPm#KYwIi$“/,}]oT”xL#
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*T>mDPm,kT IBM Security Key Lifecycle Manager DB2 5}yP_Dm

]G<,/@A DB_INSTANCE_HOME ?<,;sKPTB|n:

db2 connect to sklm_database user sklm_instance_owner_userid \
using sklm_instance_owner_passwd

db2 list tables

db2 describe table table_name

v 7( WebSphere Application Server D Java xLGq}ZKP#g{CxL}ZK

P,4$w WebSphere Application Server 20I&#

*i$C Java xLGq}ZKP,k/@A WAS_HOME/bin ?<"KPTB|nT

#9"XBt/~qw:

stopServer.sh server1
startServer.sh server1

g{QtC+V2+T,krb)|nPmSTBN}T#9"XBt/~qw:

-username was_admin_id -password was_admin_passwd

Z Windows 53O,9ITr*“Windows ~q”XF("i$ KLMProfile D~q

GqQt/#

v t/ IBM Security Key Lifecycle Manager &CLrTi$ IBM Security Key Lifecycle

Manager 20T0\e20#

*t/ IBM Security Key Lifecycle Manager &CLr,kt/ WebSphere Appli-

cation Server,;siR IBM Security Key Lifecycle Manager Nq#

120 20MdC



yw

>E"G*Z@zzZ)&Dz7M~qx`4D#IBM I\Zd{zRrXx;a)

>D5PV[Dz7"~qr&\XT#PXz10yZxrDz7M~qDE",

krz1XD IBM zmI/#NNT IBM z7"Lrr~qD}C"GbZw>r

5>;\9C IBM Dz7"Lrr~q#;*;V8 IBM D*6z(,NN,H&

\Dz7"Lrr~q,<ITzf IBM z7"Lrr~q#+G,@@Mi$NN

G IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({#a)>D5"4ZhC

'9Cb)({DNNmI#zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

PX+VZV{/ (DBCS) E"DmIi/,kkzyZzRrXxD IBM *6z(

?E*5,rCif==+i/Dy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation“4V4”a)>vfo,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$#

3)zRrXxZ3);WP;Jmb}w>r5,D#$#rK>unI\;JC

Zz#

>E"PI\|,<u=f;;<7DX=r!"ms#K&DE"+(Z|D;b

)|D+`k>JODBf>P#IBM ITf1T>JOPhvDz7M/rLrxPD

xM/r|D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$#G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN
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