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\mG;iNq,(}jIb)Nq,zIT<8;s`S IBM Security Key Lifecycle

Manager 73#

\mn/|(\m\?"$iMh8.`DNq#

dChC

IBM Security Key Lifecycle Manager a)K;iYw,CZ|D IBM Security Key

Lifecycle Manager dC#

}g,zIT|DBP}LD1!5:

v CZ TCP M SSL (EDKZr,15

v a)K|`U>E"DsF6p

v CZzIwTU>DwThC

v kTT/K!4FDdChC

8( SSL r KMIP $i
zXk8(*Cw~qw(E$iDT){$i#mb,zIT4($iks"V/

+ks"M=O$PD (CA) TxP){#}g,zIT9C$ir IBM Security Key

Lifecycle Manager kExb.dD(EmS#$# zID$iksD~;Z

<SKLM_HOME> ?<P#}g,zID$iksI\GD~,}g,SKLM_HOME\

080419154137–sslcert001.csr#

XZKNq

zIT9C“CZ\?a)D SSL/KMIP”3f48( IBM Security Key Lifecycle Man-

ager y9CD$iD`M#mb,z9IT9CBPNN CLI |nr REST gf:

v tklmCertCreate r tklmCertGenRequest

v Certificate Generate Request REST Service r Create Certificate REST Ser-
vice

zDG+Xk_P4PdCYwDmI(,E\4( SSL r KMIP $i#

*<.0,k7(:

v z\qZn?PD3vWN(}gbTWN)9CT){$i#

v "Mks.s,SU CA "ED$iyhD1ddt# zXkV/r"EPD"M

$iks#

v zD>cGqh*Owoi$i,Tc+dCZ5qOwoir)&L,r_5V

VQ4-?D#

v $iP'T1ddtD#fhC(TlF)#

1



}L

1. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf# %w IBM Security Key Lifecycle Manager > dC >

SSL/KMIP#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. 4(;vr`v$ir$iks:

v <NC'gf

!qGzIT){$i,9GksSZ}=a)_q!$i#mb,9P;v$

i!n,4,9C\?bPDVP$i# kn4XnVNMI!VN,;s%w

7(#

v |nPgf

Z;POdk tklmCertCreate |n# }g,*4(T){$i,kdk:

print AdminTask.tklmCertCreate (’[-type selfsigned
-alias sklmSSLCertificate -cn sklmssl -ou accounting -o myCompanyName

-country US -keyStoreName defaultKeyStore
-usage SSLSERVER -validity 999]’)

z2ITksSO$PDq!$i#}g,dk:

print AdminTask.tklmCertGenRequest(’[-alias sklmSSLCertificate1
-cn sklm -ou sales -o myCompanyName -locality myLocation
-country US -validity 999 -keyStoreName defaultKeyStore
-fileName mySSLCertRequest1.crt -usage SSLSERVER]’)

v REST gf

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Certificate Generate Request REST Service,k"M HTTP POST

ks#k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>

}y>#

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"type":"selfsigned","alias":"sklmCertificate",
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"cn":"sklm",
"ou":"sales",
"o":"myCompanyName","usage":"3592","country":"US",
"validity":"999", "
algorithm ": " RSA " }

k"MTB HTTP ks,TcSO$PDq!$i:

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"type":"certreq","alias":"sklmCert","cn":"sklm",
"ou":"sales","o":
"myCompanyName","usage":"3592","country":"US",
"validity":"999","fileName":
"myCertRequest1.crt","algorithm":"ECDSA"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Z“I&”3fOD“B;=”P,%w*4PD`XNq#g{4(T){$i,

G4I\*XBt/~qw"4(8]47#IT4-K}]#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

*A“6-”3f,"dCi/h*DExz`MT0\?r$i#

8(sFE"D6p

zIT|D IBM Security Key Lifecycle Manager CZU/sFE"D1!hC#

XZKNq

zIT9C“sF”3f4|D4ksFU>DE"6p# mb,z9IT9CBP CLI

|nr REST gf4Pvr|D SKLMConfig.properties D~PD Audit.event.types
XT:

v tklmConfigGetEntry M tklmConfigUpdateEntry

v Get Single Config Property REST Service M Update Config Property REST Ser-
vice

zDG+Xk_P4PdCYwDmI(#

}L

1. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf# %w IBM Security Key Lifecycle Manager > dC > s

FMwT#

v |nPgf:
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Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. |DsFE"6pD5:

v Z<NC'gfP,*“sF”hC!q“M”"“PH”r“_”5,;s%w7(#

M f"nYDsFG<#

!qMaZ SKLMConfig.properties D~PhCBPXT5:

– A u d i t . e v e n t . t y p e s = r u n t i m e , a u t h o r i z a t i o n ,

authorization_terminate, resource_management, key_management

– Audit.event.outcome = failure

PH(1!5)

f"Pd}?DsFG<#

!qPHaZ SKLMConfig.properties D~PhCBPXT5:

– A u d i t . e v e n t . t y p e s =

r u n t i m e , a u t h o r i z a t i o n , a u t h o r i z a t i o n _ t e r m i n a t e ,

resource_management, key_management

– Audit.event.outcome = success,failure

_ f"ns}?DsFG<#

!q_aZ SKLMConfig.properties D~PhCBPXT5:

– Audit.event.types = all

– Audit.event.outcome = success,failure

v |nPgf:

a. Z;POdk tklmConfigGetEntry |n,Tq! SKLMConfig.properties D

~PD?jXTD105#}g,*7(+|,ZsFU>PDB~`M,

kZ;POdkTB|n:

wsadmin>print AdminTask.tklmConfigGetEntry
(’[-name Audit.event.types]’)

>}l&I\gB:

All

b. 8(Xh|D# }g,*+!q^F*=V*f"ZsFU>PDB~`M,

kZ;POdkTB|n:

print AdminTask.tklmConfigUpdateEntry
(’[-name Audit.event.types -value runtime,audit_management]’)

v REST gf:

4 \m



a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Get Single Config Property REST Service,k"M HTTP GET k

s#k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#

GET https://localhost:9080/SKLM/rest/v1/configProperties/
Audit.event.types
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language : en

I&l&I\gB:

Status Code : 200 OK
Content-Language: en
{"property":"Audit.event.types","value":"all"}

c. 8(Xh|D# }g,zIT(}"MTB HTTP ks,9C Update Config
Property REST Service +!q^F*=V*f"ZsFU>PDB~`M:

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "Audit.event.types": "runtime,audit_management"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf

Z“I&”3fOD“B;=”P,%w*4PD`XNq#

v |nPgf

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

zITXBKPH05XKmsDYw# ;s,i4sFU>Tq!|`E"# PX

sFG<Dj8E",kND IBM Security Key Lifecycle Manager D5PD“V<=

53ODsFG<”wb#

zI53U>q=DsFG<

zITzI53U>q=DsFG<,;s+b)G<"M=53U>~qw# 9C

IBM Security Key Lifecycle Manager <NC'gf4xPdC,TzI53U>q=

DsFG<#

XZKNq

ZBPivB,sFU>{"+T53U>q=4kQdCD>XsFD~:

v TsF{"tCK53U>q=#

v tCK53U>q=,"R48(53U>~qwwz{MKZE#
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v tCK53U>q=,8(K53U>~qwwz{MKZE,+^(CJC~q

wwz{rKZE#

}L

1. G<<NC'gf#

2. %w IBM Security Key Lifecycle Manager > dC > sFMwT#

3. !q9C53U>q=#

4. Z53U>~qwwzP8(~qwwz{r IP X7#

5. Z53U>~qwKZP8(53U>~qwCZl}ksDKZE#

6. g{h*9C SSL/TLS +d-i45VsFE"=53U>~qwD2++d,k

!q9C SSL/TLS#

7. %w7(#

B;=v24

9CXhN}TsFG<tC53U>q=.s,v1z!qK9C SSL/TLS 1,E
XkKPBP=h:

1. g{P44( IBM Security Key Lifecycle Manager SSL ~qw$i,k4(C$

i#*4($i,zIT9C<NC'gfOD“CZa)\?D SSL/KMIP”3f"

Create Certificate REST Service r tklmCertCreate CLI |n#

2. + IBM Security Key Lifecycle Manager SSL ~qw$i<v=D~# *<v$

i,zIT9C Certificate Export REST Service r tklmCertExport CLI |n#

*<v~qw$i,xP44($i,kS=h 1 Pq!~qw$ip{# g{Q

4($i,kS<NC'gf*A_6dC > ~qw$i# p{GjG*}Z9C

D$iD$iP5#

3. TD~N=q!53U>~qw$i"+d<k,;sZ IBM Security Key Lifecycle

Manager ~qwPENC53U>~qw$i#9C tklmCertImport CLI |nr

Certificate Import REST Service IT(}9C SYSLOG <kC$i#

4. + IBM Security Key Lifecycle Manager ~qw$i<k=53U>~qw# k9

C=h 2 P4(D$iD~#

5. ZdCtTD~PhCIBM Security Key Lifecycle Manager SSL ~qw$ip{#

":g{ IBM Security Key Lifecycle Manager SSL ~qw$iG9C<NC'g

f4(D,G4^h4PK=h#

}g:

|nPgf

print AdminTask.tklmConfigUpdateEntry(’[-name config.keystore.ssl.
certalias -value <alias of the server certificate that is
created in Step 1>]’)

REST gf
PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language : en
{ "config.keystore.ssl.certalias" : "<alias of the server
certificate that is created in Step 1>"}
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6. XBt/ IBM Security Key Lifecycle Manager ~qw#

8(wTE"hC

zIT|D IBM Security Key Lifecycle Manager CZU/wTE"D1!hC# w

TU>D~a)=SE"4Vv IBM Security Key Lifecycle Manager Jb"Tb)J

bxPJOoO#

XZKNq

zIT9C“sF”3fD“wT”?V48(CZzIwTE"DhC# mb,z9IT

9CBP CLI |nr REST gf4Pvr|D SKLMConfig.properties D~PD debug
XT:

v tklmConfigGetEntry M tklmConfigUpdateEntry

v Get Single Config Property REST Service M Update Config Property REST Ser-
vice

zDG+Xk_P4PdCYwDmI(#

":tCwTU>G<I\a0l IBM Security Key Lifecycle Manager T\#kvZ

IBM 'Vzma)8<DivBtCK!n#

}L

1. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf# %w IBM Security Key Lifecycle Manager > dC > s

FMwT#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. |DhCTzIwTE":

v Z<NC'gfP:

a. !qtCwT,TcZ SKLMConfig.properties D~PhCBPXT5:

debug=all

b. %w7(#

v |nPgf:
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a. Z;POdk tklmConfigGetEntry |n,Tq! SKLMConfig.properties D

~PD?jXTD105#}g,*7( debug D5,kZ;POdkTB|

n:

wsadmin>print AdminTask.tklmConfigGetEntry
(’[-name debug]’)

>}l&I\gB:

none

b. 8(BDXT5# }g,*8(5 all TzIwTU>,kZ;POdkT

B|n:

print AdminTask.tklmConfigUpdateEntry
(’[-name debug -value all]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Get Single Config Property REST Service,k"M HTTP GET k

s#k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#

GET https://localhost:9080/SKLM/rest/v1/configProperties/debug
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language : en

I&l&I\gB:

Status Code : 200 OK
Content-Language: en
{"property":"debug","value":"none"}

c. 8(BDXT5# ;s,"MTB HTTP ks:

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "debug": "all"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf

Z“I&”3fOD“sx=h”B,%w*KPD`XNq#

v |nPgf

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

8(\?a)N}

zIT|D IBM Security Key Lifecycle Manager a)D1!$ihC#

8 \m



XZKNq

9C“\?a)N}”3f4|D$ihC# mb,z9IT9CBP CLI |nr REST

gf4Pvr|D SKLMConfig.properties D~PD`&XT:

v tklmConfigGetEntry M tklmConfigUpdateEntry

v Get Single Config Property REST Service M Update Config Property REST Ser-
vice

zDG+Xk_P4PdCYwDmI(#

*<.0,k7(:

v GqZa)\?.04P$iUZi$#4Pi$IT7O$iP'R4=Z#

v Gq9C$iPf"Dwe\?j64j6$i#

}L

1. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf# %w IBM Security Key Lifecycle Manager > dC > \

?a)N}#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. |D;nr`n$ihCD5:

v Z<NC'gfP,|DBP;nr`nhC,;s%w7(:

TZ4ksr}]4k,;*9C=Z$i#

a)\?0,k7O|,K\?D;vr`v$i4=Z#=Z$iv

CZAks# tCKhC1,=Z$i+;aCZ4ks# !PK4!

ra+ SKLMConfig.properties D~P cert.valiDATE tTD5|D*
true#

#V]RM'zh8(E$i#

ZS\4TM'zh8D(E$iTCZh8k IBM Security Key

Lifecycle Manager ~qw .dD2+(E.0,9b)$i#V]R#

g{{CKhC,G4XkV/<kM'zh8(E$i# KdCN}k

SKLMConfig.properties D~P&Z]R4,DM'zh8D

enableClientCertPush tT5`X*#

\m 9



C$i{F46p$i#

9Cf"Z$iPD$i{F(x;G9Cwb\?j6)46p$

i# zITZ4($i18($i{F# K&\ICZb\Q4kh8

D}]#

g{{CKn,A!Pxrd{h8OD}]1,+9C“wb\?j6

”47(*9CD$i# KdCN}k SKLMConfig.properties D~P

useSKIDefaultLabels tTD5`X*#

v |nPgf:

a. Z;POdk tklmConfigGetEntry |n,Tq! SKLMConfig.properties D

~PD?jXTD105#}g,dk:

wsadmin>print AdminTask.tklmConfigGetEntry
(’[-name zOSCompatibility]’)

>}l&I\gB:

False

b. 8(Xh|D# }g,*+ zOSCompatibility XTD5|D* true,kZ

;POdkTB|n:

print AdminTask.tklmConfigUpdateEntry
(’[-name zOSCompatibility -value true]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Get Single Config Property REST Service,k"M HTTP GET k

s#k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#

~qks

GET https://localhost:9080/SKLM/rest/v1/configProperties/
zOSCompatibility
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language: en

I&l&

Status Code : 200 OK
Content-Language: en
{"zOSCompatibility" : "False"}

c. 8(Xh|D# }g,zIT"MTB~qks,Tc+ zOSCompatibility
XTD5|D* true:

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "zOSCompatibility": "true"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Z“I&”3fOD“B;=”P,%w*4PD`XNq#

v |nPgf:
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jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

T$ihCD|DT/,=="z# SB4,zIT4(yh$i"+dkX(h8x

PX*#

7(10KZE
jI IBM Security Key Lifecycle Manager ~qw 20.s,I\h*7( IBM Secu-

rity Key Lifecycle Manager ~qw M WebSphere Integrated Solutions Console D2+

KZE#

XZKNq

b)KZED5I WAS_HOME/profiles/KLMProfile/properties/portdef.props D~P

D WC_defaulthost_secure r WC_adminhost_secure tT8(#}g,D~IT8(

b)5:

WC_defaulthost_secure=9080
WC_adminhost_secure=9083

WC_defaulthost_secure tT5T&Z IBM Security Key Lifecycle Manager ~qw2

+KZ,x WC_adminhost_secure tT5T&Z WebSphere Integrated Solutions Con-

sole 2+KZ#

8(KZM,1hC
zIT|D IBM Security Key Lifecycle Manager a)D1!KZM,1hC#

XZKNq

zIT9C“\?a)N}”3f4|DKZM,1hC# mb,z9IT9CBP CLI

|nr REST ~q4PvM|D SKLMConfig.properties D~PD`&XT:

v tklmConfigGetEntry M tklmConfigUpdateEntry

v Get Single Config Property REST Service M Update Config Property REST Ser-
vice

*<.0,k7(>cPGqfZh99C IBM Security Key Lifecycle Manager 1!

5DKZr,1e;# zDG+Xk_P4PdCYwDmI(#

}L

1. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf# %w IBM Security Key Lifecycle Manager > dC > \

?a)KZ#

v |nPgf:
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Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. |DKZr,1hCD5:

v Z<NC'gfP,|DBP;nr`nhC,;s%w7(:

TCP KZ
IBM Security Key Lifecycle Manager 9C1!KZ 3801# 56'S 1

= 65535# zhCD52+|D SKLMConfig.properties D~P

TransportListener.tcp.port tTD5#zXk7#;Pd{&CLrQ

-Z9CCKZ#

TCP ,1(TVS*%;)
IBM Security Key Lifecycle Manager 9C1!,15 10 VS# 56'

S 1 = 120# zhCD52+|D SKLMConfig.properties D~P

TransportListener.tcp.timeout tTD5#

SSL KZ
IBM Security Key Lifecycle Manager 9C1!KZ 441# 56'S 1 =

65535# zhCD52+|D SKLMConfig.properties D~P

TransportListener.ssl.port tTD5#

SSL ,1(TVS*%;)
IBM Security Key Lifecycle Manager 9C1!,15 10 VS# 56'

S 1 = 120# KdCN}k SKLMConfig.properties D~P

TransportListener.ssl.timeout tTD5`X*#

KMIP SSL KZ
KMIP 9C1!KZ 5696#5D6'* 1 = 65535# KdCN}k

SKLMConfig.properties D~P KMIPListener.ssl.port tTD5`X
*#

v |nPgf:

a. Z;POdk tklmConfigGetEntry |n,Tq! SKLMConfig.properties D

~PD?jXTD105#}g,Z;POdk:

wsadmin>print AdminTask.tklmConfigGetEntry
(’[-name TransportListener.tcp.port]’)

>}l&I\gB:

3801

b. 8(Xh|D# }g,*8(m; TCP KZE,kZ;POdkTB|n:

print AdminTask.tklmConfigUpdateEntry
(’[-name TransportListener.tcp.port -value 3802]’)
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v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Get Single Config Property REST Service,k"M HTTP GET k

s#k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#

~qks

GET https://localhost:9080/SKLM/rest/v1/configProperties/
TransportListener.tcp.port
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language: en

I&l&

Status Code : 200 OK
Content-Language: en
{"TransportListener.tcp.port" : "3801"}

c. 8(Xh|D# }g,*8(m; TCP KZE,k"MTB~qks:

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{"TransportListener.tcp.port": "3802"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

|B3faT>zdkDE"#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

*9KZE.`D|Dz',kXBt/ IBM Security Key Lifecycle Manager ~qw#

K!~qwMw~qwD4FhC
*hC IBM Security Key Lifecycle Manager T/K!4F}L,zXkkTw~qw

MK!~qwdC4FN}#

IBM Security Key Lifecycle Manager a)K;iYw,CZ4FyP53P10&Z

n/4,DD~M}]# K4F'VT@"Z~qwDYw53M?<a9D==+

IBM Security Key Lifecycle Manager 73K!=`(~qw# }g,IT+ Win-

dows 53ODw~qwPD}]4F= Linux 53ODK!~qw#
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w~qwdC

w~qwG+*4FDw53# v1rw~qwmSKB\?1,Ea%"4F}L#

zn`ITk 20 (K!~qw;p4Fw~qw#?(K!~qw(} IP X7rw

z{T0KZExPj6# C~qw9C ReplicationSKLMConfig.properties D~P

DXT4XF4F}L# PX4FdCD~D|`E",kND4FdCD~#

z9IT9C IBM Security Key Lifecycle Manager 4FLr42ET/8]Yw# X

kvkTw~qwdCXTT(Z8]}]#

K!~qwdC

4F}L'V+ IBM Security Key Lifecycle Manager 73Sw~qwK!=`(K!

~qw# K!~qw9C ReplicationSKLMConfig.propertiesD~PDXT4XF4

F}L# %"4F}Ls,TB}]+4F=K!~qw:

v IBM Security Key Lifecycle Manager }]bmPD}]

v ENbT0w\?yZD\?b

v IBM Security Key Lifecycle Manager dCD~

8(w~qwD4FN}

zIT|Dw~qwD1!hCTckK!~qw(E,Sx4F IBM Security Key

Lifecycle Manager }]#

XZKNq

9C“T/K!4FdC”3f4dC4FhC# mb,z9IT9CBP CLI |nr

REST gf4|D ReplicationSKLMConfig.properties dCD~PD`&XT:

v tklmReplicationConfigGetEntry M tklmReplicationConfigUpdateEntry

v Get Single Replication Config Properties REST Service M Update Replica-
tion Config Property REST Service

":v1rw~qwmSKB\?1,Ea+}]4F=K!~qw#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. %w IBM Security Key Lifecycle Manager > dC > 4F#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython
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v REST gf:

– r* REST M'z#

2. |Dw~qwD;nr`nhCD5:

v Z<NC'gfP:

a. !qw#

b. 8(`&DhC:

y>XT

4T\?bD$i SPmP!q$i# SSL/TLS $iXkZw53T0yPxPK

4FdCDK!53OfZ#

4F8]S\Zn bG8]D~DS\\k,CZ7#}]2+# zh*,;\k

4b\M4-D~#

7O4F8]S\Zn YN8(,;\kTi$dkGq}7#

wl}KZ "zGrP/rSY4F1,CZ(EDKZE# 1!wl}K

Z* 1111#

K! - 1 IP rwz{ K!~qwD IP X7rwz{#z;\Z;(w~qwk`o

20 (K!~qw.dxP4F# %wmSK!4SIT*`v

K!dC4FhC#

K! - 1 KZ bGCZ+8]D~"M=K!~qwDKZE# ?(K!~q

w<(}KZExPj6#K!~qwD1!KZE* 2222#

_6XT

4F8]?j?< bGCZf"8]D~D;C# 1!?j?<* <WAS_HOME>\

products\sklm\restores#

ZXv.0*#tDns4

FD~}

z#{#tDns4FD~}# 5XkGiZ 2 k 10 .dD

}{}#D~},v8(^Fs,53+>}nIDD~#

4F5J(T!1F) bGliGqh*4P8]YwD5J# 1!5hC* 1 !

1# g{hCK?l*<4F1d5,G4+vTKN}#

?l4F1d(q=*

HH:MM)
?lKP4FNqD1d,q=* HH:MM#

4FU>D~{ 4FU>D~D{FM;C#KN}D1!5* <WAS_HOME>\

products\sklm\logs\replication#

nsU>D~s! (KB) "zXv.0,U>D~Dnss!#1!5* 1000 KB('V

Z)# D~o=nss!s,53+4(BDU>D~#

*#tDnsU>D~} z#{#tDnsU>D~}# 1!ivB,IBM Security Key

Lifecycle Manager #tns 3 vU>D~# D~},v8(^

Fs,53+>}nIDD~#

c. %w7(#

v |nPgf:

a . Z;POdk tklmReplicationConfigGetEntry |n,Tq!
ReplicationSKLMConfig.properties D~PD?jXTD105#}g,dk

TB|n:

wsadmin>print AdminTask.tklmReplicationConfigGetEntry
(’[-name replication.role]’)

\m 15



>}l&I\gB:

none

b. 8(|D# }g,*+ replication.role XTD5|D* master,kZ;

POdkTB|n:

print AdminTask.tklmReplicationConfigUpdateEntry
(’[-name replication.role -value master]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Get Single Config Property REST Service,k"M HTTP GET k

s#k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#

~qks

GET https://localhost:9080/SKLM/rest/v1/configProperties/
replication.role
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language: en

I&l&

Status Code : 200 OK
Content-Language: en
{"replication.role" : "none"}

c. 8(|D# }g,zIT9C Update Replication Config Property REST
Service "MTB~qks,T|D replication.role XTD5#

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "replication.role": "master"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

w~qwD“T/K!4FdC”3fOT>|BsDdCE"#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

zI\#{|DK!~qwDhC,9dSU4Tw~qwD8]D~#

8(K!~qwD4FN}

zIT|DK!~qwD1!hC,9dZC'+B\?mS=w~qw1T/SU

4Tw~qwD8]D~#
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XZKNq

9C“T/K!4FdC”3f4|D4FhC# mb,z9IT9CBP CLI |nr

REST gf4Pvr|D ReplicationSKLMConfig.properties dCD~PD`&XT:

v tklmReplicationConfigGetEntry M tklmReplicationConfigUpdateEntry

v Get Single Replication Config Properties REST Service M Update Replica-
tion Config Property REST Service

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. %w IBM Security Key Lifecycle Manager > dC > 4F#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. |DK!~qwD;nr`nhCD5:

v Z<NC'gfP:

a. !qK!#

b. 8(`&DhC:

y>XT

K!l}KZ K!~qwXkxPl}TSU8]D~DKZE# 1!KZE

* 2222#

wl}KZ "zGrP/rSY4F1,CZ(EDKZE# 1!wl}K

Z* 1111#

_6XT

4-'\1DXTN} Z;N4-Yw'\.s,JmDnsXTN}# 5XkGiZ

0 k 2 .dD}{}#

4FU>D~{ 4FU>D~D{FM;C#KN}D1!5* <WAS_HOME>\

products\sklm\logs\replication#

nsU>D~s! (KB) "zXv.0,U>D~Dnss!#1!5* 1000 KB('V

Z)# D~o=nss!s,53+4(BDU>D~#
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*#tDnsU>D~} z#{#tDnsU>D~}# 1!ivB,IBM Security Key

Lifecycle Manager #tns 3 vU>D~# D~},v8(^

Fs,53+>}nIDD~#

c. %w7(#

v |nPgf:

a . Z;POdk tklmReplicationConfigGetEntry |n,Tq!
ReplicationSKLMConfig.properties D~PD?jXTD105#}g,dk

TB|n:

wsadmin>print AdminTask.tklmReplicationConfigGetEntry
(’[-name replication.role]’)

>}l&I\gB:

none

b. 8(|D# }g,*+ replication.role XTD5|D* clone,kZ;P

OdkTB|n:

print AdminTask.tklmReplicationConfigUpdateEntry
(’[-name replication.role -value clone]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Get Single Config Property REST Service,k"M HTTP GET k

s#k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#

~qks

GET https://localhost:9080/SKLM/rest/v1/configProperties/
replication.role
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language: en

I&l&

Status Code : 200 OK
Content-Language: en
{"replication.role" : "none"}

c. 8(|D# }g,zIT9C Update Replication Config Property REST
Service "MTB~qks,T|D replication.role XTD5#

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "replication.role": "clone"}

3. I&8>{ay]gfD;,x;,:

v K!~qwD“T/K!4FdC”3fOT>|BsDdCE"#

v |nPgf:

jI{"m>I&#

v REST gf:
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4,k 200 OK m>I&#

B;=v24

zI\#{|Dd{K!~qwDhC# zIT+ IBM Security Key Lifecycle Man-

ager }]Sw*w~qw4F=`o 20 ((zK!~qw#

2ET/8]Yw

zITdC4FhCTT/KP8]Yw,Sx7#(Z8] IBM Security Key

Lifecycle Manager X|}]#

XZKNq

zIT9C IBM Security Key Lifecycle Manager 4FLr42ET/8]Yw# X

kvkTw~qwdCXTT(Z8]}]#

9C“T/K!4FdC”3f4kTw~qwdChC# mb,z9IT9CBP CLI

|nr REST gf4|D ReplicationSKLMConfig.properties dCD~PD`&XT:

v tklmReplicationConfigGetEntry M tklmReplicationConfigUpdateEntry

v Get Single Replication Config Properties REST Service M Update Replica-
tion Config Property REST Service

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. %w IBM Security Key Lifecycle Manager > dC > 4F#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. |Dw~qwD;nr`nhCD5:

v Z<NC'gfP:

– !qw#

– dChC:

y>XT
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4T\?bD$i SPmP!q$i# SSL/TLS $iXkZw53T0yPxPK

4FdCDK!53OfZ#

4F8]S\Zn bG8]D~DS\\k,CZ7#}]2+# zh*,;\k

4b\M4-D~#

7O4F8]S\Zn YN8(,;\kTi$dkGq}7#

wl}KZ "zGrP/rSY4F1,CZ(EDKZE# 1!wl}K

Z* 1111#

_6XT

4F8]?j?< bGCZf"8]D~D;C# 1!?j?<* <WAS_HOME>\

products\sklm\restores#

ZXv.0*#tDns4

FD~}

z#{#tDns4FD~}# 5XkGiZ 2 k 10 .dD

}{}#D~},v8(^Fs,53+>}nIDD~#

4F5J(T!1F) bGliGqh*4P8]YwD5J# 1!5hC* 1 !

1# g{hCK?l*<4F1d5,G4+vTKN}#

?l4F1d(q=*

HH:MM)
?lKP4FNqD1d,q=* HH:MM#

4FU>D~{ 4FU>D~D{FM;C#KN}D1!5* <WAS_HOME>\

products\sklm\logs\replication#

nsU>D~s! (KB) "zXv.0,U>D~Dnss!#1!5* 1000 KB('V

Z)# D~o=nss!s,53+4(BDU>D~#

*#tDnsU>D~} z#{#tDnsU>D~}# 1!ivB,IBM Security Key

Lifecycle Manager #tns 3 vU>D~# D~},v8(^

Fs,53+>}nIDD~#

– %w7(#

v |nPgf:

a . Z;POdk tklmReplicationConfigGetEntry |n,Tq!
ReplicationSKLMConfig.properties D~PD?jXTD105#}g,d

k:

wsadmin>print AdminTask.tklmReplicationConfigGetEntry
(’[-name replication.role]’)

>}l&I\gB:

none

b. 8(|D# }g,*+ replication.role XTD5|D* master,kZ;

POdkTB|n:

print AdminTask.tklmReplicationConfigUpdateEntry
(’[-name replication.role -value master]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Get Single Config Property REST Service,k"M HTTP GET k

s#k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#
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~qks

GET https://localhost:9080/SKLM/rest/v1/configProperties/
replication.role
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language: en

I&l&

Status Code : 200 OK
Content-Language: en
{"replication.role" : "none"}

c. 8(|D# }g,zIT9C Update Replication Config Property REST
Service "MTB~qks,T|D replication.role XTD5#

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "replication.role": "master"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

w~qwD“T/K!4FdC”3fOT>|BsDdCE"#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

\mi"C'MG+

zIT^F\m1ZzDi/P\;4PDn/D6'#

*K#V$Z'J,k<G4(;vi,;srCiVdG+MC',x;G1S+

G+VdxvpC'# zITaIX|D_P`F0pDK1DG+,"RZ+C'V

dxm;?E1\b5$#

}g,zIT8(TBn/6':

v TZ3)G+,4a)NNCJ(# }g,i/I\#{+8]D~M4-D~D0

pVk#

v 3)Nq~XZ WebSphere® /Ibv=8XF( O#

v \m;\"zZ LTO Exz#

4(i

zIT4(;vi,C4T3)53\m18(^F# XkZ$(e LTO isTCi

xP(##

XZKNq

KNq9C WebSphere /Ibv=8XF( OD WASAdmin C'j644(\mi#
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":*CJ IBM Security Key Lifecycle Manager <NC'gfr|nPgf,Xk+

C'Vd=TBi:klmGUICLIAccessGroup

PXCZ4(iMC'D|nD|`E",kND IBM WebSphere Application Server

D5 ( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.iseries.doc/ae/rxml_atwimmgt.html)#

IT9C WebSphere /Ibv=8XF( Z8iP4(_P;,mI(DSi#+G,

IBM Security Key Lifecycle Manager v6p8iDmI(,x;6pdSiDmI(#

}L

1. G< WebSphere /Ibv=8XF( (https://localhost:9083/ibm/console/

logon.jsp)#

v <NC'gf:

a. Z/@wD“6-”3fO,dkC'j6 WASAdmin T0K\m1D\k#

b. Z<=wP,%wC'Mi > \mi#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,WASAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username WASAdmin -password wasadminpw -lang jython

– AIX r Linux H53:

./wsadmin.sh -username WASAdmin -password wasadminpw -lang jython

2. 4(i:

v <NC'gf:

a. Z“\mi”3fO,%w4(#

b. Zi{VNP,8(i{# }g,dk DS5000Admin#

c. ZhvVNP,8(|`PX*4(DiDE"#

d. %w4(#

v |nPgf:

a. 4(Z(i#

b. 4(i#

dk createGroup "8(4(iyhD5# }g,9C Jython dk:

print AdminTask.createGroup
(’[-cn DS5000Admin -description DS5000_LocalAdmins]’)

dP:

-cn Xh(V{.)# 8(*4(DiD+2{F# KN}3d=ibI1

\mwPD cn XT#

-description
I!(V{.)# 8(|`PX*4(DiDE"#
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3. #fzD$w#

v <NC'gf:

9C<NC'gfa)Da>47ONqGqQjI#

v |nPgf:

#fdC# }g,9C Jython dk:

print AdminConfig.save()

B;=v24

SB4,riVd;vr`vmI(rG+#

VdmI(
zIT+\mi3d=\^FDmI(/#

XZKNq

KNq9C WebSphere /Ibv=8XF( OD WASAdmin C'j6+i3d=\

^FDYw/,T\m DS5000 f"~qw#

PXCZ+i3d=G+D|nD|`E",kND IBM WebSphere Application Server

D5 ( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.doc/ae/rxml_atauthorizationgroup.html)#

}L

1. G< WebSphere /Ibv=8XF(#

v <NC'gf:

a. Z/@wD6-3fO,dk WASAdmin DC'j6M\k5,}g

wasadminpw#

b. Z<NC'gfP,%wC'Mi > \miG+#

c. %wmS#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,WASAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username WASAdmin -password wasadminpw -lang jython

– AIX r Linux H53:

./wsadmin.sh -username WASAdmin -password wasadminpw -lang jython

2. +\^FDG+/3d=i#

v <NC'gf:

a. Z“\miG+”3fPD“#fXT”?VP,%wdki{#Zi{VN

P,dkiD{F# }g,dk DS5000Admin#
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b. Z“#fXT”?VP,SG+PmP!qyhG+S/# }g,4PBP=

h:

– {9CJ3)G+# }g,i/I\#{+4-D~D0pVk# ZbV

ivB,kp!qPmPD klmRestore n#

– 7(Gq*~X WebSphere /Ibv=8XF( ODd{Nq#g{*~

XNq,k!q suppressmonitor w*G+#

– +\mv^F= DS5000 f"~qw#}g,!q DS5000#

mb,g{zDNqkTBDh8i(}g myDS5000)(e\mn/,G

4zIT!qH04(D myDS5000#

– 4! Ctrl |"!qJCZ IBM Security Key Lifecycle Manager DG+:

klmBackup
4(M>}}]D8]#

klmRestore
4-}]DH08]1>#

klmConfigure
DAr|DXT,rT$i4PYw#

klmAudit
i4sF}]#

klmView
i4Ts#

klmCreate
4(Ts#

klmModify
^DTs#

klmDelete
>}Ts#

klmGet
<v\?r$i#

suppressmonitor
~X WebSphere /Ibv=8XF( ODd{Nq#

DS5000
JmT DS5000 f"~qw4PYw#

c. %w7(#

d. %w#fT+|D1S#f=wdC#

v |nPgf:

dk mapGroupsToAdminRole,"8(+i3d=X(\mG+yhD5# }g,

9C Jython +`vG+8(=i,dk;5P|n,"Zdk?v|n.s4

Enter |#

– *i8(Z;vG+:

print AdminTask.mapGroupsToAdminRole(’[-roleName suppressmonitor
-groupids DS5000Admin]’)

24 \m



– *i8(B;vG+:

print AdminTask.mapGroupsToAdminRole(’[-roleName klmConfigure
-groupids DS5000Admin]’)

– (}T?vG+9C%@Dyw,*i8(d`G+:

print AdminTask.mapGroupsToAdminRole(’[-roleName klmBackup
-groupids DS5000Admin]’)
print AdminTask.mapGroupsToAdminRole(’[-roleName klmAudit
-groupids DS5000Admin]’)
print AdminTask.mapGroupsToAdminRole(’[-roleName klmView
-groupids DS5000Admin]’)
print AdminTask.mapGroupsToAdminRole(’[-roleName klmCreate
-groupids DS5000Admin]’)
print AdminTask.mapGroupsToAdminRole(’[-roleName klmModify
-groupids DS5000Admin]’)
print AdminTask.mapGroupsToAdminRole(’[-roleName klmDelete
-groupids DS5000Admin]’)
print AdminTask.mapGroupsToAdminRole(’[-roleName klmGet
-groupids DS5000Admin]’)
print AdminTask.mapGroupsToAdminRole(’[-roleName DS5000
-groupids DS5000Admin]’)

dP:

- authorizationGroupName
bGZ(iD{F# g{z;8(KN},G4Y(Z(i*%*6pZ

(i# (V{.,I!)

- roleName
bG\mG+D{F# (V{.,Xh)

- groupids
bG3d=\mG+Dij6DPm#(V{.,[])

3. #fzD$w#

v <NC'gf:

9C<NC'gfa)Da>47ONqGqQjI#

v |nPgf:

#fdC# }g,9C Jython dk:

print AdminConfig.save()

4. 7#z#f=iDG+QxPVd#

v <NC'gf

Kv;sXBxk“\miG+”3f# +T>d{G+#

v |nPgf

9C Jython o(dkTB|n:

print AdminTask.listGroupIDsOfAuthorizationGroup()

B;=v24

SB4,8(zDi/I\h*Dd{i# }g,8(CZ4PYw1NqD\mi#
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ZiP4(C'

4(C'"+C'DI1JqVd=53\m1i#

XZKNq

KNq9C WebSphere /Ibv=8XF( OD WASAdmin C'j644(C'"

+CC'mS=i#

":*CJ IBM Security Key Lifecycle Manager <NC'gfr|nPgf,Xk+

C'Vd=TBi:klmGUICLIAccessGroup

PXCZ4(iMC'D|nD|`E",kND IBM WebSphere Application Server

D5 ( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.iseries.doc/ae/rxml_atwimmgt.html)#

}L

1. G<= WebSphere /Ibv=8XF(#

v <NC'gf:

a. Z/@wD“6-”3fO,dk WASAdmin DC'j6M\k5,}g

wasadminpw#

b. Z<=wP,%wC'Mi > \mC'#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,WASAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username WASAdmin -password wasadminpw -lang jython

– AIX r Linux H53:

./wsadmin.sh -username WASAdmin -password wasadminpw -lang jython

2. (}ZBiP8(I1Jq44(C'#

v <NC'gf:

a. Z“\mC'”3fO,%w4(#

b. Z“4(C'”3fO,8(XhE",}gC'j6M\k# }g,dk

myAdmin w*C'j6,mypwd w*\k#

c. %w4(#

d. %w8rBC'j6D4STT>C'XT#

e. Z“C'XT”T0rO,%wi#

f. %wmS#

g. Z“+C'mS=i”T0rO,%wQw#

h. ZimP,!qz.04(Di,"%wmS#

i. DAXZC'QmS=iD7O{",;s%wXU#

v |nPgf:
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a. WH,4(C'# dk createUser "8(4(C'yhD5# }g,9C

Jython dk:

print AdminTask.createUser (’[-uid myAdmin -password tempPass
-confirmPassword tempPass -cn myAdmin -sn JDoe]’)

dP:

-uid 8(*4(DC'D(;j6#(V{.,Xh)

-password
8(C'D\k# (V{.,Xh)

-confirmPassword
YN8(\kTi$*\kN}dkD\k# (V{.,I!)

-cn 8(C'D{V# (V{.,I!)

-sn 8(C'DUO# (V{.,I!)

b. mSCC'w*iDI1# }g,Z Jython P,dkTB|n:

print AdminTask.addMemberToGroup(’[-memberUniqueName
uid=myAdmin,o=defaultWIMFileBasedRealm
-groupUniqueName cn=DS5000Admin,o=defaultWIMFileBasedRealm]’)

dP:

memberUniqueName uniqueName
8(*mS=8(iDC'riD(;{F5#

groupUniqueName uniqueName
8(*+C'mS=DiD(;{F5#

3. i$CC'GqGiDI1#

v <NC'gf:

a. Z<=wP,%wC'Mi > \mC'#

b. Z“\mC'”3fODC'j6PP,%wBC'j6Du?#

c. Z“C'XT”T0rO,%wi!n(#i$CC'GqGBiDI1#

v |nPgf:

}g,9C Jython dk:

print AdminTask.getMembersOfGroup(’[-uniqueName
cn=DS5000Admin,o=defaultWIMFileBasedRealm]’)

4. #fzD$w#

v <NC'gf:

9C<NC'gfa)Da>47ONqGqQjI#

v |nPgf:

#fdC# }g,9C Jython dk:

print AdminConfig.save()

5. g{zG9C|nPgf4(C',kKP stopServer M startServer |n4X
Bt/ IBM Security Key Lifecycle Manager ~qw#;s,TBC'm]G<#
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B;=v24

SB4,i$CC'GqIT4PZ(Nq#T WASAdmin m]"z#TBC'm]

G<"7Oz\q9C IBM Security Key Lifecycle Manager 4PNq#

i$C'Nq

i$\miPDBC'\q4PNq#

XZKNq

KNqCZi$iPDC'\q4PiI1Jqa)DNq# }g,C'IT\m

DS5000 f"~qw#

":*CJ IBM Security Key Lifecycle Manager <NC'gfr|nPgf,Xk+

C'Vd=TBi:klmGUICLIAccessGroup

PXCZ+i3d=G+D|nD|`E",kND IBM WebSphere Application Server

D5 ( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.doc/ae/rxml_atauthorizationgroup.html)#

}L

i$C'\q4PiI1Jqa)D;iNq#

v <NC'gf:

1. S WASAdmin C'j6P"z#

2. TiPDZ(C'm]G<<NC'gf# }g,T myAdmin m]G<#

3. Z“\?Mh8\m”mO,i$(;D\m!nGq* DS5000#

r_,g{zH0DNq*BDh8i(}g myDS5000)(eK\mn/,ki

$(;D\m!nGq* myDS5000#

4. !qh8,;s%w*A > \m\?Mh8#

5. r_,R|%wh8,;s!q\m\?Mh8#

6. Z DS5000 D\m3fO,jINq# }g,mSBD\?i#

v |nPgf:

1. T wasadmin m]S wsadmin P"z#

2. Z WAS_HOME/bin ?<P,9C Jython t/BD wsadmin a0# ;s,9C

Z(C'j6(}g,BD myAdmin C'j6)G< wsadmin# }g,Z Win-

dows 53O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\

bin ?<"dkTB|n:

– Windows 53:

wsadmin -username myAdmin -password password -lang jython

– AIX r Linux H53:

./wsadmin.sh -username myAdmin -password password -lang jython

3. mS>}\?i# }g,dk:

print AdminTask.tklmGroupCreate
(’[-name GROUP-DS5000-abcd2de9 -type keygroup -usage DS5000]’)
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r_,9C REST M'z"MTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/keygroups/newGroup
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"usage":"DS500"}

B;=v24

SB4,8(zDi/I\h*Dd{i# }g,8(CZ4PYw1rsF1NqD

i#

IBM Security Key Lifecycle Manager C'D\k_T
&CZB IBM Security Key Lifecycle Manager C'D\kD\k_TI SKLM_HOME/

config/TKLMPasswordPolicy.xml D~8(#

_T;a&CZ*1!C'(}g,SKLMAdmin)4(Du<\k# 1!C'Z IBM

Security Key Lifecycle Manager 20Zd4(#

\k_T&CZT1!C'D\k|DT0BC'DB\kMQ|D\k#v14(

r|DKC'E*D~1,Ea4P_Tli# ZBC'"TG<= IBM Security Key

Lifecycle Manager .0,Xk*CC'8(G+#

1!ivB+tC\k_T# zIT9C XML r ASCII `-w4|DKD~# *

{CK_T,k+_TD~P enabled N}D5|D* false:

PasswordPolicy enabled="true"

IBM Security Key Lifecycle Manager 'VTB\kfr:

m 1. \kfr

fr 1!5

n!$H 6

ns$H 20

n!}VV{} 2

n!V8V{} 3

,;V{,xvVDnsN} 2

{9\kPvVC'j6* QtC

{9\kPvVC'{* QtC
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m 1. \kfr (x)

fr 1!5

* lbK5GqxVs!4#

":*8(C5;xVs!4,k`-1!\k_T"*C'j6MC'{8(

CaseInsensitive:

<?xml version="1.0" encoding="UTF-8"?>
<PasswordPolicy version="1.0" uuid="" name="Password policy for TKLM"
enabled="true">

<Description/>
<PasswordRules><![CDATA[<?xml version="1.0" encoding="UTF-8"?>

<PasswordRuleSet version="1.0">
<MinLengthConstraint Min="6"/>
<MaxLengthConstraint Max="20"/>
<MaxSequentialChars Max="2"/>
<MinAlphabeticCharacters Min="3"/>
<MinDigitCharacters Min="2"/>
<NotUserIDCaseInsensitive/>
<NotUserNameCaseInsensitive/>

</PasswordRuleSet>
]]></PasswordRules>
</PasswordPolicy>

|D\k_T

9C`-w4V/|D IBM Security Key Lifecycle Manager a)D\k_T#

XZKNq

7#v|D\k_TPD*XMtT5,x;G|D*XMtT{F>m# \k_T&

CZT1!C'D\k|DT0BC'DB\kMQ|D\k# v14(r|DKC'

E*D~1,Ea4P_Tli#

}L

1. Z*<.0,+ SKLM_HOME/config/TKLMPasswordPolicy.xml D~8]=2+;C#

g{|DsD\k_TPJb,zIT9-=8]1>#

2. ZD>`-wP`- TKLMPasswordPolicy.xml D~,v|D\k_TP XML *

XMtTD5#

3. #fQ|DDD~#

_T|D+"44P# ^hXBt/ IBM Security Key Lifecycle Manager ~qw#

4. *T|DxPbT,kT WASAdmin m]G< WebSphere Application Server "

*BC'4(C'E*D~#

7OS\{O_TD\k,x\x%4_TD\k# jI1,g{X*,k>}b

TC'E*D~#

|DC'\k

|DsDC'\kXk{O IBM Security Key Lifecycle Manager a)D\k_T#

XZKNq

KNq9C WebSphere /Ibv=8XF( OD WASAdmin C'j64|DC'D

\k,|( SKLMAdmin C'j6D\k#
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PXCZ4(iMC'D|nD|`E",kND IBM WebSphere Application Server

D5 ( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.iseries.doc/ae/rxml_atwimmgt.html)#

}L

1. G<= WebSphere /Ibv=8XF(#

v <NC'gf:

a. Z/@wD6-3fO,dk WASAdmin DC'j6M\k5,}g

wasadminpw#

b. Z<=wP,%wC'Mi > \mC'#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,WASAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username WASAdmin -password wasadminpw -lang jython

– AIX r Linux H53:

./wsadmin.sh -username WASAdmin -password wasadminpw -lang jython

2. |DC'D\k#

v <NC'gf:

a. Z\mC' > QwC'T0r,%wQw#

b. ZQwu~mP,+w!(DC'j6#}g,+w myAdmin +dw*C'j

6#

c. Z“C'tT”T0rP,|D\kM7O\kVND5#

d. %w7(#

v |nPgf:

a. dk updateUser "8(yhD5# }g,9C Jython Z;POdk:

print AdminTask.updateUser(’-uniqueName uid=test2,
o=defaultWIMFileBasedRealm -password secret12 -confirmPassword secret12’)

dP,

-uniqueName
8(**d4(\kDC'D(;{F# (V{.,Xh)

|D\k.0,IT9C searchUsers |n4i$C{FGq}7j
6KC'#

-password
8(C'D\k# (V{.,Xh)

B\kXk{O IBM Security Key Lifecycle Manager a)D\k_

T#

-confirmPassword
YN8(\kTi$*\kN}dkD\k# (V{.,I!)
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B;=v24

SB4,i$CC'GqITG<# T WASAdmin m]"z# TCC'm]G<"

7OS\Q|DD\k#

|D IBM Security Key Lifecycle Manager C'\k
zIT9C IBM Security Key Lifecycle Manager &CLrC'j64|DC'\k#

|DD\kXk{O IBM Security Key Lifecycle Manager a)D\k_T#

XZKNq

PXCZ|D\kD|nD|`E",kND IBM WebSphere Application Server D5

( h t t p : / / w w w - 0 1 . i b m . c o m / s u p p o r t / k n o w l e d g e c e n t e r / S S A W 5 7 _ 8 . 5 . 5 /

com.ibm.websphere.nd.iseries.doc/ae/rxml_atwimmgt.html)#

}L

1. /@A`&D3fr?<:

v |nPgf:

– Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC

'j6G< wsadmin#

Windows
<=A C: \Program Files (x86)\IBM\WebSphere\AppServer\bin ?

<"dk:

wsadmin.bat -username <SKLM user> -password <SKLM user passwd>
-lang jython

AIX r Linux
<=A /opt/IBM/WebSphere/AppServer/bin ?<"dk:

./wsadmin.sh -username <SKLM user> -password <SKLM user passwd>
-lang jython

v <NC'gf:

– G<<NC'gf#

2. |DC'D\k#

v |nPgf:

– KPTB|n:

AdminTask.changeMyPassword(’[-oldPassword <oldpasswordvalue>
-newPassword
<newpasswordvalue> -confirmNewPassword <newpasswordvalue>]’)

>}:

AdminTask.changeMyPassword(’[-oldPassword sklmadmin -newPassword
Ibm12one
-confirmNewPassword Ibm12One]’)

v <NC'gf:

a. Zjb8O,%w <SKLM C'>4S#

b. %w|D\k#

c. Z“|D\kT0rP,dkzD10\k#

d. dkzDB\k#
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e. Z7OB\kVNPYNdkB\k#

f. %w|D\k#

4(h8i

y]i/hs,zIT4(h8i4\m5qC>\^FDh8S/,}g%v?E

y9CD LTO Exz# mb,z9Xk4({Fkh8iD{F`%d(|(s!

4)DG+# {F%dxVs!4#

XZKNq

KNq9C SKLMAdmin C'j6M IBM Security Key Lifecycle Manager gf44

(nbDh8i#

zDC'j6Xk_P:

v securityOfficer G+

v \mYwDmI( (klmAdminDeviceGroup)

g{z_P klmAdminDeviceGroup mI(,G4IT4("i4M>}h8i# z

^hH*h8i(e;vG+# +G,z_PDmI(a^FzDd{Yw# }

g,g{z;_P klmAdminDeviceGroup mI(,G4^(Z4(h8i.s|Bt
T#

}L

1. G< IBM Security Key Lifecycle Manager#

v <NC'gf:

Z/@wD“6-”3fO,dk SKLMAdmin DC'j6M\k5,}g

mypassword#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. /@A`&D3fr?<:

v <NC'gf:

%w_6dC > h8i#

a. Z“h8i”mP,%w4(#

b. Z“4(h8i”T0rP,n4XnVN"%w4(#
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v |nPgf,kdk:

AdminTask.tklmDeviceGroupCreate(’[-name myLTO -deviceFamily LTO]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Device Group Create REST Service,k"M HTTP POST ks#k

+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}y>#

POST https://localhost:9080/SKLM/rest/v1/deviceGroups/newGroup
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"deviceFamily":"LTO","shortName":"myLTO","longName":"my companyname
LTO devices"}

3. i$h8iGqfZ#

v <NC'gf:

Zh8i\m3fO,/@“h8i”mTR=h8i#

v |nPgf,kdk:

print AdminTask.tklmDeviceGroupList (’[-deviceFamily myLTO -v y]’)

v REST gf:

k9C REST M'z"vTB HTTP GET ks:

GET https://localhost:9080/SKLM/rest/v1/deviceGroups
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

B;=v24

4({Fkh8i`%dDG+#

*Bh8i4(G+

4(BD IBM Security Key Lifecycle Manager h8i1,k9*Ch8i4(G+#

kTh8iMG+8(,;{F(|(s!4)# {F%dxVs!4#

XZKNq

zIT(}`- admin-authz.xml dCD~4+h8iDG+mS= WebSphere Appli-

cation Server#

}L

1. Z Windows Yw53O,(}mSBPwP4`- <WAS_HOME>/profiles/

KLMProfile/cofig/cells/SKLMCell/admin-authz.xml D~:

<roles xmi:id=<roleId> roleName=<deviceGroupName>/>
<authorizations xmi:id=<roleAssignmentId> role=<roleId/>

roleId M roleAssignmentId D5XkZ admin-authz.xml D~PfZDyPG+

MZ(P(;#

}g,g{mSKBDh8i(}g MyDS5K),G4zXkmSBPwP:
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<roles xmi:id="MyDS5K_Role" roleName="MyDS5K"/>
<authorizations xmi:id="MyDS5K_Role_Auth" role="MyDS5K_Role"/>

2. XBt/ WebSphere Application Server#Xk#9;sXBt/~qw# PXgN

#9Mt/~qwD8>E",kNDZ 1223D:ZV<=53Ot/M#9 IBM

Security Key Lifecycle Manager ~qw;#

B;=v24

SB4,zIT8(C'iTBDh8iMXh\mNq(}gi4rdC)_Pm

I(#

}]b\m

20}Laa)_PXhmI(D1!\m1C'j6M\k#

zXk7#C'j6#Vn/4,,"R{O53ODn/2+_T#

F/ DB2 BqU>D~Ta_T\
k(ZF/ IBM Security Key Lifecycle Manager }]b4(DID DB2® BqU>#

qr,s?DBqU>I\a0lT\#

XZKNq

DB2 BqU>fZZBP?<P:

Windows 53:
INSTANCEHOME:\sklmdbarchive\SKLMDB26\SKLMDB26\NODE0000
\LOGSTREAM0000\C0000000

dP:

v INSTANCEHOME GzZ20Zd8(DL{#

v SKLMDB26 G}]b5}yP_#

v SKLMDB26 G IBM Security Key Lifecycle Manager }]bD{F#

v NODE0000"LOGSTREAM0000 M C0000000 ZzD53OI\Py;,#

Linux r AIX .`D53:
~sklmdbarchive/sklmdb26/SKLMDB26/NODE0000/LOGSTREAM0000/C0000000

dP:

v sklmdb26 G}]b5}yP_#

v SKLMDB26 G IBM Security Key Lifecycle Manager }]bD{F#

v NODE0000"LOGSTREAM0000 M C0000000 ZzD53OI\Py;,#

g{ IBM Security Key Lifecycle Manager \mm`\?,"R sklmdbarchive ?<

yZDELVx_POYDICELUd,k+IDBqU>F=d{ELVx#

":4PKNq1,k"b;*F/10n/U>#

k(Z4PBP=h:
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}L

1. 9C<NC'gf"|nPgfr REST gf4( IBM Security Key Lifecycle Man-

ager 8]# qr,BN8]I\a'\#

2. T Linux r AIX .`D53OD}]b5}yP_m],r Windows 53OD

DB2 \m1m]G<#

3. Zm;v_Pc;ELUdDVxO4(;vIT+IDU>D~F=dPD?

<#

4. j6Z;vn/U># dk:

Windows 53:
db2cmd
SET DB2INSTANCE=sklmdb26
db2 get db cfg for SKLMDB26

Linux r AIX .`D53:
db2 get db cfg for SKLMDB26

dCN} First active log file D5CZj6Z;vn/U>#

5. +^D1dgZZ;vn/U>DU>D~S sklmdbarchive ?<F=B?<#

U>+|{* Snnnnnnn.LOG# (#,`EO!DU>D4(1dgZ`EOsDU

># l#ivG}]bQ-4(K{* S99999999.LOG DU># ZbVivB,

`E+S S0000000.LOG XB*<#

":KP4-Yw+}% sklmdbarchive ?<"4(B?<#

Windows 53OD DB2 \k2+TJb
Z Windows 53O,DB2 \m1C'j6M\kXk{O53ODn/2+_T#

g{fZQz'D\kP'Z^F,G4XkZ,}P'Z.0|D\m1C'j6

DG<\kM DB2 \k#

Kb,DB2 \m1C'j6DG<\kM WebSphere Application Server 9CD DB2

}]4\kXk`,# |DdP.;1,Xk|Dm;v#

*|D DB2 }]b\k,k4PTB=h:

1. #9 WebSphere Application Server 0yPk DB2 `XD Windows ~q#

2. r*XFfe"%w\m$_ > Fcz\m > >XC'Mi > C'Tr* Win-

dows C'\m$_#

3. |D IBM Security Key Lifecycle Manager }]byP_D\k#

4. r*XFfe"%w\m$_ > Fcz\mTr*“Windows ~q”XF(#

5. ZTB~qO,9CtTT0rDG<!n(|D\k:

v DB2 - DBSKLMV26 - sklminstance

}g,sklminstance D5I\G:

DB2 - DBSKLMV26 - DBSKLM26
DB2 - DBSKLMV26 - SKLMDB26

}g,9C1!5}{F1,sklminstance D5I\G:

DB2 - DBSKLMV26 - SKLMDB26
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v DB2 Governor (DBSKLMV26)

v DB Remote Command Server (DBSKLMV26)

v DB2DAS - DB2DAS00

yP~qD\kyQ|D1,kXBt/b)~q#

Xk#9"XBt/TB~q#^h|D\k:

v DB2 License Server (DBSKLMV26)

v DB2 Management Service (DBSKLMV26)

6. t/ WebSphere Application Server#

7. 9C WebSphere Application Server a)D wsadmin gf8( Jython o(#

wsadmin -username WASAdmin -password mypwd -lang jython

8. 9C wsadmin |n|D WebSphere Application Server }]4D\k:

a. TB|nPvK JAASAuthData u?:

wsadmin>print AdminConfig.list(’JAASAuthData’)

a{I\*:

(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)

b. 6pdp{kV{. sklm_db `%dD}]4j6#mb,6pdp{kV{.

sklmdb `%dD}]4j6:

print AdminConfig.showAttribute('JAASAuthData_list_entry', 'alias')

}g,Z;POdk:

print AdminConfig.showAttribute
('(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)', 'alias')

a{*:

sklm_db

c. |D sklm_db p{D\k,"Z;POdkTB|n:

print AdminConfig.modify(’JAASAuthData_list_entry’,
’[[password newpassword]]’

g{Z\kP8(XbV{,kZ8(\k519C}Ew*(g{#

}g,Z;POdk:

print AdminConfig.modify
('(cells/SKLMCell|security.xml#JAASAuthData_1379859888963)',
'[[password tucs0naz]]')

d. #f|D:

print AdminConfig.save()

e. 9C stopServer M startServer |n#9"XBt/ IBM Security Key

Lifecycle Manager ~qw#

r_,(}9C Windows Fcz\m4#9"XBt/ IBM Security Key

Lifecycle Manager ~qw#

1) r*XFfe"%w\m$_ > Fcz\m > ~qM&CLr > ~q#
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2) #9;st/d{F`FZ IBM WebSphere Application Server V8.5 -

SKLM26Server D IBM Security Key Lifecycle Manager ~qw~q#

f. i$GqIT9C WebSphere Application Server }]4,S=}]b#

1) WH,kdk:

print AdminConfig.list(’DataSource’)

a{I\*:

"Default Datasource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1183122153625)"
"SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1379859893896)"
"SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/servers/
server1|resources.xml#DataSource_1379859896273)"
DefaultEJBTimerDataSource(cells/SKLMCell/nodes/SKLMNode/servers/
server1|resources.xml#DataSource_1000001

2) ZZ;v}]4ObT,S# }g,dk:

print AdminControl.testConnection('SKLM DataSource(cells....)')

}g,Z;POdk:

print AdminControl.testConnection
(’(SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/servers/server1|
resources.xml#DataSource_1379859893896)’)

3) Zd`D}]4ObT,S#}g,dk:

print AdminControl.testConnection
(’(SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1379859896273)’)

4) Zb=VivB,z<aU={",mwk}]4D,SQI&# }g:

WASX7217I: Connection to provided datasource was successful.

VZ,zITKP IBM Security Key Lifecycle Manager Yw#

ng Linux r AIX H53OD DB2 \k2+TJb
Zng Linux r AIX H53O,zI\h*|D DB2 \m1C'j6D\k# DB2

\m1C'j6DG<\kMCC'j6D DB2 \kXk`,#

IBM Security Key Lifecycle Manager 20Lr+20 DB2,"a>20K1dk{*

sklmdb26 DC'D\k#mb,DB2 &CLr+4(;v{* sklmdb26 DYw53

C'u?#}g,KC'D\kI\=Z,h*zT=vC'j6D\k<xPY,

=#

XkH|D53C'u?D\k,;sE\|D DB2 \m1C'j6D\k# k4P

TB=h:

1. T root C'm]G< IBM Security Key Lifecycle Manager ~qw#

2. +C'|D* sklmdb26 53C'u?#dk:

su sklmdb26

3. |D\k# dk:

passwd

8(B\k#
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4. KX* root C'#

exit

5. Z WAS_HOME/bin ?<P,9C WebSphere Application Server a)D wsadmin g
f48( Jython o(#

./wsadmin.sh -username WASAdmin
-password mypwd -lang jython

6. |D WebSphere Application Server }]4D\k:

a. TB|n+Pv JAASAuthData u?:

wsadmin>print AdminConfig.list(’JAASAuthData’)

a{I\`FZTB>}:

(cells/SKLMCell|security.xml#JAASAuthData_1228871756187)
(cells/SKLMCell|security.xml#JAASAuthData_1228871757843)

b. y]?vu?dk AdminConfig.showall |nTiRp{ sklm_db# }g,Z

;POdk:

print AdminConfig.showall
(’(cells/SKLMCell|security.xml#JAASAuthData_1228871756187)’)

a{`FZTB>}:

{alias sklm_db}
{description "SKLM database user j2c authentication alias"}
{password *****}
{userId sklmdb26}

,1Z;POdk:

print AdminConfig.showall
(’(cells/SKLMCell|security.xml#JAASAuthData_1228871757843)’)

a{`FZTB>}:

{alias sklmdb}
{description "SKLM database user J2C authentication alias"}
{password *****}
{userId sklmdb26}

c. |Dj6* JAASAuthData_1228871756187 D sklm_db p{D\k:

print AdminConfig.modify(’JAASAuthData_list_entry’, ’[[password
passw0rdc]]’

}g,Z;POdk:

print AdminConfig.modify
(’(cells/SKLMCell|security.xml#JAASAuthData_1228871756187)’,
’[[password tucs0naz]]’)

d. |Dj6* JAASAuthData_1228871757843 D sklmdb p{D\k:

print AdminConfig.modify(’JAASAuthData_list_entry’, ’[[password
passw0rdc]]’

}g,Z;POdk:

print AdminConfig.modify
(’(cells/SKLMCell|security.xml#JAASAuthData_1228871757843)’,
’[[password tucs0naz]]’)

e. #f|D:

print AdminConfig.save()
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f. KX* root C'#

exit

g. Z WAS_HOME/bin ?<P,#9 WebSphere Application Server &CLr#}g,

T WASAdmin m]Z;POdk:

stopServer.sh server1 -username wasadmin -password passw0rd

a{`FZTB>}:

ADMU0116I: Tool information is being logged in file
//opt/IBM/WebSphere/AppServer/profiles/KLMProfile/logs/server1/stopServer.log
ADMU0128I: Starting tool with the WASProfile profile
ADMU3100I: Reading configuration for server: server1
ADMU3201I: Server stop request issued. Waiting for stop status.
ADMU4000I: Server server1 stop completed.

h. t/ WebSphere Application Server &CLr#T WebSphere Application Server

\m1m]Z;POdk:

startServer.sh server1

i. Z WAS_HOME/bin ?<P,9C WebSphere Application Server a)D wsadmin
gf48( Jython o(#

./wsadmin.sh -username wasadmin -password mypwd -lang jython

j. i$GqIT9C WebSphere Application Server }]4,S=}]b#

1) WH,i/}]4DPm# dk:

print AdminConfig.list(’DataSource’)

a{I\`FZTB>}:

"SKLM DataSource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1228871762031)"

"SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1228871766562)"

"Tivoli Common Reporting Data Source(cells/SKLMCell|resources.xml#
DataSource_1227211230078)"

DefaultEJBTimerDataSource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1000001)

ttssdb(cells/SKLMCell|resources.xml#DataSource_1227211144390)

2) dk:

print AdminControl.testConnection(’SKLM DataSource(cells....)’)

}g,Z;POdk:

print AdminControl.testConnection
(’SKLMDataSource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1228871762031)’)

3) Zd`D}]4ObT,S#}g,dk:

print AdminControl.testConnection
(’SKLM scheduler XA Datasource(cells/SKLMCell/nodes/SKLMNode/
servers/server1|resources.xml#DataSource_1228871766562)’)

4) Zb=VivB,z<aU={",mwk}]4D,SQI&# }g:

WASX7217I: Connection to provided data source was successful.

#9 DB2 ~qw
*#9}]b~qw,H#9 WebSphere Application Server,;s#9 DB2 ~qw#
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XZKNq

zXk* AIX r Linux H53D}]b5}yP_,r_ Windows 53D>X\m

1#

*#9}]b~qw,k4PTB=h:

}L

1. T AIX r Linux H53D}]b5}yP_r Windows 53D>X\m1Dm]

G<#

2. #9 WebSphere Application Server#kdkK|n:

Windows 53:
cd C:\Program Files (x86)\IBM\WebSphere\AppServer\bin
.\stopServer.bat server1 -username wasadmin -password mysecretpwd

AIX r Linux H53:
/opt/IBM/WebSphere/AppServer/bin/stopServer.sh server1
-username wasadmin -password mysecretpwd

3. #9 DB2 ~qw# kdkTB|n:

Windows 53:
set DB2INSTANCE=sklmdb2
db2stop

AIX r Linux H53:
su -sklmdb2
db2stop

|D DB2 ~qw wz{
Z|D IBM Security Key Lifecycle Manager 53wz{.s,I\h*|D DB2 ~

qw Dwz{#

XZKNq

S;ZTB Web X7D<u5wPq!CZ|DzD DB2 ~qw 6pDwz{Dn

B=h:http://www.ibm.com/support/docview.wss?rs=71&context=SSEPGG&context=SSEPDU

&context=SSVGXH&context=SSVGZB&context=SSFHEG&context=SSYK8P&context=SSTLZ9

&q1=db2+change+hostname&uid=swg21258834&loc=en_US&cs=utf-8&lang=en

|DVPD WebSphere Application Server wz{
Z|D53wz{.0,XkH|D WebSphere Application Server Dwz{#

}L

1. |D WebSphere Application Server Dwz{# PXgN|Dwz{D|`E",

kND IBM WebSphere Application Server D5 (http://www-01.ibm.com/support/

knowledgecenter /SSEQTP_8.5.5/com.ibm.websphere .base . iser ies .doc/ae/

tagt_hostname.html)#

2. KNqI&s,k|D DB2 ~qwDwz{# PX|`E",kND:|D DB2

~qw wz{;#
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S\]Rh8

9Ch8]R&\4S\r\xk IBM Security Key Lifecycle Manager *5Dh8#

XZKNq

zIT9C“]Rh8ks”3fr_9C;)|n4S\r\xk IBM Security Key

Lifecycle Manager *5Dh8#g{h8tZ DS5000 h85P,"RtCKzwW

5X5,G4z9ITS\r\xh8kzw.dDX5# (}9CzwW5X5,z

IT^F;PX(h8MzwiOIT9C\?~q#

}L

1. ]Rks=o1,+kT DS5000 h8iPDh8T/zI\?# kH4P8],

;sYS\h8,T7#\?Za)xh8.0xPK8]#PX|`E",kN

D“\m8]M4-D~”#

2. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf#Z<=wP,%w IBM Security Key Lifecycle Man-
ager#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

3. g{zH0P47(gNS\]Rh8,k+ device.AutoPendingAutoDiscovery t
ThC*CZ+kVh8mS=]Rh8PmD5#

8(;vhC,}g 2(T/]R)# yPkVh8<amS=]RPm,+;a

Zdavks1T/Tda)\?# XkHZ]Rh8PmPS\r\xh8,;

sEIZCh8avks1Tda)\?# ;*T DS5000 h85P9ChC 1

(T/S\)# KhCJmZ8]}].0zI\?"+\?a)x DS5000 f"

~qw#

v <NC'gf:

a. /@=]Rh8Dh8iD“\?Mh8\m”3f#

b. Z3fW?DB-PmP,!q#t}ZH}RsKDBh8ks#

v |nPgf:

}g,TZ DS5000 h8,kdkTB|n:

print AdminTask.tklmDeviceGroupAttributeUpdate (’[-name DS5000
-attributes "{device.AutoPendingAutoDiscovery 2}"]’)

4. Pv]Rh8#
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v <NC'gf:

/@=“6-”3f#Z“Ywn”xrP,%w“]Rh8”4S#

v |nPgf:

dk:

print AdminTask.tklmPendingDeviceList (’[-usage DS5000]’)

5. K<r\x]Rh8ks#

v <NC'gf:

Z“]Rh8ks”mP,!q]Rh8,;s%wS\r\x#

TZ9_Pzw-h8X5D DS5000 h8,]Rks+vPv;N# Cksk

|,zwj65Dm;pT># S\]Rh8ks9aS\zw-h8X5#

Z“S\h8ks”T0rP,%wS\r^D"S\# g{z!q^D]Rh8

E",kxPyh|D,;s%wS\#

v |nPgf:

– zIT9C;v|n4S\]R DS5000 h8T0]Rzw-h8X5# }g,

dk:

print AdminTask.tklmPendingMachineDeviceAccept
(’[-deviceUUID DEVICE-7d588437-e725-48bf-a836-00a47df64e78
-machineID 3042383030303437000000000000]’)

– mb,z9ITHS\]Rh8,=(G+Ch8Vdx`&Dh8i# *S

\]R DS5000 h8;sS\zw-h8X5,}g

a. WH,kdk:

print AdminTask.tklmPendingDeviceAccept
(’[-deviceUUID DEVICE-7d588437-e725-48bf-a836-00a47df64e78
-usage DS5000]’)

b. ;s,S\r\xh8kzw.dD]RX5#

1) PvyPk3vzwj6PX5D]Rh8,r_PvyPh8(g

{48(zwj6)# }g,dk:

print AdminTask.tklmPendingMachineDeviceList
(’[-machineID 3042383030303437000000000000]’)

2) S\r\x]Rh8MzwX5# g{S\,G4X5}]+4k IBM

Security Key Lifecycle Manager }]f"w#

print AdminTask.tklmPendingMachineDeviceAccept
(’[-deviceUUID DEVICE-7d588437-e725-48bf-a836-00a47df64e78
-machineID 3042383030303437000000000000]’)

6. I&8>{ay]gfD;,x;,:

v <NC'gf:

QS\Dh8+Zh8iD`&\m3fPPv# }g,\m3fODmPPT

>K LTO ExzDExzrPE#

v |nPgf:

jI{"m>I&#
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B;=v24

liQS\h8DPm# k9CTB|n:

v tklmDeviceList,CZPvPX8(h8`MDyPh8DE"#

v tklmMachineDeviceList,CZPvyPkX(zwj6`X*Dh8,r_Pv
yPh8(g{48(zwj6)#

Zh8idF/h8

9Ch8|B&\4+h8S;vVPh8iF=m;vVPh8i# }g,zI\#

{+3vh8F= MYDS5000 h8i#

XZKNq

zIT9C“^Dh8”3f"tklmDeviceUpdate |nr Device Update REST Ser-
vice,+k IBM Security Key Lifecycle Manager *5Dh8S;vh8iF=,;h

85PPDm;vh8i# }g,zI\#{+3vh8F= DS5000 h85PPD

MYDS5000 h8i#

PX4(h8iD|`E",kNDZ 333D:4(h8i;#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS5000#

c. R|%w DS5000#

d. %w\m\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. R=*F=8h85PPDm;vh8iDh8#

v <NC'gf:

Z“\?Mh8\m DS5000”3fO,Zh8mPR=Ch8# }g,Ch8I

\_P aaa123 .`DrPE#

v |nPgf:

44 \m



dkTB|n:

print AdminTask.tklmDeviceList (’[-type DS5000]’)

Z|ndvP,R=h8 UUID 5# }g:

Description = My long description
Serial Number = aaa123
Device uuid = DEVICE-b7678b4d-3898-4f8c-9557-dbb2f381fc8a
Device group = DS5000
Device Text =
World wide name =
Sym alias = DS5K-aaa123

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Device List Type REST Service,k"M HTTP GET ks#k+z

Z=h a Pq!DC'O$j6fks{";p+],gTB>}y>#

GET https:///localhost:9080/SKLM/rest/v1/devices?type=DS5000
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en

ZI&l&P,R=h8 UUID 5# }g:

Status Code : 200 OK
Content-Language: en
[
{
"Description": "My long description",
"Serial Number": "aaa123",
"Device uuid": "DEVICE-b7678b4d-3898-4f8c-9557-dbb2f381fc8a",
"Device group": "DS5000",
"World wide name": "",
"Sym alias": "DS5K-aaa123"
},
]

3. 7#?jh8ifZ#

v <NC'gf:

Z“\?Mh8\m DS5000”3fO,Zh8mP,!qCh8,;s%w^D >
h8#

Z“^Dh8”3fO,Z10VdDh8iVNP,9*PmT7( MYDS5000
h8iGqIC#

v |nPgf:

dkTB|n:

print AdminTask.tklmDeviceGroupList (’[-deviceFamily DS5000 -v y]’)

R=Ch8i# }g:

Device Group UUID 10000
Device Group Name MYDS5000
Device Family DS5000
symmetricKeySet null
drive.default.alias1 null
drive.default.alias2 null
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shortName MYDS5000group
longName my companyname DS5000 devices
roleName MYDS5000
device.AutoPendingAutoDiscovery 0
enableKMIPDelete false

v REST gf:

"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/deviceGroups?deviceFamily=DS5000
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

R=Ch8i# }g:

Status Code : 200 OK
Content-Language: en
[
{
"Device Group UUID": "10000",
"Device Group Name": "MYDS5000",
"Device Family": "DS5000",
"symmetricKeySet": null,
"drive.default.alias1": null,
"drive.default.alias2": null,
"shortName": MYDS5000group,
"longName": my companyname DS5000 devices,
"roleName": "MYDS5000",
"device.AutoPendingAutoDiscovery": "0",
"enableKMIPDelete": "false"
},
]

4. |BCh8T8(BDh8i#

v <NC'gf:

Z“^Dh8”3fO,Z10VdDh8iVNP,!q MYDS5000 h8i#

%w^Dh8#

v |nPgf:

dkTB|n:

print AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-b7678b4d-3898-4f8c-9557-dbb2f381fc8a -type MYDS5000]’)

v REST gf:

"MTB HTTP ks:

PUT https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"uuid":"DEVICE-b7678b4d-3898-4f8c-9557-dbb2f381fc8a","type":
"MYDS5000"}

5. i$Ch8Gq;ZBDh8iP#

v <NC'gf:

Z“\?Mh8\m DS5000”3fO,Ch8;YZh8mPPv# kr*“\?

Mh8\m”D“MYDS5000”3f,"7#Ch8Zh8mPPv#
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v |nPgf:

dkTB|n:

print AdminTask.tklmDeviceList (’[-type MYDS5000]’)

}g,dv|,Ch8D UUID 5T0Bh8iD{F:

Description = My long description
Serial Number = aaa123
Device uuid = DEVICE-b7678b4d-3898-4f8c-9557-dbb2f381fc8a
Device group = MYDS5000
Device Text =
World wide name =
Sym alias = DS5K-aaa123

v REST gf:

"MTB HTTP ks:

GET https:///localhost:9080/SKLM/rest/v1/devices?type=MYDS5000
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en

I&l&|,Ch8D UUID 5T0Bh8iD{F,gTB>}y>:

Status Code : 200 OK
Content-Language: en
[
{
"Description": "My long description",
"Serial Number": "aaa123",
"Device uuid": "DEVICE-b7678b4d-3898-4f8c-9557-dbb2f381fc8a",
"Device group": "MYDS5000",
"World wide name": "",
"Sym alias": "DS5K-aaa123"
},
]

LTO Exz\m
zIT9C IBM Security Key Lifecycle Manager 4\m LTO Exz#

4(\?iMExzD8<=h

WN4(\?iMExzT0TsmS|`\?irExz1,IBM Security Key

Lifecycle Manager aa);i8<=h4jICNq#

T3)=hDhvI\aa0CZ4P,;NqD|nPfz=(# Z8<Nq/P,

k9C<NC'gf4jIb)Nq#

4(\?i

w*Z;vn/,zIT4(CZ IBM Security Key Lifecycle Manager D\?M\?

i#

XZKNq

zIT9C“4(\?i”T0r#mb,z9IT9C tklmGroupCreate |nr Group
Create REST Service 44(*+\?mS=Di# ;s,9C tklmSecretKeyCreate
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|nr Secret Key Create REST Service ZVPiP4(;vr`vTF\?# z

DG+Xk_P4P4(YwMCJ`&h8iDmI(#

*<.0,k7(\?D}?T0i/h*Dwv\?iDC>#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > y]8<4(\?Mh8#

d. r_,R|%w LTO,;s!qy]8<4(\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. 4(\?i:

v <NC'gf:

a. Z“=h 1:4(\?i”3fO,Z\?imO%w4(#

b. Z“4(\?i”T0rO,*XhN}MI!N}8(5# }g,zIT4(

|, 100 v\?D\?i#

c. %w4(\?i#

v |nPgf:

a. WH,4(IT+\?mS=Di#

dk tklmGroupCreate T4(i# }g,dk:

print AdminTask.tklmGroupCreate
(’[-name GROUP-myKeyGroup -type keygroup -usage LTO]’)

b. SB4,9C tklmGroupList |nq!y4(DiD UUID 5# }g,d

k:

print AdminTask.tklmGroupList
(’[-name GROUP-myKeyGroup -type keygroup -v y]’)

c. ;s,4(;i\?"+|Gf"ZiP# }g,dk:

print AdminTask.tklmSecretKeyCreate (’[-alias abc
-keyStoreName defaultKeyStore
-numOfKeys 10 -usage LTO
-keyGroupUuid KEYGROUP-316408ac-f433-4c11-92bc-0de46d05bee9]’)
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v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Group Create REST Service,k"M HTTP POST ks#k+zZ

=h a Pq!DC'O$j6fks{";p+],gTB>}y>#

POST https://localhost:9080/SKLM/rest/v1/keygroups/newGroup
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"usage":"LTO"}

c. 9C Group List REST Service 4q!y4(DiD UUID 5# }g:

GET https://localhost:9080/SKLM/rest/v1/keygroups?name=newGroup
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

d. ;s,9C Secret Key Create REST Service 4(;i\?"+|Gf"Z
iP# }g,zIT"MTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/keys
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
{"alias":"abc","numOfKeys":"10","KEYGROUP-316408ac-f433-4c11-92bc-
0de46d05bee9","usage":"LTO"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

C\?iw*\?imPDnPv#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

kZ+B\?a)xh8.08]b)\?# z9IT*AB;8<=hT(eX(h

8,"+\?ikb)h8xPX*# k!q=h 2:6pExzr%w*AB;=#

6pExz

zIT6p*CZ IBM Security Key Lifecycle Manager D LTO Exz#

XZKNq

zIT9C“mSExz”T0r"tklmDeviceAdd |nr Device Add REST Service 4
mSh8# zDG+Xk_P4P4(YwMCJ`&h8iDmI(#

*<.0,k4(*kyj6DExz`X*D\?i# mb,k7(zGq#{ IBM

Security Key Lifecycle Manager T/S\4TyPExzDks# *Ka_2+T,

Z"VyPExz.s,zITTzz73XUK!n#
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}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > y]8<4(\?Mh8#

d. r_,R|%w LTO,;s!qy]8<4(\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. x}“4(\?i”3f# %w*AB;=4S,r_%w=h 2:6pExz#

3. zIT8( IBM Security Key Lifecycle Manager fEBDh8ksTH}zDs

K#

v <NC'gf:

!q#t}ZH}RsKDBh8ks#

v |nPgf:

9C tklmDeviceGroupAttributeUpdate |nr Device Group Attribute Update
REST Service 4hC device.AutoPendingAutoDiscovery tTD5#}g,dk:

print AdminTask.tklmDeviceGroupAttributeUpdate (’[-name LTO
-attributes "{device.AutoPendingAutoDiscovery 2}"]’)

TZ LTO h8i,9C tklmDeviceGroupAttributeUpdate |n(} IBM Secu-

rity Key Lifecycle Manager }]bP symmetricKeySet tT8(\?i#

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Device Group Attribute Update REST Service T0hC
device.AutoPendingAutoDiscovery tTD5,k"M HTTP PUT ks#k

+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}y>#

PUT https://localhost:9080/SKLM/rest/v1/deviceGroupAttributes
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"name":"LTO","attributes":"device.AutoPendingAutoDiscovery 2"}

4. mSh8:
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v <NC'gf:

a. Z“=h 2:6pExz”3fO,Zh8mP%wmS#

b. Z“mSExz”T0rP,dkXhE"MI!E"#

c. %wmSExz#

v |nPgf:

dk tklmDeviceAdd TmSh8# Xk8(h8iMrPE#}g,dk:

print AdminTask.tklmDeviceAdd (’[-type LTO -serialNumber FAA49403AQJF
-attributes "{worldwideName ABCdeF1234567890}
{description salesDivisionDrive} {symAlias LTOKeyGroup1}"]’)

v REST gf:

zIT9C Device Add REST Service 4mSh8# }g,zIT"MTB

HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
{"type":"LTO","serialNumber":"FAA49403AQJF","attributes":"worldwideName
ABCdeF1234567890,description marketingDivisionDrive"}

5. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q+Ch8mS=h8m#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT9C LTO“\?Mh8\m”3f4i4yP\?iMh8#

\m\?"\?iMh8

*\m\?"\?iMh8,zh*+\?i3d=Exz# zITmS"^Dr>}

X(\?"\?irh8#

XZKNq

9C LTO“\?Mh8\m”4+\?i3d=Exz# zITmS"^Dr>}X(

\?"\?irh8# zDG+Xk_P4Pi4YwMCJ`&h8iDmI(#

*|DE"DS<,k!q:

i4\?iMExz

i4\?i{FMExzrPE# mb,KS<9aPvExzy9CD\?

i"\?r531!5#
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i4\?"\?iI1JqMExz

i4\?T0\?iPD\?I1Jq# mb,KS<9aPvExzrP

E,T0Exzy9CD\?i"\?r531!5#

*<.0,HliC3fODP(3fOa)KCZmS"^Dr>}mnDwv4

%)# *TE"xPEr,k%wPjb#

mi/IBPxr:

v Zs`PP,a)PX\?r\?iDE"#

TZ\?,CE"8>C\?ytD\?i#TZ\?i,CE"8>C\?iG

qCw1!\?iT0iPD\?}#

v ZR`PP,a)PXExzDE"#

CE"8>ExzrPET0Exzy9CD\?irX(\?# }g,ExzIT

9C“531!5”\?i#

v CZ8>\?`MD<j#

m 2. <j0d,e

<j hv

TF\?r(C\?# (C\?G|,;v+C\?M;v(C

\?D\?TPDGTF\?#

\?i

}L

1. G<<NC'gf:

a. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

b. %w*A > \m\?Mh8#

c. r_,R|%w LTO,;s!q\m\?Mh8#

3)=hDhva)K9C<NC'gf"|nPgfr REST gfxjID8!

=h# TZNN;v$wa0,<;*Zgf.dxPP;#

;)NqDhvI\aa0 SKLMConfig.properties D~PkNq`XDtT#9

C<NC'gf"|nPgfr REST gfI|Db)tT#

2. Z LTO“\?Mh8\m”O,zITmS"^Dr>}\?"\?irExz#

zIT4PBP\mNq:

v "BPm#

%w“"B”<j I"BmPDn#

v mS

%wmS# mb,z9IT!qCZ4(\?iMExzDp=}L#

– \?i
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Z4(\?iT0rO,8(XhE",}g\?i{F# z9IT8(Ki

w*1!\?i4a)\?#;\P;v1!\?i# ;s%w4(\?i#

zDG+Xk_P4P4(YwMCJ`&h8iDmI(#

– Exz

Z“mSExz”T0rP,dkExzrPEMd{E"# ;s%wmSEx

z# zDG+Xk_P4P4(YwMCJ`&h8iDmI(#

– 9Cp=}L44(\?i"\?MExz

Z“=h 1:4(\?i”M“=h 2:6pExz”3fO,dkXhE",;s

%w`&D4%TjICNq#

I&8>{w;`,,T>\?irh8#

v ^D

*|D\?i"\?rExz,k!q\?i"\?rExz,;s%w^D#

r_,R|%wy!\?i"\?rExz# ;s%w^D#

– \?i

Z“^D\?i”T0rO8(|D# ;s%w^D\?i# zDG+Xk_

P4P^DYwMCJ`&h8iDmI(#

– \?

Z“^D\?I1Jq”T0rO8(|D# ;s%w^D\?I1Jq# z

DG+Xk_P4P^DYwMCJ`&h8iDmI(#

– Exz

Z“^DExz”T0rO8(|D#;s%w^DExz# zDG+Xk_P

4P^DYwMCJ`&h8iDmI(#

I&8>{w;`,,T>\?i"\?rh8PPD|D# mPI\;aa)

TI!E"(}gExzhv5)xPD|D#

v >}

*>}\?i"\?rExz,k!q\?"\?irExz,;s%w>}#

r_,R|%wy!\?i"\?rExz#;s%w>}#

– \?i

z^(>}kh8`X*D\?irjG*1!\?iD\?i# >}Qnd

D\?i9a>}C\?iPDyP\?#

*7O>},k%w7(# zDG+Xk_P4P>}YwMCJ`&h8i

DmI(#

– \?

>}\?a+C\?Sk.`X*DyP\?iP}%# *7O>},k%w

7(# z^(>}kExz`X*D\?# zDG+Xk_P4P>}Yw

MCJ`&h8iDmI(#

– Exz
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y>}ExzD*}](}gExzrPE)+S IBM Security Key Lifecycle

Manager }]bP}%#*7O>},k%w7(# zDG+Xk_P4P>

}YwMCJ`&h8iDmI(#

I&8>{GQS\mmP>}\?i"\?rh8#

mS\?r\?i

zITmS|`\?r\?iTCZ IBM Security Key Lifecycle Manager#

XZKNq

zIT9C“4(\?i”T0r#mb,z9ITH9C tklmGroupCreate |nr Group
Create REST Service 4(*+\?mS=Di,;s9C tklmSecretKeyCreate |n
r Secret Key Create REST Service ZVPiP4(;vr`vTF\?# zDG

+Xk_P4P4(YwMCJ`&h8iDmI(#

*<.0,k7(PX1!\?iM|{\?0:D>c_T#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > \m\?Mh8#

d. r_,R|%w LTO,;s!q\m\?Mh8#

e. Z LTO D\m3fO,%wmS#

f. %w\?i#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. 4(\?r\?i:

v <NC'gf

a. Z“4(\?i”T0rO,*XhN}MI!N}8(5# }g,zIT!q

8(K\?i*1!\?i#

b. %w4(\?i#

v |nPgf:

a. WH,4(IT+\?mS=Di#

dk tklmGroupCreate T4(\?i`MDi# }g,dk:
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print AdminTask.tklmGroupCreate
(’[-name GROUP-myKeyGroup -type keygroup -usage LTO]’)

b. SB4,9C tklmGroupList |nq!y4(DiD UUID 5# }g,d

k:

print AdminTask.tklmGroupList
(’[-name GROUP-myKeyGroup -type keygroup -v y]’)

c. ;s,4(;i\?"+|Gf"ZiP# }g,dk:

print AdminTask.tklmSecretKeyCreate (’[-alias abc
-keyStoreName defaultKeyStore
-numOfKeys 10 -usage LTO
-keyGroupUuid KEYGROUP-316408ac-f433-4c11-92bc-0de46d05bee9]’)

v REST gf:

a. 9C Group Create REST Service 44(IT+\?mS=Di#

}g,IT9C REST M'z"vTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/keygroups/newGroup
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
{"usage":"LTO"}

b. 9C Group List REST Service 4q!y4(DiD UUID 5# }g,z

IT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/keygroups?name=newGroup
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

c. 9C Secret Key Create REST Service 4(;i\?"+|Gf"ZiP#

}g,zIT"MTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/keys
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
{"alias":"abc","numOfKeys":"10","KEYGROUP-316408ac-f433-4c11-92bc-
0de46d05bee9","usage":"LTO"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

C\?iw*\?iPPDnPv#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

kZ+B\?a)xh8.08]b)\?# z9IT+\?ikX(h8xPX*#

8(Xv\?i

zIT8(+4*Cw531!\?iD\?i#
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XZKNq

zIT9C<NC'gf"tklmKeyGroupDefaultRolloverAdd |nr Key Group Default
Rollover Add REST Service ZX(UZmS1!\?iXv,Tc*h8ia)\?#

zDG+Xk_P4P4(YwMCJ`&h8iDmI(#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > \m1!Xv#

d. r_,R|%w LTO,;s!q\m1!Xv#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. +VP\?i8(*+4D531!\?i#

v <NC'gf:

a. Z LTO D\m3fO,%wmS#

b. Z“mS+441!\?i”T0rO,8(XhE"#

c. %wmS+441!\?i#

":

– kpkT,;XvUZ8(=v1!$i#

– g{Xv1;fZ\?i,G4 IBM Security Key Lifecycle Manager +Lx

9C101!\?i#

– zITmSr>}mu?,+^(^Du?#

v |nPgf:

mSXv\?i#}g,dk:

print AdminTask.tklmKeyGroupDefaultRolloverAdd
(’[-usage LTO -keyGroupName myLTOkeygroup

-effectiveDate 2010-04-30]’)

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

CXv\?iZ LTO \m3fODXv\?imPPv#

v |nPgf:
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jI{"m>I&#

4. *SXvmP>}\?i,zDG+Xk_P4P>}YwDmI(#

v <NC'gf:

!q\?i,;s%w>}#

v |nPgf:

9C tklmKeyGroupDefaultRolloverList |n4iR\?iD(C(;j6# z

DG+Xk_P4Pi4YwMCJ`&h8iDmI(#;s,9C

tklmKeyGroupDefaultRolloverDelete |n+C\?iSXvPmP}%# zD

G+Xk_P4P>}YwMCJ`&h8iDmI(#

}g,dk:

print AdminTask.tklmKeyGroupDefaultRolloverList
(’[-usage LTO]’)

print AdminTask.tklmKeyGroupDefaultRolloverDelete
(’[-uuid 201]’)

8(\?v9C;N

zIT8(\?iPD\?v9C;N# }g,*K7#2+,zITh9YN9C*

\?i(eDH0Q9C}D\?#

XZKNq

zIT9C|nPgfM SKLMConfig.properties D~PD stopRoundRobinKeyGrps X
T# zDG+Xk_P4PdCYwDmI(#}Gz+KXTD5hC* true,q

rKXTnu;avVZXTD~P# KXT;\(}9C|nPgf4hC#

*c:

v g{\?iZ9CP"RQa)\?iPDns;v\?,G4*tKj>a<B

#9a)\?# Z\?a)4ksP,PTKiP\?Dd{ksa<Bms,"r

h8"Mmszk 0xEE34 (NO_KEY_TO_SERVE)# *\;I&&mBD\?a)4k

s,k+BD\?mS=\?iP# r_,zIT8(9C_PIC\?Dd{\?

i# ;*yksD\?fZ,\?a)Aks<UaI&#

v ZOqqX~.f6M FIPS 140 D73P9CKtT# tCKtT1,Xkw/`

S\?i# 7#\?i;aCb\?,Sx<B~qw#9a)\?T0Ex4ks

'\#

v g{Q*tKj>,k;*+dXU# }g,g{z*tKj>,\?i;aa)H

09C}D\?# g{XUKj>,+a)iPDB;v\?# Za)iPDns

;v\?.s,B;va)D\?+GiPDZ;v\?#

v hCK!n1,;*%@+tZ\?iDwv\?p{Vdxh8#

}L

1. /@A`&D?<:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'j

6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 53O,

/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<"dk:

v Windows 53:
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wsadmin -username SKLMAdmin -password mypwd -lang jython

v AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. WH,7( SKLMConfig.properties D~PKXTD104,#}Gz+KXTD

5hC* true,qrKXTnu;avVZXTD~P#

v |nPgf:

Z wsadmin a>{&,dkTB Jython q=/|n:

print AdminTask.tklmConfigGetEntry
(’[-name stopRoundRobinKeyGrps]’)

v REST gf:

9C Get Single Config Property REST Service 4q!KXTD105# "

MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/configProperties/
stopRoundRobinKeyGrps
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language : en

3. Z SKLMConfig.properties D~P,+ stopRoundRobinKeyGrps XTD4,|D*
5 true#

v |nPgf:

dkTB Jython q=/|n:

print AdminTask.tklmConfigUpdateEntry (’[-name stopRoundRobinKeyGrps
-value true]’)

v REST gf:

"MTB HTTP ks:

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "stopRoundRobinKeyGrps": "true"}

4. *7(GqI&,kYNdk tklmConfigGetEntry |nr9C Get Single Config
Property REST Service#

mb,Z<NC'gfPD“6-”3fO,zI\aZ“Ywn”?VP4=;u/

f# K?VPvIC\?YVH* 10% r|YD\?i# +wKmPDu?IT

CJ“^D\?i”T0r,zITZKT0rPmS|`\?T)i9C#

;fZNNd{/f#M\?F}/fJCZyP\?i,|(8(*1!\?i

D\?i#

^D\?i

zIT^DPX IBM Security Key Lifecycle Manager }]bP\?iPDTsDE"#
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XZKNq

zIT9C“^D\?i”T0r#mb,z9IT9CBP|nr REST gf4^D

IBM Security Key Lifecycle Manager }]bP\?iPDTs#

v tklmGroupEntryAdd M tklmGroupEntryDelete

v Group Entry Add REST Service M Group Entry Delete REST Service

zDG+Xk_P4P^DYwMCJ`&h8iDmI(#

*<.0,k7(*Ti|DDE",}g*mS=iD|`\?}#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > \m\?Mh8#

d. r_,R|%w LTO,;s!q\m\?Mh8#

e. Z LTO D\m3fO,Z\?iPP!q\?i#

f. %w^D#

g. r_,R|%w\?i,;s!q^D,r+w\?iu?#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. ^D\?iE":

v <NC'gf:

a. Z“^D\?i”T0rO,|D`&DVN# zDG+Xk_P4PwnYw

DX(mI(# }g,*SiP>}\?,zDG+Xk_P4P>}YwM

CJ`&h8iDmI(#

b. %w^D\?i#

v |nPgf:

zIT>}iPDTs,2IT+TsmS=i#

– SiP>}\?# zDG+Xk_P4P>}YwMCJ`&h8iDmI

(#}g,dkTB|n:

print AdminTask.tklmGroupEntryDelete (’[-entry "{type key}
{uuid KEY-a3ce9230-bef9-42bd-86b7-6d208ec119cf}"

-name GROUP-myKeyGroup -type keygroup]’)
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– +,;\?YNmSXi# zDG+Xk_P4P^DYwMCJ`&h8i

DmI(#}g,dkTB|n:

print AdminTask.tklmGroupEntryAdd(’[-name GROUP-myKeyGroup
-type keygroup -entry "{type key}
{alias aaa000000000000000000}
{keyStoreName defaultKeyStore}"]’)

v REST gf:

*SiP>}\?,zIT"MTB HTTP ks:

DELETE https://localhost:9080/SKLM/rest/v1/keygroups/KEY-a3ce9230-bef9-
42bd-86b7-6d208ec119cf
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=139aeh34567m

*+,;\?YNmSXi,zIT"MTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/keygroupentry
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
{"name":"GROUP-myKeyGroup", "entry": "KEY-a3ce9230-bef9-42bd-86b7-
6d208ec119cf"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

TZXnVN,+T>;P,CZT>|DsD}]# TZI!VN,zI\h

*XBr*“^D\?i”T0rTi4|DsD5,;s%w!{#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT9C LTO“\?Mh8\m”3f+\?ikX(h8xPX*#

>}\?r\?i

zIT>}!PD\?r\?i# z^(>}kh8`X*D\?r\?i,rjG*

1!\?iD\?i#

XZKNq

v1;Yh*\?y#$D}]1,E\>}b)\?# >}\?`FZA}}]# >

}\?s,^(Tb)\?#$D}]xPlw#

zIT9C>}K%n# mb,z9IT9CBP|nr REST ~q4>}\?r>

}\?i#

v tklmKeyDelete r Delete Key REST Service

v tklmGroupDelete r Group Delete REST Service

zDG+Xk_P4P>}YwMCJ`&h8iDmI(#
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>}.0,k4PBPi$:

v \?

k7#fZ*>}D\?yZ\?bD8]#

v \?i

g{z9C|nPgf,kq!*>}D\?iD UUID# ki$C\?i10Gq

4kh8`X*,"RGq4jG*1!\?i#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > \m\?Mh8#

d. r_,R|%w LTO,;s!q\m\?Mh8#

e. Z LTO D\m3fO,Z`&DPP!q\?r\?i#

f. %w>}#

g. r_,R|%w\?r\?i,;s!q>}#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. >}\?r\?i:

v <NC'gf:

Z“7O”T0rO,DA7O{",;s>}\?r\?i# ki$Gq!qK

}7D\?r\?i# }g,zIT>}U\?i# >}QndD\?i9a>

}C\?iPDyP\?# >}tZ3v\?iD\?9a+C\?SCiP}

%# ;s%w7(#

v |nPgf:

– \?

dk tklmKeyDelete T>}\?# }g,*>}104kh8`X*D\?,

kHR=C\?# zIT9C tklmKeyList |n4R=*>}D\?# }

g,dk:

print AdminTask.tklmKeyList (’[-usage LTO
-attributes "{state active}" -v y]’)

;s,>}C\?# }g,dk:
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print AdminTask.tklmKeyDelete (’[-alias aaa000000000000000000
-keyStoreName defaultKeyStore]’)

>}\?aS}]bP>}\?}]#

– \?i

dk tklmGroupDelete T>}\?i# }g,zIT>}U\?i# >}Q

ndD\?i9a>}C\?iPDyP\?# }g,*>}104kh8`

X*D\?i,kdkTB|n:

print AdminTask.tklmGroupDelete
(’[-uuid GROUP-7d588437-e725-48bf-a836-00a47df64e78]’)

v REST gf:

– \?

9C Delete Key REST Service 4>}\?# 9C List Key REST Service
4iR*>}D\?# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/keys
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m

"MTB HTTP ksT>}C\?:

DELETE https://localhost:9080/SKLM/rest/v1/keys/aaa000000000000000000
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m

– \?i

9C Group Delete REST Service 4>}\?i# }g,zIT"MTB

HTTP ks:

https://localhost:9080/SKLM/rest/v1/keygroups/GROUP-7d588437-e725-
48bf-a836-00a47df64e78
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=139aeh34567m

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

QSmP}%C\?r\?i# QS\?bP>}\?}]#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

"BmT7#>}K\?r\?i# k8]\?bT<7X43\?|D# 8]}]

bT43\?i|D#
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mSExz

zIT+Exz.`Dh8mS= IBM Security Key Lifecycle Manager }]b#

XZKNq

zIT9C“mSExz”T0r#mb,z9IT9C tklmDeviceAdd |nr Device
Add REST Service 4mSh8# zDG+Xk_P4P4(YwMCJ`&h8iD

mI(#

*<.0,k4(*k+*6pDh8`X*D\?M\?i# mb,kq!Exzr

PEMd{hvE"# 7(Exz9CDGX(\?i9G531!\?i#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > \m\?Mh8#

d. r_,R|%w LTO,;s!q\m\?Mh8#

e. Z LTO D\m3fO,%wmS#

f. %wExz#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. mSh8:

v <NC'gf:

Z“mSExz”T0rP,dkXhE"MI!E"# ;s%wmSExz#

v |nPgf:

dk tklmDeviceAdd TmSh8# Xk8(h8iMrPE#}g,dk:

print AdminTask.tklmDeviceAdd (’[-type LTO -serialNumber FAA49403AQJF
-attributes "{worldwideName ABCdeF1234567890}
{description salesDivisionDrive} {symAlias LTOKeyGroup1}"]’)

v REST gf:

9C Device Add REST Service 4mSh8# }g,zIT"MTB HTTP k

s:
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POST https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
{"type":"LTO","serialNumber":"FAA49403AQJF","attributes":"worldwideName
ABCdeF1234567890,description salesDivisionDrive"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q+Ch8mS=m#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT7(ymSDExzD4,#

^DExz

zIT^DPX IBM Security Key Lifecycle Manager }]bPDh8(}gExz)

DE"#}g,zIT|BTExzDhv#

XZKNq

zIT9C“^DExz”T0r"tklmDeviceUpdate |nr Device Update REST Ser-
vice 4|Bh8# zDG+Xk_P4P^DYwMCJ`&h8iDmI(#

*<.0,k4(*k+*^DDh8`X*D\?M\?i# g{z9C|nPg

f,kq!*|BDh8D UUID 5#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > \m\?Mh8#

d. r_,R|%w LTO,;s!q\m\?Mh8#

e. Z LTO D\m3fO,ZExzPP!qExz#

f. %w^D#

g. r_,R|%wExz,;s!q^D,r+wExzu?#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:
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– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. ^Dh8:

v <NC'gf:

a. Z“^DExz”T0rP,dkXhE"MI!E"#

b. %w^DExz#

v |nPgf:

dk tklmDeviceUpdate T|Bh8# Xk8(h8 UUID T0"zK|DD

tT# }g,dk:

print AdminTask.tklmDeviceList (’[-type lto]’)

print AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-44b123ad-5ed8-4934-8c84-64cb9e11d990
-attributes "{symAlias LTOKey000001} {description myLTOdrive}"]’)

v REST gf:

9C Device Update REST Service 4|Bh8# Xk8(h8 UUID T0"

zK|DDtT# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/devices?type=LTO
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
Accept-Language : en

PUT https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
{"uuid":"DEVICE-44b123ad-5ed8-4934-8c84-64cb9e11d990","attributes":
"symAlias LTOKey000001,description myLTOdrive"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q|DmPDh8E"#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zITi$GqxPK|D# TZhv.`DI!VN,zI\#{KP

tklmDeviceList |nr Device List REST Service 47(Gq|DK5#r_,X

Br*“^DExz”T0r#
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>}Exz

zIT>}Exz.`Dh8# y>}h8D*}](}gh8rPE)+S IBM

Security Key Lifecycle Manager }]bP}%#

XZKNq

zIT9C“>}”K%n"tklmDeviceDelete |nr Device Delete REST Service 4
>}h8# zDG+Xk_P4P>}YwMCJ`&h8iDmI(#

*<.0,k7#fZ IBM Security Key Lifecycle Manager }]bD108]#g{

z9C|nPgfr REST gf,kq!*>}Dh8D UUID#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q LTO#

c. %w*A > \m\?Mh8#

d. r_,R|%w LTO,;s!q\m\?Mh8#

e. Z LTO D\m3fO,!qh8#

f. %w>}#

g. r_,R|%wExz,;s!q>}#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. >}h8:

v <NC'gf:

Z“7O”T0rO,DA7O{",;s>}h8# y>}ExzD*}](}

gh8rPE)+S IBM Security Key Lifecycle Manager }]bP}%#%w

7(#

v |nPgf:

dk tklmDeviceDelete T>}h8# Xk8( UUID# }g,dk:

print AdminTask.tklmDeviceList (’[-type lto]’)

print AdminTask.tklmDeviceDelete
(’[-uuid DEVICE-74386920-148c-47b2-a1e2-d19194b315cf]’)

v REST gf:
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9C Device Delete REST Service 4>}h8# Xk8(h8 UUID# }g,

IT9C REST M'z"vTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/devices?type=LTO
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en

DELETE https://localhost:9080/SKLM/rest/v1/devices/DEVICE-74386920-148c-
47b2-a1e2-d19194b315cf
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

QSmP}%Ch8#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

3592 Exz\m
zIT9C IBM Security Key Lifecycle Manager 4\m 3592 Exz#

3)=hDhva)K9C<NC'gf"|nPgfr REST gfxjID8!=

h# TZNN;v$wa0,<;*Zgf.dxPP;#

;)NqDhvI\aa0 SKLMConfig.properties D~PkNq`XDtT#9C<

NC'gf"|nPgfr REST gfI|Db)tT#

4($iMExzD8<=h

WN4($iMExzT0TsmS|`$irExz1,IBM Security Key Lifecycle

Manager aa);i8<=h4jICNq#

T3)=hDhvI\aa0CZ4P,;NqD|nPr REST gffz=(# Z

8<Nq/P,k9C<NC'gf4jIb)Nq#

4($ir$iks

w*Z;vn/,zIT4(CZ IBM Security Key Lifecycle Manager D$ir$i

ks#

XZKNq

zIT9C“4($i”T0r#mb,z9IT9CBPNN|nr REST ~q44(

$ir$iks:

v tklmCertCreate r tklmCertGenRequest

v Create Certificate REST Service r Certificate Generate Request REST Ser-
vice
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zDG+Xk_P4P4(YwMCJ`&h8iDmI(# *9K$iI*1!$

i,zDG+Xk_P4P^DYwDmI(#

g{z9#{8(+$iCw531!$irOwoi$i,G4IT9CBP|n

r REST ~q:

v tklmDeviceGroupAttributeList M tklmDeviceGroupAttributeUpdate

v Device Group Attribute List REST Service M Device Group Attribute Update
REST Service

b)5H0f"Z}1D drive.default.alias1(TZ531!$i)r
drive.default.alias2(TZ53Owoi$i)tTP#

*<.0,k7(PX9CT){$iMO$PD (CA) "ED$iD>c_T# zI

\#{4(T){$iTCZn?DbTWN# zI\9*a0rO$PDksCZz

zWND$i#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > y]8<4(\?Mh8#

d. r_,R|%w 3592,;s!qy]8<4(\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. 4($irksq!$i:

v <NC'gf:

a. Z“=h 1:4($i”3fO,Z$imO%w4(#

b. Z“4($i”T0rO,!qT){$irkTZ}=a)_D$iks#

c. 8(XhMI!N}D5# }g,zIT!q8($i*1!$irOwoi

$i#

d. %w4($i#

v |nPgf:

– $i
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dk tklmCertCreate T4($iM+C/(C\?T,"+$if"ZVP\

?bP# }g,dk:

print AdminTask.tklmCertCreate (’[-type selfsigned
-alias sklmCertificate -cn sklm -ou sales -o myCompanyName

-usage 3592 -country US -keyStoreName defaultKeyStore
-validity 999]’)

– $iks

dk tklmCertGenRequest T4( PKCS #10 $iksD~# }g,dk:

print AdminTask.tklmCertGenRequest(’[-alias sklmCertificate1
-cn sklm -ou marketing -o CompanyName -locality myLocation
-country US -validity 999 -keyStoreName defaultKeyStore
-fileName myCertRequest1.crt -usage 3592]’)

v REST gf:

– $i

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'

O$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Create Certificate REST Service,k"M HTTP POST ks#

k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"type":"selfsigned","alias":"sklmCertificate1",
"cn":"sklm","ou":"sales",
"o":"myCompanyName","usage":"3592","country":"US",
"validity":"999", "
algorithm ": " RSA " }

– $iks

9C Certificate Generate Request REST Service 44( PKCS #10 $ik

sD~# }g,zIT"MTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"type":"certreq","alias":"sklmCertificate1",
"cn":"sklm","ou":"sales","o":
"myCompanyName","usage":"3592","country":"US",
"validity":"999","fileName":
"myCertRequest1.crt","algorithm":"ECDSA"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

$ir$iksw*$imPDnPv#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#
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B;=v24

kZ+B$ia)xh8.08]b)$i# TZ$iks,B;=I\G<k){$

i# zIT*AB;=T(eX(h8,"+$ikb)h8xPX*# k!q=h

2:6pExzr%w*AB;=#

TZ 3592 h8i,2&* IBM Security Key Lifecycle Manager }]bPD531!

$iMOwoi$i8(5#9C tklmDeviceGroupAttributeUpdate |nr Device
Group Attribute Update REST Service 4hCb)5#

6pExz

zIT6p*CZ IBM Security Key Lifecycle Manager D 3592 Exz#

XZKNq

zIT9C“mSExz”T0r"tklmDeviceAdd |nr Device Add REST Service 4
mSh8# zDG+Xk_P4P4(YwMCJ`&h8iDmI(#

*<.0,k4(*k+*6pDh8`X*D$i#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > y]8<4(\?Mh8#

d. r_,R|%w 3592,;s!qy]8<4(\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. x}=h 1:4($i#%w*AB;=4S,r_%w=h 2:6pExz#

3. zIT8( IBM Security Key Lifecycle Manager fEBDh8ksTH}zDs

K# zDG+Xk_P4P^DYwMCJ`&h8iDmI(#

v <NC'gf:

!q#t}ZH}RsKDBh8ks#

v |nPgf:
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9C tklmDeviceGroupAttributeUpdate |nr Device Group Attribute Update
REST Service 4hC device.AutoPendingAutoDiscovery tTD5#}g,dk:

print AdminTask.tklmDeviceGroupAttributeUpdate (’[-name 3592
-attributes "{device.AutoPendingAutoDiscovery 2}"]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Device Group Attribute Update REST Service T0hC
device.AutoPendingAutoDiscovery tTD5,k"M HTTP PUT ks#k

+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}y>#

PUT https://localhost:9080/SKLM/rest/v1/deviceGroupAttributes
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"name":"3592","attributes":"device.AutoPendingAutoDiscovery 2"}

4. mSh8:

v <NC'gf:

a. Z“=h 2:6pExz”3fO,Zh8mP%wmS#

b. Z“mSExz”T0rP,dkXhE"MI!E"#

c. %wmSExz#

v |nPgf:

dk tklmDeviceAdd TmSh8# Xk8(h8iMrPE#}g,dk:

print AdminTask.tklmDeviceAdd (’[-type 3592 -serialNumber CDA39403AQJF
-attributes "{worldwideName ABCdeF1234567890}
{description marketingDivisionDrive}
{aliasOne encryption_cert}"]’)

v REST gf:

zIT9C Device Add REST Service 4mSh8# }g,zIT"MTB

HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
{"type":"3592","serialNumber":"CDA39403AQJF","attributes":"worldwideName
ABCdeF1234567890,description marketingDivisionDrive"}

5. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q+Ch8mS=h8m#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#
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B;=v24

SB4,zIT9C 3592“\?Mh8\m”3f4i4yP$iMh8#

\m$iMh8

*\m$iMh8,zI\#{7(d4,# zIT3ddX*,r_mS"^Dr>

}X($irh8#

XZKNq

9C 3592“\?Mh8\m”3f4+$i3d=h8,T7(mPwnD4,# zI

TmS"^Dr>}$irh8# zDG+Xk_P4Pi4YwMCJ`&h8iD

mI(#

*<.0,HliC3fODP(3fOa)KCZmS"^Dr>}mnDwv4

%)# *TE"xPEr,k%wPjb#

mi/IBPxr:

v Zs`PP,PX$iDE"8>$i{F"$iGCw531!$i9G53O

woi$i"=ZUZT0$iD4,#

v ZR`PP,PXExzDE"8>Exz{F,T0ExzG9C531!$i

9GOwoi$iw*d1!$i#

v “4,”<j8>$iD4,#

m 3. “4,”<j0d,e

<j hv

$i&ZP'4,#

$i&ZQ9\4,#

$i4+=Z#

$i&Z=Z4,#

TZ_P+49C1dAGDQ(F$i,$iS+4UZ*<

z'#

IBM Security Key Lifecycle Manager _P}ZH}){M<kD

Z}=$iks#

}L

1. G<<NC'gf:

a. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

b. %w*A > \m\?Mh8#

c. r_,R|%w 3592,;s!q\m\?Mh8#

3)=hDhva)K9C<NC'gf"|nPgfr REST gfxjID8!

=h# TZNN;v$wa0,<;*Zgf.dxPP;#
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;)NqDhvI\aa0 SKLMConfig.properties D~PkNq`XDtT#9

C<NC'gf"|nPgfr REST gfI|Db)tT#

2. Z 3592“\?Mh8\m”3fO,zITmS"^Dr>}$irExz# mb,

z9IT`S$iD4,#

zIT4PBP\mNq:

v mS

%wmS# mb,z9IT!qCZ4($iMExzDp=}L#

– $i

Z“4($i”T0rO,!qT){r4TZ}=a)_w*$i`M,"n

4XhE"# ;s%w4($i# zDG+Xk_P4P4(YwMCJ`

&h8iDmI(# *9K$iI*1!$i,zDG+Xk_P4P^DY

wDmI(#

– Exz

Z“mSExz”T0rP,dkExzE"# ;s%wmSExz# zDG

+Xk_P4P4(YwMCJ`&h8iDmI(#

– 9Cp=}L44($iMExz

Z“=h 1:4($i”M“=h 2:6pExz”3fO,dkXhE"#

I&8>{w;`,,T>$irh8PPD|D#

v ^D

*|Dr>}$irExz,k!q$irExz,;s%w^D#r_,R|

%wy!$irExz# ;s%w^D,r_+wPmPD$irh8u?#

– $i

Z“^D$i”T0rP8(|D#;s%w^D$i# zDG+Xk_P4P

^DYwMCJ`&h8iDmI(#

– Exz

Z“^DExz”T0rP8(|D#;s%w^DExz# zDG+Xk_P

4P^DYwMCJ`&h8iDmI(#

I&8>{w;`,,T>$irh8PPD|D# mPI\;aa)T3)E

"(}gI!VN)D|D#

v >}

*>}$irExz,kZmP;vT>Cu?,;s%w>}# r_,R|%

wy!$irExz# ;s%w>}#

– $i

>}$i.0,k7#z_P\?bD108]# NN9CK$i`4DEx

+Z>}K$isdC;IA#*>}D$iIT&ZNN4,(}g“n/
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”)#z^(>}kh8`X*D$i,xkd4,^X# z2^(>}jG

*1!$irOwoi$iD$i# zDG+Xk_P4P>}YwMCJ`

&h8iDmI(#

>}$iS}]bP>}}]#

*7O>},k%w7(#

– Exz

y>}ExzD*}](}gExzrPE)+S IBM Security Key Lifecycle

Manager }]bP}%#*7O>},k%w7(# zDG+Xk_P4P>

}YwMCJ`&h8iDmI(#

I&8>{GQS\mmP}%$irh8#

mS$ir$iks

zITmS|`$ir$iksTCZ IBM Security Key Lifecycle Manager#

XZKNq

zIT9C“4($i”T0r#mb,z9IT9CBPNN|nr REST ~q44(

$ir$iks:

v tklmCertCreate r tklmCertGenRequest

v Create Certificate REST Service r Certificate Generate Request REST Ser-
vice

zDG+Xk_P4P4(YwMCJ`&h8iDmI(# *9K$iI*1!$

i,zDG+Xk_P4P^DYwDmI(#

*<.0,k7(PX9CT){$iM CA $iD>c_T# I\h*4(T){

$iTCZn?DbTWN# zI\9*a0rO$PDksCZzzWND$i#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > \m\?Mh8#

d. r_,R|%w 3592,;s!q\m\?Mh8#

e. Z 3592 D\m3fO,%wmS#

f. %w$i#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:
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wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. 4($irksq!$i:

v <NC'gf:

a. Z“4($i”T0rO,!qT){$irkTZ}=a)_D$iks#

b. 8(XhMI!N}D5# }g,zIT!q8(K$i*1!$irOwo

i$i# ;s%w4($i#

v |nPgf:

– $i:

dk tklmCertCreate T4($iM+C/(C\?T,"+$if"ZVP\

?bP# }g,dk:

print AdminTask.tklmCertCreate (’[-type selfsigned
-alias sklmCertificate -cn sklm -ou sales -o myCompanyName

-usage 3592 -country US -keyStoreName defaultKeyStore
-validity 999]’)

– $iks:

dk tklmCertGenRequest T4( PKCS #10 $iksD~# }g,dk:

print AdminTask.tklmCertGenRequest(’[-alias sklmCertificate1
-cn sklm -ou marketing -o CompanyName -locality myLocation
-country US -validity 999 -keyStoreName defaultKeyStore
-fileName myCertRequest1.crt -usage 3592]’)

v REST gf:

– $i

9C Create Certificate REST Service 44($iM+C/(C\?T,"

+$if"ZVP\?bP# }g,IT9C REST M'z"vTB HTTP

ks:

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"type":"selfsigned","alias":"sklmCertificate1",
"cn":"sklm","ou":
"sales","o":"myCompanyName","usage":"3592",
"country":"US","validity":
"999", "algorithm ": " RSA " }

– $iks

9C Certificate Generate Request REST Service 44( PKCS #10 $ik

sD~# }g,IT9C REST M'z"vTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"type":"certreq","alias":"sklmCertificate1",
"cn":"sklm","ou":
"sales","o":"myCompanyName","usage":"3592",
"country":"US","validity":
"999","fileName":"myCertRequest1.crt","algorithm":"ECDSA"}
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3. I&8>{ay]gfD;,x;,:

v <NC'gf:

$ir$iksaT>*$iPmPDn#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

zDB;=Yw!vZzQ4($i9G$iks#

v $i:

kZ+B$ia)xh8.08]b)$i# zIT+$ikX(h8xPX*#

v $iks:

V/+$iks"M=O$PD# 5X){$is,k9C“6-”feOD]RYw

n,r_9C tklmCertImport |nr Certificate Import REST Service <kC
$i# <kjIs,k8]C$iTtCrh8a)C$i#

8(Xv$i

zIT8($i+4GCv531!$i9G53Owoi$i#

XZKNq

zIT9C<NC'gf"tklmCertDefaultRolloverAdd |nr Cert Default Roll-
over Add REST Service 4mSX(UZD1!$iXvT0h8i# zDG+Xk_

P4P4(YwMCJ`&h8iDmI(#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > \m1!Xv#

d. r_,R|%w 3592,;s!q\m1!Xv#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:
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./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. 8(VP$i+4GCv531!$i9G53Owoi$i#

v <NC'gf:

a. Z 3592 D\m3fO,%wmS#

b. Z“mS+441!\?i”T0rO,8(XhE"#

c. %wmS+441!\?i#

":

– kpkT,;XvUZ8(=v1!$i#

– ;ai$y!$iQ=Z9GZXv1=Z#

– g{Xv1;fZ$i,G4 IBM Security Key Lifecycle Manager +Lx9

C101!$i#

– zITmSr>}mu?,+^(^Du?#

v |nPgf:

mSXv$i#}g,dk:

print AdminTask.tklmCertDefaultRolloverAdd
(’[-usage 3592 -alias tklmcert1

-certDefaultType 1 -effectiveDate 2010-05-30]’)

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

C$iT>Z“3592”3fODXv$imP#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

4. *SXvmP>}$i,zIT4PBPYw:

v <NC'gf:

!q$i,;s%w>}# zDG+Xk_P4P>}YwDmI(# kDA/

f{"# ;s%w7(#

v |nPgf:

9C tklmCertDefaultRolloverList |n4iR$iD(C(;j6# zDG+

Xk_P4Pi4YwMCJ`&h8iDmI(#;s,9C

tklmCertDefaultRolloverDelete |n+C$iSXvPmP}%# zDG+X

k_P4P>}YwMCJ`&h8iDmI(#}g,dkTB|n:

print AdminTask.tklmCertDefaultRolloverDelete
(’[-uuid 101]’)

C$iQ!{jG*+4531!$irOwoi$i,+;axP|Dr>}#

^D$i

zIT^D$iGCw531!$i9G53Owoi$i#
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XZKNq

zIT9C“^D$i”T0r4^D$i# mb,z9IT9CBP|nr REST ~

q:

v tklmCertUpdate r Certificate Update REST Service,CZ^D$iD4,(}
g“\EN”r“Q9\”)T0^D$iE"#

v tklmDeviceTypeAttributeUpdate r Device Type Attribute Update REST Ser-
vice,CZ+$ihC*531!$ir53Owoi$i#

zDG+Xk_P4P^DYwMCJ`&h8iDmI(#

*<.0,k7($i|DsDE",}ghv,rz#{+$iCw531!$i

9G53Owoi$i#g{z9C|nPgf,kq!$iD UUID 5#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > \m\?Mh8#

d. r_,R|%w 3592,;s!q\m\?Mh8#

e. Z 3592 D\m3fO,Z$iPP!q$i#

f. %w^D#

g. r_,R|%w$i,;s!q^D,r+w$iu?#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. ^D$iE":

v <NC'gf:

Z“^D$i”T0rO,|D`&DVN# ;s%w^D$i#

v |nPgf:

dk tklmCertList TiR$i,;sdk tklmCertUpdate T|B$i# Xk

8($iD UUID T0|DsDtT# }g,*|Dhv,kdkTB|n:

print AdminTask.tklmCertList(’[-usage 3592
-attributes "{state active}" -v y]’)

print AdminTask.tklmCertUpdate
(’[-uuid CERTIFICATE-99fc36a-4ab6a0e12343

-usage 3592 -attributes "{information {new information}}"]’)
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v REST gf:

9C Certificate List REST Service 4iR$i# }g,zIT"MTB HTTP

ks:

GET https://localhost:9080/SKLM/rest/v1/certificates?attributes=
state active
Content-Type: application/json
Accept: application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en

9C Certificate Update REST Service 4|B$i# }g,zIT"MTB

HTTP ks:

PUT https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
{"uuid":"CERTIFICATE-99fc36a-4ab6a0e12343","usage":
"3592","attributes":"information newinformation" }

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

g{z^DK531!hCr53OwoihC,G4$imD“531!/Ow

oi$i”PPaT>|D#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT9C 3592“\?Mh8\m”3f+$ikX(h8xPX*#

>}$i

zIT>}Q!PD$i,C$iIT&ZNN4,(}g“n/”)# z^(>}kh

8`X*D$i,r_jG*1!$irOwoi$iD$i# }g,zIT>}Q=

ZD$i#

XZKNq

v1;Yh*$iy#$D}]1,E\>}b)$i# >}$i`FZA}}]# >

}$is,^(Tb)$i#$D}]xPlw#

zIT9C“>}”K%n"tklmCertDelete |nr Delete Certificate REST Ser-
vice 4>}$i# zDG+Xk_P4P>}YwMCJ`&h8iDmI(#

*<.0,k7#fZ*>}D$iyZD\?bD8]# ki$C$i10Gq4k

h8`X*,"RC$iGq4jG*1!$irOwoi$i# 7(C$iD104

,,"7#>}&ZK4,D$i{OzD>c_T#

>}$iS}]bP>}}]#
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}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > \m\?Mh8#

d. r_,R|%w 3592,;s!q\m\?Mh8#

e. Z 3592 D\m3fO,Z$iPP!q$i#

f. %w>}#

g. r_,R|%w$i,;s!q>}#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. >}$i:

v <NC'gf:

>}$i.0,kZ“7O”T0rODA7O{"Ti$Gq!qK}7D$

i# ;s%w7(#

v |nPgf:

dk tklmCertList TiR$i,;sdk tklmCertDelete T>}$i# Xk

8($ip{M\?b{F# }g,*>}104kh8`X*DQ=Z$i,

kdkTB|n:

print AdminTask.tklmCertList(’[-usage 3592
-attributes "{state active}" -v y]’)

print AdminTask.tklmCertDelete (’[-alias mycertalias
-keyStoreName defaultKeyStore]’)

v REST gf:

9C Certificate List REST Service 4iR$i,;s9C Delete Certifi-
cate REST Service 4>}$i# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/certificates?attributes=
state active
Content-Type: application/json
Accept: application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
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DELETE https://localhost:9080/SKLM/rest/v1/certificates/mycertalias
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

QS“$i”mP}%C$i#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zITYN8]\?bT<7X43$i|D#

mSExz

zIT+Exz.`Dh8mS= IBM Security Key Lifecycle Manager }]b#

XZKNq

tklmDeviceAdd |n

zIT9C“mSExz”T0r# mb,z9IT9C tklmDeviceAdd |nr Device
Add REST Service 4mSh8# zDG+Xk_P4P4(YwMCJ`&h8iD

mI(#

*<.0,k4(*k+*6pDh8`X*D$i# mb,kq!ExzrPEMd

{hvE"# 7(Exz9CDGX($i9G531!$i#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > \m\?Mh8#

d. r_,R|%w 3592,;s!q\m\?Mh8#

e. Z 3592 D\m3fO,%wmS#

f. %wExz#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:
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– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. mSh8:

v <NC'gf:

Z“mSExz”T0rP,dkXhE"MI!E"# ;s%wmSExz#

v |nPgf:

dk tklmDeviceAdd TmSh8# Xk8(h8iMrPE#}g,dk:

print AdminTask.tklmDeviceAdd (’[-type 3592 -serialNumber CDA39403AQJF
-attributes "{worldwideName ABCdeF1234567890}
{description marketingDivisionDrive}
{aliasOne encryption_cert}"]’)

v REST gf:

9C Device Add REST Service 4mSh8# }g,zIT"MTB HTTP k

s:

POST https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
{"type":"3592","serialNumber":"CDA39403AQJF","attributes":"worldwideName
ABCdeF1234567890,description salesDivisionDrive"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q+Ch8mS=m#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT7(ymSDExzD4,#

^DExz

zIT^DPX IBM Security Key Lifecycle Manager }]bPDh8(}gExz)

DE"#}g,zIT|BExzy9CDOwoi$iDf6,r_8(,;h8

5PPD8Ch8i#

XZKNq

zIT9C“^DExz”T0r#mb,z9IT9C tklmDeviceUpdate |nr Device
Update REST Service 4|Bh8,r_8(,;h85PPD8Ch8i# zDG+

Xk_P4P^DYwMCJ`&h8iDmI(#
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*<.0,k4(*k+*^DDh8`X*D$i# g{z9C|nPgf,kq!

*|BDh8D UUID 5# mb,k9q!NNkCExz`X*D$iDp{#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > \m\?Mh8#

d. r_,R|%w 3592,;s!q\m\?Mh8#

e. Z 3592 D\m3fO,ZExzPP!qExz#

f. %w^D#

g. r_,R|%wExz,;s!q^D,r+wExzu?#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. ^Dh8:

v <NC'gf:

Z“^DExz”T0rP,dkXhE"MI!E"# ;s%w^DExz#

v |nPgf:

dk tklmDeviceList TiRh8,;sdk tklmDeviceUpdate T|Bh8# X

k8(h8 UUID T0"zK|DDtT#}g,dk:

print AdminTask.tklmDeviceList (’[-type 3592]’)

print AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-64c588ad-5ed8-4934-8c84-64cb9e11d990
-attributes "{aliasTwo myPartner99}"]’)

v REST gf:

9C Device List REST Service 4iRh8,;s9C Device Update REST Ser-
vice 4|Bh8# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/devices?type=3592
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
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PUT https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"uuid":"DEVICE-64c588ad-5ed8-4934-8c84-64cb9e11d990","attributes":
"aliasTwo myPartner99"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q|DmPDh8E"#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zITi$GqxPK|D# TZhv.`DI!VN,zI\#{KP

tklmDeviceList |nr Device List REST Service 47(Gq|DK5#r_,X

Br*“^DExz”T0r#

>}Exz

zIT>}Exz.`Dh8# y>}ExzD*}](}gExzrPE)+S IBM

Security Key Lifecycle Manager }]bP}%#

XZKNq

zIT9C“>}”K%n"tklmDeviceDelete |nr Device Delete REST Service 4
>}h8# zDG+Xk_P4P>}YwMCJ`&h8iDmI(#

*<.0,k7#>cPfZ$iMh8D108]# q!*>}Dh8D UUID#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q 3592#

c. %w*A > \m\?Mh8#

d. r_,R|%w 3592,;s!q\m\?Mh8#

e. Z 3592 D\m3fO,!qh8#

f. %w>}#

g. r_,R|%wExz,;s!q>}#

v |nPgf:
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Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. >}h8:

v <NC'gf:

>}h8.0,kZ“7O”T0rODA7O{"Ti$Gq!qK}7Dh

8# y>}ExzD*}](}gExzrPE)+S IBM Security Key

Lifecycle Manager }]bP}%#

;s%w7(#

v |nPgf:

dk tklmDeviceList TiRh8,;sdk tklmDeviceDelete T>}h8# X

k8( UUID# }g,dk:

print AdminTask.tklmDeviceList (’[-type 3592]’)

print AdminTask.tklmDeviceDelete
(’[-uuid DEVICE-74386920-148c-47b2-a1e2-d19194b315cf]’)

v REST gf:

9C Device List REST Service 4iRh8,;s9C Device Delete REST Ser-
vice 4>}h8# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/devices?type=3592
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en

DELETE https://localhost:9080/SKLM/rest/v1/devices/DEVICE-74386920-148c-
47b2-a1e2-d19194b315cf
Content-Type: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept : application/json

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

QSmP}%Ch8#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#
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DS8000 f"w3q\m
zIT9C IBM Security Key Lifecycle Manager 4\m DS8000 f"w3q#

3)=hDhva)K9C<NC'gf"|nPgfr REST gfxjID8!=

h# TZNN;v$wa0,<;*Zgf.dxPP;#

;)NqDhvI\aa0 SKLMConfig.properties D~PkNq`XDtT#9C<

NC'gf"|nPgfr REST gfI|Db)tT#

4(f"w3qM3q$iD8<=h

4(rmSf"w3qM3q$i1,IBM Security Key Lifecycle Manager aa);

i8<=h4jICNq#

T3)=hDhvI\aa0CZ4P,;NqD|nPfz=(# Z8<Nq/P,

k9C<NC'gf4jIb)Nq#

4(3q$ir$iks

w*Z;vn/,zIT4(CZ IBM Security Key Lifecycle Manager D3q$ir

$iks#

XZKNq

zIT9C“4($i”T0r#mb,z9IT9CBPNN|nr REST ~q44(

$ir$iks:

v tklmCertCreate r tklmCertGenRequest

v Create Certificate REST Service r Certificate Generate Request REST Ser-
vice

zDG+Xk_P4P4(YwMCJ`&h8iDmI(# *9K$iI*1!$

i,zDG+Xk_P4P^DYwDmI(#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

c. %w*A > y]8<4(\?Mh8#

d. r_,R|%w DS8000,;s!qy]8<4(\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:
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./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. 4(3q$irksq!$i:

v <NC'gf:

a. Z“=h 1:4($i”3fO,Z$imO%w4(#

b. Z“4($i”T0rO,!qT){$irkTZ}=a)_D$iks#

c. 8(XhMI!N}D5#

d. %w4($i#

v |nPgf:

– $i

dk tklmCertCreate T4($iM+C/(C\?T,"+$if"ZVP\

?bP# }g,dk:

print AdminTask.tklmCertCreate (’[-type selfsigned
-alias sklmCertificate -cn sklm -ou sales -o myCompanyName

-usage DS8000 -country US -keyStoreName defaultKeyStore
-validity 999]’)

– $iks

dk tklmCertGenRequest T4( PKCS #10 $iksD~# }g,dk:

print AdminTask.tklmCertGenRequest(’[-alias sklmCertificate3
-cn sklm -ou sales -o myCompanyName -locality myLocation
-country US -validity 999 -keyStoreName defaultKeyStore
-fileName myCertRequest3.crt -usage DS8000]’)

v REST gf:

– $i

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'

O$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Create Certificate REST Service,k"M HTTP POST ks#

k+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}

y>#

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"type":"selfsigned","alias":"sklmCertificate",
"cn":"sklm","ou":"sales",
"o":"myCompanyName","usage":"DS8000","country":"US",
"validity":"999", "
algorithm ": " RSA " }

– $iks

9C Certificate Generate Request REST Service 44( PKCS #10 $ik

sD~# }g,IT9C REST M'z"vTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
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{"type":"certreq","alias":"sklmCertificate3","cn":"sklm",
"ou":"sales","o":
"myCompanyName","usage":"DS8000","country":"US",
"validity":"999","fileName":
"myCertRequest1.crt","algorithm":"ECDSA"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

$ir$iksaT>*$imPDn#kZ+B$ia)xh8.08]b)

$i#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT*AB;=T(eX(f"w3q,"8(f"w3q$i# k!q=

h 2:6p3qr%w*AB;=#

6pf"w3q

zIT6p*CZ IBM Security Key Lifecycle Manager Df"w3q(h8)#

XZKNq

zIT9C“mSf"w3q”T0r#mb,z9IT9C tklmDeviceAdd |nr
Device Add REST Service 4mSf"w3q#

*<.0,k4(*k+*6pDf"w3q`X*D3q$i#

}L

1. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf# Z<=wP,%w IBM Security Key Lifecycle Man-
ager > 6-#ZC3fPBv=\?Mh8\m?V# Zy]8<4(\?M

h8P,!q DS8000#;s%w *<#

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

c. %w*A > y]8<4(\?Mh8#

d. r_,R|%w DS8000,;s!qy]8<4(\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

88 \m



wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. x}=h 1:4($i#%w*AB;=4S,r_%w=h 2:6pExz#

3. zIT8(+yPkVh8mS=]RPm,+;aZdavks1T/Tda)

\?#zXkS\r\x]Rh8PmPDh8.s,IBM Security Key Lifecycle

Manager EaZCh8avks1Tda)\?# zDG+Xk_P4P^DYw

MCJ`&h8iDmI(#

v <NC'gf:

!q#t}ZH}RsKDBh8ks#

v |nPgf:

9C tklmDeviceGroupAttributeUpdate |nr Device Group Attribute Update
REST Service 4hC device.AutoPendingAutoDiscovery tTD5#}g,dk:

print AdminTask.tklmDeviceGroupAttributeUpdate (’[-name DS8000
-attributes "{device.AutoPendingAutoDiscovery 2}"]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Device Group Attribute Update REST Service T0hC
device.AutoPendingAutoDiscovery tTD5,k"M HTTP PUT ks#k

+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}y>#

PUT https://localhost:9080/SKLM/rest/v1/deviceGroupAttributes
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"name":"DS8000","attributes":"device.AutoPendingAutoDiscovery 2"}

4. mSf"w3q:

v <NC'gf:

a. Z“=h 2:6p3q”3fO,ZmP%wmS#

b. Z“mSf"w3q”T0rP,dkXhE"MI!E"#

c. %wmSf"w3q#

v |nPgf:

dk tklmDeviceAdd TmSf"w3q# Xk8(f"w3q`M"rPEM3

q$i# }g,dk:

print AdminTask.tklmDeviceAdd (’[-type DS8000 -serialNumber CCCB31403AFF
-attributes "{worldwideName ABCdeF1234567890}
{description salesDivisionDrive}
{aliasOne myimagecertificate}"]’)

v REST gf:

zIT9C Device Add REST Service 4mSf"w3q# }g,IT9C

REST M'z"vTB HTTP ks:
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POST https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
{"type":"DS8000","serialNumber":"CCCB31403AFF","attributes":"worldwideName
ABCdeF1234567890,description marketingDivisionDrive"}

5. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q+Cf"w3qmS=m#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT<k){$i#mb,9IT9C“\?Mh8\m”3f4i4yP

f"w3qM3q$i#

\mf"w3qM3q$i

*\mf"w3qM3q$i,zI\#{7(d4,# zIT3ddX*,r_mS

"^Dr>}X($irf"w3q#

XZKNq

9C DS8000“\?Mh8\m”3f4+3q$i3d=f"w3q,T07(mPwn

D4,# zITmS"^Dr>}3q$irf"w3q# zDG+Xk_P4Pi

4YwMCJ`&h8iDmI(#

*<.0,HliC3fODP(3fOa)KCZmS"^Dr>}mnDwv4

%)# *TE"xPEr,k%wPjb#

mi/IBPxr:

v Zs`PP,PX$iDE"8>$i{F"=ZUZM$iD4,#

v ZR`PP,PXf"w3qDE"8>f"w3q{FT0`X*D3q$i#

v “4,”<j8>$iD4,#

m 4. “4,”<j0d,e

<j hv

$i&ZP'4,#

$i&ZQ9\4,#

$i4+=Z#
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m 4. “4,”<j0d,e (x)

<j hv

$i&Z=Z4,#

TZ_P+49C1dAGDQ(F$i,$iS+4UZ*<

z'#

IBM Security Key Lifecycle Manager _P}ZH}){M<kD

Z}=$iks#

}L

1. G<<NC'gf#

a. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

b. %w*A > \m\?Mh8#

c. r_,R|%w DS8000,;s!q\m\?Mh8#

3)=hDhva)K9C<NC'gf"|nPgfr REST gfxjID8!

=h# TZNN;v$wa0,<;*Zgf.dxPP;#

;)NqDhvI\aa0 SKLMConfig.properties D~PkNq`XDtT#9

C<NC'gf"|nPgfr REST gfI|Db)tT#

2. Z DS8000“\?Mh8\m”3fO,zITmS"^Dr>}f"w3qr3q$

i#

zIT4PBP\mNq:

v mS

%wmS# mb,z9IT!qCZ4($iMf"w3qDp=}L#

– $i

Z“4($i”3fO,!qT){r4TZ}=a)_Dksw*$i`M,

"n4XhE"#;s%w4($i# zDG+Xk_P4P4(YwMCJ

`&h8iDmI(# *9K$iI*1!$i,zDG+Xk_P4P^D

YwDmI(#

– f"w3q

Z“mSf"w3q”3fO,dkf"w3qE"# ;s%wmSf"w3

q# zDG+Xk_P4P4(YwMCJ`&h8iDmI(#

– 9Cp=}L44($iMf"w3q

Z“=h 1:4($i”M“=h 2:6p3q”3fO,dkXhE"#

I&8>{w;`,,T>$irf"w3qPPD|D#

v ^D

*|DPXf"w3qDE"r_i4PX$iDE",k!q$irf"w3

q,;s%w^D# r_,R|%wy!$irf"w3q# ;s%w^D,r

_+w$irf"w3qu?#
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– $i

i4“^D$i”3fPD;AE"# zDG+Xk_P4P^DYwMCJ`

&h8iDmI(#

– f"w3q

Z“^Df"w3q”3fP8(|D#;s%w^Df"w3q# zDG+X

k_P4P^DYwMCJ`&h8iDmI(#

I&8>{w;`,,T>$irf"w3qPPD|D# mPI\;aa)T

3)E"(}gI!VN)D|D#

v >}

*>}$irf"w3q,ki$Gq!qK}7D$irf"w3q# ;s%

w>}# r_,R|%wy!$irf"w3q# ;s%w>}#

– $i

>}$i.0,k7#z_P\?bD108]# NN9CK$i`4Df"

w3q+Z>}K$isdC;IA# *>}D$iIT&ZNN4,(}g

“n/”)# z^(>}zcBPu~D$i,xkd4,^X:

- kf"w3q`X*#

- ; DS8000 Turbo ExzjG*3qDw*$ir3qD(z$i#

>}$iS}]bP>}}]#

*7O>},k%w7(# zDG+Xk_P4P>}YwMCJ`&h8i

DmI(#

– f"w3q

y>}f"w3qD*}](}grPE)+S IBM Security Key Lifecycle

Manager }]bP}%#*7O>},k%w7(# zDG+Xk_P4P>

}YwMCJ`&h8iDmI(#

I&8>{GQS\mmP>}$irf"w3q#

mS3q$ir$iks

zITmS|`3q$ir$iksTCZ IBM Security Key Lifecycle Manager#

XZKNq

zIT9C“4($i”T0r#mb,z9IT9CBPNN|nr REST ~q44(

$ir$iks:

v tklmCertCreate r tklmCertGenRequest

v Create Certificate REST Service r Certificate Generate Request REST Ser-
vice

zDG+Xk_P4P4(YwMCJ`&h8iDmI(# *9K$iI*1!$

i,zDG+Xk_P4P^DYwDmI(#

*<.0,k7(PX9C$iD>c_T#
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}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS8000,;s!q\m\?Mh8#

e. Z DS8000 D\m3fO,%wmS#

f. %w$i#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. 4($irksq!$i:

v <NC'gf:

a. Z“4($i”3fO,!qT){$irkTZ}=a)_D$iks#

b. 8(XhMI!N}D5# ;s%w4($i#

v |nPgf:

– $i:

dk tklmCertCreate T4($iM+C/(C\?T,"+$if"ZVP\

?bP# }g,dk:

print AdminTask.tklmCertCreate (’[-type selfsigned
-alias sklmCertificate -cn sklm -ou sales -o myCompanyName

-usage DS8000 -country US -keyStoreName defaultKeyStore
-validity 999]’)

– $iks:

dk tklmCertGenRequest T4( PKCS #10 $iksD~# }g,dk:

print AdminTask.tklmCertGenRequest(’[-alias sklmCertificate3
-cn sklm -ou sales -o myCompanyName -locality myLocation
-country US -validity 999 -keyStoreName defaultKeyStore
-fileName myCertRequest3.crt -usage DS8000]’)

v REST gf:

– $i

9C Create Certificate REST Service 44($iM+C/(C\?T,"

+$if"ZVP\?bP# }g,IT9C REST M'z"vTB HTTP

ks:
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POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"type":"selfsigned","alias":"sklmCertificate",
"cn":"sklm","ou":
"sales","o":"myCompanyName","usage":"DS8000",
"country":"US","validity":
"999", "algorithm ": " RSA " }

– $iks

9C Certificate Generate Request REST Service 44( PKCS #10 $ik

sD~# }g,IT9C REST M'z"vTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"type":"certreq","alias":"sklmCertificate3",
"cn":"sklm","ou":
"sales","o":"myCompanyName","usage":"DS8000",
"country":"US","validity":
"999","fileName":"myCertRequest3.crt","algorithm":"ECDSA"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

$ir$iksw*$iPmPDnPv#kZ+B$ia)xh8.08]b

)$i#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

zDB;=Yw!vZzQ4($i9G$iks#

v $i:

zIT+$ikX(f"w3qxPX*#

v $iks:

V/+$iks"M=O$PD# 5X){$is,k9C“6-”feOD]RYw

n,r_9C tklmCertImport |nr Certificate Import REST Service <kC
$i#

^D3q$i

zIT9C<NC'gf4i4PX IBM Security Key Lifecycle Manager }]bPD

3q$iD;AE"#(}9C|nPgfr REST gf,zIT|D}?\^Dt

T#
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XZKNq

zIT9C“^D$i”T0r4^D$i# mb,z9IT9CBP|nr REST ~

q:

v tklmCertUpdate r Certificate Update REST Service,CZ^D$iD4,(}
g“\EN”r“Q9\”)T0^D$iE"#

v tklmDeviceTypeAttributeUpdate r Device Type Attribute Update REST Ser-
vice,CZ+$ihC*w*$ir(z$i#

zDG+Xk_P4P^DYwMCJ`&h8iDmI(#

":DS8000 Turbo Exzk IBM Security Key Lifecycle Manager *51,zxPD

IBM Security Key Lifecycle Manager }]b|D+ZCExzOxPdC#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS8000,;s!q\m\?Mh8#

e. Z DS8000 D\m3fO,Z$iPP!q$i#

f. %w^D#

g. r_,R|%w$i,;s!q^D,r+w$iu?#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. i4(<NC'gf)r^D(|nPgf)$iE":

v <NC'gf:

Z“^D$i”T0rO,i4;AVN#

v |nPgf:

dk tklmCertList TiR$i,;sdk tklmCertUpdate T|B$i# Xk

8($iD UUID T0|DsDtT# }g,*|DE",kdkTB|n:

print AdminTask.tklmCertList(’[-usage DS8000
-attributes "{state active}" -v y]’)

print AdminTask.tklmCertUpdate
(’[-uuid CERTIFICATE-33fc26e-5fb5a0e66143

-usage DS8000 -attributes "{information {new information}}"]’)
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v REST gf:

9C Certificate List REST Service 4iR$i# }g,zIT"MTB HTTP

ks:

GET https://localhost:9080/SKLM/rest/v1/certificates?attributes=
state active
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language: en

9C Certificate Update REST Service 4|B$i# }g,zIT"MTB

HTTP ks:

PUT https://localhost:9080/SKLM/rest/v1/certificates
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
{"uuid":"CERTIFICATE-33fc26e-5fb5a0e66143","usage":
"DS8000","attributes":"information {newinformation}" }

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

T>;P,CZT>;A}]#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT9C DS8000“\?Mh8\m”3f+3q$ikX(f"w3qxPX

*#

>}3q$i

zIT>}Q!PD3q$i,C$iIT&ZNN4,(}g“n/”)# z^(>}

kf"w3q`X*D$i# mb,9;\>}6p*3qDw*$ir3qD(z$

iD$i# }g,zIT>}Q=ZD$i#

XZKNq

v1;Yh*$iy#$D}]1,E\>}b)$i# >}$i`FZA}}]# >

}$is,^(Tb)$i#$D}]xPlw#

zIT9C“>}”K%n,2IT9C tklmCertDelete |nr Delete Certificate
REST Service 4>}y!3q$i# zDG+Xk_P4P>}YwMCJ`&h8

iDmI(#

*<.0,k7#fZ*>}D3q$iyZD\?bD8]# ki$C$i10Gq

kf"w3q`X*# 7(C$iD104,,"7#>}&ZK4,D$i{OzD

>c_T#
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>}$iS}]bP>}}]#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS8000,;s!q\m\?Mh8#

e. Z DS8000 D\m3fO,Z$iPP!q$i#

f. %w>}#

g. r_,R|%w$i,;s!q>}#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. >}$i:

v <NC'gf:

>}$i.0,kZ“7O”T0rODA7O{"Ti$Gq!qK}7D$

i# ;s%w7(#

v |nPgf:

dk tklmCertList TiR$i,;sdk tklmCertDelete T>}$i# Xk

8($ip{M\?b{F# }g,*>}104kf"w3q`X*DQ=Z

$i,kdkTB|n:

print AdminTask.tklmCertList(’[-usage DS8000 -v y]’)

print AdminTask.tklmCertDelete (’[-alias mycertalias
-keyStoreName defaultKeyStore]’)

v REST gf:

9C Certificate List REST Service 4iR$i,;s9C Delete Certifi-
cate REST Service 4>}$i# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/certificates?usage=DS8000
Content-Type: application/json
Accept: application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
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DELETE https://localhost:9080/SKLM/rest/v1/certificates/mycertalias
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

QS“$i”mP}%C$i#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zITYN8]\?bT<7X43$i|D#

mSf"w3q

zIT+f"w3qmS= IBM Security Key Lifecycle Manager }]b#

XZKNq

zIT9C“mSf"w3q”T0r,2IT9C tklmDeviceAdd |nr Device Add
REST Service 4mSf"w3q# zDG+Xk_P4P4(YwMCJ`&h8i

DmI(#

*<.0,k4(*k+*6pDf"w3q`X*D$i# mb,kq!f"w3q

rPEMd{hvE"#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS8000,;s!q\m\?Mh8#

e. Z DS8000 D\m3fO,%wmS#

f. %wf"w3q#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython
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– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. mSf"w3q:

v <NC'gf:

Z“mSf"w3q”T0rP,dkXhE"MI!E"#;s%wmSf"w

3q#

v |nPgf:

dk tklmDeviceAdd TmSf"w3q# Xk8(f"w3q`M"rPEM3

q$i# }g,dk:

print AdminTask.tklmDeviceAdd (’[-type DS8000 -serialNumber CCCB31403AFF
-attributes "{worldwideName ABCdeF1234567890}
{description salesDivisionDrive}
{aliasOne myimagecertificate}"]’)

v REST gf:

9C Device Add REST Service 4mSf"w3q# }g,zIT"MTB

HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
{"type":"DS8000","serialNumber":"CCCB31403AFF","attributes":"worldwideName
ABCdeF1234567890,description salesDivisionDrive"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q+Cf"w3qmS=m#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT7(ymSDf"w3qD4,#

^Df"w3q

zIT^DPX IBM Security Key Lifecycle Manager }]bPDf"w3qDE"#

}g,zIT|Bf"w3qhv#

XZKNq

zIT9C“^Df"w3q”T0r,2IT9C tklmDeviceUpdate |nr Device
Update REST Service 4|Bf"w3q# zDG+Xk_P4P^DYwMCJ`&

h8iDmI(#
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*<.0,k4(*k+*^DDf"w3q`X*D$i# g{z9C|nPgf,

kq!*|BDf"w3qD UUID 5,T0NNkCf"w3q`X*D$iDp

{#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS8000,;s!q\m\?Mh8#

e. Z DS8000 D\m3fO,!qExz#

f. %w^D#

g. r_,R|%wExz,;s!q^D,r+wExzu?#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. ^Df"w3q:

v <NC'gf:

Z“^Df"w3q”T0rP,dk|DsDE"# ;s%w^Df"w3q#

v |nPgf:

dk tklmDeviceUpdate T|Bf"w3q# Xk8(f"w3q UUID T0

"zK|DDtT# }g,dk:

print AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-15d499ad-3ad8-3333-8c84-64cb9e11d990
-attributes "{description myDevice}"]’)

v REST gf:

9C Device Update REST Service 4|Bf"w3q# }g,zIT"MTB

HTTP ks:

PUT https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"uuid":"DEVICE-15d499ad-3ad8-3333-8c84-64cb9e11d990","attributes":
"description myDevice"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:
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Q|DmPDf"w3qE"#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

>}f"w3q

zIT>}f"w3q# y>}f"w3qD*}](}grPE)+S IBM Secu-

rity Key Lifecycle Manager }]bP}%#

XZKNq

zIT9C“>}”K%n,2IT9C tklmDeviceDelete |nr Device Delete REST
Service 4>}f"w3q# zDG+Xk_P4P>}YwMCJ`&h8iDmI

(#

*<.0,k7#>cPfZ$iMf"w3qD108]# g{z9C|nPgf,

kq!*>}Df"w3qD UUID#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS8000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS8000,;s!q\m\?Mh8#

e. Z DS8000 D\m3fO,!qh8#

f. %w>}#

g. r_,R|%wExz,;s!q>}#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. >}f"w3q:

v <NC'gf:

>}f"w3q.0,kZ“7O”3fODA7O{"Ti$Gq!qK}7D

f"w3q# y>}f"w3qD*}](}grPE)+S IBM Security Key

Lifecycle Manager }]bP}%#
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;s%w7(#

v |nPgf:

dk tklmDeviceList TiRh8,;sdk tklmDeviceDelete T>}f"w3

q# Xk8( UUID# }g,dk:

print AdminTask.tklmDeviceList (’[-type DS8000]’)

print AdminTask.tklmDeviceDelete
(’[-uuid DEVICE-74386920-148c-47b2-a1e2-d19194b315cf]’)

v REST gf:

9C Device List REST Service 4iRh8,;s9C Device Delete REST Ser-
vice 4>}f"w3q# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/devices?type=DS8000
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en

DELETE https://localhost:9080/SKLM/rest/v1/devices/DEVICE-74386920-148c-
47b2-a1e2-d19194b315cf
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

QSmP}%Cf"w3q#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

DS5000 \m
zIT9C IBM Security Key Lifecycle Manager 4\m DS5000 f"~qw#

\mh8"\?Mh8X*

*\m DS5000 f"~qw,zh*+h83d=\?rzw#

XZKNq

zDG+Xk_P4Pi4YwMCJ`&h8iDmI(#9C DS5000“\?Mh8

\m”3f4mS"^Dr>}h8"\?rX*# b)Ywh*|`mI(#

*<.0,HliC3fODP(3fOa)KCZmS"^Dr>}mnDwv4

%)# *TE"xPEr,k%wPjb#

mi/IBPE"xr:

v h8T0NN`X*Dzw#

v h810y9CD\?T0Th8Dhv#
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}L

1. G<<NC'gf#

a. Z“6-”3fOD“\?Mh8\m”?VP,!q DS5000#

b. %w*A > \m\?Mh8#

c. r_,R|%w DS5000,;s!q\m\?Mh8#

3)=hDhva)K9C<NC'gf"|nPgfr REST gfxjID8!

=h# TZNN;v$wa0,<;*Zgf.dxPP;#

;)NqDhvI\aa0 SKLMConfig.properties D~PkNq`XDtT#9

C<NC'gf"|nPgfr REST gfI|Db)tT#

2. zITmS"^Dr>}\?"h8rzwX*#

zIT4PBP\mNq:

v "BPm#

%w“"B”<j I"BmPDn#

v mS

%wmS#

– h8

Z“mSh8”T0rP,dkh8rPEMd{E"# ;s%wmSh8# z

DG+Xk_P4P4(YwMCJ`&h8iDmI(#

– \?

!qh8,;s!qmS > |`\?# Z“mS\?”T0rP,8(XhE

",}g*4(D\?}(n`I4( 12 v\?)# ;s%wmS > |`
\?# zDG+Xk_P4P4(YwMCJ`&h8iDmI(#

– X*

g{(} device.enableMachineAffinity XTtCKzwW5X5,k9C
“mSX*”T0r48(zwj6.`DXhE"# ;s%wmSX*# z

DG+Xk_P4P4(YwMCJ`&h8iDmI(#

I&8>{w;`,,T>mSh8"\?rX*#

v ^D

*|Dh8r\?,k!qh8,;s%w^D# r_,R|%wy!h8# ;

s,%wdP;v!n,}g^Dh8#

– h8

Z“^Dh8”T0rO8(|D# ;s%w^Dh8# zDG+Xk_P4

P^DYwMCJ`&h8iDmI(#

– \?

Z“^D\?”T0rO!q\?# ;s%w>}# zDG+Xk_P4P>

}YwMCJ`&h8iDmI(#
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I&8>{w;`,,T>h8r\?PPD|D#

v >}

*>}h8,k!qh8,;s%w>}# r_,R|%wy!h8# ;s%w

>}# >}h8.0,k9C tklmMachineDeviceDelete |n}%Ch8k IBM

Security Key Lifecycle Manager }]bPDVPzwj6DX*#

y>}h8D*}](}gh8rPE)+S IBM Security Key Lifecycle Man-

ager }]bP}%#\?}]2+;}%# *7O>},k%w7(# zDG

+Xk_P4P>}YwMCJ`&h8iDmI(#

I&8>{GQSmP>}h8#

mSh8

zIT+h8mS= IBM Security Key Lifecycle Manager }]b#

XZKNq

g{tCKzwW5X5,G4mSh89*szmSh8kzw.dDX5# qr,

;armSDh8a)\?# (}9CzwW5X5,zITkTX(h8MzwiO

hC\?a)#

zIT9C“mSh8”T0r"tklmDeviceAdd |nr Device Add REST Service 4m
Sh8# zDG+Xk_P4P4(YwMCJ`&h8iDmI(#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS5000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS5000,;s!q\m\?Mh8#

e. Z DS5000 D\m3fO,%wmS#

f. %wh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. mSh8:
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v <NC'gf:

Z“mSh8”T0rP,dkXhE"MI!E"# ;s%wmSh8#

v |nPgf:

dk tklmDeviceAdd TmSh8# Xk8(h8rPEMh8i# }g,dk:

print AdminTask.tklmDeviceAdd (’[-type DS5000 -serialNumber CDA39403AQJF
-attributes "{worldwideName ABCdeF1234567890}
{description marketingDivisionDrive}
{keyPrefix AEF}
{numberOfKeys 10}
{deviceText abcdefghijklmnopqrst}
{machineID 3042383030303437000000000000}"]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Device Add REST Service,k"M HTTP POST ks#k+zZ=

h a Pq!DC'O$j6fks{";p+],gTB>}y>#

POST https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization : SKLMAuth userAuthId=37ea1939-1374-4db7-84cd-14e399be2d20
Accept-Language : en
{"type":"DS5000","serialNumber":"CDA39403AQJF","attributes":"worldwideName
ABCdeF1234567890,description marketingDivisionDrive"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q+Ch8mS=m#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT+h8kzwxPX*#

^Dh8

zIT^DPX IBM Security Key Lifecycle Manager }]bPDh8DE"#}g,

zIT|BTExzDhv#

XZKNq

zIT9C“^Dh8”T0r#mb,z9IT9C tklmDeviceUpdate |nr Device
Update REST Service 4|Bh8# zDG+Xk_P4P^DYwMCJ`&h8i

DmI(#

g{z9C|nPr REST gf,kZ*<.0q!*|BDh8D UUID 5#
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}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS5000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS5000,;s!q\m\?Mh8#

e. Z DS5000 D\m3fO,Zh8rPEPP!qh8#

f. %w^Dh8#

g. r_,R|%wExz,;s!q^Dh8,r+wh8u?#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. ^Dh8:

v <NC'gf:

Z“^Dh8”T0rO,dk|DsDE"# ;s%w^Dh8#

v |nPgf:

dk tklmDeviceUpdate T|Bh8# Xk8(h8 UUID T0"zK|DD

tT# }g,dk:

print AdminTask.tklmDeviceUpdate
(’[-uuid DEVICE-15d499ad-3ad8-3333-8c84-64cb9e11d990
-attributes "{description myDevice}"]’)

v REST gf:

9C Device Update REST Service 4|Bh8# }g,"MTB HTTP ks:

PUT https://localhost:9080/SKLM/rest/v1/devices
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"uuid":"DEVICE-64c588ad-5ed8-4934-8c84-64cb9e11d990","attributes":
"description myDevice"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q|DmPDh8E"#

v |nPgf:

jI{"m>I&#
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v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zITi$GqxPK|D#

>}h8

zIT>}h8,}g DS5000 f"~qw# >}h8aS IBM Security Key Lifecycle

Manager }]bP}%h8rPE0d\?}]#

XZKNq

g{h8tZ DS5000 h85P,"RtCKzwW5X5,G4>}h89a>}h

8kzw.dDyPX5#

zIT9C“>}”K%n"tklmDeviceDelete |nr Device Delete REST Service 4
>}h8# zDG+Xk_P4P>}YwMCJ`&h8iDmI(#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS5000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS5000,;s!q\m\?Mh8#

e. Z DS5000 D\m3fO,!qh8#

f. %w>}#

g. r_,R|%wExz,;s!q>}#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. 9C|nPgfKP tklmMachineDeviceList |n,r_9C Machine Device List
REST Service 4q!*>}Dh8D UUID# 9C tklmMachineDeviceDelete |
nr Machine Device Delete REST Service 4>}Ch8kzw.dDyPX*#

}g,dk:

print AdminTask.tklmMachineDeviceList
(’[-machineID 3042383030303437000000000000]’)
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print AdminTask.tklmMachineDeviceDelete
(’[-deviceUUID DEVICE-663b6d37-e6d5-4c9f-af90-e40e48d27f3c
-machineID 3042383030303437000000000000]’)

zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/machines/device?machineID=
3042383030303437000000000000
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m

DELETE https://localhost:9080/SKLM/rest/v1/machines/device
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"deviceUUID”:”DEVICE-663b6d37-e6d5-4c9f-af90-e40e48d27f3c","machineID":
"3042383030303437000000000000”}

3. >}h8:

v <NC'gf:

Z“7O”T0rO,DA7O{",;s>}h8# >}h8aS IBM Secu-

rity Key Lifecycle Manager }]bP}%h8rPE0d\?}]#

;s%w7(#

v |nPgf:

dk tklmDeviceDelete T>}h8# Xk8( UUID# }g,dk:

print AdminTask.tklmDeviceDelete
(’[-uuid DEVICE-74386920-148c-47b2-a1e2-d19194b315cf]’)

v REST gf:

9C Device Delete REST Service 4>}h8# }g,zIT"MTB HTTP

ks:

DELETE https://localhost:9080/SKLM/rest/v1/devices/DEVICE-74386920-148c-
47b2-a1e2-d19194b315cf
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m

4. I&8>{ay]gfD;,x;,:

v <NC'gf:

QSmP}%Ch8#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

mS\?

zITmS|`\?TCZ DS5000 f"~qw#
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XZKNq

zIT9C“mS\?”T0r"tklmSecretKeyCreate |nr Secret Key Create REST
Service ZVPiP4(;vr`vTF\?# zDG+Xk_P4P4(YwMCJ

`&h8iDmI(#

*<.0,k7(CZ|{\?0:D>c_T#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS5000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS5000,;s!q\m\?Mh8#

e. Z DS5000 D\m3fO,%wmS#

f. %w|`\?#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. 4(\?:

v <NC'gf

Z“mS\?”T0rO,*XhN}8(5# ;s%wmS|`\?#

v |nPgf:

a. 9C tklmGroupList |n4q!\?iD UUID 5# }g,dk:

print AdminTask.tklmGroupList (’[-type keygroup -v y]’)

dvI\`FZTB>}:

group name = DS5K-ds5kdevice
group type = KEY
group uuid = KEYGROUP-9c97d9aa-b5f0-41a1-b65f-119756168211
initialization date = 6/4/10 12:00:00 AM GMT-12:00
activation date = 6/4/10 12:00:00 AM GMT-12:00
key[0]:

uuid: KEY-66b0a3a2-3c52-4088-8772-0a1ddebf5803
aliases: dsk000000000000000000
keystore names: defaultKeyStore

key[1]:
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uuid: KEY-3f1230fd-59ef-4c15-82e6-40d68ac5f2ab
aliases: dsk000000000000000001
keystore names: defaultKeyStore

.

. (Remaining elements not shown in this example.)

.

b. 4(|`\?,"+|Gf"ZiP# }g,dk:

print AdminTask.tklmSecretKeyCreate (’[-alias abc
-keyStoreName defaultKeyStore -numOfKeys 10 -usage DS5000
-keyGroupUuid KEYGROUP-9c97d9aa-b5f0-41a1-b65f-119756168211]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Group List REST Service,k"M HTTP GET ks#k+zZ=h

a Pq!DC'O$j6fks{";p+],gTB>}y>#

GET https://localhost:9080/SKLM/rest/v1/keygroups
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

dvI\`FZTB>}:

Status Code : 200 OK
Content-Language: en
[
{
"group name": "DS5K-ds5kdevice",
"group type": "KEY",
"group uuid": "KEYGROUP-9c97d9aa-b5f0-41a1-b65f-119756168211",
"initialization date": "6/4/10 12:00:00 AM Central Standard Time",
"activation date": "6/4/10 12:00:00 AM Central Standard Time",
"keys":
[
{
"uuid": "KEY-66b0a3a2-3c52-4088-8772-0a1ddebf5803",
"alias(es)": "dsk000000000000000000",
"key store name(s)": "defaultKeyStore "
},
{
"uuid": "KEY-3f1230fd-59ef-4c15-82e6-40d68ac5f2ab",
"alias(es)": "dsk000000000000000001",
"key store name(s)": "defaultKeyStore "

.

.

.

c. 9C Secret Key Create REST Service 44(|`\?,"+|Gf"Zi
P# }g,zIT"MTB HTTP ks:

POST https://localhost:9080/SKLM/rest/v1/keys
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"alias":"abc","numOfKeys":"10","keyGroupUuid":"KEYGROUP-9c97d9aa-
b5f0-41a1-b65f-119756168211",","usage":"DS5000"}

3. I&8>{ay]gfD;,x;,:

v <NC'gf:
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“^D\?”3fOD\?mPT>Kd{\?# kZ+B\?a)xh8.08

]b)\?#

v |nPgf:

jI{"m>I&#mb,YNKP tklmGroupList |nITi$zmSD\?
VZGqfZZ\?iP# }g,dk:

print AdminTask.tklmGroupList (’[-type keygroup -v y]’)

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT+h8kzwxPX*#

^D(>})\?

zIT(}>};vr`v\?4^D DS5000 f"~qwy9CD\?}#

XZKNq

v1;Yh*\?y#$D}]1,E\>}b)\?# >}\?`FZA}}]# >

}\?s,^(Tb)\?#$D}]xPlw#

zIT9C“^D\?”T0r"tklmKeyDelete |nr Delete Key REST Service# z

DG+Xk_P4P^DYwMCJ`&h8iDmI(#

*<.0,k7(*|DDE",}g*>}D\?}#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fOD“\?Mh8\m”?VP,!q DS5000#

c. %w*A > \m\?Mh8#

d. r_,R|%w DS5000,;s!q\m\?Mh8#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

2. ^D\?E":

v <NC'gf:
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Z DS5000 D\m3fO,Zh8rPEPP!qh8#;s%w^D > \?#

r_,R|%wh8,;s!q^D\?#

;s,Z“^D\?”T0rO,!q\?"%w>}#DA7O{"# ;s%w

7(#

v |nPgf:

zIT>}\?# zDG+Xk_P4P>}YwMCJ`&h8iDmI(#

}g,dkTB|n:

print AdminTask.tklmKeyDelete (’[-alias aaa000000000000000000
-keyStoreName defaultKeyStore]’)

v REST gf:

9C Delete Key REST Service 4>}\?# }g,zIT"MTB HTTP k

s:

DELETE https://localhost:9080/SKLM/rest/v1/keys/aaa000000000000000000
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

T>;P,CZT>|DsD}]# }g,QS“^D\?”T0rPD\?mP

}%Q>}D\?#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

B;=v24

SB4,zIT+h8kzwxPX*#

IBM Spectrum Scale D~\m
zIT9C IBM Spectrum Scale D~534\m IBM Security Key Lifecycle Man-

ager PD\?#

IBM Spectrum Scale(H0F* GPFS)G;V_T\D2mELD~\mbv=8,

(}Kbv=8,zITS/:73PD`vZclYI?XCJ}]#&CLrI

T9Cj<D~53SZaIXCJD~,"RITS`vZc,1CJ,;D~#

IBM Spectrum Scale a)D~S\'V,CZ7#2+Xf"M>}}]#IBM Spec-

trum Scale (}9CS\\?MS\_T4\mS\#

kND IBM Spectrum Scale D5Tq!|`E":http://www-01.ibm.com/support/

knowledgecenter/SSFKCN_4.1.0/gpfs.v4r1_welcome.html#
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\m$iM\?

*\m$iM\?,zI\#{mS"^Dr>}d`X*Zc{# z9ITmS\?

T0kb)\?`X*D{F#

XZKNq

zDG+Xk_P4Pi4YwMCJ`&h8iDmI(#9C IBM Spectrum Scale

D\m3f4mS"^Dr>}$ir\?#

*<.0,HliC3fODP(3fOa)KCZmS"^Dr>}mnDwv4

%)#

mi/IBPE"xr:

v Zs`PP,PX$iDE"8>$i UUID"$i{FMKcF}# KcF}G}

Z9CK$iDKcD}?#

v ZR`PP,PX\?DE"8>s`$iTd_PCJ(D\? UUID M\?{

F#

}L

1. G<<NC'gf#

a. Z“6-”3fOD“\?Mh8\m”?VP,!q IBM Spectrum Scale#

b. %w*A > \m\?Mh8#

c. r_,R|%w IBM Spectrum Scale,;s!q\m\?Mh8#

2. zITmS"^Dr>}\?r$i#

zIT4PBP\mNq:

v "BPm#

%w“"B”<j I"BmPDn#

v mS

%wmS#

– $i

Z“mS$i”T0rO,dk$iD{FT0D~{M;C# ;s%wmS#

– \?

Z“mS\?”T0rP,y]zDhs8(E",}g*4(D\?}(n`

I4( 100 v\?)# ;s%wmS#

I&8>{w;`,,T>mS$ir\?#

v ^D

*|D$ir\?,k!q$ir\?,;s%w^D# r_,R|%wy!$

ir\?# ;s%w^D#

– $i
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Z“^D$i”T0rO8(|D#;s%w^D# zDG+Xk_P4P^D

YwMCJ`&h8iDmI(#

– \?

Z“^D\?”T0rO8(|D#;s%w^D# zDG+Xk_P4P>}

YwMCJ`&h8iDmI(#

I&8>{w;`,,T>$ir\?PPD|D#

v >}

*>}$ir\?,k!q$ir\?,;s%w>}#r_,R|%wy!$

ir\?,;s%w>}#

y>}$iD*}]+S IBM Security Key Lifecycle Manager }]bP}%#

\?}]2+;}%# *7O>},k%w7(# zDG+Xk_P4P>}Y

wMCJ`&h8iDmI(#

I&8>{GQSmP>}$i#

mS$i

zITmS|`$iTCZ IBM Security Key Lifecycle Manager#

XZKNq

zIT9C“mS$i”T0r4mS$i# zDG+Xk_P4P4(YwMCJ`&

h8iDmI(#

}L

1. G<<NC'gf#

2. Z“6-”3fOD“\?Mh8\m”?VP,!q IBM Spectrum Scale#

3. %w*A > \m\?Mh8#

4. r_,R|%w IBM Spectrum Scale,;s!q\m\?Mh8#

5. Z IBM Spectrum Scale D\m3fO,%wmS#

6. %w$i#

7. Z“mS$i”T0rO,y]zDhs8(E"#

8. %wmS#

Q+C$imS=m#

^D$i

zIT^DPX IBM Security Key Lifecycle Manager }]bPD$iDE"#

XZKNq

zIT9C“^D$i”T0r4|B$i# zDG+Xk_P4P^DYwMCJ`&

h8iDmI(#
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}L

1. G<<NC'gf#

2. Z“6-”3fOD“\?Mh8\m”?VP,!q IBM Spectrum Scale#

3. %w*A > \m\?Mh8#

4. r_,R|%w IBM Spectrum Scale,;s!q\m\?Mh8#

5. Z IBM Spectrum Scale D\m3fO,!q$i#

6. %w^D#

7. r_,R|%w$i,;s!q^D,r+w$iu?#

8. Z“^D$i”T0rO,dk|DsDE"#

9. %w^D#

Q|DmPD$iE"#

B;=v24

SB4,zITi$GqxPK|D#

>}$i

zIT>}Q!PD$i,C$iIT&ZNN4,(}g“n/”)#

XZKNq

zIT9C“>}”K%n4>}$i# zDG+Xk_P4P>}YwMCJ`&h8

iDmI(#

}L

1. G<<NC'gf#

2. Z“6-”3fOD“\?Mh8\m”?VP,!q IBM Spectrum Scale#

3. %w*A > \m\?Mh8#

4. r_,R|%w IBM Spectrum Scale,;s!q\m\?Mh8#

5. Z IBM Spectrum Scale D\m3fO,!q$i#

6. %w>}#

7. r_,R|%w$i,;s!q>}#

8. >}$i.0,kZ“7O”T0rODA7O{"Ti$Gq!qK}7D$i# ;

s%w7(#

QSmP}%C$i#

mS\?

zITmS\?TCZ IBM Spectrum Scale#

XZKNq

zIT9C“mS\?”T0rZVPiP4(;vr`v\?# zDG+Xk_P4P

4(YwMCJ`&h8iDmI(#

*<.0,k7(CZ|{\?0:D>c_T#
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}L

1. G<<NC'gf#

2. Z“6-”3fOD“\?Mh8\m”?VP,!q IBM Spectrum Scale#

3. %w*A > \m\?Mh8#

4. r_,R|%w IBM Spectrum Scale,;s!q\m\?Mh8#

5. Z IBM Spectrum Scale D\m3fO,%wmS#

6. %w\?#

7. Z“mS\?”T0rO,*N}8(5#

8. %wmS# ymSD\?+T>Z\?mP# kZ+\?a)xh8.08]b)

\?#

^D\?

zIT^DPX IBM Security Key Lifecycle Manager }]bPD\?DE"#

XZKNq

zIT9C“^D\?”T0r4^DPX\?DE"# zDG+Xk_P4P^DYw

MCJ`&h8iDmI(#

}L

1. G<<NC'gf#

2. Z“6-”3fOD“\?Mh8\m”?VP,!q IBM Spectrum Scale#

3. %w*A > \m\?Mh8#

4. r_,R|%w IBM Spectrum Scale,;s!q\m\?Mh8#

5. Z IBM Spectrum Scale D\m3fO,!q;v\?#

6. %w^D#

7. r_,R|%w\?,;s!q^D,r+w\?u?#

8. Z“^D\?”T0rO,dk|DsDE"# ;s%w^D# Q|DmPD\?E

"#

>}\?

zITS IBM Security Key Lifecycle Manager }]bP>}\?u?#

XZKNq

zIT9C“>}”K%n4>}\?# zDG+Xk_P4P>}YwMCJ`&h8

iDmI(#

}L

1. G<<NC'gf#

2. Z“6-”3fOD“\?Mh8\m”?VP,!q IBM Spectrum Scale#

3. %w*A > \m\?Mh8#

4. r_,R|%w IBM Spectrum Scale,;s!q\m\?Mh8#

5. Z IBM Spectrum Scale D\m3fO,!q;v\?#

6. %w>}#
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7. r_,R|%w\?,;s!q>}#

8. >}\?.0,kZ“7O”T0rODA7O{"Ti$Gq!qK}7D\?#

;s%w7(# QSmP}%C\?E"#

8]M4-

IBM Security Key Lifecycle Manager a)K;iYw,CZ8]M4-10&Zn/

4,DD~M}]#

IBM Security Key Lifecycle Manager T@"Z~qwDYw53M?<a9D==4

(g=(8]D~# zIT+8]D~4-=kSP8]b)D~DYw53;,DY

w53# }g,ITZ Windows 53O4-Z Linux 53O8]D8]D~#

zIT9Cg=(8]5CLrZOMf>D IBM Security Key Lifecycle Manager O

KP8]YwT8]X|}]# zITgYw53Z10f>D IBM Security Key

Lifecycle Manager O4-b)8]D~#

":S IBM Security Key Lifecycle Manager V2.6 "Pf*<,;'V Solaris Yw

53# g{zGZ Solaris 53O9C IBM Security Key Lifecycle Manager,k9C

g=(8]5CLr48]}]# ;s,zITKP4-Yw,TcZNN\'VDY

w53(}g Windows"Linux r AIX)O?pD IBM Security Key Lifecycle Man-

ager V2.6 53O4-}]#

8]D~|,TB}]:

v IBM Security Key Lifecycle Manager }]bmPD}]

v ENbT0w\?yZD\?b

v IBM Security Key Lifecycle Manager dCD~

zDG+Xk_P8]r4-D~DmI(#

4\}78]X|}]I\a<B^(CJyPS\D}],"R^(V4Tb)}

]DCJ# ;*T8]D~xPS\,r+8]D~f"ZS\h8O# 8]}]'

\9I\a<B\?\mwZTsvV;;BDiv,2I\*'f"h8OD}

]#

IBM Security Key Lifecycle Manager 8]M4-Yw'V+ AES 256 ;\?$HC

Z}]S\/b\,T{O PCI DSS('6(P5}]2+j<)j<,Sxa_}]2

+T#

8]M4-KP1hs
8]M4- IBM Security Key Lifecycle Manager 8]D~D}]P;)KP1hs#

(}kTs?\?nd,vSd8]M4-BqJm9CD1ddt,I\b,1J

O#*KD~PD totalTranLifetimeTimeout hC8(;v|sD5:

WAS_HOME/profiles/KLMProfile/config/cells/
SKLMCell/nodes/SKLMNode/servers/server1/server.xml

Kb,XkzcTBu~:

v 7#Nq"z1&ZJm\?~qn/#9D1ddtZd#
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v TZ8]Nq,IBM Security Key Lifecycle Manager ~qwXkZ}#Yw4,B

KP# IBM Security Key Lifecycle Manager }]b5}XkIC#

v TZ4-Nq,XkI(} IBM Security Key Lifecycle Manager }]4CJ IBM

Security Key Lifecycle Manager }]b5}#

Z*<4-Nq.0,k7#z_P4(8]D~19CD\k# V4DD~Xk4

kH0SP8]}]D`, IBM Security Key Lifecycle Manager ~qwP# r_,

V4DD~Xk4k1>FczP#

v 7#k tklm.backup.dir tT`X*D?<fZ#mb,k7#T53Db)?<T

0Z IBM Security Key Lifecycle Manager ~qwM DB2 ~qw OKPD IBM Secu-

rity Key Lifecycle Manager \m1K'PA4CJ(#

8]X|D~

9C<NC'gf"|nPgfr REST gf48] IBM Security Key Lifecycle Man-

ager DX|D~#

XZKNq

zIT9C“8]M4-”3f#mb,z9IT9C tklmBackupRun |nr Backup Run
REST Service 48]X|}]# zDG+Xk_P8]D~DmI(#

IBM Security Key Lifecycle Manager T@"Z~qwDYw53M?<a9D==4

(8]D~# zIT+8]D~4-=kSP8]b)D~DYw53;,DYw5

3#

":8]I&{"G536'D{"# =v\m1I\aKPZ1dOX~D8]N

q#ZK1ddtZ,t/Z~vNq'\D\m1I\a4=4=4TZ;v8]

NqDYI&{"#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fO,%w8]M4-#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. 4(8]D~# ;N;\KP;n8]r4-Nq#
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v <NC'gf:

a. Z8]M4-mO,%w/@"8(8]f"b;C,}g C:\Program Files

(x86)\IBM\WebSphere\AppServer\products\sklm\restore\backup\

b. %w4(8]#

c. Z“4(8]”3fO,8(XhE",}gS\\k5# k7##tS\\k

Tc+44-8]19C#

d. %w4(8]#

v |nPgf:

dk tklmBackupRun "8(4(8]D~yhD5# }g,dk:

print AdminTask.tklmBackupRun
(’[-backupDirectory C:\\sklmbackup1 -password myBackupPwd]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Backup Run REST Service,k"M HTTP POST ks#k+zZ=

h a Pq!DC'O$j6fks{";p+],gTB>}y>#

POST https://localhost:9080/SKLM/rest/v1/ckms/backups
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"backupDirectory":"/sklmbackup1","password":"myBackupPwd"}

3. b+T>;u{",8vQ4(8]D~r8]YwQI&#

8]D~D1dAGP|,T RFC 822 q=m>DqV~Nj<1d (GMT) +F

?# 4D~{|,CZ8(1xGgZ9GmZqV~Nj<1d (GMT) D

+hhmm r -hhmm *X# }g,D~{ITG sklm_v2.6.0.0_20100123144220-
0800_backup.jar,dP -0800 m>C1xHqV~Nj<1d (GMT) m 8 !1#

B;=v24

#tS\\kTc+44-8]19C# ki48]D~yZD?<T7#C8]D~

fZ# kp`-8] JAR D~PDD~# z"T`-DD~+dC;IA#

4-8]D~

9C<NC'gf"|nPgfr REST gf44- IBM Security Key Lifecycle Man-

ager D8]D~#

XZKNq

zIT9C “8]M4- ”3f44-8]D~# mb,z9IT9C

tklmBackupRunRestore |nr Backup Run Restore REST Service 44-KD~# z

DG+Xk_P4-D~DmI(#. IBM Security Key Lifecycle Manager T@"Z&

CLrDYw53M?<a9D==4(8]D~# zIT+8]D~4-=kSP8

]b)D~DYw53;,DYw53#

Zt/4-Nq.0,ktk53TxP,$# TVP53xP8]#g{Z4-}L

P"zNNJb,zMIT9CK8]+53V4*-<4,#4P4-s,Xk"
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4XBt/ IBM Security Key Lifecycle Manager ~qw# kHi$73,;sY+

IBM Security Key Lifecycle Manager ~qwXBP;*zz73#

}L

1. /@A`&D3fr?<:

v <NC'gf:

a. G<<NC'gf#

b. Z“6-”3fO,%w8]M4-#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. 4-y!8]D~# ;N;\KP;n8]r4-Nq# g{z+3vD~4-=

1>Fcz,k9CEL.`DiJrgS+d+KD~4F=CFcz#

v <NC'gf:

a. %wT>8]TT>*4-D8]D~#

b. Z8]M4-mO,!qCmPPvD8]D~#

c. %wS8]4-#

":

– g{zZV<=53O&CK^)|,kp"T4-&CC^)|.04

(D8]D~#

d. Z“4-8]”3fO,8(CZ4(8]D~DS\\k#

e. %w4-8]#

v |nPgf:

dk tklmBackupRunRestore "8(XhE",}g76M8]D~{# 8(C

Z4(8]D~DS\\k# }g,dk:

print AdminTask.tklmBackupRunRestore
(’[-backupFilePath /opt/mysklmbackups/sklm_v2.6.0.0_20150705235417-1200_backup
-password myBackupPwd]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC Backup Run Restore REST Service,k"M HTTP POST ks#k

+zZ=h a Pq!DC'O$j6fks{";p+],gTB>}y>#
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POST https://localhost:9080/SKLM/rest/v1/ckms/restore
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"backupFilePath":"/opt/mysklmbackups/sklm_v2.5.0.0_20130705235417-
1200_backup.jar","password":"myBackupPwd"}

3. b+T>;u{",8v4-YwQI&#

a{

1 SKLMConfig.properties D~PD autoRestartAfterRestore tT5* true(1!

5)1,4-8]D~s,IBM Security Key Lifecycle Manager ~qwaT/XBt

/#

":T/XBt/ IBM Security Key Lifecycle Manager ~qw.s,Windows

WebSphere Application Server ~q4,;axP"B"RaT>*“Q#9”#

B;=v24

;s,7(~qwGq&ZZ{D4,# }g,zITli\?bT7(Z4P8]D

~4-.0fZJbD$iVZGqI)9C#

20 Java \ku)9^^F?H\=xr_TD~
g{ IBM Security Key Lifecycle Manager 8]Yw+ AES 256 ;\?CZ}]S\,

G4zXk20 Java \ku)9 (JCE) ^^F?H\=xr_TD~#

XZKNq

":Z10f>P,20 IBM Security Key Lifecycle Manager .s,1!ivBaz

I AES 256 ;w\?,"R+Z~qwO20 JCE ^^F?H\=xr_TD~#

}L

1. CJ ibm.com Web >c (https://www14.software.ibm.com/webapp/iwm/web/

preLogin.do?source=jcesdk.)#

2. 8( ibm.com Web >cC'j6M\k#

3. BX unrestrictedpolicyfiles.zip D~#

4. #9 WebSphere Application Server#

5. +9uD~DZ]b9u= <AppServer>\java\jre\lib\security ?<# }g:

Windows
C:\Program Files (x86)\IBM\WebSphere\AppServer\java\jre\lib\

security

Linux /opt/IBM/WebSphere/AppServer/java/jre/lib/security

6. XBt/ WebSphere Application Server#
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ZV<=53Ot/M#9 IBM Security Key Lifecycle
Manager ~qw

I\k*9C startServer r stopServer |nt/r#9 IBM Security Key Lifecycle

Manager ~qw# }g,Z4-NqjI.s,XBt/ IBM Security Key Lifecycle

Manager ~qw#

XZKNq

1 SKLMConfig.properties D~PD autoRestartAfterRestore tT5* true(1!

5)1,4-8]D~s,IBM Security Key Lifecycle Manager ~qwaT/XBt

/#

CZt/M#9 IBM Security Key Lifecycle Manager ~qw DE>Z WAS_HOME/

bin ?<P#

}L

1. <=A WAS_HOME/bin ?<#

2. t/r#9~qw#

v t/

Z Windows 53O:
startServer.bat server1

Zng Linux r AIX D53O:
./startServer.sh server1

v #9

Z Windows 53O:
stopServer.bat server1

Zng Linux r AIX D53O:
./stopServer.sh server1

1!ivB,+tC+V2+T# kdk WebSphere Application Server \m1D

C'j6M\k,w* stopServer DN}# 1!Tb)N}1,E>aa>zd

kN},+GITZ|nPO8(:

Z Windows 53O:
stopServer.bat server1 -username wasadmin -password mypwd

Zng Linux r AIX D53O:
./stopServer.sh server1 -username wasadmin -password mypwd

B;=v24

7( IBM Security Key Lifecycle Manager Gq}ZKP#}g,Z Web /@wPr

* IBM Security Key Lifecycle Manager,;sG<#

tC+V2+T

I\"zXktC+V2+TDiv#
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XZKNq

19C IBM Security Key Lifecycle Manager 1,;*{C+V2+T#

}L

1. *tC+V2+T,kT WebSphere Application Server \m1 WASAdmin Dm]

G<#

2. Z<=8P,%w2+T#

3. %w#$\m"&CLrMy!a9D2+#

4. 4!tC\m2+T4!r#

k7#2!qKtC&CLr2+T,"R4!q9C Java 2 2+T^FT>X
J4D&CLrCJ#

5. %w&C#

6. Z“{"”rP%w#f# %w"z#

7. #9"XBt/~qw#

8. XB0k IBM Security Key Lifecycle Manager G<3f#i$C3fGqh*\

k#

{C+V2+T

I\"zXk{C+V2+TDiv#

XZKNq

19C IBM Security Key Lifecycle Manager 1,;*{C+V2+T#

}L

1. *{C+V2+T,kT WebSphere Application Server \m1 WASAdmin Dm]

G<#

2. Z<=8P,%w2+T#

3. %w#$\m"&CLrMy!a9D2+#

4. e}tC\m2+T4!r#

5. %w&C#

6. Z“{"”rP%w#f# %w"z#

7. #9"XBt/~qw#

8. XB0k IBM Security Key Lifecycle Manager G<3f#i$3fGq;h*\

k#

>}8]D~

9C<NC'gfr|nPgf4>} IBM Security Key Lifecycle Manager D8]D

~# }g,zIT>}53Td;YP5qh*D8]D~#

XZKNq

zIT9C“8]M4-”3f4>}8]D~#

zDG+Xk_P8]D~DmI(#
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}L

1. G<<NC'gf#

2. Z“6-”3fO,%w8]M4-#

3. Z8]M4-mO,!qCmPPvD8]D~#

4. %w>}8],;s7Oz*>}CD~#

B;=v24

liZdPf"8]D~D?<T7(Gq>}K8(D~#

Z|nPr REST gfOKP8]M4-Nq
zIT9C|nPgfr REST gf4jI|`^(Z<NC'gfOjID8]M4

-Nq#

XZKNq

*<.0,kq!\k# zDG+Xk_P8]r4-D~DmI(#

}L

1. /@A`&D?<"G<:

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. jICNq:

v |nPgf:

tklmBackupGetProgress

dk tklmBackupGetProgress T7(}ZKPD8]NqD10WN# }

g,dk:

print AdminTask.tklmBackupGetProgress()

tklmBackupGetRestoreProgress

dk tklmBackupGetRestoreProgress T7(}ZKPD4-NqD10

WN# }g,dk:

print AdminTask.tklmBackupGetRestoreProgress()

tklmBackupGetRestoreResult
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dk tklmBackupGetRestoreResult T7(4-NqQI&jI9G'\#

}g,dk:

print AdminTask.tklmBackupGetRestoreResult()

tklmBackupGetResult

dk tklmBackupGetResult T7(8]NqQI&jI9G'\# }

g,dk:

print AdminTask.tklmBackupGetResult()

tklmBackupIsRestoreRunning

dk tklmBackupIsRestoreRunning T7(4-NqGq&ZKP4,#

}g,dk:

print AdminTask.tklmBackupIsRestoreRunning()

tklmBackupIsRunning

dk tklmBackupIsRunning T7(8]NqGq&ZKP4,# }g,

dk:

print AdminTask.sklmBackupIsRunning()

tklmBackupList

dk tklmBackupList TPv?<PD8]D~# }g,dk:

print AdminTask.tklmBackupList
(’[-backupDirectory C:\\tipbak1\\tklmbackup1 -v y]’)

v REST gf:

a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *wC REST ~q,k"M HTTP ks#k+zZ=h a Pq!DC'O

$j6fks{";p+],gTB>}y>#

Backup Get Progress REST Service
9C Backup Get Progress REST Service T7(}ZKPD8]N
qD10WN# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/ckms/backups/progress
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

Backup Get Restore Progress REST Service
9C Backup Get Restore Progress REST Service T7(}ZKP
D4-NqD10WN# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/ckms/restore/progress
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en

Backup Get Restore Result REST Service
dk Backup Get Restore Result REST Service T7(4-NqQ
I&jI9G'\# }g,zIT"MTB HTTP ks:
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GET https://localhost:9080/SKLM/rest/v1/ckms/restore/result
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

Backup Get Result REST Service
dk Backup Get Result REST Service T7(8]NqQI&jI
9G'\# }g,zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/ckms/backups/result
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

Backup List REST Service
9C Backup List REST Service TPv?<PD8]D~# }g,

zIT"MTB HTTP ks:

GET https://localhost:9080/SKLM/rest/v1/ckms/backups?
backupDirectory=
/sklmbackup
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en

jI{"m>I&#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

kTOMf>D IBM Security Key Lifecycle Manager D8]M
4-Yw

zIT9C10f>D IBM Security Key Lifecycle Manager Dg=(8]5CLrZ

OMf>D IBM Security Key Lifecycle Manager OKP8]Yw,T8]X|}]#

zIT9C4-5CLrgYw53Z10f>D IBM Security Key Lifecycle Man-

ager O4-b)8]D~#

8] Encryption Key Manager V2.1 }]
9C IBM Security Key Lifecycle Manager V2.6 8]5CLr44( Encryption Key

Manager V2.1 8]D~#

*<.0

v zXkZ53O20 IBM Security Key Lifecycle Manager V2.6#

v k7# Encryption Key Manager D~P|,kExzm"\?iM*}]`XDd

CD~"\?bD~"d{}]D~MD~P#
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XZKNq

zIT9C8]5CLrT@"Z~qwDYw53M?<a9D==4(g=(8

]D~# zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D5

3O4-b)g=(f]8]D~#

}L

1. + Encryption Key Manager D~PMyPd{XhD~4F=20K IBM Secu-

rity Key Lifecycle Manager V2.6 D53#

2. 7#4F KeyManagerConfig.properties D~M KeyManagerConfig.properties D

~Pa0DTBD~#

":zXk`- Encryption Key Manager D~PPD KeyManagerConfig.properties

dCD~T8(\?bD~Md{}]D~DxT76,gTB>}Py>#

Admin.ssl.keystore.name=C\:/EKM21/test.keys.ssl
Admin.ssl.truststore.name=C\:/EKM21/test.keys.ssl
TransportListener.ssl.truststore.name=C\:/EKM21/test.keys.ssl
TransportListener.ssl.keystore.name=C\:/EKM21/test.keys.ssl
config.keystore.file=C\:/EKM21/test.keys.jceks
config.drivetable.file.url=FILE\:C\:/EKM21/filedrive.table
Audit.handler.file.directory=C\:/audit
Audit.metadata.file.name=C\:/EKM21/metadata/EKMData.xml
config.keygroup.xml.file=FILE\:C\:/EKM21/KeyGroups.xml

3. Z20K V2.6 D53OR=8]5CLrD~P#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\ekm21

1!;C* C:\Program Files (x86)\IBM\SKLMV26\migration\utilities\

ekm21#

Linux <SKLM_INSTALL_HOME>/migration/utilities/ekm21

1!;C* /opt/IBM/SKLMV26/migration/utilities/ekm21#

4. `-8]5CLrD~PPD backup.properties TdCXT,gTB>}y>#

zXk*} BACKUP_DIR XT(I!)TbDyPXThC5#

g{48( BACKUP_DIR D5,G4+ZKP8]5CLrD`,?<BD backup

D~PP4(8]D~#

":Z Windows Yw53O,CZ8]YwD backup.properties D~;\|,

W2xPUqDtTX|VM5#

Windows
KLM_VERSION=2.1
BACKUP_DIR=C:\\ekm_backup
EKM_HOME=C:\\EKM21
BACKUP_PASSWORD=passw0rd123
JAVA_HOME=C:\\Program Files (x86)\\IBM\\WebSphere
\\AppServer\\java

Linux
KLM_VERSION=2.1
BACKUP_DIR=/ekm_backup
EKM_HOME=/EKM21
BACKUP_PASSWORD=passw0rd123
JAVA_HOME=/opt/IBM/WebSphere/AppServer/java
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":Z Windows 53O,ZtTD~P8(761,k9C“/”r“\\”w*76Vt

{,gTB>}y>#

C:\\ekm_backup

r

C:/ekm_backup

5. r*|na>{"KP8]5CLr#

Windows
*A <SKLM_INSTALL_HOME>\migration\utilities\ekm21 ?<"KPTB|

n:

backupEKM21.bat

Linux *A <SKLM_INSTALL_HOME>/migration/utilities/ekm21 ?<"KPTB|

n:

backupEKM21.sh

B;=v24

v k4s|,8]D~D?<T7#8]D~fZ#b)8]D~GZ*

backup.properties D~PD BACKUP_DIR 8(D;C4(D#

v kli backup.log D~TRvmsrl##backup.log D~GZKP8]5CL

rD?<P4(D#*I&4P8]Yw,k7#CU>D~P;Pmsrl##

v #t8]\kT)+44-8]19C#

v k;*Z8]i5P`-D~#z"T`-DD~+a;IA#

4- Encryption Key Manager V2.1 8]D~
(}9C<NC'gf"|nPgf"REST gfr(F4-E>,zITZ20P

IBM Security Key Lifecycle Manager V2.6 D53O4- Encryption Key Manager V2.1

g=(8]D~#

*<.0

Z53O20 IBM Security Key Lifecycle Manager V2.6# zXk_P Encryption Key

Manager 8]D~,"7#_P4(C8]D~1y9CD\k#

":zDG+Xk_PKP8]M4-YwDmI(#

XZKNq

zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D53O4-

Encryption Key Manager g=(f]8]D~#

Zt/4-Nq.0,ktk53TxP,$# TVP53xP8]#g{Z4-}L

P"zNNJb,zMIT9CK8]+53V4*-<4,#4P4-s,Xk"

4XBt/ IBM Security Key Lifecycle Manager ~qw# kHi$73,;sY+

IBM Security Key Lifecycle Manager ~qwXBP;*zz73#

}L

1. G<20K IBM Security Key Lifecycle Manager V2.6 D53#
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2. +8]D~(}g,sklm_vEKM21_20150820113253+0530_backup.jar)S Encryp-

tion Key Manager V2.1 534F=!qD?<#

3. 9CBPNN=(4-8]D~#

<NC'gf 1. TZ(C'm](}g,SKLMAdmin)G<<NC'gf#

2. Z“6-”3fO,%w8]M4-#

3. Z8]f"b;CVNP,8( Encryption Key Manager 8]D~

yZ?<Dj{76#*R=C?<,k%w/@#

4. %wT>8]TT>*4-D8]D~#

5. Z8]M4-mP,!q8]D~#

6. %wS8]4-#

7. Z“4-8]”3fO,8(4(8]D~1y9CD8]\k#

8. %w4-8]#

9. XBt/ IBM Security Key Lifecycle Manager ~qw#

|nPgf 1. *A WAS_HOME/bin ?<# }g:

Windows
cd drive:\Program Files (x86)\IBM\WebSphere\AppServer\

bin

Linux cd /opt/IBM/WebSphere/AppServer/bin

2. 9CZ(C'j6(}g SKLMAdmin)t/ wsadmin gf# }g:

Windows
wsadmin -username SKLMAdmin -password mypwd
-lang jython

Linux
./wsadmin.sh -username SKLMAdmin -password mypwd
-lang jython

3. (}8(N}(}g8]D~{0dj{76,T04(8]1y

9CD8]\k)4KP tklmBackupRunRestore CLI |n,gTB

>}y>#

print AdminTask.tklmBackupRunRestore
(’[-backupFilePath /opt/mysklmbackups

/sklm_vEKM21_20150820113253+0530_backup.jar
-password myBackupPwd]’)

4. XBt/ IBM Security Key Lifecycle Manager ~qw#
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REST gf 1. r* REST M'z#

2. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(

;C'O$j6# PXO$}LD|`E",kND REST ~qD

i$wL#

3. *wC Backup Run Restore REST Service,k+8]D~{0dj

{76M8]\k8(*N}4"M HTTP POST ks# k+zZ

=h b Pq!DC'O$j6fks{";p+],gTB>}y

>#

POST https://localhost:9080/SKLM/rest/v1/ckms/restore
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{"backupFilePath":"/opt/mysklmbackups
/sklm_vEKM21_20150820113253+0530_backup.jar
backup.jar","password":"myBackupPwd"}

4. XBt/ IBM Security Key Lifecycle Manager ~qw#
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(F4-E> 1. R= IBM Security Key Lifecycle Manager 4-5CLr#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\ekm21

1!;C* C:\Program Files (x86)\IBM\SKLMV26\

migration\utilities\ekm21#

Linux <SKLM_INSTALL_HOME>/migration/utilities/ekm21

1!;C* /opt/IBM/SKLMV26/migration/utilities/

ekm21#

2. `- ekm21 D~PPD restore.properties TdCtT,gTB

>}y>:

":Z Windows Yw53O,CZ4-YwD restore.properties

D~;\|,W2xPUqDtTX|VM5#

Windows
WAS_HOME=C:\\Program Files (x86)\\IBM\\WebSphere
\\AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=C:\\ekm_restore\
sklm_vEKM21_20150924024117-0400_backup.jar
WAS_USER_PWD=wasadmin
RESTORE_USER_ROLES=n

Linux
WAS_HOME=/opt/IBM/WebSphere/AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=/ekm_restore/sklm_vEKM21_
20150820113253+0530_backup.jar
WAS_USER_PWD=wasadmin
RESTORE_USER_ROLES=n

":Z Windows Yw53O,ZtTD~P8(761,k9C

“/”r“\\”w*76Vt{,gTB>}y>#

C:\\ekm_restore

r

C:/ekm_restore

3. r*|na>{"KP4-5CLr#

Windows
*A <SKLM_INSTALL_HOME>\migration\utilities\ekm21 ?

<"KPTB|n:

restoreEKM21.bat

Linux *A <SKLM_INSTALL_HOME>/migration/utilities/ekm21 ?

<"KPTB|n:

restoreEKM21.sh

4. XBt/ IBM Security Key Lifecycle Manager ~qw#
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8] IBM Security Key Lifecycle Manager V1.0 (TKLM V1.0) }
]

9C IBM Security Key Lifecycle Manager V2.6 8]5CLr44( IBM Security Key

Lifecycle Manager V1.0(0m* Tivoli Key Lifecycle Manager V1.0)g=(8]D~#

*<.0

zXkZ53O20 IBM Security Key Lifecycle Manager V2.6# 7#20K IBM Secu-

rity Key Lifecycle Manager V1.0(_PnB FP7)D53IC#XkHdC\?b,;

sYKP8]Yw#

XZKNq

zIT9C8]5CLrT@"Z~qwDYw53M?<a9D==4(g=(8

]D~# zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D5

3O4-b)g=(f]8]D~#

}L

Z20K IBM Security Key Lifecycle Manager V2.6 M V1.0 D53OKPBP=h#

IBM Security Key
Lifecycle Manager
V2.6

1. 9CC'>$G<53#

2. R=8]5CLrD~P#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\v1

1!;C* C:\Program Files (x86)\IBM\SKLMV26\

migration\utilities\v1#

Linux <SKLM_INSTALL_HOME>/migration/utilities/v1

1!;C* /opt/IBM/SKLMV26/migration/utilities/

v1#

3. + rt.jar M xml.jar D~S <WAS_HOME>/java/jre/lib D~P4

F==h b PhvD8]5CLrD~P#
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IBM Security Key
Lifecycle Manager
V1.0

1. 9CC'>$G<53#

2. + v1 D~PS20K IBM Security Key Lifecycle Manager V2.6

D534F=z!qD>X?<#

3. `- v1 D~PPD backup.properties TdCXT,gTB>}

y>#zXk*} BACKUP_DIR XT(I!)TbDyPXThC

5#

g{48( BACKUP_DIR D5,G4+ZKP8]5CLrD`,?

<BD backup D~PP4(8]D~#

":Z Windows Yw53O,CZ8]YwD backup.properties

D~;\|,W2xPUqDtTX|VM5#

Windows
TKLM_TIP_HOME=C:\\IBM\\tivoli\\tip
DB_PASSWORD=tklmdb2
KEYSTORE_PASSWORD=Passw0rd
TIP_USER_PWD=tipadmin
BACKUP_PASSWORD=passw0rd123
BACKUP_DIR=C:\\tklmv1_backup

Linux
TKLM_TIP_HOME=/opt/IBM/tivoli/tip/
DB_PASSWORD=tklmdb2
KEYSTORE_PASSWORD=Passw0rd
TIP_USER_PWD=tipadmin
BACKUP_PASSWORD=passw0rd123
BACKUP_DIR=/tklmv1_backup

":Z Windows Yw53O,ZtTD~P8(761,k9C

“/”r“\\”w*76Vt{,gTB>}y>#

C:\\tklmv1_backup

r

C:/tklmv1_backup

4. r*|na>{"KP8]5CLr#

Windows
*A v1 ?<(kND=h b)"KPTB|n:

backupV1.bat

Linux *A v1 ?<(kND=h b)"KPTB|n:

backupV1.sh

B;=v24

v k4s|,8]D~D?<T7#8]D~fZ#b)8]D~GZ*

backup.properties D~PD BACKUP_DIR 8(D;C4(D#

v kli backup.log D~TRvmsrl##backup.log D~GZKP8]5CL

rD?<P4(D#*I&4P8]Yw,k7#CU>D~P;Pmsrl##

v #t8]\kT)+44-8]19C#

v k;*Z8]i5P`-D~#z"T`-DD~+a;IA#
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4- IBM Security Key Lifecycle Manager V1.0 (TKLM V1.0) 8
]D~

(}9C<NC'gf"|nPgf"REST gfr(F4-E>,zITZ20P

IBM Security Key Lifecycle Manager V2.6 D53O4- IBM Security Key Lifecycle

Manager V1.0(0m* Tivoli Key Lifecycle Manager V1.0)g=(8]D~#

*<.0

Z53O20 IBM Security Key Lifecycle Manager V2.6# zXk_P4TOMf>

D8]D~,"7#_P4(C8]D~1y9CD\k#

":zDG+Xk_PKP8]M4-YwDmI(#

XZKNq

zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D53O4-

IBM Security Key Lifecycle Manager V1.0 g=(f]8]D~#

Zt/4-Nq.0,ktk53TxP,$# TVP53xP8]#g{Z4-}L

P"zNNJb,zMIT9CK8]+53V4*-<4,#4P4-s,Xk"

4XBt/ IBM Security Key Lifecycle Manager ~qw# kHi$73,;sY+

IBM Security Key Lifecycle Manager ~qwXBP;*zz73#

}L

1. G<20K IBM Security Key Lifecycle Manager V2.6 D53#

2 . +8]D~(}g, t k l m _ v 1 . 0 . 0 . 7 _ 2 0 1 5 0 7 2 9 0 1 3 2 5 0 -

0400_migration_backup.jar)S V1.0 534F=!qD?<#

3. 9CBPNN=(4-8]D~#

<NC'gf 1. TZ(C'm](}g,SKLMAdmin)G<<NC'gf#

2. Z“6-”3fO,%w8]M4-#

3. Z8]f"b;CVNP,8( V1.0 8]D~yZ?<Dj{76#

*R=C?<,k%w/@#

4. %wT>8]TT>*4-D8]D~#

5. Z8]M4-mP,!q8]D~#

6. %wS8]4-#

7. Z“4-8]”3fO,8(4(8]D~1y9CD8]\k#

8. %w4-8]#

9. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C<NC'gfS IBM Security Key Lifecycle Manager V1.0

8]4-G+"C'Mi#
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|nPgf 1. *A WAS_HOME/bin ?<# }g:

Windows
cd drive:\Program Files (x86)\IBM\WebSphere\AppServer\

bin

Linux cd /opt/IBM/WebSphere/AppServer/bin

2. 9CZ(C'j6(}g SKLMAdmin)t/ wsadmin gf# }g:

Windows
wsadmin -username SKLMAdmin -password mypwd
-lang jython

Linux
./wsadmin.sh -username SKLMAdmin -password mypwd
-lang jython

3. (}8(N}(}g8]D~{0dj{76,T04(8]1y9

CD8]\k)4KP tklmBackupRunRestore CLI |n,gTB>}

y>#

print AdminTask.tklmBackupRunRestore
(’[-backupFilePath /opt/mysklmbackups/

tklm_v1.0.0.7_20150729013250-0400_migration_
backup.jar

-password myBackupPwd]’)

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C|nPgfS IBM Security Key Lifecycle Manager V1.0

8]4-G+"C'Mi#

REST gf 1. r* REST M'z#

2. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(

;C'O$j6# PXO$}LD|`E",kND REST ~qDi

$wL#

3. *wC Backup Run Restore REST Service,k+8]D~{0dj{

76M8]\k8(*N}4"M HTTP POST ks# k+zZ=h

b Pq!DC'O$j6fks{";p+],gTB>}y>#

POST https://localhost:9080/SKLM/rest/v1/ckms/restore
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language : en
{"backupFilePath":"/opt/mysklmbackups/
tklm_v1.0.0.7_20150729013250-0400_migration
_backup.jar
backup.jar","password":"myBackupPwd"}

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C REST gfS IBM Security Key Lifecycle Manager V1.0

8]4-G+"C'Mi#
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(F4-E> 1. R= IBM Security Key Lifecycle Manager 4-5CLr#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\v1

1!;C* C:\Program Files (x86)\IBM\SKLMV26\

migration\utilities\v1#

Linux <SKLM_INSTALL_HOME>/migration/utilities/v1

1!;C* /opt/IBM/SKLMV26/migration/utilities/v1#

2. `- v1 D~PPD restore.properties TdCtT,gTB>}y

>:

":Z Windows Yw53O,CZ4-YwD restore.properties

D~;\|,W2xPUqDtTX|VM5#

Windows
WAS_HOME=C:\\Program Files (x86)\\IBM\\WebSphere
\\AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=C:\\tklmv1_restore\\
tklm_v1.0.0.7_20150729013250-0400_migration
_backup.jar
WAS_USER_PWD=wasadmin
RESTORE_USER_ROLES=y

Linux
WAS_HOME=/opt/IBM/WebSphere/AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=/tklmv1_restore/
tklm_v1.0.0.7_20150729013250-0400_migration
_backup.jar
WAS_USER_PWD=wasadmin
RESTORE_USER_ROLES=y

":Z Windows Yw53O,ZtTD~P8(761,k9C

“/”r“\\”w*76Vt{,gTB>}y>#

C:\\tklmv1_restore

r

C:/tklmv1_restore

3. r*|na>{"KP4-5CLr#

Windows
*A <SKLM_INSTALL_HOME>\migration\utilities\v1 ?<"

KPTB|n:

restoreV1.bat

Linux *A <SKLM_INSTALL_HOME>/migration/utilities/v1 ?<"

KPTB|n:

restoreV1.sh

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":zIT9C(F4-E>S IBM Security Key Lifecycle Manager V1.0

8]4-G+"C'Mi#
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B;=v24

* LTO \?iM 3592 $idCDXv+;aT/SOMf>D IBM Security Key

Lifecycle Manager P4-#zXk*$iM\?iV/hCXv#

PX|`E",kNDZ 1523D:4-Xv$iM\?i;#

8] IBM Security Key Lifecycle Manager V2.0 (TKLM V2.0) }
]

9C IBM Security Key Lifecycle Manager V2.6 8]5CLr44( IBM Security Key

Lifecycle Manager V2.0(0m* Tivoli Key Lifecycle Manager V2.0)8]D~#

*<.0

zXkZ53O20 IBM Security Key Lifecycle Manager V2.6# 7#20K IBM Secu-

rity Key Lifecycle Manager V2.0(_PnB FP6)D53IC#XkHdC\?b,;

sYKP8]Yw#

XZKNq

zIT9C8]5CLrT@"Z~qwDYw53M?<a9D==4(g=(8

]D~# zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D5

3O4-b)g=(f]8]D~#

}L

Z20K IBM Security Key Lifecycle Manager V2.6 M V2.0 D53OKPBP=h#

IBM Security Key
Lifecycle Man-
ager V2.6

1. 9CC'>$G<53#

2. R=8]5CLrD~P#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\v2

1!;C* C:\Program Files (x86)\IBM\SKLMV26\migration\

utilities\v2#

Linux <SKLM_INSTALL_HOME>/migration/utilities/v2

1!;C* /opt/IBM/SKLMV26/migration/utilities/v2#

3. + rt.jar M xml.jar D~S <WAS_HOME>/java/jre/lib D~P4F

==h b PhvD8]5CLrD~P#
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IBM Security Key
Lifecycle Man-
ager V2.0

1. 9CC'>$G<53#

2. + v2 D~PS20K IBM Security Key Lifecycle Manager V2.6 D

534F=z!qD>X?<#

3. `- v2 D~PPD backup.properties TdCtT,gTB>}y>#

zXk*} BACKUP_DIR XT(I!)TbDyPXThC5#

g{48( BACKUP_DIR D5,G4+ZKP8]5CLrD`,?<B

D backup D~PP4(8]D~#

":Z Windows Yw53O,CZ8]YwD backup.properties D

~;\|,W2xPUqDtTX|VM5#

Windows
TKLM_TIP_HOME=C:\\IBM\\tivoli\\tiptklmV2
DB_PASSWORD=tklmdb2
KEYSTORE_PASSWORD=Passw0rd
TIP_USER_PWD=tipadmin
BACKUP_PASSWORD=passw0rd123
BACKUP_DIR=C:\\tklmv2_backup

Linux
TKLM_TIP_HOME=/opt/IBM/tivoli/tiptklmV2/
DB_PASSWORD=tklmdb2
KEYSTORE_PASSWORD=Passw0rd
TIP_USER_PWD=tipadmin
BACKUP_PASSWORD=passw0rd123
BACKUP_DIR=/tklmv2_backup

":Z Windows Yw53O,ZtTD~P8(761,k9C

“/”r“\\”w*76Vt{,gTB>}y>#

C:\\tklmv2_backup

r

C:/tklmv2_backup

4. r*|na>{"KP8]5CLr#

Windows
*A v2 ?<(kND=h b)"KPTB|n:

backupV2.bat

Linux *A v2 ?<(kND=h b)"KPTB|n:

backupV2.sh

B;=v24

v k4s|,8]D~D?<T7#8]D~fZ#b)8]D~GZ*

backup.properties D~PD BACKUP_DIR 8(D;C4(D#

v kli backup.log D~TRvmsrl##backup.log D~GZKP8]5CL

rD?<P4(D#*I&4P8]Yw,k7#CU>D~P;Pmsrl##

v #t8]\kT)+44-8]19C#

v k;*Z8]i5P`-D~#z"T`-DD~+a;IA#
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4- IBM Security Key Lifecycle Manager V2.0 (TKLM V2.0) 8
]D~

(}9C<NC'gf"|nPgf"REST gfr(F4-E>,zITZ20P

IBM Security Key Lifecycle Manager V2.6 D53O4- IBM Security Key Lifecycle

Manager V2.0(0m* Tivoli Key Lifecycle Manager V2.0)g=(8]D~#

*<.0

Z53O20 IBM Security Key Lifecycle Manager V2.6# zXk_P4TOMf>

D8]D~,"7#_P4(C8]D~1y9CD\k#

":zDG+Xk_PKP8]M4-YwDmI(#

XZKNq

zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D53O4-

IBM Security Key Lifecycle Manager V2.0 g=(f]8]D~#

Zt/4-Nq.0,ktk53TxP,$# TVP53xP8]#g{Z4-}L

P"zNNJb,zMIT9CK8]+53V4*-<4,#4P4-s,Xk"

4XBt/ IBM Security Key Lifecycle Manager ~qw# kHi$73,;sY+

IBM Security Key Lifecycle Manager ~qwXBP;*zz73#

}L

1. G<20K IBM Security Key Lifecycle Manager V2.6 D53#

2 . +8]D~(}g, t k l m _ v 2 . 0 . 0 . 6 _ 2 0 1 5 0 7 2 9 0 1 3 2 5 0 -

0400_migration_backup.jar)S V2.0 534F=!qD?<#

3. 9CBPNN=(4-8]D~#

<NC'gf 1. TZ(C'm](}g,SKLMAdmin)G<<NC'gf#

2. Z“6-”3fO,%w8]M4-#

3. Z8]f"b;CVNP,8( V2.0 8]D~yZ?<Dj{7

6#*R=C?<,k%w/@#

4. %wT>8]TT>*4-D8]D~#

5. Z8]M4-mP,!q8]D~#

6. %wS8]4-#

7. Z“4-8]”3fO,8(4(8]D~1y9CD8]\k#

8. %w4-8]#

9. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C<NC'gfS IBM Security Key Lifecycle Manager

V2.0 8]4-G+"C'Mi#

\m 139



|nPgf 1. *A WAS_HOME/bin ?<# }g:

Windows
cd drive:\Program Files (x86)\IBM\WebSphere\AppServer\

bin

Linux cd /opt/IBM/WebSphere/AppServer/bin

2. 9CZ(C'j6(}g SKLMAdmin)t/ wsadmin gf# }g:

Windows
wsadmin -username SKLMAdmin -password mypwd
-lang jython

Linux
./wsadmin.sh -username SKLMAdmin -password mypwd
-lang jython

3. (}8(N}(}g8]D~{0dj{76,T04(8]1y

9CD8]\k)4KP tklmBackupRunRestore CLI |n,gTB

>}y>#

print AdminTask.tklmBackupRunRestore
(’[-backupFilePath /opt/mysklmbackups/

tklm_v2.0.0.6_20150729013250-0400_migration
_backup.jar

-password myBackupPwd]’)

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C|nPgfS IBM Security Key Lifecycle Manager V2.0

8]4-G+"C'Mi#

REST gf 1. r* REST M'z#

2. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(

;C'O$j6# PXO$}LD|`E",kND REST ~qD

i$wL#

3. *wC Backup Run Restore REST Service,k+8]D~{0dj

{76M8]\k8(*N}4"M HTTP POST ks# k+zZ

=h b Pq!DC'O$j6fks{";p+],gTB>}y

>#

POST https://localhost:9080/SKLM/rest/v1/ckms/restore
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{"backupFilePath":"/opt/mysklmbackups/
tklm_v2.0.0.6_20150729013250-0400_migration
_backup.jar
backup.jar","password":"myBackupPwd"}

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C REST gfS IBM Security Key Lifecycle Manager V2.0

8]4-G+"C'Mi#
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(F4-E> 1. R= IBM Security Key Lifecycle Manager 4-5CLr#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\v2

1!;C* C:\Program Files (x86)\IBM\SKLMV26\

migration\utilities\v2#

Linux <SKLM_INSTALL_HOME>/migration/utilities/v2

1!;C* /opt/IBM/SKLMV26/migration/utilities/

v2#

2. `- ekm21 D~PPD restore.properties TdCtT,gTB

>}y>:

":Z Windows Yw53O,CZ4-YwD restore.properties

D~;\|,W2xPUqDtTX|VM5#

Windows
WAS_HOME=C:\\Program Files (x86)\\IBM\\WebSphere
\\AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=C:\\tklmv2_restore\\
tklm_v2.0.0.6_20150729013250-0400_migration
_backup.jar
WAS_USER_PWD=wasadmin
RESTORE_USER_ROLES=y

Linux
WAS_HOME=/opt/IBM/WebSphere/AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=/tklmv2_restore/
tklm_v2.0.0.6_20150729013250-0400_migration
_backup.jar
WAS_USER_PWD=wasadmin
RESTORE_USER_ROLES=y

":Z Windows 53O,ZtTD~P8(761,k9C“/”r“\\”

w*76Vt{,gTB>}y>#

C:\\tklmv2_restore

r

C:/tklmv2_restore

3. r*|na>{"KP4-5CLr#

Windows
*A <SKLM_INSTALL_HOME>\migration\utilities\v2 ?<

"KPTB|n:

restoreV2.bat

Linux *A <SKLM_INSTALL_HOME>/migration/utilities/v2 ?<

"KPTB|n:

restoreV2.sh

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":zIT9C(F4-E>S IBM Security Key Lifecycle Manager

V2.0 8]4-G+"C'Mi#
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B;=v24

* LTO \?iM 3592 $idCDXv+;aT/SOMf>D IBM Security Key

Lifecycle Manager P4-#zXk*$iM\?iV/hCXv#

PX|`E",kNDZ 1523D:4-Xv$iM\?i;#

8] IBM Security Key Lifecycle Manager V2.0.1 (TKLM V2.0.1)
}]

9C IBM Security Key Lifecycle Manager V2.6 8]5CLr44( IBM Security Key

Lifecycle Manager V2.0.1(0m* Tivoli Key Lifecycle Manager V2.0.1)8]D~#

*<.0

zXkZ53O20 IBM Security Key Lifecycle Manager V2.6# 7#20K IBM Secu-

rity Key Lifecycle Manager V2.0.1(_PnB FP5)D53IC#XkHdC\?b,

;sYKP8]Yw#

XZKNq

zIT9C8]5CLrT@"Z~qwDYw53M?<a9D==4(g=(8

]D~# zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D5

3O4-b)g=(f]8]D~#

}L

Z20K IBM Security Key Lifecycle Manager V2.6 M V2.0.1 D53OKPBP=

h#

IBM Security Key
Lifecycle Man-
ager V2.6

1. 9CC'>$G<53#

2. R=8]5CLrD~P#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\v2

1!;C* C:\Program Files (x86)\IBM\SKLMV26\migration\

utilities\v2#

Linux <SKLM_INSTALL_HOME>/migration/utilities/v2

1!;C* /opt/IBM/SKLMV26/migration/utilities/v2#

3. + rt.jar M xml.jar D~S <WAS_HOME>/java/jre/lib D~P4F

==h b PhvD8]5CLrD~P#
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IBM Security Key
Lifecycle Man-
ager V2.0.1

1. 9CC'>$G<53#

2. + v2 D~PS20K IBM Security Key Lifecycle Manager V2.6 D

534F=z!qD>X?<#

3. `- v2 D~PPD backup.properties TdCtT,gTB>}y>#

zXk*} BACKUP_DIR XT(I!)TbDyPXThC5#

g{48( BACKUP_DIR D5,G4+ZKP8]5CLrD`,?<B

D backup D~PP4(8]D~#

":Z Windows Yw53O,CZ8]YwD backup.properties D

~;\|,W2xPUqDtTX|VM5#

Windows
TKLM_TIP_HOME=C:\\IBM\\tivoli\\tiptklmV2
DB_PASSWORD=tklmdb2
KEYSTORE_PASSWORD=Passw0rd
TIP_USER_PWD=tipadmin
BACKUP_PASSWORD=passw0rd123
BACKUP_DIR=C:\\tklmv201_backup

Linux
TKLM_TIP_HOME=/opt/IBM/tivoli/tiptklmV2/
DB_PASSWORD=tklmdb2
KEYSTORE_PASSWORD=Passw0rd
TIP_USER_PWD=tipadmin
BACKUP_PASSWORD=passw0rd123
BACKUP_DIR=/tklmv201_backup

":Z Windows Yw53O,ZtTD~P8(761,k9C

“/”r“\\”w*76Vt{,gTB>}y>#

C:\\tklmv201_backup

r

C:/tklmv201_backup

4. r*|na>{"KP8]5CLr#

Windows
*A v2 ?<(kND=h b)"KPTB|n:

backupV2.bat

Linux *A v2 ?<(kND=h b)"KPTB|n:

backupV2.sh

B;=v24

v k4s|,8]D~D?<T7#8]D~fZ#b)8]D~GZ*

backup.properties D~PD BACKUP_DIR 8(D;C4(D#

v kli backup.log D~TRvmsrl##backup.log D~GZKP8]5CL

rD?<P4(D#*I&4P8]Yw,k7#CU>D~P;Pmsrl##

v #t8]\kT)+44-8]19C#

v k;*Z8]i5P`-D~#z"T`-DD~+a;IA#
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4- IBM Security Key Lifecycle Manager V2.0.1 (TKLM V2.0.1)
8]D~

(}9C<NC'gf"|nPgf"REST gfr(F4-E>,zITZ20P

IBM Security Key Lifecycle Manager V2.6 D53O4- IBM Security Key Lifecycle

Manager V2.0.1(0m* Tivoli Key Lifecycle Manager V2.0.1)g=(8]D~#

*<.0

Z53O20 IBM Security Key Lifecycle Manager V2.6# zXk_P4TOMf>

D8]D~,"7#_P4(C8]D~1y9CD\k#

":zDG+Xk_PKP8]M4-YwDmI(#

XZKNq

zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D53O4-

IBM Security Key Lifecycle Manager V2.0.1 g=(f]8]D~#

Zt/4-Nq.0,ktk53TxP,$# TVP53xP8]#g{Z4-}L

P"zNNJb,zMIT9CK8]+53V4*-<4,#4P4-s,Xk"

4XBt/ IBM Security Key Lifecycle Manager ~qw# kHi$73,;sY+

IBM Security Key Lifecycle Manager ~qwXBP;*zz73#

}L

1. G<20K IBM Security Key Lifecycle Manager V2.6 D53#

2 . +8]D~(}g, t k l m _ v 2 . 0 . 1 . 5 _ 2 0 1 5 0 7 2 9 0 1 3 2 5 0 -

0400_migration_backup.jar)S V2.0.1 534F=!qD?<#

3. 9CBPNN=(4-8]D~#

<NC'gf 1. TZ(C'm](}g,SKLMAdmin)G<<NC'gf#

2. Z“6-”3fO,%w8]M4-#

3. Z8]f"b;CVNP,8( V2.0.1 8]D~yZ?<Dj{7

6#*R=C?<,k%w/@#

4. %wT>8]TT>*4-D8]D~#

5. Z8]M4-mP,!q8]D~#

6. %wS8]4-#

7. Z“4-8]”3fO,8(4(8]D~1y9CD8]\k#

8. %w4-8]#

9. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C<NC'gfS IBM Security Key Lifecycle Manager

V2.0.1 8]4-G+"C'Mi#
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|nPgf 1. *A WAS_HOME/bin ?<# }g:

Windows
cd drive:\Program Files (x86)\IBM\WebSphere\AppServer\

bin

Linux cd /opt/IBM/WebSphere/AppServer/bin

2. 9CZ(C'j6(}g SKLMAdmin)t/ wsadmin gf# }g:

Windows
wsadmin -username SKLMAdmin -password mypwd
-lang jython

Linux
./wsadmin.sh -username SKLMAdmin -password mypwd
-lang jython

3. (}8(N}(}g8]D~{0dj{76,T04(8]1y

9CD8]\k)4KP tklmBackupRunRestore CLI |n,gTB

>}y>#

print AdminTask.tklmBackupRunRestore
(’[-backupFilePath /opt/mysklmbackups/

tklm_v2.0.1.5_20150729013250-0400_migration_backup.jar
-password myBackupPwd]’)

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C|nPgfS IBM Security Key Lifecycle Manager V2.0.1

8]4-G+"C'Mi#

REST gf 1. r* REST M'z#

2. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(

;C'O$j6# PXO$}LD|`E",kND REST ~qD

i$wL#

3. *wC Backup Run Restore REST Service,k+8]D~{0dj

{76M8]\k8(*N}4"M HTTP POST ks# k+zZ

=h b Pq!DC'O$j6fks{";p+],gTB>}y

>#

POST https://localhost:9080/SKLM/rest/v1/ckms/restore
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{"backupFilePath":"/opt/mysklmbackups/
tklm_v2.0.1.5_20150729013250-0400_migration_backup.jar
backup.jar","password":"myBackupPwd"}

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C REST gfS IBM Security Key Lifecycle Manager

V2.0.1 8]4-G+"C'Mi#
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(F4-E> 1. R= IBM Security Key Lifecycle Manager 4-5CLr#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\v2

1!;C* C:\Program Files (x86)\IBM\SKLMV26\

migration\utilities\v2#

Linux <SKLM_INSTALL_HOME>/migration/utilities/v2

1!;C* /opt/IBM/SKLMV26/migration/utilities/

v2#

2. `- ekm21 D~PPD restore.properties TdCtT,gTB>

}y>:

":Z Windows Yw53O,CZ4-YwD restore.properties

D~;\|,W2xPUqDtTX|VM5#

Windows
WAS_HOME=C:\\Program Files (x86)\\IBM\\WebSphere
\\AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=C:\\tklmv201_restore\\
tklm_v2.0.1.5_20150729013250-0400_migration_backup.jar
WAS_USER_PWD=wasadmin
RESTORE_USER_ROLES=y

Linux
WAS_HOME=/opt/IBM/WebSphere/AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=/tklmv201_restore/
tklm_v2.0.1.5_20150729013250-0400_migration
_backup.jar
WAS_USER_PWD=wasadmin
RESTORE_USER_ROLES=y

":Z Windows Yw53O,ZtTD~P8(761,k9C

“/”r“\\”w*76Vt{,gTB>}y>#

C:\\tklmv201_restore

r

C:/tklmv201_restore

3. r*|na>{"KP4-5CLr#

Windows
*A <SKLM_INSTALL_HOME>\migration\utilities\v2 ?<

"KPTB|n:

restoreV2.bat

Linux *A <SKLM_INSTALL_HOME>/migration/utilities/v2 ?<

"KPTB|n:

restoreV2.sh

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":zIT9C(F4-E>S IBM Security Key Lifecycle Manager

V2.0.1 8]4-G+"C'Mi#
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B;=v24

* LTO \?iM 3592 $idCDXv+;aT/SOMf>D IBM Security Key

Lifecycle Manager P4-#zXk*$iM\?iV/hCXv#

PX|`E",kNDZ 1523D:4-Xv$iM\?i;#

8] IBM Security Key Lifecycle Manager V2.5 }]
9C IBM Security Key Lifecycle Manager V2.6 8]5CLr44( IBM Security Key

Lifecycle Manager V2.5 g=(8]D~#

*<.0

zXkZ53O20 IBM Security Key Lifecycle Manager V2.6# 7#20K IBM Secu-

rity Key Lifecycle Manager V2.5(_PnB FP3)D53IC#

XZKNq

zIT9C8]5CLrT@"Z~qwDYw53M?<a9D==4(g=(8

]D~# zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D5

3O4-b)g=(f]8]D~#

}L

Z20K IBM Security Key Lifecycle Manager V2.6 M V2.5 D53OKPBP=h#

IBM Security Key
Lifecycle Man-
ager V2.6

1. 9CC'>$G<53#

2. R=8]5CLrD~P#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\sklmv25

1!;C* C:\Program Files (x86)\IBM\SKLMV26\migration\

utilities\sklmv25#

Linux <SKLM_INSTALL_HOME>/migration/utilities/sklmv25

1!;C* /opt/IBM/SKLMV26/migration/utilities/

sklmv25#

3. + rt.jar M xml.jar D~S <WAS_HOME>/java/jre/lib D~P4F

==h b PhvD8]5CLrD~P#
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IBM Security Key
Lifecycle Man-
ager V2.5

1. 9CC'>$G<53#

2. + sklmv25 D~PS20K IBM Security Key Lifecycle Manager V2.6

D534F=z!qD>X?<#

3. `- sklmv25 D~PPD backup.properties TdCXT,gTB>

}y># zXk*} BACKUP_DIR XT(I!)TbDyPXThC

5#

g{48( BACKUP_DIR D5,G4+ZKP8]5CLrD`,?<B

D backup D~PP4(8]D~#

":Z Windows Yw53O,CZ8]YwD backup.properties D

~;\|,W2xPUqDtTX|VM5#

Windows
WAS_HOME=C:\\Program Files (x86)\\IBM\\WebSphere
\\AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb2
WAS_USER_PWD=wasadmin
BACKUP_DIR=C:\\sklmv25_backup

Linux
WAS_HOME=/opt/IBM/WebSphere/AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb2
WAS_USER_PWD=wasadmin
BACKUP_DIR=/sklmv25_backup

":Z Windows Yw53O,ZtTD~P8(761,k9C

“/”r“\\”w*76Vt{,gTB>}y>#

C:\\sklmv25_backup

r

C:/sklmv25_backup

4. r*|na>{"KP8]5CLr#

Windows
*A sklmv25 ?<(kND=h b)"KPTB|n:

backupV25.bat

Linux *A sklmv25 ?<(kND=h b)"KPTB|n:

backupV25.sh

B;=v24

v k4s|,8]D~D?<T7#8]D~fZ#b)8]D~GZ*

backup.properties D~PD BACKUP_DIR 8(D;C4(D#

v kli backup.log D~TRvmsrl##backup.log D~GZKP8]5CL

rD?<P4(D#*I&4P8]Yw,k7#CU>D~P;Pmsrl##

v #t8]\kT)+44-8]19C#

v k;*Z8]i5P`-D~#z"T`-DD~+a;IA#
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4- IBM Security Key Lifecycle Manager V2.5 8]D~
(}9C<NC'gf"|nPgf"REST gfr(F4-E>,zITZ20P

IBM Security Key Lifecycle Manager V2.6 D53O4- IBM Security Key Lifecycle

Manager V2.5 g=(8]D~#

*<.0

Z53O20 IBM Security Key Lifecycle Manager V2.6# zXk_P4TOMf>

D8]D~,"7#_P4(C8]D~1y9CD\k#

":zDG+Xk_PKP8]M4-YwDmI(#

XZKNq

zITgYw53Z20K IBM Security Key Lifecycle Manager V2.6 D53O4-

IBM Security Key Lifecycle Manager V2.5 g=(f]8]D~#

Zt/4-Nq.0,ktk53TxP,$# TVP53xP8]#g{Z4-}L

P"zNNJb,zMIT9CK8]+53V4*-<4,#4P4-s,Xk"

4XBt/ IBM Security Key Lifecycle Manager ~qw# kHi$73,;sY+

IBM Security Key Lifecycle Manager ~qwXBP;*zz73#

}L

1. G<20K IBM Security Key Lifecycle Manager V2.6 D53#

2 . +8]D~(}g, s k l m _ v 2 . 5 . 0 . 3 _ 2 0 1 5 0 7 2 9 0 1 3 2 5 0 -

0400_migration_backup.jar)S V2.5 534F=!qD?<#

3. 9CBPNN=(4-8]D~#

<NC'gf 1. TZ(C'm](}g,SKLMAdmin)G<<NC'gf#

2. Z“6-”3fO,%w8]M4-#

3. Z8]f"b;CVNP,8( V2.5 8]D~yZ?<Dj{76#

*R=C?<,k%w/@#

4. %wT>8]TT>*4-D8]D~#

5. Z8]M4-mP,!q8]D~#

6. %wS8]4-#

7. Z“4-8]”3fO,8(4(8]D~1y9CD8]\k#

8. %w4-8]#

9. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C<NC'gfS IBM Security Key Lifecycle Manager V2.5

8]4-G+"C'Mi#
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|nPgf 1. *A WAS_HOME/bin ?<# }g:

Windows
cd drive:\Program Files (x86)\IBM\WebSphere\AppServer\

bin

Linux cd /opt/IBM/WebSphere/AppServer/bin

2. 9CZ(C'j6(}g SKLMAdmin)t/ wsadmin gf# }g:

Windows
wsadmin -username SKLMAdmin -password mypwd
-lang jython

Linux
./wsadmin.sh -username SKLMAdmin -password mypwd
-lang jython

3. (}8(N}(}g8]D~{0dj{76,T04(8]1y9

CD8]\k)4KP tklmBackupRunRestore CLI |n,gTB>}

y>#

print AdminTask.tklmBackupRunRestore
(’[-backupFilePath /opt/mysklmbackups/

sklm_v2.5.0.3_20150729013250-0400_migration_backup.jar
-password myBackupPwd]’)

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C|nPgfS IBM Security Key Lifecycle Manager V2.5

8]4-G+"C'Mi#

REST gf 1. r* REST M'z#

2. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;

C'O$j6# PXO$}LD|`E",kND REST ~qDi$

wL#

3. *wC Backup Run Restore REST Service,k+8]D~{0dj{

76M8]\k8(*N}4"M HTTP POST ks# k+zZ=h

b Pq!DC'O$j6fks{";p+],gTB>}y>#

POST https://localhost:9080/SKLM/rest/v1/ckms/restore
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{"backupFilePath":"/opt/mysklmbackups/
sklm_v2.5.0.3_20150729013250-0400_migration_backup.jar
backup.jar","password":"myBackupPwd"}

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":z^(9C REST gfS IBM Security Key Lifecycle Manager V2.5

8]4-G+"C'Mi#

150 \m



(F4-E> 1. R= IBM Security Key Lifecycle Manager 4-5CLr#

Windows
<SKLM_INSTALL_HOME>\migration\utilities\sklmv25

1!;C* C:\Program Files (x86)\IBM\SKLMV26\migration\

utilities\sklmv25#

Linux <SKLM_INSTALL_HOME>/migration/utilities/sklmv25

1!;C* /opt/IBM/SKLMV26/migration/utilities/

sklmv25#

2. `- sklmv25 D~PPD restore.properties TdCtT,gTB

>}y>#

":Z Windows Yw53O,CZ4-YwD restore.properties D

~;\|,W2xPUqDtTX|VM5#

Windows
WAS_HOME=C:\\Program Files (x86)\\IBM\\WebSphere
\\AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=C:\\sklmv25_restore\\
sklm_v2.5.0.3_20150729013250-0400_migration_backup.jar
WAS_USER_PWD=wasadmin

Linux
WAS_HOME=/opt/IBM/WebSphere/AppServer
BACKUP_PASSWORD=passw0rd123
DB_PASSWORD=sklmdb26
RESTORE_FILE=/sklmv25_restore/
sklm_v2.5.0.3_20150729013250-0400_migration_backup.jar
WAS_USER_PWD=wasadmin

":Z Windows Yw53O,ZtTD~P8(761,k9C

“/”r“\\”w*76Vt{,gTB>}y>#

C:\\sklmv25_restore

r

C:/sklmv25_restore

3. r*|na>{"KP4-5CLr#

Windows
*A <SKLM_INSTALL_HOME>\migration\utilities\sklmv25 ?

<"KPTB|n:

restoreV25.bat

Linux *A <SKLM_INSTALL_HOME>/migration/utilities/sklmv25 ?

<"KPTB|n:

restoreV25.sh

4. XBt/ IBM Security Key Lifecycle Manager ~qw#

":zIT9C(F4-E>S IBM Security Key Lifecycle Manager V2.5

8]4-G+"C'Mi#
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4-Xv$iM\?i

;aT/SH0f>D IBM Security Key Lifecycle Manager 4-kT LTO \?iM

3592 $idCDXv#*Z V2.6 PV/8(b)Xv,k9C4-}LPZ

<WAS_HOME>/products/sklm/config ?<P4(DXvD~ scheduledTasks.txt#

}L

1. r*|na>{#

2. *ATB?<#

Windows
<SKLM_INSTALL_HOME>\migration\bin

Linux <SKLM_INSTALL_HOME>/migration/bin

3. KPTB|n#

Windows
KP recreatetask.bat 5CLr#

recreatetask.bat <WAS_HOME> <SKLMADMIN_USER> <SKLMADMIN_PASSWD>
<SKLM_HOME>\config\scheduledTasks.txt <Logfile> <SKLM_INSTALL_HOME>

Linux KP recreatetask.sh 5CLr#

recreatetask.sh <WAS_HOME> <SKLMADMIN_USER> <SKLMADMIN_PASSWD>
<SKLM_HOME>/config/scheduledTasks.txt <Logfile> <SKLM_INSTALL_HOME>

dP,<Logfile> G4kU>E"DU>D~{,}g:

C:\Program Files (x86)\IBM\WebSphere\AppServer\products\sklm\logs\
rolloverlogs.txt

<SKLMADMIN_USER> M <SKLMADMIN_PASSWD> G IBM Security Key Lifecycle Man-

ager \m1C'j6\k#

PX <WAS_HOME>, <SKLM_HOME> M <SKLM_INSTALL_HOME> D(e,kNDHOME

Md{?<d?D(e#

$@\?*'

*K@9X|Nqh8M\?DS\}]*',k<UAY,$ IBM Security Key

Lifecycle Manager D=v5}# k7#dP;v5}G`,h8M\?D1>#zI

Ta)=vTOD_`5}#

IBM Security Key Lifecycle Manager kT DS5000 f"~qwa)TB'V:Z IBM

Security Key Lifecycle Manager P"aBD DS5000 h81,T/zI\?#

;*T DS5000 h85P9ChC 1(T/S\)# KhCJmZ8]}].0zI

\?"+\?a)x DS5000 f"~qw#TZyPd{h85P,k8]a)DyP

B\?#

kS~qwP}%8]D~,"+df"Z2+D;C#}g,+8]D~4F=

CD/DVD "x(Z2+D;C#

":kp+D~4F=@5ZKz7DQS\f"w# bI\a<B8]IZz7;I

Cx;IC#
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IBM Security Key Lifecycle Manager 9a)KBP\?*'!n:

backup.keycert.before.serving
Z SKLMConfig.properties D~PhCKXTIT@9Z8]\?.0a)B\

?#

T/8]E>

9C a u t o b a c k u p . b a t E>ITT/8]D~# g{

backup.keycert.before.serving XTD5Z SKLMConfig.properties D~P

hC* true r_;fZ,G4 IBM Security Key Lifecycle Manager ;aa

)48]D\?r$i#

dCT/8]E>

zIT9CT/8]E>48]D~#

XZKNq

g{ backup.keycert.before.serving XTD5Z SKLMConfig.properties D~Ph

C* true r_;fZ,G4 IBM Security Key Lifecycle Manager ;aa)48]D

\?r$i#

T/8]E>(}tPBP|n4t/8]:

v klmBackupIsRunning,CZli8]YwGq&ZKP4,#

v tklmBackupIsNeeded r Backup Is Needed REST Service,CZ7(GqfZB
\?r$i(+P4KP8])#

v tklmBackupRun r Backup Run REST Service,CZKP8]Nq#

*<.0,k7(CZS\8]D~PD}]D\k#

}L

1. ZTB?<PiRCE>:

Windows
drive:\Program Files (x86)\IBM\SKLMV25\bin\samples\autobackup.bat

Linux M AIX®

path/IBM/SKLMV25/bin/samples/autobackup.sh

2. Z autobackup.bat r autobackup.sh D~%?,R=z*|DDP:

rem #########################################################
rem #
rem # EDIT THE PARAMETER VALUE IN THIS SECTION
rem #
rem tiphome : required, home directory of Tivoli Integrated Portal
rem username : required, username of the Tivoli Key Lifecycle Manager
rem user with klmBackup permission
rem password : required, password for the Tivoli Key Lifecycle Manager
rem user to log in
rem backuppw : required, password used for backup operation
rem backupdes : optional, description of the Tivoli Key Lifecycle
rem Manager backup
rem backupdir : optional, full path to the directory, where the
rem backup jar file is stored
rem backupDBdir : optional, full path to the directory, where the
rem database backup is stored
Set tiphome=
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Set username=
Set password=
Set backuppw=
Set backupdes=
Set backupdir=
Set backupDBdir=
rem #########################################################

3. |DCE>PDXhP:

tiphome
Xh# WebSphere Application Server w?<#

}g:

Set tiphome=C:/Progra~2/IBM/WebSphere/AppServer

username
Xh# bG_P klmBackup mI(DC'j6#k9CKC'j6G<

IBM Security Key Lifecycle Manager# KC'j69ITGVPC'j6,

}g SKLMAdmin#

password
Xh# bG_P klmBackup mI(DC'j6D\k#

backuppw
Xh# bGCZS\8]D~PD}]D\k# 5ITiZ 6 vV{k

32 vV{.d#

zITT?v8]D~9C;,D\k# 4-D~1,zXk\;a)8]

NqZdCZS\CD~PD}]D\k#

backupdes
I!# bGXZ8]D~DC>rC(D|`E"#

backupdir
I!# bG;v?<,CZf" JAR D~T0 IBM Security Key Lifecycle

Manager D8]}]# k8(K?<Dj{76#

g{8]I&,G4z8(D5+w* tklm.backup.dir tTD54k
SKLMConfig.properties D~P#

":

v g{;P*KN}8(5"R.04I&KP8],G41!5*

SKLM_HOME/backup ?<#

v g{z8(K;(i9CD`T76(}g,mybackupdir),G4+Z

WAS_HOME/profiles/KLMProfile/mybackupdir ?<P4(8]#

v IBM Security Key Lifecycle Manager IZYw53D,6C'P(`4

8]D~DNN?<P4(8]D~# ,6C'Z Windows 53O*

Administrator,Z Linux r AIX O* root#

v ;*Z|,}]b8]D,;?<P4(8]D~#

backupDBdir

I!# |, IBM Security Key Lifecycle Manager Y18]}]D IBM

Security Key Lifecycle Manager }]bPD?<# g{48(NNN},

G4y9CD?<* datastore.properties D~P tklm.backup.db2.dir
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tTD5#CD~;Z WAS_HOME\products\sklm\config ?<rY153?

<(g{ tklm.backup.db2.dir tT8(D?<;fZ)P#

4. KPCE>:

v "4KP# dk:

Windows
drive:\Program Files (x86)\IBM\SKLMV25\bin\samples\

autobackup.bat

Linux M AIX
path/IBM/SKLMV25/bin/samples/autobackup.sh

v y]2EKP#

y]Yw53,Z cron w5Pr(}9C Windows F.LrtCCE>#

KMIP Ts\m
IBM Security Key Lifecycle Manager ~qw'VkM'zh8xP\?\m%YwT

-i (KMIP) (E#zIT9C IBM Security Key Lifecycle Manager a)D;iYw

44(M\mS\Ts#

zIT9C IBM Security Key Lifecycle Manager <NC'gf4jIBPS\Ts\

mn/:

v r~qw"aM'zh8

v kT"aDM'zh84(MdCS\Ts

v i4"aDM'zh8DTs

v (}mS|`TsrX*B$i^DM'zh8E"

v S~qwP>}M'zh8MX*DTs

v Qw~qwy\mDTs

"a{O KMIP DM'zh8
zXkr IBM Security Key Lifecycle Manager ~qw"a{O KMIP DM'zh8,

;sM'zE\k~qwxP\?\mYw(E#

XZKNq

9CM'zGme4\mM'zh80dTs#zIT9CGme4i4""a"^

DM>}M'zh8T0X*DS\Ts#

+$ikM'zh8`X*T5Vk~qwD2+(E#Z"aM'z.0,7(T

BDvM'zh8$i+CZ(E:

v 4Z9CDVPM'zh8$i#

v S\]RM'zh8$i#

v <kM'zh8$i#

z9IT"aM'zh8x;9CX*D$i#ZS]R$iPm!q$i.0,z

ITTsxPX*#%wGmeOD]RM'z"aks4ST!q$i#g{S

\,G4a+$i<k}]b"jG*\EN#;s,IT9C$iT5VZM'z
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h8M IBM Security Key Lifecycle Manager .dD2+(E#z9ITZ^DM'z

h8E"1X*$i#

}L

1. 9C>$G=<<NC'gf#

2. Z“6-”3fO,%wM'zMi#

3. ZM'zGmeO,%w4(#

4. ZM'z{FVNP,8(M'zD{F#

5. !qM'z$iT5Vk~qwD2+(E#

^ +r~qw"aM'zh8x;9CX*DM'z(E$

i#

9C4Z9CDVPM'z$i 9C}]bPNNd{M'zh84Z9CDVPM'z

$i#SB-PmP!q$i#

S\]RM'z$i ZSM'zh8FM=~qw+P4S\D]R$iPm

P,!q;v$iTCZk~qwD(E#Z"aM'z

h81,9CTB=hTS\M'z(E$i"+djG

*\EN:

1. Z$i{FVNP8($iD{F#

2. SB-PmP!q$i#

<kM'z$i +M'zh8$i<k IBM Security Key Lifecycle Man-

ager T5Vk"aDM'zD2+(E#

1. Z$i{FVNP8($iD{F#

2. %w/@T!qD~"<k#

6. %w"aM'z#

B;=v24

+S\Tsk"aDM'z`X*#kND:kTM'zh84(S\Ts;#

kTM'zh84(S\Ts
kTr IBM Security Key Lifecycle Manager "aD{O KMIP DM'zh84(M

dCS\Ts#

XZKNq

9CM'zGme4\mM'zh80dTs#zIT9CGme4i4""a"^

DM>}M'zh8T0X*DS\Ts#

9C“TskM'z”3f4*"aDM'zh84(MdCTBTs:

v TF\?

v \?T

}L

1. 9C>$G=<<NC'gf#

2. Z“6-”3fO,%wM'zMi#
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3. ZM'zGmeO,%w4(#

4. 9C"aM'z!n(44(M"aM'zh8#kNDZ 155 3D:"a{O

KMIP DM'zh8;#

5. ZmSTs!n(P,kTM'zh8mSMdCTs:

^ 8>M'zh84kNNTs`X*#

TF\? 9CTBdChC4(TF\?:

v M'zh8DTF\?D}?#

v TsCZ}]S\Mb\D\kc(,}g,AES r

3DES#

v TF\?TsD;$H#

v \?D0:#zXk9CV8V{*\?8(;v}V

{5#

v 9CTBTs(e*4PDS\&\DS\C(Zk:

Encrypt"Decrypt"Encrypt Decrypt"Sign"Sign Verify

"Verify"Wrap"Unwrap r Wrap Unwrap#

\?T 9CTBdChC4(GTF\?TTs:

v M'zh8D\?TTsD}?#

v TsCZ}]S\Mb\D\kc(,}g,RSA r

DSA#

v \?D0:#zXk9CV8V{*\?8(;v}V

{5#

v 9CTBTs(e*4PDS\&\DS\C(Zk:

Encrypt"Decrypt"Encrypt Decrypt"Sign"Sign Verify

"Verify"Wrap"Unwrap r Wrap Unwrap#

6. %w#f"Kv#*#f"mS|`Ts,k%w#f"mS|`Ts#

^DM'zh8E"
9C“^DM'z”3f4^DM'zh8E"TJOzD;O|DDhs#zITm

S|`Ts"+$ikr IBM Security Key Lifecycle Manager "aDM'zh8`X

*#

XZKNq

9C“M'zGme”3f4\mM'zh80dTs#zIT9CGme4i4""

a"^DM>}M'zh8T0X*DS\Ts#

zDG+Xk_P4P^DYwDmI(#

}L

1. 9C>$G=<<NC'gf#

2. Z“6-”3fO,%wM'zMi#

3. SM'z{FP!q;vM'zh8#

4. %w^D#

5. r_,R|%wM'z{F,;s!q^Dr+wM'zu?#
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6. Z“^DM'z”T0rO,mS|`Tsr+$iX*=M'zh8TJOzDh

s#

7. %w#f"Kv#*#f"mS|`Ts,k%w#f"mS|`Ts#

>}M'zh8E"
zITS IBM Security Key Lifecycle Manager }]bP>}M'zh80dTs(g

{;Yh*)#

XZKNq

9C“M'zGme”3f4\mM'zh80dTs#zIT9CGme4i4""

a"^DM>}M'zh8T0X*DS\Ts#

zDG+Xk_P4P>}YwDmI(#

*<.0,k7#fZ IBM Security Key Lifecycle Manager }]bD108]#

}L

1. 9C>$G=<<NC'gf#

2. Z“6-”3fO,%wM'zMi#

3. SM'z{FP!q;vM'zh8#

4. %w>}#

5. r_,R|%wM'z{F,;s!q>}r+wM'zu?#

6. Z“7O”T0rO,DA7O{",;s>}M'zh8#%w7(#b+S IBM

Security Key Lifecycle Manager }]b}%M'zh80dTs#

IBM Security Key Lifecycle Manager P2~2+#iD9C
zXk+N}mS= IBM Security Key Lifecycle Manager dCD~4(e2~2+#

i (HSM)#

zIT9C HSM 4f"CZ#$ IBM Security Key Lifecycle Manager }]bPf"

DyP\kDw\?#zITT_PVP}]D20tCK&\,2ITT IBM Secu-

rity Key Lifecycle Manager DB20tCK&\#

IBM Security Key Lifecycle Manager 'VBPS\(:

v SafeNet Luna SA 4.5

v SafeNet Luna SA 5.0

v nCipher nShield Connect 1500

v IBM 4765 PCIe Cryptographic Coprocessor

":

v v1 IBM Security Key Lifecycle Manager P4(e\?b1,zE\9C SafeNet

Luna SA 4.5"SafeNet Luna SA 5.0 M IBM 4765 PCIe Cryptographic Coproces-

sor# b)(;JmSb?<k\?#

v vTZBP PKCS#11 S\Yw,E'V IBM 4765 PCIe Cryptographic Coproces-

sor:
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– + AES 128 ;r 256 ;m~\?*;* AES 2~ (PKCS#11) \?

– zI AES 128 ;r 256 ;\?

– 9C AES \?M AES/ECB/NoPadding \kT}]xPS\Mb\

– Z PKCS11IMPLKS (PKCS#11) \?bPf"Mlw AES \?

zIT9CBPdCN}4(e HSM:

v pkcs11.pin

v pkcs11.pin.obfuscated

v pkcs11.config

PX HSM dCN}j8E",kND IBM Security Key Lifecycle Manager D5PD

N<wb#

y> HSM dCD~

SafeNet Luna SA 4.5 M SafeNet Luna SA 5.0 Dy> HSM dCD~

#SafeNet Luna
name = TKLM
library=C:/Program Files/LunaSA/cryptoki.dll
description=Luna sample config

slotListIndex = 0

attributes (*, CKO_PRIVATE_KEY, *) = {
CKA_SENSITIVE = true

}
attributes (GENERATE, CKO_SECRET_KEY, *) = {

CKA_SENSITIVE = true
CKA_ENCRYPT = true
CKA_DECRYPT = true

}
attributes (IMPORT, CKO_PUBLIC_KEY, *) = {

CKA_VERIFY = true
}

":TZ name N},Xk<U8(5 TKLM#

nCipher nShield Connect 1500 Dy> HSM dCD~

# nCipher nShield, nForce 4000 - Generation 2 cards
name = TKLM
library=C:/nCipher/nfast/cknfast.dll
description= nCipher sample config for TKLM

slotListIndex=1

attributes(*, CKO_SECRET_KEY, *) = {
CKA_ENCRYPT=true
CKA_DECRYPT=true
CKA_SENSITIVE=true
CKA_TOKEN=true

}

attributes(*, CKO_PRIVATE_KEY, *) = {
CKA_SIGN=true
CKA_SENSITIVE=false

# CKA_DERIVE=true
# when using KeyAgreement CKA_DERIVE should
# set to true and CKA_SIGN should set to false
}
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attributes(GENERATE, CKO_PUBLIC_KEY, *) = {
CKA_VERIFY=true

}

attributes(GENERATE, CKO_PRIVATE_KEY, CKK_RSA) = {
CKA_DECRYPT=true
CKA_UNWRAP=true
CKA_EXTRACTABLE=true

}

attributes(*, CKO_PUBLIC_KEY, CKK_RSA) = {
CKA_ENCRYPT=true
CKA_WRAP=true
CKA_VERIFY=true

}
attributes(IMPORT, CKO_PRIVATE_KEY, CKK_RSA) = {

CKA_EXTRACTABLE=true
CKA_DECRYPT=true
CKA_UNWRAP=true
CKA_DERIVE=true

}

":TZ name N},Xk<U8(5 TKLM#

dC HSM N}

Xk9C pkcs11.pin"pkcs11.pin.obfuscated M pkcs11.config dCN}4(e
HSM#

}L

1. 4U HSM FlLa)D8>E"hCMdC HSM#

2. + pkcs11.pin M pkcs11.config N}mS= IBM Security Key Lifecycle Man-

ager dCD~# zIT9CTB CLI |nr REST gf4mSN}:

|nPgf

print AdminTask.tklmConfigUpdateEntry(’[-name pkcs11.pin -value
<hsm pin>]’)

print AdminTask.tklmConfigUpdateEntry(’[-name pkcs11.config -value
<hsm config file>]’)

REST gf
PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "pkcs11.pin" : "<hsm pin>"}

PUT https://localhost:9080/SKLM/rest/v1/configProperties
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth authId=139aeh34567m
Accept-Language: en
{ "pkcs11.config" : "<hsm config file>"}

":<hsm pin> G HSM D PIN k# <hsm config file> G HSM dCD~Dj{

76MD~{# }g:C:\Program Files (x86)\IBM\WebSphere\AppServer\sklm\

config\LunaSA.cfg

3. XBt/ IBM Security Key Lifecycle Manager#
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kT9C HSM DdChs
4UFlLa)D8>E"20 HSM .s,zXk9C HSM M'za)D$_4i

$ HSM 20# v'V 32 ; HSM M'z#

v *i$ HSM 20,k4PBP=h:

– 9C ckdemo r kSafe 4(;vTF\?#

kSafe G nCipher nShield Connect 1500 (f=D$_# ckdemo f SafeNet Luna

SA 4.5 (M SafeNet Luna SA 5.0 (;pa)#

– PvC\?#

– >}C\?#

v nCipher nShield Connect 1500 (*s cknfastrc D~|,TBdC:

CKNFAST_OVERRIDE_SECURITY_ASSURANCES=import;

":g{ cknfastrc D~ZzD53O;fZ,k4("dCKD~# +KD~#

f= HSM D5Pa0D;C#

v g{w\?;Z HSM P,G4 IBM Security Key Lifecycle Manager 8]r4F

&\;a8]Cw\?# *8] HSM,k4U HSM D5PD8>E"4PYw#

zXk8] HSM,bGr*NNw\?*'<I\a<B IBM Security Key Lifecycle

Manager PDyP\?*'#

v v1 IBM Security Key Lifecycle Manager P4(e\?b1,Eh*9C SafeNet

Luna SA 4.5 (M SafeNet Luna SA 5.0 (# b)(;JmSb?<k\?#

v *K! IBM Security Key Lifecycle Manager,;,53OD HSM Xk9C,;w

\?# g{z9CDGQ,SxgD HSM,k7#yP HSM M'z<8r HSM

xgOD,;xr#

LDAP dC
zITdCNN LDAP f"b(}g IBM Security Directory Server r Microsoft Active

Directory)PD IBM Security Key Lifecycle Manager C',9dCJ IBM Security Key

Lifecycle Manager ~qw#

Xk+ LDAP C'f"bmS= WebSphere Application Server D*Of"b"xP

dC# IBM Security Key Lifecycle Manager 9C&CLriT IBM Security Key

Lifecycle Manager &\?F5)yZG+DZ(#*9 IBM Security Key Lifecycle Man-

ager C'Z LDAP C'f"bPKP IBM Security Key Lifecycle Manager &\,C

C'XkGX( IBM Security Key Lifecycle Manager &CLriDI1#

20 IBM Security Key Lifecycle Manager 1,+Z WebSphere Application Server *

Of"bPD1!yZD~Df"bZ4(&CLriMC'# r WebSphere Appli-

cation Server *Of"bPmS LDAP C'f"bs,Xk9 LDAP C'I* IBM

Security Key Lifecycle Manager &CLriDI1# ^(9 LDAP C'I*1!yZ

D~Df"bPiDI1#

ZyZD~Df"bM LDAP f"b.d;I\fZgf"biI1Jq# +G,g

LDAP f"bMyZ}]bDf"bI\fZgf"biI1Jq# rK,k4(yZ

}]bDf"b"ZKf"bP4(yP IBM Security Key Lifecycle Manager &CL

r# +a}%yZD~Df"bPfZD&CLri#
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4(yZ}]bDf"b"+ IBM Security Key Lifecycle Manager &CLrimS=

Kf"bs,4I9 LDAP f"bPDC'I*yZ}]bDf"bP IBM Security

Key Lifecycle Manager &CLriDI1# ;s,C'ITG<= IBM Security Key

Lifecycle Manager &CLr"KP IBM Security Key Lifecycle Manager &CLr&

\#

LDAP /IDHvu~

zI\h*+TB}]4-=KP LDAP dC=h.0D4,:

v IBM Security Key Lifecycle Manager D WebSphere Application Server dC}]

v IBM Security Key Lifecycle Manager &CLr}]

*8]}],kKPBP=h:

1. Z WebSphere Application Server P8] IBM Security Key Lifecycle Manager E

*D~ (KLMProfile):

a. Z WAS_HOME/bin ?<P,#9 WebSphere Application Server &CLr#

b. KPTB|n:

Windows
<WAS_HOME>\bin\manageProfiles.bat -backupProfile -profileName

KLMProfile -backupFile <path to a file>

C:\Program Files (x86)\IBM\WebSphere\AppServer\bin\manageProfiles.bat
backupProfile -profileName KLMProfile -backupFile
:\SKLM_WAS_ProfileBackup

Linux <WAS_HOME>/bin/manageprofiles.sh -backupProfile -profileName

KLMProfile -backupFile <path to a file>

/opt/IBM/WebSphere/AppServer/bin/manageprofiles.sh -backupProfile
profileName KLMProfile -backupFile /root/SKLM_WAS_ProfileBackup

c. t/ WebSphere Application Server#

2. 8] IBM Security Key Lifecycle Manager &CLr}]#

9C<NC'gf"|nPgfr REST gf48] IBM Security Key Lifecycle

Manager DX|D~#

PX manageprofiles |nD|`E",kND http://www-01.ibm.com/support/

k n o w l e d g e c e n t e r / S S E Q T P _ 8 . 5 . 5 / c o m . i b m . w e b s p h e r e . b a s e . d o c / a e /

rxml_manageprofiles.html#

+ LDAP k IBM Security Key Lifecycle Manager /I
zITdCNN LDAP f"b(g IBM Security Directory Server r Microsoft Active

Directory)PD IBM Security Key Lifecycle Manager C',TCJ IBM Security Key

Lifecycle Manager ~qw"wC~qw API M CLI#

*<.0

PXHvu~E",kND Z 1613D:LDAP dC;
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}L

1. + LDAP f"bmS=*Of"b# PX8>E",kND:+ LDAP f"bm

S=*Of"b;#

2. S WebSphere Integrated Solutions Console 4( jndi {F* jdbc/wimXADS D}

]4#PX8>E",kNDZ 1643D:S WebSphere Integrated Solutions Con-

sole 4(}]4;#

3. XBt/ WebSphere Application Server#

4. + db2jcc.jar and db2jcc_license_cu.jar S DB2SKLMV25 D~P4F=

<WAS_HOME>/lib D~P#

DB2SKLMV25 76:

Windows
C:\Program Files (x86)\IBM\DB2SKLMV25\java

Linux /opt/IBM/DB2SKLMV25/java

(#,<WAS_HOME> d?D1!(egB:

Windows
C:\Program Files (x86)\IBM\WebSphere\AppServer

Linux /opt/IBM/WebSphere/AppServer

5. 4(yZ}]bDf"b4fEyP IBM Security Key Lifecycle Manager &CL

ri# PX8>E",kNDZ 1663D:4(yZ}]bDf"b;#

6. S WebSphere Integrated Solutions Console mS“2+G+=C'/i3d”,"+\

m1G+3d= klmGUICLIAccessGroup#PX8>E",kNDZ 1673D:S

WebSphere Integrated Solutions Console mS2+C'G+;#

7. XBt/ WebSphere Application Server#

8. + LDAP C'mS= IBM Security Key Lifecycle Manager &CLri# PX8

>E",kNDZ 1683D:+ LDAP C'mS= IBM Security Key Lifecycle Man-

ager &CLri;#

9. 4P IBM Security Key Lifecycle Manager &CLr8]# yZ}]bDf"bP

D}]2axP8]#

B;=v24

dC LDAP .s,zXkKPsxNq#PXj8E",kNDZ 1683D:CZ'V

LDAP /ID LDAP dCsNq;#

+ LDAP f"bmS=*Of"b
zXk+ LDAP f"bmS=*Of"bTdC LDAP f"b,}g*Of"bPD

IBM Security Directory Server r Microsoft Active Directory#

XZKNq

PXZ*Of"bdCPdC LDAP hCD|`E",kND http://www-01.ibm.com/

support/knowledgecenter/api/redirect/wasinfo/v8r5/topic/com.ibm.websphere.base.doc/ae/

twim_ldap_settings.html#
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}L

1. T wasadmin C'm]G< WebSphere Integrated Solutions Console (https://

localhost:9083/ ibm/console/logon.jsp)#

2. Z<=8P,%w2+T > +V2+T#

3. Z“C'J'f"b”B,SICDlr(eB-PmP!q*Of"b#

4. %wdC#

5. Z+V2+T > *Of"b3fP,%wmSf"b(LDAP"(FH)#

6. Z+V2+T > *Of"b > f"b}C3fP,SBf"bB-PmP!q

LDAP f"b#

7. Z+V2+T > *Of"b > f"b}C > B(3fP,y]zDhs8(

LDAP f"bD{FMd{j8E"#

8. %w7(#

9. %w#fT#fdC#

10. Z+V2+T > *Of"b > f"b}C3fP,8(*Of"bPy>(r8

6)u?D(;(P{F5#

11. %w7(#

12. Z+V2+T > *Of"b3fP,!q8rz4(D LDAP f"bD4S#

13. Z+V2+T > *Of"b > <LDAP f"b{F> 3fP,Z“d{XT”B,

!q“*Of"b5e`M= LDAP Ts`3d”4S#

Z+V2+T > *Of"b > <LDAP f"b{F> > *Of"b5e`M=

LDAP Ts`3d3fP,7#PvD?V5e`M<3d=}7DTs`# k

y]zDhs^D5#

14. Z+V2+T > *Of"b3fP,!q8rz4(D LDAP f"bD4S# Z

“d{XT”B,!qitT(e#

15. Z+V2+T > *Of"b > <LDAP f"b{F> > itT(e3fP,Z“

d{XT”B,!qI1tT#

16. Z+V2+T > *Of"b > <LDAP f"b{F> > itT(e > I1tT

3fP,7# uniqueMember I1tT3d=}7DTs`# g{KtT;fZ,

k4(tT"+d3d=}7DTs`#

B;=v24

S WebSphere Integrated Solutions Console 4(}]4#

S WebSphere Integrated Solutions Console 4(}]4
zXk*yZ}]bDf"b4(}]44fE IBM Security Key Lifecycle Manager

&CLri# yZ}]bDf"b9CZ IBM Security Key Lifecycle Manager &C

Lr}]bP4(Dm#

}L

1. T wasadmin C'm]S WebSphere Integrated Solutions Console (https://

localhost:9083/ ibm/console/logon.jsp) G<T“4(}]4”#

2. Z<=8P,%wJ4 > JDBC > }]4#

3. S!qB-PmP!q Node=SKLMNode, Server-server1#
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4. %wB(#

5. Z“dky>}]4E"”T0rP,8(5#

!n hv

}]4{F WIM Data Source

JNDI {F jdbc/wimXADS

":;*|DK5#

6. %wB;=#

7. Z“!q JDBC a)Lr”T0rP,!q!qVP JDBC a)Lr > SKLM XA
DB2 JDBC a)Lr#

8. %wB;=#

9. Z“dk}]4DX(Z}]bDXT”T0rP,8(BP5:

!n hv

}]b{F SKLMDB26 r IBM Security Key Lifecycle Man-

ager 20Zd9CDNN{F#

~qw{F localhost

KZE 50020 r IBM Security Key Lifecycle Man-

ager 20ZdCZ DB2 DNNKZE#

10. %wB;=#

11. Z“hC2+Tp{”T0rP,SB-PmP!q5:

!n hv

CZ XA 4-DO$p{ sklm_db

i~\mDO$p{ sklm_db

3ddCp{ ^

]w\mDO$p{ sklm_db

12. %wB;=#

13. Z“**”3fP%wjI#

14. Z“}]4”3fP,%w#fT#fdC#

15. Z}]4PmP!q WIM }]4#

16. %wbT,ST7#,SbTI&#

17. Z}]4PmP!q WIM }]44S#

18. Z}]4 > WIM }]43fP,%w(FXT4S#

19. /@A3fTR=8r webSphereDefaultIsolationLevel XTD4S,;s%w
K4S#

20. Z}]4 > WIM }]4 > (FXT > webSphereDefaultIsolationLevel 3f
P,Z“#fXT”?VBD5VNPdk5 2#

21. %w7(#

22. %w#fT#fdC#
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XBt/ WebSphere Application Server#

4(yZ}]bDf"b

4(yZ}]bDf"b4fEyP IBM Security Key Lifecycle Manager &CLri,

T0SyZD~Df"bP}%yP IBM Security Key Lifecycle Manager &CLri#

zXk+ IBM Security Key Lifecycle Manager &CLrimS=yZ}]bDf"b,

"9C LDAP f"b|B WebSphere Application Server *Of"b#

}L

1. *A <WAS_HOME>/bin D~P#

":yP .py Python E><fZZ <SKLM_HOME>/bin/LDAPIntegration ?<P#

(#* <SKLM_HOME> 76#

Windows
C:\Program Files (x86)\IBM\SKLMV26

Linux /opt/IBM/SKLMV26

2. KPTB|n:

wsadmin.bat -user <wasadmin user> -password <wasadmin passwd> -lang jython -f
<SKLM_HOME>\bin\LDAPIntegration\createDBRepos.py <WAS_HOME> <SKLM_DBNAME>
<SKLM_DBUSER> <SKLM_DBUSERPASSWD> <SKLM_DBPORT#>

"M:Z Linux =(O,k9C wsadmin.sh,x;G wsadmin.bat

Z IBM Security Key Lifecycle Manager 20Zd,g{z9C1!5,

SKLM_DBNAME = SKLMDB26
SKLM_DBUSER = sklmdb26
SKLM_DBPORT# = 50020

SKLM_DBUSERPASSWD GzZ20Zd8(D IBM Security Key Lifecycle Manager }

]b\k#

3. KPTB|n#

wsadmin.bat -user <wasadmin user> -password <wasadmin passwd> -lang jython -f
<SKLM_HOME>\bin\LDAPIntegration\removeGroupsFromDefRepos.py

4. S WebSphere Integrated Solutions Console,^D2+G+=C'/i3dT}%=

klmGUICLIAccessGroup D\m1G+3d#

a. G< WebSphere Integrated Solutions Console (https://localhost:9083/ ibm/

console/logon.jsp)#

b. Z<=8P,%w&CLr > &CLr`M > &CLr`M > WebSphere s
5&CLr#

c. %w sklm_kms 4S#

d. Zs5&CLr > sklm_kms 3fP,Z“j8E"XT”?VB,%w2+G

+=C'/i3d4S#

e. Zs5&CLr > sklm_kms > 2+G+=C'/i3d3fP,!q\m1G
+#

f. %w3di#
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g. SPmP!q klmGUICLIAccessGroup,;s%wrs}74%TcSPmP
}% klmGUICLIAccessGroup#

h. %w7(#

i. %w#f4ST#fdC#

5. XBt/ WebSphere Application Server#

6. KPTB|n#

wsadmin.bat -user <wasadmin user> -password <wasadmin passwd> -lang jython
-f <SKLM_HOME>\bin\LDAPIntegration\addGroupsToDBRepos.py

7. KPTB|n#

wsadmin.bat -user <wasadmin user> -password <wasadmin passwd> -lang jython
-f <SKLM_HOME>\bin\LDAPIntegration\updateLDAPReposConfig.py <LDAPRepos Name
- name used earlier when LDAP repos was created>

B;=v24

mS“2+G+=C'/i3d”,"+\m1G+3d= klmGUICLIAccessGroup#

S WebSphere Integrated Solutions Console mS2+C'G+
zXk+2+G+mS=C'ri3d,"+\m1G+3d=

klmGUICLIAccessGroup,Tc+ IBM Security Key Lifecycle Manager k LDAP C'

f"b/I#

XZKNq

}L

1. T wasadmin C'm]G< WebSphere Integrated Solutions Console (https://

localhost:9083/ ibm/console/logon.jsp)#

2. Z<=8P,%w&CLr > &CLr`M > &CLr`M > WebSphere s5
&CLr#

3. %w sklm_kms 4S#

4. Zs5&CLr > sklm_kms 3fP,Z“j8E"XT”?VB,%w2+G+=

C'/i3d4S#

5. Zs5&CLr > sklm_kms > 2+G+=C'/i3d3fP,!q\m1G+#

6. %w3di#

7. Zs5&CLr > sklm_kms > 2+G+=C'/i3d > 3dC'/i3fP,
4PBPYw:

a. Z“Qw"!qi”?VBDQwV{.D>rP,dk klmGUICLIAccessGroup#

b. %wQw#

c. SPmP!q klmGUICLIAccessGroup,;s%wrR}74%#

klmGUICLIAccessGroup +mS=Q!PPm#

d. %w7(#

e. Zs5&CLr > sklm_kms > 2+G+=C'/i3d3fP,%w7(#

8. %w#f4ST#fdCE"#
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XBt/ WebSphere Application Server#

+ LDAP C'mS= IBM Security Key Lifecycle Manager &C
Lri

zXk+ LDAP C'mS= IBM Security Key Lifecycle Manager &CLri,Tc

+ IBM Security Key Lifecycle Manager k LDAP C'f"b/I#

}L

1. *A <WAS_HOME>/bin D~P#

":yP .py Python E><fZZ <SKLM_HOME>/bin/LDAPIntegration ?<P#

(#* <SKLM_HOME> 76#

Windows
C:\Program Files (x86)\IBM\SKLMV25

Linux /opt/IBM/SKLMV25

2. KPTB|n:

wsadmin.bat -user <wasadmin user> -password <waasadmin passwd> -lang jython -f
addLDAPUserToGroup.py <user uniqueName> <group name>

"M:Z Linux =(O,k9C wsadmin.sh,x;G wsadmin.bat

C'(;{FG LDAP "amPD“(;{F”*X# }g:

uid=001,c=in,ou=bluepages,o=ibm.com

TZh* IBM Security Key Lifecycle Manager \m1CJ(D LDAP C',Xk

9CC'I* klmGUICLIAccessGroup M klmSecurityOfficerGroup DI1#KP

TB|n:

wsadmin.bat -user <wasadmin user> -password <wasadmin passwd> -lang jython -f
<SKLM_HOME>\bin\LDAPIntegration\addLDAPUserToGroup.py <user uniqueName>
klmGUICLIAccessGroup

B;=v24

4P IBM Security Key Lifecycle Manager &CLr8]#

CZ'V LDAP /ID LDAP dCsNq
jI LDAP dC.s,zI\h*jInbDNq,T7# IBM Security Key Lifecycle

Manager k LDAP C'f"bD/II&#

jI LDAP dC.sDX*5w
1. jI LDAP dC.s,yZD~D1!C'f"bPH0fZD sklmadmin C'

^(CJ IBM Security Key Lifecycle Manager &CLr#

2. jI LDAP dC.s,zXk9C wsadmin |n4(i"Vd IBM Security Key

Lifecycle Manager G+#z^(9C WebSphere Integrated Solutions Console# k

KPBP=hTmSi"rCiVdG+:

a. *A <WAS_HOME>/bin#

b. 9CTB|nG< wsadmin:
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wsadmin.bat -user <wasadmin user> -password <wasadmin passwd>
-lang jython

c. *4(i"VdG+,kKPTB|n:

AdminTask.createGroup<’[-cn <groupname> -parent "o=sklmrepdb.ibm"]’>
AdminTask.mapGroupsToAdminRole<’[-roleName <role> -groupids
<groupname>]’>

3. jI LDAP dC.s,zI\#{+ WebSphere Application Server PD IBM Secu-

rity Key Lifecycle Manager dC4-=4P LDAP dC.0D4,# *4-Kd

C,kKPBP=h:

a. #9 WebSphere Application Server#

b. #9k WebSphere Application Server `XDxL(g{P)#

c. 4-4P LDAP dC.0y4PD WebSphere Application Server E*D~d

C:

1) V/>} <WAS_HOME>/profiles/KLMProfile PD KLMProfile D~P#

2) KP manageProfiles |nD -validateAndUpdateRegistry !n#

Windows
<WAS_HOME>\bin\manageProfiles.bat -validateAndUpdateRegistry

}g:C:\Program Files (x86)\IBM\WebSphere\AppServer\bin\

manageProfiles.bat -validateAndUpdateRegistry

Linux <WAS_HOME>/bin/manageprofiles.sh -validateAndUpdateRegistry

}g:/opt/IBM/WebSphere/AppServer/bin/manageprofiles.sh

-validateAndUpdateRegistry

3) 4-E*D~:

Windows
<WAS_HOME>\bin\manageProfiles.bat -restoreProfile -backupFile

<path to profile backup file>

}g:C:\Program Files (x86)\IBM\WebSphere\AppServer\bin\

manageProfiles.bat -restoreProfile -backupFile

C:\SKLM_WAS_ProfileBackup

Linux <WAS_HOME>/bin/manageprofiles.sh -restoreProfile -backupFile

<path to profile backup file>

}g:/opt/IBM/WebSphere/AppServer/bin/manageprofiles.sh

-restoreProfile -backupFile /root/SKLM_WAS_ProfileBackup

PX manageProfiles |nDE",kND http://www-01.ibm.com/

support/knowledgecenter/SSEQTP_8.5.5/com.ibm.websphere.base.doc/ae/

rxml_manageprofiles.html#

4) t/ WebSphere Application Server#

5) 4-xP LDAP dC.0y4PD IBM Security Key Lifecycle Manager 8

](g{h*)#

4. jI LDAP dC.s,}G4PKjI LDAP dC.sDX*5w?VPD=h
3,qrz;C4-ZxP LDAP dC.04PD IBM Security Key Lifecycle Man-

ager &CLr8]#
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5. jI LDAP dC.s,+ZyZ}]bDf"bD IBM Security Key Lifecycle Man-

ager }]bP4(m# IBM Security Key Lifecycle Manager i+f"Zb)mP#

g{kT IBM Security Key Lifecycle Manager ~qwdCK4F&\,"RTQ

dCDK!4PK4F,G4yZ}]bDf"bPDi2aZK!OxP4F#

bGr*yZ}]bDf"bD}]bm2a4F=K!#

6. g{tCKdC*k LDAP f"bxP/ID IBM Security Key Lifecycle Man-

ager ~qw(w~qw)T04F&\,G4TQdCDK!(4Zb)K!PdC

LDAP)4P4F1,zITZK!OdC LDAP,2IT;4PKdC# g{X

kZK!O4P LDAP dC,kTCK!KPBP=h:

a. + db2jcc.jar,db2jcc4.jar M db2jcc_license_cu.jar S DB2SKLMV25 D~P

4F= <WAS_HOME>/lib D~P#

(#,<WAS_HOME> d?D1!(egB:

Windows
C:\Program Files (x86)\IBM\WebSphere\AppServer

Linux /opt/IBM/WebSphere/AppServer

b. *A <WAS_HOME>/bin#

1) 9CTB|nG< wsadmin:

wsadmin.bat -user <wasadmin user> -password <wasadmin passwd>
-lang jython

2) KPTB|n:

AdminTask.deleteIdMgrDBTables<’[-schemaLocation "<WAS_HOME>/etc/wim/set
up" -databaseType db2 -dbURL "jdbc:db2://localhost:<sklmbport>/
<sklmdbname>" -dbDriver com.ibm.db2.jcc.DB2Driver -dbAdminId
<slmdb2adminuser> -dbAdminPassword <sklmb2adminuserPasswd>
-reportSqlError true]’>

c. 4UZw IBM Security Key Lifecycle Manager ~qwOjID}L4PYwT

hC/dC LDAP /I#*Kb/I=h,kNDZ 1623D:+ LDAP k IBM

Security Key Lifecycle Manager /I;#

7. jIQxP LDAP /IdCD IBM Security Key Lifecycle Manager ~qwk4x

P LDAP /IdCDK!.dD4F.s,g{zZK!ObbXKP#f LDAP

/IdC,G4Z 1623D:+ LDAP k IBM Security Key Lifecycle Manager /

I;PD=h 5 a'\#zXkKPBP=h:

a. *A <WAS_HOME>/bin#

1) G< wsadmin:

wsadmin.bat -user <wasadmin user> -password <wasadmin passwd> -lang
jython

2) KPTB|n:

AdminTask.deleteIdMgrDBTables<’[-schemaLocation "<WAS_HOME>/etc/wim/set
up" -databaseType db2 -dbURL "jdbc:db2://localhost:<sklmbport>/
<sklmdbname>" -dbDriver com.ibm.db2.jcc.DB2Driver -dbAdminId
<slmdb2adminuser> -dbAdminPassword <sklmb2adminuserPasswd>
-reportSqlError true]’>

b. KPZ 1623D:+ LDAP k IBM Security Key Lifecycle Manager /I;P

D=h 5 - 9#
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<v SSL/KMIP ~qw$i
zXkTM'zh89CD`kq=+ IBM Security Key Lifecycle Manager SSL/

KMIP ~qw$i<v=D~#M'zh8<kK$iT5Vk~qwD2+(E#

XZKNq

9C“<v$i”T0r"tklmCertExport |nr Certificate Export REST Service +
IBM Security Key Lifecycle Manager SSL/KMIP ~qw$i<v=`kq=DD~#

}L

1. /@A`&D3fr?<:

v <NC'gf:

G<<NC'gf#b+T>“6-”3f#

v |nPgf:

Z WAS_HOME/bin ?<P,9C Jython t/ wsadmin a0# 9CZ(DC'

j6(}g,SKLMAdmin C'j6)G<= wsadmin#}g,Z Windows 5

3O,/@A drive:\Program Files (x86)\IBM\WebSphere\AppServer\bin ?<

"dk:

– Windows 53:

wsadmin -username SKLMAdmin -password mypwd -lang jython

– AIX r Linux H53:

./wsadmin.sh -username SKLMAdmin -password mypwd -lang jython

v REST gf:

– r* REST M'z#

2. <v$i#

v <NC'gf:

a. %w_6dC > ~qw$i.

b. Z$imP,!q`&D$i#

c. %w<v#

d. Z“<v$i”T0rP,+ZD~{VNPndZ=h b P!qD$i#

e. ZD~;CVNP,dk$iD~Dj{76,r_%w/@T8(;C#

f. *$i!q BASE64(1!q=)r DER(Xl`kfr)`kD~q=#

g. %w<v$i#

v |nPgf:

dk tklmCertExport T<v$iD~# }g:

print AdminTask.tklmCertExport
(’[-uuid CERTIFICATE-61f8e7ca-62aa-47d5-a915–8adbfbdca9de
-format DER -fileName d:\\mypath\\mycertfilename.der]’)

PX tklmCertExport |nD|`E",kND tklmCertExport#

v REST gf:
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a. q!CZCJ IBM Security Key Lifecycle Manager REST ~qD(;C'O

$j6# PXO$}LD|`E",kND REST ~qDi$wL#

b. *t/ Certificate Export REST Service,k"M HTTP PUT ks#k+

zZ=h a Pq!DC'O$j6fks{";p+],gTB>}y>#

PUT https://localhost:9080/SKLM/rest/v1/certificates/export
Content-Type: application/json
Accept: application/json
Authorization: SKLMAuth userAuthId=139aeh34567m
{"uuid":"CERTIFICATE-61f8e7ca-62aa-47d5-a915–8adbfbdca9de",
"format":"DER",
"fileName":"/mycertificate.der"}

PX Certificate Export REST Service D|`E",kND Certificate Export

REST Service#

3. I&8>{ay]gfD;,x;,:

v <NC'gf:

Q+$iD~#fZz8(D;C#

v |nPgf:

jI{"m>I&#

v REST gf:

4,k 200 OK m>I&#

Z IBM Security Key Lifecycle Manager ~qw.d4F$i
zIT9C|nPgfr REST gfZ IBM Security Key Lifecycle Manager ~qw

.d4F$iT0+C\?M(C\?#

XZKNq

9CBP CLI |nr REST gf44F$i:

v tklmKeyExport M tklmKeyImport

v Key Export REST Service M Key Import REST Service

}L

1. Z$iyZD IBM Security Key Lifecycle Manager ~qwO,KP tklmKeyExport
|nr"M Key Export REST Service HTTP ks#

print AdminTask.tklmKeyExport (’[-alias sklmCertificate
-fileName myprivatekeys -keyStoreName defaultKeyStore
-type privatekey -password mypassword]’)

PUT https://localhost:9080/SKLM/rest/v1/keys/export
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{"alias":"sklmCertificate","fileName":"myprivatekeys","type":"privatekey",
"password":"mypassword"}

2. + mycert.p12 D~4F=?j IBM Security Key Lifecycle Manager ~qw#

3. KP tklmKeyImport |nr"M Key Import REST Service HTTP ks#

172 \m



print AdminTask.tklmKeyImport (’-type privatekey -fileName c:\\mycert.p12
-keyStoreName "Tivoli Key Lifecycle Manager Keystore" -usage 3592 -password
<password>]’)

POST https://localhost:9080/SKLM/rest/v1/keys/import
Content-Type: application/json
Accept : application/json
Authorization: SKLMAuth authId=139aeh34567m
{“type”:”privatekey”,“fileName”:”mycert.p12”,“usage”:”3592”,"password":
"mypassword","newAlias":"mykey"}

a{

b)|n(}9C$i44F(C\?M+C\?TA4Ex#

|D/@wgfDoT

zIT|D/@wgfOT>DoT#

XZKNq

kH|D/@wDoTW!n,;sYG< IBM Security Key Lifecycle Manager#*

|D/@wDoTW!n,kjIBP=h:

v Internet Explorer

1. !q$_ > Internet !n#

2. Z#f!n(O,%woT#

3. !qoT,;s%w7(# zI\h*HmSoT,"+CoTOF=oTPm

D%?#

4. XBt//@w#

v Firefox

1. !q$_ > !n# ;s,%w“Z]”<j#

2. Z“Z]”!n(OD“oT”?VP,%w!q#

3. !qoT,;s%w7(# zI\h*HmSoT,"+CoTOF=oTPm

D%?#

4. Z“!n”T0rP,YN%w7(#

5. XBt//@w#
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>E"G*Z@zzZ)&Dz7M~qx`4D# IBM I\Zd{zRrXx;a

)>D5PV[Dz7"~qr&\XT# PXz10yZxrDz7M~qDE",

krz1XD IBM zmI/# NNT IBM z7"Lrr~qD}C"GbZw>r

5>;\9C IBM Dz7"Lrr~q# ;*;V8 IBM D*6z(,NN,H&

\Dz7"Lrr~q,<ITzf IBM z7"Lrr~q# +G,@@Mi$NN

G IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({# a)>D5"4Zh

C'9Cb)({DNNmI# zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation
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z#
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9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#

175



>LrD;mI=g{*KbPXLrDE"To=gB?D:(i) JmZ@"4(DL

rMd{Lr(|(>Lr).dxPE";;,T0 (ii) JmTQ-;;DE"xP

`%9C,kkBPX7*5:

IBM Corporation
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11400 Burnet Road

Austin, TX 78758 U.S.A.
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K&|,DNNT\}]<GZ\X73PbCD# rK,Zd{Yw73PqCD}
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Pq!# IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNN

d{XZG IBM z7Dyw# PXG IBM z7T\DJb&1rb)z7D)&L

av#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

yP IBM D[qyG IBM 10D(ic[[,If1|Dx;mP(*# -zLD

[qIkK;,#

>E"vCZf.D?D# ZyhvDz7OP.0,K&DE"aP|D#
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},>}PI\a|(vK"+>"7FMz7D{F# yPb){FyGi9D,g

k5JL5s59CD{FMX7W,,?tIO#

f(mI:

>E"|(4oTN=Dy>&CLr,b)y>5w;,Yw=(OD`L=(# g

{G*4UZ`4y>LrDYw=(OD&CLr`LSZ (API) xP&CLrD*

""9C"-zrV"*?D,zITNNN=Tb)y>LrxP4F"^D"V

",x^kr IBM 6Q# b)>}"4ZyPu~Bw+fbT# rK,IBM ;\

##r5>b)LrDI?T"I,$Tr&\#C'g{G*K4U IBM &CLr

`LSZ*""9C"-zrV"&CLr,rITNNN=4F"^DMV"b)
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