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Introduction

= The DataPower appliance touches a wide range of
technology components such as:

- MQ

- ODBC

- TIBCO

- TAM

= JMS

= NFS

- FTP

- HTTP(S)

Pis
b [

WebSphere® Support Technical Exchange



IBM Software Group

Introduction [continued]

= This presentation will focus on DataPower’s SQL/
ODBC component.

= This presentation is the first part of looking at the
SQL/ODBC component, and is a beginner level
introduction.

= The subsequent presentations will focus on use
case scenarios seen in the field and trouble-
shooting.
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Licenses

= DataPower comes with the following licenses/
features:

= MQ

= TAM

= DataGlue

= JAXP-API

= PKCS7-SMIME
= SQL-ODBC

= Tibco-EMS
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Licenses [continued]

WebSphere-JMS
Compact-Flash
iISCSI

LocateLED
AppOpt
Tibco-RV

You can tell the licenses that you have by doing a ‘show license’ from the CLI.
In the WebGUI, click Status and under the System header, click Device Features to see
what you are licensed to use, and Library Information to see what licensed features are

currently installed

If you have an SQL/ODBC license available, then choose firmware files that have
'odbc.' in the file name

For example: xi3805.mq.odbc.scrypt.

Licenses are applied at manufacture time.
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The SQL Data Source Object

?) DataPower 2350 | Control Pancl — Mozilla Frefox
Fle Edt View History Bookmarks Tools Help
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[ =] DataPower X150 | Control Panel

Si Https://3 70.152.15:9090/ wr -] |-:]v G

0D e 0@ = 0

WebSphere. DataPower XI50 admin @ L2xi41 Domain: default w Save Config Legout

Control Panel Multistep Probe is enabled, which impacts performance. Manage dsbug settings.

Stat
=== E Control Panel
Services

Network |

Administration

Objects

DNS Settings

Ethernet Interface Web Service Multi-Protocol XML Firewall Web Application XSL Accelerator
: Proxy Gateway Firewall

FTF Quoted Commands

Host Alias

IMS Connect itoring and Troubleshooting

iSCSI CHAP

ISCSI Initiator
iSCSI Target
iSCSI Volume

Load Balancer Group View Logs Troubleshooting Web Sei;vici’j View Status
Monitor

MQ Queus Manager
MQ Queue Manager Group

Network Settings Files and A
NFS Client Settings

MFS Drynamic Mounts ; ' [
. Condig

NFS Static Mounts | ; 3

NTP Service L‘_/

SEE File Management System Control Import Export

R c ation Cenfiguration

TIBCO EMS

User agent

WLAN Sub-Tnterface Having trouble? Additional support resources are available.

e I e = Find mere information on the WebSphere DataPower Suppert Site.

» Generate an error report.

FTP Poller Front Side « Contact 16M WebSphere DataPowsr SOA Support. “
https://9.70.152.15:9090/list /SQL DataSource. =3
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The SQL Data Source Object

= Licensed feature

» Requires the SQL-ODBC license
= Not available on all appliances.

» Available on the X150, XB60 (included by
default), and XM70

= Provides the configuration to establish a direct
connection to a database instance on a remote data
server.

= Allows for optional valid ODBC configuration
parameters to be defined.

e -
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SQL Data Source Usage

= Connect to a remote database server.
» Supported database servers as of the 3.8.0 firmware
- DB2: all supported versions up to 9.5
+  Microsoft® SQL Server: all supported versions up to 2008
* Oracle: all supported versions up to 11g

+ Sybase: all supported versions up to 15
= Dynamically perform database operations such as

» SELECT and INSERT

» Stored Procedures

= Used by:
» SQL action in a processing policy
» custom stylesheet

- dp:sql-execute() extension function

<dp:sql-execute source=“DSrcName' statement=""SELECT * FROM
Test Table"/>

X .
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SQL Data Source Usage

%) DataPower Xi50 | Configure: S5@1 Data Source — Mozilla Firsfox
Hle Edt Mew Hstory Bookmarks Tools Help

https://3.70.152.15:9090/ist/SQL DataSource vr | [*;-

B = -O-

[=] DataPower X150 | Configure: SQL Da_

WebSphere. DataPower XI50 admin @ L2xi41 Domain: meganiVodafoneDavidC wv Save Config

Control Panel

Status

Debua-Level Logging is enabled, which impacts performance. Manage debua settings.

ﬁ Configure SQL Data Source

Services
Network

Administration C Refresh List

Objects

iSCSI Volume

Load Balancer Group
MQ Queue Manager
MQ Queue Manager Group
NFS Dynamic Mounts
NFS Static Mounts
FPeer Group

SQL Data Source
TIBCO EMS

User Agent
WebSphere IMS

FTP Poller Front Side
Handler

FTP Server Front Side
Handler

HTTP Front Side Handler

HTTPS (SSL) Front Side
Handler

IMS Connect Handler
MQ Front Side Handler
NFS Poller Front Side

FTP Quoted Commands Name Status | Op-State | Logs | Admin State | Database Type | Data Source Host | Data Source Port
IMS Connect I | saved up -~ | enabled Sybase 9.42.102.143 50005

ISCSI CHAP

iISCSI Target

Logout

Dane
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SQL Data Source Usage

’) DataPower XI50 | Configure: SQL Data Source - Mozilla Hrefox
File Edit View History Bookmarks Tools Help

§ia) https://9.70.152.15:9090/configurs/SQ L Data Source

o -] 2=~

67 C X @

Most Visted P Getting Started || 1BM

S! - weosearn |} op M- - <% -G -@-=-0-

main Dsta Scurce C

Administration

Objects SQL Data Source

FTF Quoted Coiarie
IMS Connect
ISCSI CHAP
iSCSI Target Name [ *
ISCSI Volume

Load Balancer Group

MQ Queus Manager Admin State @y enabled () disabled
™M usus Manager Grou
o > = Comments |
NFS Dynamic Mounts
NFS Static Mounts Database Type DBz = *
Peer Group
SQL Data Source Connection User Name | *

TIBCO EMS

L posnt ekacs T I
WebSphere IMS -

_ - —  Data Source ID | |x
FTP Poller Front Side
Handler
FTP Server Front Side st Saprea dek: [ *
Handler
HTTP Front Side Handler Data Source Port [ |*
HTTPS (SSL) Front Side
Handler Limit Returned Data O on @ off
IMS Connect Handler
MG Front Side Handler Maximum Connections [10 *
NFS Poller Front Side
Handler Allow Read-Only Access O on @off
SFTP Server Front Side
Handler

Stateful Raw XML Handler
Stateless Raw XML Handler

Done
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QL Data Source Usage

?) DataPower X150 | Configure: SQL Data Source - Mozilla Hrefox
File Edit View History Bookmarks Tools Help

& -c x

https://9.70.152.15:9090 configure SQL Data Source

Most Visited 4 Getting Started || IBM

! - [0 mw._‘%rm'g'@"ﬁ"@'m'

Objects

FTP Quoted Commands
IMS Connect

ISCSI CHAP

iSCSI Target

ISCSI Voelume

Load Balancer Group
MQ Queue Manager

MQ Queus Manager Group
NFS Dynamic Mounts
NFS Static Mounts

Peer Group

SQL Data Scurce
TIBCO EMS

User Agent

WwebSphere IMS

FTP Poller Front Side
Handler

FTP Server Front Side
Handler

HTTP Front Side Handler

HTTPS (SSL) Front Side
Handler

IMS Connect Handler
MG Front Side Handler

NFS Poller Front Side
Handler

SFTP Server Front Side
Handler

Stateful Raw XML Handler
Stateless Raw XML Handler

ﬁ Configure SQL Data Source

main Dats Scurce Co

SQL Data Source

Name [ *

Admin State (& enabled (7 disabled

Comments |

Database Type

Microsoft SQL Server
Cracle
Sybase

Gonnection Passnord —

Connection User Name

Data Source ID [ |*
Data Source Host | |X
Data Source Port [ |*
Limit Returned Data O on @ off
Maximum Connections | 10 *
Allow Read-Only Access  on @ off

Done
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SQL Data Source Usage

?) DataPower X150 | Configure: S@1 Daia Source — Mozilla Firefox
File Edt Mew Higtory Bookmarks Tools Help

https:/#3.70.152.15:930590/configurs/SQ L Data Source.” s

67 C X &

Most Visited # Getting Started || 1BM
& -0 wesseanen [} o M- - <% -0 -@-=-0-
DataPower X150 | Configure: sm_ua._-

WebSphere. DataPower X150 admin @ L2xid41 Domain: meganiVodafoneDavidC v Save Config Leogout

Control Panel Debug-Level Logging is enabled, which impacts performance. Manage debug settings.

Sbuns ﬂ Configure SQL Data Source

Services

Network

0

main Data Source Confic

Administration

Objects SQL Data Source: I [up]

FTP Quoted Commands

ply | | Export | Wiew Log | View Status | Help
IMS Connect
ISCSI CHAP
iISCSI Target
= Admin State {5y enabled () disabled
ISCSI Volume -
Faad Bolenoanorain Comments [Account info for production HCS pr
MQ Queus Manager
MQ Queue Manager Group  Database Type *
NFS Dynamic Mounts
Connection User Name [ barberk *

NFS Static Mounts

Peer Group

Sennection Pazzward
SQL Data Source
TIBCO EMS *

User Agent

T Data Source ID [‘tempab | *
Data Source Host [9.42.102.123 |*

FTP Poller Front Side
Handler Data Source Port [ 50008 2
FTP Server Front Side
Handl 4

i Limit Returned Data ron @G off
HTTP Front Side Handler
HTTPS (SSL) Front Side Maximum Connections [ 30 *
Handler
IMS Connect Handler Allow Read-Only Access O on G off

MQ Front Side Handler
NFS Poller Front Side

Done
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SQL Data Source Usage

) DataPower X150 | Configure: XML Hrewall - Mozilla Hrefox

Fle Edt Wiew History Bookmarks Tools
6 Cc X & https://9.70.152.15:30G0/service XM L Firewall /ss-aamlfw 2|
Most Visted P Getting Stated || I1BM
HE M
Configure XML Firewall
1 Advsncad le Params. Hasdars Monitors XML Thrast ion
[apply ] [ cancel | [ Delete Clone | Export | view Log | View Status | Show Probe | validate Conformance | Help
XML Firewall Service status: [up]
EEE Gloiad £ omenanas General Configuration
IMS Connect
ISCSI CHAP Firewall Name XML Manager
iSCSI Target [[s=2emitt | = | default
iSCSI wolume S Firewall Policy
Load Balancer Group [ an example XML Firewall Service | *:
MQ Queue Manager Firewall Type URL Rewrite P
MQ Queue Manager Group Loopback *
MFS Dynamic Mounts
MFS Static Mounts
Peer Group
SOL Data Source
TIBCO EMS
User Agent oricin DATAPOWER XISO
SEroR
webSphere 1MS
Back End Front End
"_”r"d"ro“er Front Side With a loopback proxy back end type, there is no back end Device Address
Kol e server; the device is responding to the client. [o.0.0.0 |Saiset Alas ] *
FTE Server Front Side
Handler Device Port
HTTP Front Side Handler *®
HTTPES (S5L) Front Side
Handler
With this type, there is no back end server which needs SSL Serwer Crypto Profile
IMS Connect Handler credentials from the device.
(none) w
MQ Front Side Handler
MFS Poller Front Side
Horilics with this type, the response type is always "unprocessed”. Request Type
SFTP Server Front Side
Handler
Stateful Raw XML Handler
tateless Raw XML Handler e
Done =
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SQL Data Source Usage

) DataPower X150 | Processing Policy- - Mozilla Firefox

EIE®

b= [ERGREERE hitps://9.70.152.15:9090/ corfigure.Style Policy Editor,/ss-xml-fw PskipNav struepolicy Name Select =ss smifwiservice =XMLFirewall Service

= Configure XML Firewall Style Policy

Folicy Name: |-_:-:-_w il =iy | *

[ Apply Policy ] [ Cancel ] Export | View Log | Wiew Status | Close Window |

Rule Name: |=--—- mil-fw_reguest Rule Direction: | Client to Server

[ Mew Rule ] [ Delete Rule ]

v S A AL O O CUBEN E a4 o W

Filtar Sign Werify wWalidats Encrypt Decrypt Transform Rauts Results Adwvanced

> = 2 ol » E
o =
T Action: Transform s
EAlgils ss-xml-fw_request_=xform_0
Action Type: xform
Input : INPUT
Transform : local://fsample.xsl
Qutput @ PIPE

URL Rewrite Policy
| I_ Create Reusable Rule ] Dynamic Stylesheet @ |

Output Type : default

7 Asynchronous @ off

delste rule
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SQL Data Source Usage

1 k?zml version="1.0" encoding="UTF-S"32> - _ .

2z €<x=l:styleshest xmlns:xsl="http://www. w3 .org/ 1999,/ XSL Transform” wversion='"1_.0"

= Xmlns:regExp="http://exslt.org/regular—expressions"

4 xmlns:dp="http://uuw.datapover .com/extensions"™ extension—element—prefixes="dp"™
= xmlns:dpoontig="http://www.dacapower . com/ param/ contig™”

= xmlns:date="http://exslt.org/dates—and-times""

7 exclude—result—prefixes="dp dpconfig':>

=1

=[5 “wsEl:templatse match=r"/ s

10F <xsl:wvariskble name = "sgl-command’>

S INSERT INTO CAFO CANCELACION ([ CAFO CoO MNEM RECEFTOR.,

1z CAPO DS_FECHAL SOLICITUD, CAPO DS TIPSO SOLICITUD, CAPO DS _MNUM _DIARIO,

1= ESTA CO ESTADC, CAPC DS REFEREMCIA, CACA CO CAUSA CANCELACION.

14 SOPQ DS _REFERENCTIA, CAPO D3 _USE_ACEPTACICN, CAPO FX CREACICN,

15 CAPO DS USSR _CREACICHN, CAPO FX ACEPTACION, CAPC FX ULTIMA MODIF,

ls CAFCO DS _USFE _ULTIMA MODIF, INCI DS _INCIDENCIA, CAPO DS_FICHERC ANEXO,

17 EFNC_cCO ERROR_NC )

1= WALUES ( 70, '11/30/2007 1z2:51:z28.250 PM', 1, 3, 'CURS',

1= 'TFOS1071130125100003 ', 'ABOMNA', '30300311100518131122223', 'gcomo estdas?', '0452152010 12:00:00.000 AM', 'usuarickbtl’', ||
z0 FELAIRAZQ0R A2 1 510 26.398 PNy LODS5A25/2010 Q5013222 783 PMYy; ! 'y WULL,

21 ' foptsweblogic/shares/portabilidad/ justificantes/donante/ ImpresoSolicitudCtrl.pdE' , ' CAND PERMI' )
2z

23 </ mslivariables

24

= | <xsl:variabhle nauns = "ss—select>

z6 <dp:sSgl—-execute source="'" R - - ~ ' statement="§sgl-—command™/ >
= cixmlivariakhles L]

za

za 5] < output>

=0 <xsl:value-—of select="gfss-select" />

=1 </ Outputs>

=F=

== </x=l:template:-

34 <fxslistvleshest>

2E

=153

<3 seat
Bt Lo

1l
I
I

e e T S e |

Ln1.Col_1.C0O | UB-UMNIX | XML | Mod: 8/27/2010 4:16:38PM | File Size: 3484 | INS |
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SQL Data Source Usage

") DataPower X150 | Processing Policy: - Mozilla Firefox EEE

'ﬁ < WUER LYY Hitps /45 70.152.15:9090/configure/Style Policy Editor/ss-xml-fw 2skip Nav strue &policyName Select =ss xmifwiservice =XM L Firewall Service

Configure XML Firewall Style Policy

Policy Mame: |;=-:—_\-|1-.I—r'-.\. | *

[ Apply Policy ] [ Cancel J Export | View Log | View Status | Close Window |

Rule Name: |55—-- rml-fw_request Rule Direction: | Client to Server

[ Mew Rule ] [ Delete Rule ]

¥y S A L& 0 0606 2 O BE O o v

Filter Sign “erify Walidate  Encrypt Decrypt Transform  Routs Results Advanced

O

L » 2 .o o % %

CLIEMT ORIGEIN
: SERMER

‘[ Create Reusable Rule ] ‘

delets rule

Scroll to top
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SQL Data Source Usage

L 241 - Configure Action - Mozilla Firefox

WebSphere. DataPower XI50

E Configure Action

Select an action type

Operation
T U S s s
() MQ Header
The MQ Header action inserts and modifies headers for MQ processing

O On Error
An On-Error action determines whether or not rule processing continues upon
encountering an error, and if it is not (it is aborted), sets a named rule as error
handler. Once set, an on-error rule applies when any action after the on-error
rule encounters errors.

() Results Asynchronous
The Results-Asynch action sends message in specified Input context to a
Destination URL. Processing continues immediately after the redirected payload
is sent. The result, if any, of the redirection is ignored.

() Route (Using Variable)
This action determines the URL to which documents are forwarded after all
processing rules have completed.

() Set Variable
This action sets the value of a variable for use in subsequent processing.

Elsqu
The SQL action sends SQL statements to a configured Data Source database for
execution. The results may be used for further processing.

(! Strip Attachments
The Strip Attachments acticn removes all or specified MIME or DIME

ko b e frnn s mifind sk Camins i e s TRITLIT sttt

Cancel

Done
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SQL Data Source Usage

?) L2xi41 - Configure SQL Action - Mozilla Frefox EIEE
[= [ ERGRE-RE https://9.70.152.15:9090/service/Processing Step Action Ropup=true

WebSphere. DataPower X150

EI Configure SQL Action

Help
Basic Advanced

1r||:|ut| | {auto) || (auto) »| *

E sSQL
none e + |l

S0QL Data Source

SQL Input Method

SQLTE:H:I:|| |

Asynchronous | Cron @& off

Output | [ [[ouTPuT =

[ Delete ][ Cone ][ Cancel ]

Done. a1+ .1
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SQL Data Source Usage

) 1 2%41 - Configurs SQL Action — Mozilla Frefox ElME]=)
@_- s iR b aRel hitps /¢S 701521590590 /service /Processing Step Action ?popup=tre

WebSphere. DataPower X150

EI Configure SQL Action

Input | | (auta)

El squL

SQL Data Source E(nﬂn&) ,.%I [ = J' S| il
SQL Input Method | | Static v

5QLText|| |

Asynchronous | (ron (&) of f

Output | | | [ouTPUT =&

[ Delete J[ Done ][ Cancel ]

. =
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SQL Data Source Usage

") L2xi41 - Configure SAL Action — Mozilla Frefox EEE
[ = [ERGREREN hitps /9. 70.152.15:9090/service/Processing Step Action Zpopup=trus

WebSphere. DataPower XI50

EI Configure SQL Acticon

Basic Advancad
1r||:|ut| | (auta)| || {auto) w| *

E sou

[tnone) B e ]l - |

| |[ YWar Builder ]

S0QL Drata Source

SQL Input Method

Variable Name

Asynchronous | {yon (& off

ﬂutpu'l:| [ |[ouTeuT &

[ Celete ][ Dione ][ Cancel ]

. =
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- Configure 501 Action - Mozilla Arefox

SQLData Source Usage

SREY hitps /9. 70, 152, 15: 9090 service /Processing Step Action Ppopup=true

WebSphere. DataPower XI50

EI Configure SQL Action

Input| | (auta)| || (auto) == *

E sou

SQL Data Source | | (none) 2| [ - J' =5
SOL Input Method
[Tocal:sis i~
Processing Control File E e s - . "
I (none) '\D_,I[ Upload. .. ][ Fetch... ]: Edit... || Wiew...

Asynchronous | on @& off

Output | | | [ouTRUuT =]

L Delete J[ Done J [ Cancel ]

e Igl‘*“‘!.:il
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SQL Data Source Usage

) 1 2%i41 — Configure S@I1L Action — Mozilla Frefox ElE]E=
@ < B b RIS B hitps /5. 70.152.15:909 0 service /Processing Step Action 7popup =true

Https /05 70152 155050 service  "Processing Step Action ?popup =true

EI Configure SQL Action

1n|:|ut| | (auto) || (auto) %l *

SQL
.

[local:/ir e
[ =ample.xsi ~|[ upload... |[ Feteh... |[ Edit... ][ wiew... |

War Builder

Asynchronous | ron (@& off

S0QL Data Source

SQL Input Method

Processing Control File

q.ugput| | | [ouTPUT ==

[ Delete ][ Done ][ Cancel ]

. =
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SQL Data Source Usage

?) DataPower X150 | Processing Policy: - Mozilla Frefox EEE

Folicy Name: |='-:-_\-|1-.|-r".~. | *
[ Apply Policy | [ cancel | Export | View Log | Wiew Status | Close Window |

Rule Name: |55—-- rml-fwe_request Rule Direction: | Client to Server w

[ Mew REule ] [ Delete Rule J

¥y © A L& OO0 6 2 O B O e ]

Filter Sign Werify \alidste Encrypt Decrypt Transform  Routs Results Advanced

=M & >4 {5 ol >

CLIEMT ORIGIN
: SERVER

‘ [ Create Reusable Rule J

ik lss-xmi-fw_request i ; ‘1" E1 u delste rule

Scroll to top
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3.7.1 Firmware Release Information
= Added connection pooling for DB2V9.

= Added an extension function to execute a query
statement against a database using parameter markers.

= Release notes for the 3.7.1.x firmware can be found at:
http://www-01.ibm.com/support/docview.wss?
rs=2362&uid=swg24023612

= The latest firmware is 3.7.1.15.

Pis
A =
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3.7.2 Firmware Release Information

= Brought connection pooling to the three other databases.
= Release notes for the 3.7.2.x firmware can be found at:
http://www-01.ibm.com/support/docview.wss?

rs=2362&uid=swg24023613

= The latest firmware is 3.7.2.13.

Py
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3.7.3 Firmware Release Information

= Release notes for the 3.7.3.x firmware can be found at:
http://www-01.ibm.com/support/docview.wss?
rs=2362&uid=swg24023611

= The latest firmware is 3.7.3.12.

4
bt =
- | .
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3.8.0 Firmware Release Information
= Added support for Oracle RAC.

= Added the "maxOutputParamSize" attribute for the extension
element to allow stored procedures with large output params.

= Externalize SQL Injection Patterns in Web Application Firewall
service.

= Release notes for the 3.8.0.x firmware can be found at:
http://www-01.ibm.com/support/docview.wss?
rs=2362&uid=swg27017385

= The latest firmware is 3.8.0.6.

X .
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3.8.1 Firmware Release Information

= Tracing can be enabled in the field for 3.8.1 via the
"TraceFile" config param.

= Debug logging will have an impact on performance.
* Release notes for the 3.8.1.x firmware can be found at:
http://www-01.ibm.com/support/docview.wss?

rs=2362&uid=swg2/018966

= The latest firmware is 3.8.1.4.

X .
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Summary

= The DataPower appliance provides a number of
integrations to key IT technology components, one
of which is for SQL/ODBC. This seamless interface
allows DataPower to operate with various SQL data
resources: DB2, MS SQL Server, Oracle, and
Sybase.

= This presentation was an introduction to the
device’'s SQL data source, and serves as the initial
step to follow-up presentations on SQL data source
examples in the field and troubleshooting.

‘ .— -
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Additional WebSphere Product Resources

= Learn about upcoming WebSphere Support Technical Exchange webcasts, and access
previously recorded presentations at:
http://www.ibm.com/software/websphere/support/supp_tech.html

= Discover the latest trends in WebSphere Technology and implementation, participate in
technically-focused briefings, webcasts and podcasts at:
http://www.ibm.com/developerworks/websphere/community/

= Join the Global WebSphere Community:
http://www.websphereusergroup.org

= Access key product show-me demos and tutorials by visiting IBM Education Assistant:
http://www.ibm.com/software/info/education/assistant

= View a webcast replay with step-by-step instructions for using the Service Request (SR)
tool for submitting problems electronically:
http://www.ibm.com/software/websphere/support/d2w.html

= Sign up to receive weekly technical My Notifications emails:
http://www.ibm.com/software/support/einfo.html

e
A =
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http://www.ibm.com/developerworks/websphere/community/
http://www.websphereusergroup.org/
http://www.websphereusergroup.org/
http://www.ibm.com/software/info/education/assistant
http://www.ibm.com/software/websphere/support/d2w.html
http://www.ibm.com/software/support/einfo.html

IBM Software Group

We Want to Hear From Youl!

Tell us about what you want to learn

Suggestions for future topics
Improvements and comments about our webcasts
We want to hear everything you have to say!

Please send your suggestions and comments to:
wsehelp@us.ibm.com

4
bt =
=

WebSphere® Support Technical Exchange 32 of 33



mailto:wsehelp@us.ibm.com

IBM Software Group

Questions and Answers
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