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Agenda

= Introduction to
» Java Message Service

» Service Integration Bus
» launchClient tool

= SSL and JSSE
» Introduction

» Terminology
» SSL Handshake

= Connecting the Application Client to SIB
» Transport Chains

» Provider Endpoints
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Agenda Continued

SSL Connection to SIB
» Code example

» Configuration via Admin console

» launchClient tool example

Tracing the message

Useful Links

Questions and Answers
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What is JMS?

= Java™ Message Service is a standard (java based) enterprise
messaging API

= Defined by a specification developed under Java Community
Process JSR 914 as part of J2EE and implementation has
been required since J2EE 1.3 (WAS v5)

= Supports both synchronous and asynchronous messaging

= Loosely coupled

= Supports Point-to-point and Publish-Subscribe messaging

Pis
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JMS Components

= JMS provider: A messaging system that implements the
JMS specification.

= JMS clients: Java applications that produce and consume
messages off destinations.

= Messages: An object that contains the data being
transferred by a JMS client.

= Administered objects: Pre-configured JMS objects that are

created by an administrator for the use of JMS clients. For
example connection factories and destinations.

Pis
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What is the Service Integration Bus?

= Default JIMS messaging provider with IBM®WebSphere
Application Server v6.x, v7

= Consists of interconnected message engines that provide
messaging functionality

= Supports JMS 1.1

= Pure Java implementation

e
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Service Integration Bus Components

= Bus
» Logical entity where applications connect to send or receive messages.

» Consists of one or more interconnected message engines.

= Message engine
» The runtime component for messaging.

» Created when a bus member (either a server or cluster of servers) is
added to a bus as a bus member.

= Destinations
» Logical target (queue or topic space) for each message.

X .
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What is the IBM Java EE Application Client?

= Uses the runtime component of either the Application client
installation or the WebSphere Application Server installation to
access system resources such as security, transactions, jndi
lookups and database access

= Can access EJBs, JDBC databases and JMS destinations

* Provides support for XML deployment descriptors

= Installed from the product CD

Pis
A =
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launchClient

= The launchClient tool is used to start Java EE application clients
» Windows® C:\Program Files\IBM\WebSphere\AppClient\bin\launchClient.bat

» Linux® /opt/IBM/WebSphere/AppClient/bin/launchClient.sh
» AiX /usr/IBM/WebSphere/AppClient/bin/launchClient.sh

= Syntax

launchClient [-profilieName pName | -JVMOptions options | -help | -7]
<userapp> [-CC<name>=<value>] [app args]

= Example usage

launchClient c:\earfiles\myapp.ear -CCBootstrapHost=myWASServer

Pis
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launchClient - parameters

The launchClient tool uses client container parameters for configuration as specified by the
—CC name/value arguments. Some examples are:

-CCBootstrapHost - The name of the host server you want to connect to initially.

-CCBootstrapPort - The server port number. If none is specified the default value is used
-CCD

- Used for JVM system properties

-CCproviderURL - Provides bootstrap server information used to obtain an initial context
It can use either a CORBA object URL or an IIOP URL
-CCtrace - Use this option to obtain debug trace information.
-CCtracefile

- Indicates the name of the file to which trace information is written

» C:\"Program Files"\IBM\WebSphere\AppClient\bin\launchClient -help

Pis
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Agenda

= |ntroduction to
» Java Message Service

» Service Integration Bus
» launchClient tool

= SSL and JSSE
» Introduction

» Terminology
» SSL Handshake

= Connecting the Application Client to SIB
» Transport Chains

» Provider Endpoints
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What is SSL?

= Secure Sockets Layer is a standard to ensure secure communications
and allow reliable authentication.

= The SSL protocol is based on public key infrastructure (PKI), and uses
public key encryption, shared key encryption and hashing algorithms in
combination with certificates and certificate authorities for transport
layer security.

= Sits between the Application layer and the Transport layer.

= Transport Layer Security (TLS V1.0) is based on SSL V3.0.

Pis
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What is JSSSE?

= Java Secure Socket Extension — Provides transport layer security for
the Java 2 platform.

= Provides an API for a Java version of SSL and TLS.

* Relies on X.509 certificate-based key pairs

4
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SSL Terminology

= Keystore — database that can contain both public and private keys used to encrypt and decrypt
data.

= Trust store — database that contains the public keys for the remote side stored as signer
certificates.

= Digital certificates — allow unique identification of an entity.

= Personal certificates — certificates used to authenticate yourself.
= CA certificates — certificates verified by a 3 party certificate authority.

= Public/Private keys — used during the SSL handshake. The public key is used to encrypt data to
be decrypted by the private key and vice versa.

= Session keys - negotiated during the SSL handshake, and subsequently used to encrypt/decrypt
data flowing over the connection.

= Self-Signed certificate- certificate that has been signed with its own private key.

= Ciphers — cryptographic algorithms used for authenticating the client and server.

WAL
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SSL Handshake (short version)

The client sends a message to the server and requests a secure connection.

The server sends a reply with its certificate (containing its public key) to the
client and the client verifies the server certificate (server authentication).

The server may optionally request the client to send its certificate to the server so
the server may verify the client (client authentication).

The client verifies the server’s public key, encrypts data using this public key
which in turn is used by each end of the connection to create identical secret
keys. These secret keys are used to generate session keys which are used to
encrypt and decrypt information during the SSL session.

The client sends a message to the server that future messages will be encrypted
with the session key. The server sends a message to the client with the same.

" . '- o
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What does SSL buy me?

» Privacy — allows the client and server to establish an encrypted
connection to exchange messages.

» Authentication — verifying another hosts identity.
» Integrity — Data is tamper-proof.

» Nonrepudiation — Prevents either sender or receiver from denying
they sent data.

X .
A = (5
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Connecting to SIB - Transport Chains

Inbound transport chain — enables messaging clients to communicate
to a message engine.

= Default transport chains

» InboundBasicMessaging (Non-SSL) — uses the port for
SIB_ENDPOINT_ADDRESS

» InboundSecureMessaging (SSL) — uses the port for
SIB_ ENDPOINT_SECURE_ADDRESS

X .
A 5 | L
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Connecting to SIB - Provider Endpoints

= Property of the connection factory which allows you to specify a comma-
separated list of suitable bootstrap servers.

= Specified as a triplet of the form
hostname:port:transport chain

» Hostname - name of the host where the bootstrap server is running.

» Port - port number for the SIB service for the bootstrap server which is
determined from the inbound transport chain.

» Transport chain - specifies the transport chain that will be used to send
the bootstrap request to the bootstrap server.

BootstrapBasicMessaging — used when sending bootstrap requests
to the SIB_ ENDPOINT_ADDRESS.

BootstrapSecureMessaging — used when sending bootstrap requests to
the SIB_ENDPOINT_SECURE_ADDRESS.

.‘ . " -
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Application servers > serverl

Runtime | | Configuration P O rt Va | u e S

General Properties Container Settings

Port Name Port B Session management

28 . ;
ROBIATRARNHDRE = #HL0 IP Container Settings . Th rt | f
SOAP_CONNECTOR_ADDRESS 8881 € port value 1or

Jeb Container Settings

SI B_ENDPO NT_ADDRESS

18 Contaimer Setkings is used for SIB clients not using
artainer Sutwicas SSL (unencrypted TCP/IP)

usiness Process Services

SAS_S55L. SERWERAUTH_LISTEMER_ADDRESS Q407
C5IW2_S5L SERVERAUTH_LISTEMER_ADDRESS | 9408
C5IWZ2_S5L. MUTUALAUTH_LISTENER_ADDRESS | 9409
WC_adminhost 2061
WC_defaulthost 2080
DCS5_ UNICAST _ADDRESS 9354
WC_adminhost_secure 9044

ortlet Container Settings

cations

Installed applications

WC_defaulthost_secure 0443
SIP_DEFAULTHOST 5060
SIP_DEFALULTHOST SECLURE 5061
SIE_ENDPOINT ADDRESS 7276
SIBE_EMNDPOINMT _SECURE_ADDRESS 7286
SIB_MQ_ENDPOINT_ADDRESS 5558
SIBE_MQ_ENDPOINT_SECURE_ADDRESS 5378
ORB_LISTEMER_ADDRESS

er messaging

= The port value for

. o SI B_ENDPQO NT_SECURE_ADDRESS
Messaqing engine inbound transports ) ] .
WebSphere MQ link inbound transports is used for SIB clients using SSL
SIB service encryption

er Infrastructure

Messaging engines

ava and Process Management

Administration

ommunications
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Agenda Continued

SSL Connection to SIB
» Code example

» Configuration via Admin console

» launchClient tool example

Tracing the message

Useful Links

Questions and Answers
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Client sample — imports and jndi

import java.io.*;
import javax.jms.*;
import java.util.*;
/** Add SIB import below if you use the SIB ConnectionFactory
* import com.ibm.websphere.sib.api.jms.*;
*/
import javax.naming.*;
public class JMSClient
{
public static void main(String[] args)

{

try {
/**
* Lookup queue connection factory object using jndi
*/
System.out.println("* Looking up CF 1in jndi...");

Context ctx = new InitialContext();

ConnectionFactory cf = ConnectionFactory)ctx.lookup ("jms/JIMSClientCF") ;
Destination jmsQ = (Destination)ctx.lookup ("jms/IMSClientQ");

/**

. =
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Client sample — connection and send

Jx*
* Get a connection to the Bus
*/
System.out.println("* Creating gqueue connection...");
Connection conn = cf.createConnection();
conn.start () ;
System.out.println("* Queue connection created...");
/*k*
* Start a session
*/
System.out.println("* Creating queue session...");

Session session = conn.createSession (false,
Session.AUTO ACKNOWLEDGE) ;
/** -
* send a simple text message.
*/
System.out.println("* Creating queue sender to " + jmsQ.toString() +
". . ‘");
MessageProducer gsdr = session.createProducer (jmsQ) ;
TextMessage msg = session.createTextMessage ("This is a test message");
gsdr.send (msqg) ;

e
e B
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Client — close everything

/**

*/Close everything

*

System.out.println("* Sample done");

conn.close();

} catch (JMSException j) {
System.out.println("! Failed with JMSException " + J);

System.out.println("! Linked Exception " +
Jj.getLinkedException());

J.printStackTrace() ;

System.exit (1) ;

} catch (Exception e) {
System.out.println("! Failed with Exception " + e);

e.printStackTrace() ;
System.exit (1) ;

}
System.exit (0) ;

A 5
: | -
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Summary of steps used to build the TestApp1.ear

= Create a new Application Client project

{:}Java EE - TestApp/appClientModule/IMSClient.java - Eclipse under
IS 0 | mes | ™o s | 5 4w File > New > Application Client project
e e s e Fillin the project name and select
oject Explrer £ = 5[ mscientzava 33 \_ “Add Project to EAR”, then finish.
Warkspace]| 8% | & Y& ®import java.io.*:[] = Expand the new project and drag the
E%T&stﬁ.ﬂp 1:3]:-11::: class JH5Client source code to under
E‘ :s:mogmjzﬂw:ﬁmw & public static void main(String[] args) AppClientModule> default package
r?ugﬁ (default package) iw { = Right click on the top level project and
LT |  cnose
. = META-INF * Lookup gueue connection factory object u > build path
;Rcfusa]:ii::ne?mljgz:y-E:;?;Er-;rlnaa:llesm Sy;tem.out.printlnt"* Looking up CF in jndi > (I:onﬁg.:]ure bUIld path
@ ma"*'mp"jar'c”'mgra_m FiIESu,Br.m'M Context ctx = new InitialContext(): > libraries tab .
.E :;:E:ifrarllcesﬁpl g e iy ConnectionFactory cf = [(ConnectionFactory)ct >add ex’Ferna!jars
E-E buid Destination jmsf = (Destination)ctx.lockup(' add the “j2ee jar” from the
WAS_INSTALL_ROOT\AppClientib
directory

* Change the “Main-Class” in the
Manifest. MF under META-INF to point
to your class

= Export the project as an EAR
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Connecting to SIB - Starting point on the SIB side

Bus defined named “TuxBus”

A Bus member named “server1”

Messaging engine named “aemtux3Node01:server1

Queue destination named “TESTQ”

JMS Connection Factory named “jms/JMSClientCF”

JMS Queue named “jms/JMSClientQ” pointing to the actual “TESTQ”
queue destination.

) .
A = [
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We will focus on

Server SS L COnﬁg u ration = Keystores and certificates

= SSL configurations
= Manage endpoint security configurations

S5L certiticate and key management

551 certificate and key management

SSL configurations

The Secure Sockets Layer (55L) protocol provides secure communications between remote server processes or endpoints. S5L Related Items

security can be used for establishing communications inbound to and ocutbound from an endpoint. To establish secure

communications, a certificate and an S5L configuration must be specified for the endpoint. B S5L configurations
In previous versions of this product, it was necessary to manually configure each endpoint for Secure Sockets Layer (55L). In " Dynamic cutbound
this version, you can define a single configuration for the entire application-serving envircnment. This capability enables you to endpoint S5L
centrally manage secure communications. In addition, trust zones can be established in multiple node envirenments by configurations

overriding the default, cell-level S5L configuration. B o staies S
Eay stores and

If you have migrated a secured environment to this version using the migration utilities, the old Secure Sockets Layer (S5L) certificates
configurations are restored for the various endpoints. However, it is necessary for you to re-configure 55L to take advantage of " ey zets

the centralized management capability.

© Key set groups
Configuration settings

© Eey managers
Manage endpoint security configurations

U Trust managers
Manage certificate expiraticn o Certificate Authority (CAT

client configurations

o Use the United States Federal Information Processing Standard (FIPS) algorithms. Mote: This option requires the TLS
handshake protocol, which some browsers do not enable by default.

¥ Dynamically update the run time when S5L configuration changes occur

_Apply | | Reset |
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Create the server store

551 certificate and key man ment > Key stores and certificates > New .
= Path is the fully

ualified path to
the keystore.

Defines keystore types, including cryptography, RACFR), CMS, Java(TM]), and all truststore types.

General Properties The additional preperties will not be
—— for this item are applied or saved. u JSSE defaults
S Additional Properties to JKS format
Dlascription B Signer cerfificates type
| B Farzonal certificates
. . . i B Persons| certificate requests = gthe keySEOI'ed
SRR SIS SR : = B Custom praperties oes nOt direa y
cell)iaemtux3iodallcCelli{node) aemtux3iodall - . . .
[ teet) = =] exist, it will be
+ Path . created.

|,"hﬂm efrichm/TuxServerStora.jks

# Password

# Confirm password

Type

| IKS _ﬂ|

r Read only

[ Initialize at startup

i Enable cryptographic cperations on hardware device

. [ =
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Create the client store

= The PKCS12 type is a standard

keystore format

55L certificate and key management

55L certificate and key management > Key stores and certificates > New

Cefines keystore types, including cryptography, R'ACF{R]; CMS, JavalTM), and all truststore types.

General Properties

The additional properties will not be

# Name
|AppC| ientStore

Drascription

for this item are applied or saved.
Additional Properties

Management scope

E 8 m @

| (celllizemtux3lodediCelli(node)iaemtux3Nodall

|

# Path

|.."harnefrith m/ AppClientStore.p13|

# Password

# Confirm password

Type
| PKCS12 i.”

[ Read only

[ Initialize at startup

r Enable cryptographic operations on hardware device

. [ =
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; = Click on a keystore or truststore to create/view
Configured stores cerificates.

= Select the client and server stores to exchange
signers after you have created the personal
certificates.

SSL certificate and key management

551 certificate and key management > Key stores and certificates
Defines keystore types, incuding cryptography, RACFR), CMS, Java(TM], and all truststore typeas.

Keystore usages

| 35L keystores iﬂ

Preferences

| MNew || Delete H Change password, .. || Exchange signers...

= e
ey i

Sslact Nams & | Dascription & i s i

You can administer the following resocurces:

O AppClientStore (cell)iaemtux3NodeniCell: .."hamefﬁ;hmfﬁppclientﬁtme«plz
(node)iaemtux3iodeli

O NodeDefaultKeyStore Default key store for asmtux3iodetl | (cell)iaemtux3NedediCell: F{CONFIG_ROOTY cells
(node)iaemtux3iNodeli faemtux3iodeticCell/nodes
FfaemtuxZNodedl/key.pl2
| NodeDefaultTrustStore Default trust store for semtux3lodedl | {cell}:aemtux3Nodelicell: S{CONFIG_ROOCTH cells
' (nedeliaemtux3Nodedl faemtuxIlode0iCell/nodes

faemtuxZNode0i/trust.pl2

[ | TuxServerStore (cellliaemtux3iodedicell: fhemefrichm/TuxServarStore. jlks
(node)aemtux3iodell

Total 4

) .
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Creating certificates

551 certificate and key management

551 certificate and man ment > Key stores and certificates > TuxServerStore
Defines keystore types, including cryptography. RACF(R], CMS, Java({TM), and all truststore types.

General Properties

Click ‘Personal certificates’ to
create/view a self-signed
certificate.

Click ‘Signer certificates’ to

extract/view signer certs.

MName

|TuxSenl erStore

De'scripfjon

Management scope

|(ce|l:l raemtuxEilodeliCell:{node) :aemtux3lodanl

Path
|,J'E'|Drr| a/richm/TuxServerStara.jks

% Password

Type

| IKS =]

I Read only

| Initialize at startup

& Enable cryptographic oparations on hardware device

. [ =
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Signer certificates
Parzscnal certificates

Eersonal certificate requests

Custom properties
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Create a self-signed certificate for the server

SSL certificate and key management

551 certificate and key man ment > Key stores and certificates > TuxSarverStore > Perconal certificates >

Manages personal certificates.

General Properties

= The’Alias’ is the name

#* Alias
|ServarParsCart the certificate is known
Version as by the keystore.

Key size = The ‘Common name’
ai is typically the

# Common name

[1BM | hostname where
+ validity period the certificate

[385 | days resides.

Crgamization

|WabSphare |

Orgamization unit
[E |

Locality
[RTP i

State/Province
Inc |

2 ¥
A 5 ’ L
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Display of server self-signed certificate

551 certificate and key management

55L certificate and key ma ment > Key stores and certificates > TuxServerStore > Personal certificates > .

Manages perscnal certificates.

General Properties

Alias

ServerParsCert

Version

Serial number
|128483030786707 8000 |

validity period
[valid from Sep 15, 2010 to Sep 13, 2011, |

Issued to

|-l:3l‘J=IE!-h"Ir OU=L2, O=WebSphere, L=RTPE, 5T=NC, POSTALCODE=2751L%, C=uU5 |

Issued by
|CN=IEM. OuU=L2, O=WebSphere, L=RTP, 5T=NC, POSTALCODE=2751%, C=US |

Fingerprint [(SHA digest)
|BG:FC:FC:SE‘.-:EI-5'.DC:.?E:FA.'E!E:FEI-:28:EC.*CG',FD:S?:CE:DS:E!-E:D‘L:E‘F |

Signature algorithm

[sHALwithRSA(1.2.840.113549,1,1.5) |
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Create a self-signed certificate for the client

551 certificate and key management

551 certificate and key management > Key stores and certificates > AppClientStore > Personal certificates >

Manages perscnal certificates,

General Properties

*lg:ira-;w . = The ‘Alias’ is the
SETEERE name the certificate
is known as by the
keystore.

Nersicn

Key size
[ioae o] s

# Common name

= The ‘Common name’

[18M | is typically the
*I Validity peried hostname where the

e L certificate resides
[WebSphers | but is not mandatory

Crrganization unit
Lz |

Locality
[rTE |

State/Province
[nc |

Zip code

2 ¥
A 5 ’ L
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Display of client self-signed certificate

SSL certificate and key management

S5L certificate and key ma ment > Key stores and certificates > AppClientStore > Personal certificates >

Manages personal certificates.

General Properties

Alias

|Clientrerscart

WVersion
T

Serial number

|1z84830788837485000 |

Validity pericd
[valid from Sep 15, 2010 to Sep 15, 2011. |

Issued to

|ch=1BM, OU=L2, O=WebSphars, L=RTR, ST=NC, C=US |

Issued by
|cu=1BM, OU=L2, O=WebSphers, L=RTP, 5T=NC, C=US |

Fingerprint {SHA Eiigest]l
|5IiAI}LCS:EE:E\A:38:25:28.’93:?C:1E:EI-E:CZrBE:EE:SD:F?:DF:E?:SE |

Signature algorithm

WebSphere® Support Technical Exchange
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. = Highlight each personal certificate
EXChange Slg ners angd click ‘Add’ Ft)o include the signer

certificates.

L certificate and key management

551 certificate and key management > Key stores and certificates > Exchange signers
Extract a certificate from one key store and add it to another key store.

General Properties

Signers to exchange
AppClientStore certificates

TuxServerStore signers

clisntperscert =

fe

a2
o
W
W

datapowar =
root
<< Remove

o
i
i
=

AppClientStore signers

TuxServerStore certificates

serverperscert -

datapower & Add ==
root
-
v =
|-Appl§r | | oK | | Resat | | Cancel |

A 5 f .

35 of 54

WebSphere® Support Technical Exchange




IBM Software Group

Create an SSL Configuration

= The SSL config points
to the stores for the

Server.
551 certificate and management > S5L configurations > New
Defines a list of Secure Sockets Layer (55L) configurations. . Once you pOIﬂt
to the store, you then
General Properties must C“Ck ‘get
# Name ape . y
(e | cer_tlflca’Fe aliases
which will add the

Trust store name

| TuxServerStore ({cellliaemtux3iodedicell:{nade) i aemtuxEiadei) )i‘” server Certlflcate allas
to the drop down.

Keystore name
| TuxServerStore [{cell):aemtux3lodediCelli{node)iaemtux3iodadi)

i”' Get certificate aliases |

Default server certificate alias

|5n=_-r'.r_«_=_l1'|:rer5|:ert ;” = CI'Ck ‘QOP, tO enable
client authentication.

Default client certificate alias

| serverperscert ;”

Mansgement scope = The trust store and
| {cellliaemtux3NodetiCelliinode)iaemtuxZlodell i”
keystore can be

Fhen| [on [Feasr] [Eamea ] different store files.

e
4 = J
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Enable Client authentication

551 certificate and key management

551 certificate and key management > 55L configurations > TestS5SLConfig > Quality of protection (QoP) settings

Specifies the security level, ciphers, and mutual authentication settings.

General Properties

Cli authentication

Protocol
SSL.TLS =]

Provider

& Predefined 155E provider

Selact provider | [BMISSEZ v |

& Custom JSSE provider

Cipher suite settings

Cipher suite groups . .
Strong _w:-J | Update selected ciphers

Cipher suites
Selected ciphers
Add == SSL_RSA_WITH_RC4_128 MDS -
S5L_RSA_WITH RC4 128 SHA
e S5L_RSA_WITH_AES_128_CBC_SHA -
| << Remove | S5L_DHE_RSA_WITH_AES_128_CBC_SHA
SSL_DHE DSS_WITH_AES_128 CBC SHA | w

. = B :
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‘Required’ —
Server will
request cert from
the client.

‘Supported’ —
Server may
request cert from
the client.

‘None’ — Server
does not request
cert from the
client.

You can add or

remove ciphers
if you wish.
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Manage endpoint security configurations

55L certificate and key management > Manage endpoint security
Displays Secure Sockets Layer {SSL) configurations for selected scope:
= Configure the inbound and
outbound endpoints.

General Properties

Name = Select the SSL config to use.
serverl I
—— = ‘click’ the update certificate list.
finkound I = Choose the certificate alias in
Inherited SSL configuration the Server store for the personal
Inherited S5L configuration name Cel'tlflcate .

[HodaDHFEUIESSLSﬂngs [

* For the inbound and outbound

l connection you need to specify
the SSL config to use, and at

what scope.

Inherited certificate alias

[null

Specific 5SSL configuration for this endpoint
~ Override inherited values

SSL configuration
I TestS5LConfig Lll

[ Update certificate alias list I

Certificate alias in key store
serverperscert = |

e
e
e B
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Configured endpoints on the Server

551 certificate and key management

551 certificate and key management > Manage endpoint security

Displays Secure Sockets Layer (55L) configurations for selectad

Local Topology |

E Inbound
B zemtux3Nodelilcell
E 3 nodes
= @ aemtuxEiodedl{NodeDefaultS5LSattings]
H (@ servers
% serverl{TestSSLConfig, serverperscart])

firstBus

Tu=xBus

secondBus
B Cutbound

B =zemtuxZNodediCell
E 7 nodes

firstBus
TuxBus
sacondBus

. =

WebSphere® Support Technical Exchange

Notice the TestSSLConfig
is listed the for server1

scope now.
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Scope

|ND|:|e=aerntuxSN'udeDl,Ser\rer=5er\-er1

Provider

|Defa|.||l: messaging provider

# Name
[smsclientcr |

# JMDI name
[ir=/amsclientcr |

Cescription

Category

Connection
# Bus nams

| TuxBus iﬂ

Target

Target type
Bus member name i_”

Target significance
Preferrad ;I

Target inbound transport chain
|Inbuund59cureMEs-aging

Provider endpoints

2 ¥
A 5 ’ L

WebSphere® Support Technical Exchange

Provider Endpoints and
Transport Chains

= The provider endpoints on the connection
factory need to point to the port for the
SIB_ENDPOINT_SECURE_ADDRESS and
the inbound transport chain needs to point to
the secure transport chain.
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Disable the InboundBasicMessaging transport chain

Application servers

Application servers > serverl > Transport Chain > InboundBasicMessaging

Use this page to view and manage a transport chain. Transport chains represent

Configuration

General Properties

¥ Name
|InbnundBasicMEsaging

[ Enabled

Transport Channels
® TCP inbound channel (SIE TCPE JFAR]

Haost *
Port 7276
Thread pool SIBFAPInboundThreadPool

® JFAP inbound channel

|App|y||DK||Rﬁeﬁ||Cancel|

. =
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Itis generally a good idea to disable
the InboundBasicMessaging

transport
chain once you have SSL enabled.
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Client side configuration - sib.client.ssl.properties

s EEs R s s e b SEEES SRS RS EEE SRS RS SRS SR SRR RS SRR E R SRR SR

ki3

¢ (Z) COPYRIGHT International Business Hachines Corp. 2004, 2007

& All Right=s Reserved #*# Licens=ed Materials — Froperty of IBHM . . .
# = Editthe com,ibm.ssl.alias
¢ SIE Client 551 Properties file . .

# setting to point to the
# Thi= file contains properties that are used by Service Integration to

# determine client transport security settings. name Of the SSL

¥

i e e e e e e e e e g e e e g g conf |g uration you are
b4 i i

## Determines which 551 properties to use. USIng "]the

by ;

## Valid walues are: SSl'Cllent'propS'

b aliaz (default) ¥ use the alias referenced by the com.ibm.=s=l.alias

b pProperty.

iy file — u=e the properties specified in thi= file and ignore

b any properties referenced by the comn.ibm.==l.alias

ity propeErty.

xR

com. ibm.ws . =ib . configurationSource=alias

b g

## S5L configuration alias referenced in ==l .client . props

b g

com . ibm.==]1 alia==ClientS5Lionfig

) .
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Client side configuration - ssl.client.props

k3
# Another S5L configuration (this 1= a template. unconment and modify)
# ¥You can configure the dvnamicSelectionInfo OR reference this alias

ﬁ from another protocol (e.g.. =socap.client. props or =a=.client . props) u The Com_ibm_SSLa"aS
com.ibm.ssl.alias=ClientSSLlConfig ifi in th

com . ibm. ==l  protocol=55L_TLS SpeC ed t €

com. ibm. ==l . securitylevel=HIGH 1 i 1 i
e e e sib.client.ssl.properties file
com . ibm. ==  kevManager=IbmX509 H

com. ibm. ==l contextProvider=1BMJISSEZ pOIntS tO the SSL

com . 1bm. ==l . enableSignerExchangeFPromnpt=true ; :

com . ibm. ==l keyStoreClientAlias=clientperscert Conflguratlon yOU Want tO

#com . ibm . ==l custonTrustHanagers= . .

#com . ibm. ==l custonkeyManager= use in the ssl.client. props
#¥com . 1ibm . ==]1 dyvnanicSelectionInfo= .

*com. ibm. 551 . enabledCipherSuites= file.

# KEevStore information

com. ibm. ==l . kevStoreHanse=ClientStore

com.ibm. ==l kevStore=C ~weteraentuxi~AppClientStore . pl2
com . ibm. ==  keyStorePazswvord=password

com.ibm.==1 keyStoreType=PECS12 u The uncommmented
comn . ibm. =21 kevStoreProvider=1BMICE

com. ibm . s=1  keyStoreFileBased=tru= entries on the left

# Tru=tStore information ifi
com. ibm.==1 . trustStoreName=ClientStore represent the mOdIerd
com.ibm. ==l . trustStore=C ~wstetaentuz3~AppClientStore . pl2 H

com . ibm.==1 . trustStorePassword=password SSL propertles for the
com . ibm. ==  trustStoreType=FECS512 C"erﬂ

com . 1bm. == trustStoreProvider=1BMICE
com . ibm.==]1  trustStorelFileBazed=trues
com. ibm. ==l trustStoreReadinly=ialse
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Summary of steps for a secure connection

Create keystores/truststores for the server and client.

Create a self-signed personal certificate for each.

Exchange the signer certificates.

Create a new SSL config and point to the server keystore.

Enable client authentication (for 2 way authentication).

Point the inbound and outbound endpoints to the correct SSL server config.
Set the proper provider endpoints on the connectionFactory to use the
secure transport chain.

Disable the InboundBasicMessaging transport chain.

Move the client keystore/trust store to the client machine.

Configure the sib.client.ssl.properties file to point to the proper SSL client
configuration in the ssl.client.props file.

Modify the ssl.client.props with the proper SSL properties for the client.
Use launchClient to invoke the Application client EAR.

" . '- o
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Connecting to SIB - launchClient

C:\"Program Files"\IBM\WebSphere\AppClient\bin\launchClient TestApp1.ear
-CCproviderURL=corbaloc::aemtux3.rtp.raleigh.ibm.com:2809
-CCtrace=SIB*=all -CCtracefile=C:\temp\trace.log

IBM WebSphere Application Server, Release 7.0

Java EE Application Client Tool

Copyright IBM Corp., 1997-2008

WSCLO0012l: Processing command line arguments.

WSCLO0O013I: Initializing the Java EE Application Client Environment.

WSCLOO035I: Initialization of the Java EE Application Client Environment has completed.

WSCLO014I: Invoking the Application Client class JMSClient

* Looking up CF in jndi...

* Creating queue connection...

* Queue connection created...

* Creating queue session...

* Creating queue sender to queue://TestQ?busName=TuxBus...

* Sample done

X .
A = | @
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Tracking the message via client trace

C:\"Program Files"\IBM\WebSphere\AppClient\bin\launchClient TestApp1.ear
-CCproviderURL=corbaloc::aemtux3.rtp.raleigh.ibm.com: 2809
-CCtrace=SIB*=all -CCtracefile=C:\temp\trace.log

Example entries in the client trace.log using SIB*=all

[9/18/10 23:09:21:734 EDT] 00000000 < UOW=3-46884688-26038281:rmontjoy
source=com.ibm.ws.sib.api.jms.impl.JmsSessionimpl method=createMessagelD
(com.ibm.ws.sib.api.jms.impl.JmsSessionlmpl) [:/2e052e05] org=IBM prod=WebSphere
component=Application Server thread=[P=749156:0=0:CT]

Exit parm0= 7d508aa6 87a0f2dc 5¢cc8691f 110a134f 00000000 00000001

[9/18/10 23:09:22:218 EDT] 00000000 3 UOW=3-46884688-26038281:rmontjoy
source=com.ibm.ws.sib.jfapchannel.impl.Connection org=IBM prod=WebSphere
component=Application Server thread=[P=749156:0=0:CT]
(com.ibm.ws.sib.jfapchannel.impl.Connection) [:/7e607¢e6] state = Connection state: OPEN,
threadsSendingData=1

-
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Tracking the message via server trace

In the Administrative Console
Logging and Tracing > server1 > Diagnostic trace service >
*=info: SIBMessageTrace*=all

Example entries in the server trace.log using SIBMessageTrace*=all

[9/18/10 23:11:38:515 EDT] 00000020 UserTrace 3
(com.ibm.ws.sib.processor.utils.UserTrace) [:] CWSJUO0004I: A message with ID

ID:7d508aa687a0f2dc5cc86911110a134f0000000000000001, system message ID null
and correlation ID null is put to queue TestQ

[9/18/10 23:11:38:536 EDT] 00000020 UserTrace 3
(com.ibm.ws.sib.processor.utils.UserTrace) [:/41984198] CWSJUOO003I: A message
with ID ID:7d508aa687a0f2dc5cc8691f110a134f0000000000000001, system
message |ID 8EB25A0952013B96 2500005 and correlation ID null

is committed to destination TestQ, which is targeted for messaging engine
aemtux3NodeO1.server1-TuxBus.

. E N - 5}@
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Buses > TuxBus > Destinations > TestQ > Queue points > TestQ@aemtux3Node01.server1-TuxBus > Messages

Message Properties
System messages ID

[gEBzSAnaszoizEse_zs500005
State

mslllbh 4

Tramsaction ID

| |
Massage type

B |
Approximata langth

[B14 | Bytas

Tirme starmp

[Sep 18. 2010 1110921 PM |
Message wait time

|:I.IZI minutes |

Current messaging esnginea arrival time

[Sep 18, 2010 11:11:38 BM |

Redeliveread count

= |
Security user 1D

| |
Producar typa

[#pz |
Excaption destination timastamp

Excaption dastination reason

APLI Message properties
Message ID
[ID:?dEUEquE?-UFEdESE:EEE 1f110m134f00000000000000:01 J
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Useful SIB and Application Client Links

= WebSphere Service Integration Bus MustGather Information
http://www-1.ibm.com/support/docview.wss?rs=171&uid=swg21266769

= Creating a Service Integration Bus
http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/
com.ibm.websphere.express.doc/info/exp/ae/tjj0002_.html

= launchClient tool
http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/
com.ibm.websphere.nd.multiplatform.doc/info/ae/ae/rcli_javacmd.html

4
bt =
=
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JSSE and SSL links

= IBM JSSE Reference Guide
http://www.ibm.com/developerworks/javal/jdk/security/50/secguides/jsse2Docs/JSSE2RefGuide.html

= WebSphere Application Server V7 Advanced Security Hardening
http://www.ibm.com/developerworks/websphere/techjournal/1004_botzum/1004_botzum.html?ca=drs

= IBM WebSphere Application Server V7 Security Guide
http://www.redbooks.ibm.com/abstracts/sg247660.htmI?Open

= JSSE and SSL Mustgather
http://www-01.ibm.com/support/docview.wss?uid=swg21162961

9 o
% [ *
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WebSphere® Support Technical Exchange 50 of 54



http://www.ibm.com/developerworks/java/jdk/security/50/secguides/jsse2Docs/JSSE2RefGuide.html
http://www.ibm.com/developerworks/websphere/techjournal/1004_botzum/1004_botzum.html?ca=drs
http://www.ibm.com/developerworks/websphere/techjournal/1004_botzum/1004_botzum.html?ca=drs
http://www.ibm.com/developerworks/websphere/techjournal/0502_reinitz/0502_reinitz.html
http://www.ibm.com/developerworks/websphere/techjournal/0502_reinitz/0502_reinitz.html
http://www.redbooks.ibm.com/abstracts/sg247660.html?Open
http://www-01.ibm.com/support/docview.wss?uid=swg21162961

IBM Software Group

Other Useful Links

= WebSphere Application Server V7: Deploying Applications
http://www.redbooks.ibm.com/redpapers/pdfs/redp4583. pdf

= WebSphere Application Server V7: Messaging Administration Guide
http://www.redbooks.ibm.com/Redbooks.nsf/RedbookAbstracts/sg247770.html?Open

= WebSphere Application Server V7: System Management and Configuration
http://www.redbooks.ibm.com/abstracts/sg247615.html?Open

= WebSphere Application Server Information Center
http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp

= WebSphere Application Server Main Support
http://www.ibm.com/software/webservers/appserv/was/support

X .
A = r "
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Additional WebSphere Product Resources

= Learn about upcoming WebSphere Support Technical Exchange webcasts, and access
previously recorded presentations at:
http://www.ibm.com/software/websphere/support/supp_tech.html

= Discover the latest trends in WebSphere Technology and implementation, participate in
technically-focused briefings, webcasts and podcasts at:
http://www.ibm.com/developerworks/websphere/community/

= Join the Global WebSphere Community:
http://www.websphereusergroup.org

= Access key product show-me demos and tutorials by visiting IBM Education Assistant:
http://www.ibm.com/software/info/education/assistant

= View a webcast replay with step-by-step instructions for using the Service Request (SR)
tool for submitting problems electronically:
http://www.ibm.com/software/websphere/support/d2w.html

= Sign up to receive weekly technical My Notifications emails:
http://www.ibm.com/software/support/einfo.html

e
A =
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We Want to Hear From Youl!

Tell us about what you want to learn

Suggestions for future topics
Improvements and comments about our webcasts
We want to hear everything you have to say!

Please send your suggestions and comments to:
wsehelp@us.ibm.com
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Questions and Answers

e
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