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Agenda

 Creating a Web Service

 IBM Web Services Validation Tool for WSDL and SOAP

 Sending and Receiving SOAP Messages

 Validation

 Test cases

 Decryption & Digital Signature Verification
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Source code : DemoWebService.java
/*
 * @author: Jinwoo Hwang
 * Copyright 2009 IBM Corporation
 */
package demo;
 
public class DemoWebService {

public String hello(String name) {
if (name == null)

return "Hello, buddy!";
else

return "Hello, " + name + "!";
}

}
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Heading
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Heading
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Creating 
a Web 
Service
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Bottom-up 
Web Services
Development
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Source code : DemoWebServiceDelegate.java
/*
 * @author: Jinwoo Hwang
 * Copyright 2009 IBM Corporation
 */
package demo;
 @javax.jws.WebService(targetNamespace = "http://demo/", serviceName = 

"DemoWebServiceService", portName = "DemoWebServicePort")

public class DemoWebServiceDelegate {

 demo.DemoWebService _demoWebService = new demo.DemoWebService();

 public String hello(String name) {
return _demoWebService.hello(name);

}
 }
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DemoWebServiceService.wsdl
<?xml version="1.0" encoding="UTF-8"?>
<definitions name="DemoWebServiceService" targetNamespace="http://demo/"

xmlns="http://schemas.xmlsoap.org/wsdl/" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://demo/" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
<types>
    <xsd:schema>
    <xsd:import namespace="http://demo/"  

schemaLocation="DemoWebServiceService_schema1.xsd" />
    </xsd:schema>
</types>
<message name="hello">

<part element="tns:hello" name="parameters" />
</message>
<message name="helloResponse">

<part element="tns:helloResponse" name="parameters" />
</message>
<portType name="DemoWebServiceDelegate">

<operation name="hello">
<input message="tns:hello" />
<output message="tns:helloResponse" />

</operation>
</portType>
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DemoWebServiceService.wsdl : Cont’d
<binding name="DemoWebServicePortBinding" type="tns:DemoWebServiceDelegate">

<soap:binding style="document"  transport="http://schemas.xmlsoap.org/soap/http" />
<operation name="hello">

<soap:operation soapAction="" />
<input>

<soap:body use="literal" />
</input>
<output>

<soap:body use="literal" />
</output>

</operation>
</binding>
<service name="DemoWebServiceService">
    <port binding="tns:DemoWebServicePortBinding" name="DemoWebServicePort">

<soap:address 
location="http://localhost:9081/HelloWorldWSProject/

DemoWebServiceService" />
    </port>
</service>

</definitions>
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DemoWebServiceService_schema1.xsd

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://demo/" version="1.0"

xmlns:tns="http://demo/"
xmlns:xs="http://www.w3.org/2001/XMLSchema">

 
<xs:element name="hello" type="tns:hello" />

 
<xs:element name="helloResponse" type="tns:helloResponse" />
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DemoWebServiceService_schema1.xsd : cont’d

 <xs:complexType name="hello">
<xs:sequence>

<xs:element minOccurs="0" name="arg0" type="xs:string" />
</xs:sequence>

</xs:complexType>
 

<xs:complexType name="helloResponse">
<xs:sequence>

<xs:element minOccurs="0" name="return" type="xs:string" />
</xs:sequence>

</xs:complexType>
</xs:schema>
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IBM Web Services Validation 
Tool for WSDL and SOAP

 Validation

 Decryption

 Digital Signature Verification

 Message Exchange
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Supported Encryption Algorithms

 AES

 Triple-DES

 RSA Cryptography Specifications Version 1.5 

 RSA OAEP
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Supported Digital Signature Algorithms & Specs
 SHA-1 

 HMAC

 DSA 

 PKCS #1

 RSA Encryption Algorithm with SHA-1

 Canonical XML Version 1.0 and 1.1 

 XSLT Version 1.0 

 XPath Version 1.0  and Base64 
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Supported Key Store Types

 JKS

 JCEKS

 PKCS #12
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New Project
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Project Name
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Import
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Creating a 
SOAP 
Message in 
XML
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Test SOAP Message

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope

xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:ns0="http://demo/">
<soapenv:Body>

<ns0:hello>
<parameters>Jinwoo</parameters>

</ns0:hello>
</soapenv:Body>

</soapenv:Envelope>
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Transmit SOAP Message
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Test case #1

Incorrect 
Input

WebSphere® Support Technical Exchange
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Invalid SOAP message
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Input changed

<?xml version="1.0" encoding="UTF-8"?><soapenv:Envelope 
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

xmlns:ns0="http://demo/">
<soapenv:Body>

<ns0:hello>
<arg0>Jinwoo</arg0>

</ns0:hello>
</soapenv:Body>

</soapenv:Envelope>
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Test case #2

Incorrect 
Namespaces

WebSphere® Support Technical Exchange
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Test case #3

Encrypted 
SOAP Messages

WebSphere® Support Technical Exchange
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Validation of encrypted SOAP messages
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Validation of encrypted SOAP messages : cont’d
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Decrypted 
SOAP 
Message
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Test case #4

Digitally signed 
SOAP Messages

WebSphere® Support Technical Exchange



IBM Software Group

55 of 62WebSphere® Support Technical Exchange

Validation of digital signatures
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Properties
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Resources
 Author Home Page : http://jinwoohwang.sys-con.com/

 Web Services Validation Tool for WSDL and SOAP : http://www.alphaworks.ibm.com/tech/wsvt

 Web Services Architecture : http://www.w3.org/TR/ws-arch/

 Web Services Activity http://www.w3.org/2002/ws/

 Simple Object Access Protocol (SOAP) : http://www.w3.org/TR/soap/

 Web Services Description Language (WSDL) : http://www.w3.org/TR/wsdl

 XML Schema : http://www.w3.org/XML/Schema

 JSR 105: XML Digital Signature APIs http://jcp.org/en/jsr/detail?id=105

 JSR 106: XML Digital Encryption APIs http://jcp.org/en/jsr/detail?id=106

 Apache XML Security http://santuario.apache.org/

http://jinwoohwang.sys-con.com/
http://jinwoohwang.sys-con.com/
http://www.alphaworks.ibm.com/tech/wsvt
http://www.alphaworks.ibm.com/tech/wsvt
http://www.w3.org/TR/ws-arch/
http://www.w3.org/2002/ws/
http://www.w3.org/TR/soap/
http://www.w3.org/TR/wsdl
http://www.w3.org/XML/Schema
http://jcp.org/en/jsr/detail?id=105
http://jcp.org/en/jsr/detail?id=105
http://jcp.org/en/jsr/detail?id=105
http://jcp.org/en/jsr/detail?id=106
http://jcp.org/en/jsr/detail?id=106
http://jcp.org/en/jsr/detail?id=106
http://santuario.apache.org/
http://santuario.apache.org/
http://santuario.apache.org/


IBM Software Group

59 of 62WebSphere® Support Technical Exchange

Summary

 IBM Web Services Validation Tool for WSDL and 
SOAP provides:
Validation

Decryption

Digital Signature Verification

Message Exchange

And More
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Additional WebSphere Product Resources
 Discover the latest trends in WebSphere Technology and implementation, participate in 

technically-focused briefings, webcasts and podcasts at: http://www.ibm.com/
developerworks/websphere/community/

 Learn about other upcoming webcasts, conferences and events:  http://www.ibm.com/
software/websphere/events_1.html

 Join the Global WebSphere User Group Community: http://www.websphere.org 

 Access key product show-me demos and tutorials by visiting IBM Education Assistant: 
http://www.ibm.com/software/info/education/assistant

 View a webcast replay with step-by-step instructions for using the Service Request (SR) 
tool for submitting problems electronically: http://www.ibm.com/software/websphere/
support/d2w.html

 Sign up to receive weekly technical My Notifications emails: http://www.ibm.com/software/
support/einfo.html

http://www.ibm.com/developerworks/websphere/community/
http://www.ibm.com/developerworks/websphere/community/
http://www.ibm.com/developerworks/websphere/community/
http://www.ibm.com/developerworks/websphere/community/
http://www.ibm.com/software/websphere/events_1.html
http://www.ibm.com/software/websphere/events_1.html
http://www.websphere.org/
http://www.websphere.org/
http://www.websphere.org/
http://www.ibm.com/software/info/education/assistant
http://www.ibm.com/software/info/education/assistant
http://www.ibm.com/software/info/education/assistant
http://www.ibm.com/software/websphere/support/d2w.html
http://www.ibm.com/software/websphere/support/d2w.html
http://www.ibm.com/software/support/einfo.html
http://www.ibm.com/software/support/einfo.html
http://www.ibm.com/software/support/einfo.html
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Join WebSphere Support Technical Exchange on Facebook!

 Stay up-to-update on 
upcoming webcast sessions

 Suggest future topics
 Suggest program 

improvements
 Network with other product 

users
 And More…

Become a fan now! 

http://www.facebook.com/pages/WebSphere-Support-Technical-Exchange/121293581419

http://www.facebook.com/pages/WebSphere-Support-Technical-Exchange/121293581419
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Questions and Answers
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