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+++ Objective +++ 

The objective of this technical document is to provide step-by-step instructions on how to disable the 

TCP/IP version 6 protocol (IPv6) in Red Hat Enterprise Linux (RHEL) v7.3. This will work for the Server, 

Workstation, and Desktop editions.  

The steps outlined in this document disable the IPv6 in both the built-in kernel module (steps 1-4) AND 

by altering the sysctl settings (steps 5-10).  

Caveats: 

If you use X11 forwarding through SSH, the altering-the-sysctl-settings method will break it unless the 

following line is added to the /etc/ssh/sshd_config file: 

AddressFamily inet 

 
If you use Selinux, you may see error messages like the one below (SELinux Troubleshooter) after 

disabling the IPv6 kernel module: 

 

If this is the case, you may choose to only use the altering-the-sysctl-settings method. To undo the 

changes to the built-in kernel module, undo step 2, regenerate the GRUB configuration file and 

overwrite the existing one (redo step 3), and reboot. 
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++ Step 1: 

Verify you are using RHEL 7.3: 

$ cat /etc/redhat-release 

 

++ Step 2: 

Edit the file: /etc/default/grub 

In the line for: GRUB_CMDLINE_LINUX 

Add:  

ipv6.disable=1  

 

 

  



++ Step 3: 

Regenerate a GRUB configuration file and overwrite the existing one: 

 

 

++ Step 4: 

Reboot.  

This will complete disabling the IPv6 built-in kernel module.  

Continue to the remaining steps to disable IPv6 by editing the sysctl settings. 

 

++ Step 5: 

In the file: /etc/sysctl.conf 

Add the entry:  

disable_ipv6 = 1 

 

 

 

 



++ Step 6: 

Disable IPv6 in all /etc/sysconfig/network-scripts/ifcfg-* files: 

 

 

++ Step 7: 

Disable IPv6 in /etc/sysconfig/network: 

 

 

++ Step 8: 

Remove the “::1″ line from the /etc/hosts file: 

 

 

 

  



++ Step 9: 

In the file: /etc/ntp.conf 

Remove or comment the line: 

restrict ::1 

 

++ Step 10: 

Reboot.  

After rebooting, ran the following commands to ensure that IPv6 has been disabled:  

 

++ end ++ 


