Enabling an IMS application as a web service provider
with SAML signed assertion using IMS Enterprise Suite
Version 2.2 SOAP Gateway

(z/OS version)
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Overview

With IBM® IMS™ Enterprise Suite SOAP Gateway, you can enable your IMS
application as aweb service. Different types of client applications can submit SOAP
requests to IMS that drive the business logic of your IMS applications.

Y ou can enable the web services security (WS-Security) feature to ensure that the
security credentials of the client application is validated each time amessage is
submitted.

This sample guides you through the steps required to enable an IM S application as a web
service. This guide uses the IMS Phonebook sample application (IVTNO) to demonstrate
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how to enable WS-Security SAML 2.0 signed assertion and how to create a client
application that sends messages via secure HT TPS communication (client authentication)
to the IMS Phonebook web service that is deployed on the SOAP Gateway server.

The Apache Axis2 web services framework supports multiple XML data-binding
approaches, such as XMLBeans, JiBX data binding, as well as the custom Axis Data
Binding (ADB) approach developed specifically for Axis2. This sample demonstrates
how to use the WSDL 2Javatool that takes a WSDL document and generates fully
annotated Java code from which to implement a service by using the XML Beans
approach.

Requirements

IMS Enterprise Suite Version 2.2 SOAP Gateway

IMS Version 11 or Version 12 with integrated IMS Connect

The IMS Phonebook sample application files (included with this sample)

IBM® Rational® Developer for System z™ Version 8.0.3.2 or later

e Optional: If you don't have access to the tool, the generated artifacts are
provided for you.

e Required: The FEK.SFEKLOAD data set for Rationa® Developer for
System z must be added to the STEPLIB in the IMS Connect startup
procedure for the XML converter function to work.

e Apache Ant for compiling your client application from

http://ant.apache.org/bindownload.cgi. Store the downloaded ant.jar and ant-

launcher.jar filein aconvenient location.

Note: Thissampleistested withV1.8.2.

Contents of the sample ZIP file

The sample ZIP file that you downloaded includes the COBOL copybook for the
Phonebook sample application that will be enabled as aweb service. The ZIP file also
includes the generated files from Rational Developer for System z V8.0.3.2 for your
reference in case you do not have access to the required version of Rational Developer
for System z Version.

Filename | Description

Phonebook copybook and filesthat are generated by Rational Developer for System z
With WS-Security enabled (with SAML 2.0 Signed Assertion security token) scenario

IMSPHBK .cpy IMS Phonebook application copybook

IMSPHBK .wsdl WSDL file (generated by RDz V8.0.3.2)

IMSPHBK .xml Correlator XML file (generated by RDz
Vv8.0.3.2)

IMSPHBKD.chl XML convertersfile (generated by RDz
Vv8.0.3.2)

IMSPHBK _migrated.xml Migrated correlator file for the new correlator
schema.

Sample JCL for compiling and linking the XML converter
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IMSPHBKD.jcl Sample JCL for compiling and linking the
IMSPHBKD.cbl XML converter

Sample Java application
IMSPHBK _Security.java Sample Java client application

The SAML SignedAssertion/ folder

saml-provider.jceks A sample keystorefile

client/bindings.xml and policy.xml Client binding and policy files (different SAML
token types will have their own corresponding
binding and policy files)

SAML /saml- File containing configuration properties to control
creation/SAM L IssuerConfig.properties how the SAML token is configured
Thefiles1347061119810/ folder

Target/xxxxxx.java Generated Phonebook service stub files
Important: The IMSPHBK ServiceStub.javafile
included here is a customized version to
demonstrate the customization required.

z/0OS shell script files

wsdl2java_xmlbean.sh Generate the client proxy code in xmlbean data
bindings

antCompile.sh and ant.sh Compile the sourcefile

setpath.sh and setclasspath.sh Set the Java PATH and CLASSPATH

General process

The following diagram shows the runtime process flow when the sample is completed.
We will run a Java client application, IMSPHBK _security, to access the Phonebook
application for information. We will create a stub file that that will handle the request
from the IMSPHBK _security application by generating it from the Phonebook web
service WSDL. The IMSPHBK _security application calls this client stub, which will
trandate the requests into SOA P messages.

The web service WSDL is, in turn, generated from the IM'S Phonebook application by
using Rational Developer for System z. The artifact generation process also generates the
XML converter to deploy into IMS Connect. This XML converter will handle the
conversion between the XML messages and the binary data from the IMS Phonebook
application.
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Figurel. Theruntimeprocessfor thissample

This sample demonstrates the stepsin five parts:

Part 1. Creating web service artifacts for your IMS application
Part 2. Deploying the generated artifacts

Part 3. Setting up and enabling WS-Security for this web service
Part 4. Enabling client authentication over HTTPS communication
Part 5. Creating and running the Java client application

Part . Creating web service artifacts for your IMS application

To enable an IMS application as aweb service with IMS Enterprise Suite SOAP
Gateway, you start by creating the following web service artifacts from the application.

1. A XML converter driver that helps convert between XML (the format web
services understand) and binary (IMS message format)

2. A web serviceinterface, which is a Web Services Description Language (WSDL)
file, that describes where the web service is located, and what the input and output
messages look like for invoking your IM S application.

3. A correlator XML file that specifies transaction and runtime properties such as the
XML converter driver name, transaction code, and timeout values.

The source to generate these filesis the IM S application that describes the input and
output messages.

......................................................................

;’+ Part 1: Artifact generations ¥ML
. Converter
driver (.chl)
e Rational Developer

cCoBoL —, for System z Correlator
copyhook file {.xmil})

WSsDL

.wsdl)

......................................................................

Figure2. Generating the artifacts using Rational Developer for System z
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These generated files need to be deployed to IMS Connect or the SOAP Gateway server
before you can deploy aweb service.

The following steps will generate these artifacts from the COBOL copybook of the IMS
Phonebook sample application by using the Rational Developer for System z.

1.1 Pre-generated sample artifacts

In case you do not have access to Rational Developer for System z, the files that are
generated by Rational Developer for System z for this sample application are provided in
the ZIP file. Y ou can skip this step and proceed to the next step: deploying the XML
convertersto IMS Connect.

1.2 Generating the web service artifacts with Rational Developer for
System z

Rational Developer for System z provides the XML Services for the Enterprise (XSE)
feature that generates the web service artifacts for your IMS application. The Enterprise
Service Tools (EST) analyzes the COBOL copybook file that describes the input and
output message format for your IMS application and automatically generates the XML
converter driver, the web service WSDL file, and the correlator file.

To generate the web service artifacts:
1. Start Rational Developer for System z™ from your desktop by clicking Start >
All Programs > IBM Softwar e Delivery Platform > IBM Rational Developer
for System z with java V8.0.x > IBM Rational Developer for System z with
java.

Y ou might be prompted to select aworkspace. A workspace is a directory that
stores al of the files for the projects. Y ou can select your own directory or use the
default directory.
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Figure 3. The Welcome panel in Rational Developer for System z
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When Rational Developer for System z starts, the Welcome panel displays.

2. Click the Workbench icon. The workbench environment displays.
3. From the Windows menu, select Open Per spective > Other. The Open

Perspective window displays.
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Figure4. The Open Per spective window
4. Select Enterprise Service Toolsfrom thelist and click OK.
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5. Right-click inthe EST Project Explorer window and click File> New >IMS
Enterprise Suite SOAP Gateway Project.

% Enterprise Service Tools - CalloutultiOperation/src/IMSSOAPCallout!VP.wsdl - IBM Rational Developer
(N Edit Mavigate Search Project Rum W3SDL Editor  “Window  Help

s a N & Service Flow Project

Open Fle... Tt% web Services for CICS Praject
Close Chrlew 12 S0AP For CICS Project
Close Al Chrl-Shift-+ [g‘,ﬁ #ML Transformation For CICS Project
E,'ﬁir 5 Enterp Gal
] save hs... 7% 1M5 Wb 2.0 Project

114 Bateh, TS0, 205 UNIX Project
Bs Database Application Praject
|55 SCA Praject

% Project...

B Host Connection

Flowe

A% Operations File

&’ Screen Operations File
Message Definition File

Convert Line Delimiters To

-

Swikch Workspace

-

Restart ﬁ’ Generation Properties File
g Import.. % Example...
£ Export... .
5 Cther... Chrl+h
Propetties Al+Enter adad
Z21%
1 IM330AP CalloutTyP wsdl [CalloutMult,..] 22
2 PLITOPM . wsdl [C5_PLI_ASAP_PUT_GET_1...] 23
3PLITOPM,pli [C5_PLI_ASAP_PUT_GET_12,..] 24
4 COMPLEX xsd [C5_PLI_ASAP_PUT_GET_12...] 25

Figure5. Creating anew IMS Enterprise Suite SOAP Gateway proj ect

6. Inthe New IMS Enterprise Suite SOAP Gateway Project window, specify the
following options:

& New IMS Enterprise Suite SOAP Gateway Project |:|@@

Create an IMS Enterprise Suite SOAP Gateway Project

*fou can use this project ko hold IMS Enkerprise Suite SOAP Gateway application components,

L%; Project name: | IMSPhoneBookI |

Cpkions

Development scenario: |Create Mew Service Interface (bottom-up) v |
Application mode: |Service Provider A |
Conversion bype: |Compiled ¥ML Conversion v |

Scenario descripkion:

Generate a Web service description and runtime specific XML message processing from a high level

language data structure, You can use this option when you expose an application program as a
service provider,

@) [ Mext = H Finish H Cancel ]

Figure6. Creating an IMS Enterprise Suite SOAP Gateway pr oj ect
a. IntheProject namefield, type the name of your project: |MSPhoneBook.
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b. Select the following options:
e Development scenario: Create New Service Interface (bottom-up)
(default)
e Application mode: Service Provider (default)
e Conversion type: Compiled XML Conversion
c. Click Next.

7. Import the sourcefile:

& New IMS Enterprise Suite SOAP Gateway Project

Import Source Files
Import source Files from the warkspace, File system, or remote 2/03 systern.
Saource files to import
Cisandy\ IMSPHEK, cpy o
|:| Orverwrite existing resources without warning
A
'\?j' [ Finish ] [ Cancel

Figure 7. Importing Phonebook copybook sourcefile

a. Click Import from File System.

b. Inthewindow that opens, navigate to where the COBOL copybook that
describes the format of the input and output messages of your IMS
application. In this example, use the Browse button to navigate to the IMS
Phonebook copybook (IMSPHBK .cpy) and click Open.

c. Click Finish. A new project called IM SPhoneBook is now availablein
your EST Project Explorer, and the Create New Service Interface (bottom-
up) wizard opens.

8. Inthe Create New Service Interface (bottom-up) wizard, specify the request and
response language structures and set your COBOL preferences.
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& IMS Enterprise Suite SOAP Gateway - Create New Service |

Language Structures .

The language structures have been imported, |
Specify requesk, response, or both language structures,

1 Request language structures | =] Respanse language structures

Select one or more language structures For the request message.

= LR INFPUT-MSG
IN-LL
N-27
IN-TRCD
IN-CMD
TN-MAMEL
IN-MNAMEZ
TN-EXTH
® IN-ZIP
[0 & outPuT-MsG

Change COBOL preferences

@

Figure 8. Request data structures selection

& IMS Enterprise Suite SOAP Gateway - Create Mew Service Int.

Language Structures

The language structures have been imported. |
Specify request, response, or both language structures,

1 Request language structures | | Response language structures

Select one or more language structures for the response message.

QuUT-LL
QuUT-22
oUT-M3G
QUT-CMD
QUT-RAMEL
OUT-MNAMEZ
OUT-EXTH
QUT-ZIP
OUT-SEGRC

Change COBOL preferences

@:J [ Mext = ] [ Finish l [ Cancel

Figure 9. Response data structures selection

a. Inthe Request Language Structuretab, select the COBOL data structure
that corresponds to the input message of the IM S application: INPUT-
MSG.
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b. Inthe Outbound data structur e tab, select the COBOL data structure
that corresponds to the output message of the IM S application: OUTPUT-

MSG.
c. Click Change COBOL Preferences and ensure the target platform is set
to z/OS.
% Preferences |:|@@
CcOoBOL -
4 General
+- Ank General | Mare COBOL aptions | 5YSLIE

Auto Comment
Bidirectional Development
EMS Map Editor

CICS Explorer

Clignt Certificates

[

[

Specify target platform options:

Platform | ET N
Code Page Selection | IBM-037

+- COBOL
+- Diata Management
+- Ecore Diagram Floating point format | IBM Hexadecimal A
+- Enterprise Service Tools
+- File Manager Endian Remate integer endian
- Help OLittle (=) Big OLittle (%) Big
P
= Imparter External decimal sign
SLOHBOL O ascn
+- InstalfUpdate @ EBCDIC
+- Java O EBCDIC cuskam
+- Java EE
- Javascript Host Code Page
+- JET Transformations
+- LPEX Editor Specify the COBOL aptians:
4 Measured Improvemnent QUOTE
+- Menu Manager
- MFS Editor DoUBLE (O SINGLE
+- Miodel Yalidation TR
+- Modeling
P @ st O oPT (BN
+- Plug-in Development MSYMEOL
+- Remote C/C++
MATIOMAL DBCS
+- Remote Makefile Editor @ ©

Remote Synchronization
Remote Systems
FunDebug
Server
Service Component Architecty
Teamn
Tracing
Yalidation
L

Figure 10. Specify thetar get platform optionsto zZOS

F- - -

d. Click OK to go back to the Create New Service Interface (bottom-up)
wizard

e. Click Next
9. ThelMS Message Layouts page is for specifying the minimum and maximum

number for the INPUT-MSG that corresponds to the input message of the IMS
application, and the minimum and maximum number for the OUTPUT-MSG that
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corresponds to the output message of the IM S application.

& IMS Enterprise Suite SOAP Gateway - Create New Service Int... |:|@@

IMS Message Layouts

Specify IMS message lavouts using the selected request and response language
structures,

=1 Request message layout | =1 Response message layout

Specify the lavout of the request message:

Posikion | Language skructure Minirnurn Mairnurmn
1 INPUT-MSG 1 1

About supported IMS message layouts

Tips: At most one wariable-count item can be specified and there are restrictions on where
it can be placed in a message. Be conservative when specifying the maximum for a
wariable-count ikem because the runtime allocates enough memory to contain all the
OCCUTENCES,

':?J' [ <Back || Mext » H Finish H Cancel

Figure 11. Request M essage L ayout

For this sample, we can leave things the way they are. Click Next.
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10. Specify the generation options:

% IMS Enterprise Suite SOAP Gateway - Create New: Service Int...

Generation Dptions —{

Specify generation options For the Web service enablement artifacts,

I #ML converters | =] wspL and ¥50 | B advanced options

Specify identification attributes

Converker progran narme prefix: | IMSPHEK
Author name: RD4Z

Service program name: IMSPHEE

Specify Enterprise COBOL For 2f0S propettiss

Compiler level; 4.2 A
X¥MLPARSE option: | COMPAT Enterprise COBOL Far 2/0S ¥ML parser w
|:| Optimization

Specify character encodings

Request code page: | 1208 Unicode, UTF-8 w
Host code page: 1140 UsA, Canada, etc, EBCDIC with Euro A
Response code page: | 1208 Unicode, UTF-8 w
e ; ,
'\‘?,' [ < Back “ Mext > | I Firish l ’ Cancel

Figure 12. Generation Options

a. IntheHost code page field, select the code page that the host uses. SOAP
Gateway supports only UTF-8 encoding for the inbound and outbound
code pages. Therefore, you cannot change these settings.

Note: If the service for LE COBOL PM00230 is not installed, then,
change the XM L PARSE option to XMLSS and do not forget to specify
the RDz load library hlg.SFEKLOAD in the STEPLIB concatenation of
the IMS Connect startup procedure.
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Generation Options —

Specify generation options for the Web service enablement artifacts.

| [0 XML converters = WSDL and X5D | ) Advanced options

| Specify WSDL properties
Service location:  https://localhost:8443/imssoap/services/IMSPHBEService
Service name: IMSPHBKService
Operation name:  IMSPHBKOperation

| WSDL namespace: file//target.files1347061119810

Specify request XML schema properties

Target namespace:  httpy//www.IMSPHBKLcom/schemas/IMSPHBKIInterface

|

|

| Root element name: INPUTMSG

| Whitespace option: |collapse x

| Specify response XML schema properties
| Target namespace:  http:/fwww.IMSPHBEO.com/schemas/IMSPHBKOInterface
oot element name:
|| Rootel OUTPUTMSG
|

Whitespace option: collapse v

@ « Back Next > Finish Cancel

Figure 13. WSDL and XSD generation options (The service location of httpsisfor WS-
Security enabled web services)

b. Inthe WSDL and XSD tab, in the Service location field, change the
hostname and port number to the location of SOAP Gateway. Thisfield
specifies the address of the web service. If SOAP Gateway is running on
the same machine as your client, you can enter this value:
https://|ocalhost:8443/imssoap/services/| M SPHBK Service
(WS-Security is enabled)

c. Click Next.

11. Specify the IMS Enterprise Suite SOAP Gateway correlator properties.
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https://localhost:8443/imssoap/services/IMSPHBKService

IMS Enterprise Suite SOAP Gateway Web Service Provider

Specify properties Far defining the Web service to IMS Enterprise Suite SOAP
Gateway, The IM3 carrelator file is used with the IMS Enterprise Suite SOAP

] IMS Enterprise Suite SOAP Gateway correlator File

Specify service identification properties

Generake to: (E} Same project C} Remote location
SCAPACtion: | urn:IMSPHEK

File container: | jIMSPhoneBookGeneration/Targets

File name: IMSPHEBK il

Specify IM3 Enterprise Suite SOMP Sateway and IMS Connect interaction properties
Transackion code: IVTNO

Inbound connection bundle: | IMSPHEK

Socket bimeout: 0 (in milliseconds)
Excecution bimeout: 0 {in miliseconds)
LTERM narne:
WWS-Security: Enabled Vv

oy

Lj:j [ < Back ” Mext = ] [ Finish l [ Cancel

Figure 14. Correlator Properties

a

b.

C.

In the Transaction codefield, enter IVTNO.

In the Inbound connection bundle field, enter IMSPHBK.

In the WS-Security field, select Enabled to ensure that you have service
location set to:

https:.//local host:your port/imssoap/services/IMSPHBK Service. Inthis
sample, we will set it to 8993 for demonstration purposes.

When you deploy this phone book web service WS-Security enabled, you
need to specify the security token type.

Tip: For message-level web services security (WS-Security), you can
either use UserNameToken, SAML11Token, SAML20Token,
SAML11SignedTokenTrustOne or SAML11SignedTokenTrustAny
SAML 20SignedTokenTrustOne or SAML 20SignedTokenTrustAny
sender-voucher tokens. For example:

i ogmgmt —depl oy —w | MSPHBK. wsdl —r | MSPHBK. xml —t
SAML20Si gnedTokenTr ust Any

See SOAP Gateway management utility reference section of the SOAP
Gateway documentation in the information center for details.

Important: WS-Security field is a deprecated field. This value isignored by SOAP

IBM IMS Enterprise Suite Version 2.2 SOAP Gateway:
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https://localhost:yourport/imssoap/services/IMSPHBKService

Gateway. Thetoken type will be defined later when you deploy the web service.
Rational Developer for System z V8.0.3.x and V8.5 generates an older version of the
correlator schema. IMS Enterprise Suite V2.2 requires a newer version (V2.0) of the
correlator schema. This new version is supported in Rational Developer for System z
V8.5.1 or later. Therefore, correlator files generated by Rational Developer for
System z V8.0.3.x or V8.5 will need to be migrated to the new schema. We will do
that later by using the SOAP Gateway management utility i ogngnt —mi grate
correl at or command.

d. Accept the remaining default values and click Next.

12. Specify the location and names of the web service artifacts.

& IMS Enterprise Suite SOAP Gateway - Create Mew Service Int...

File, Data Set, or Member Selection

Select the source and targets for the Web services enablement artifacts.

B #ML converters | =1 wsDL and %50 | ] Properties

Select kargets Far the ®ML conwversion programs

Generate to: @ Same project O Remote location
Converter file container: JTMSPhoneBookfGenerationf Targets
Converter driver file name: IMSPHEKD .chl
Request conwverter file name: IMSPHEED .chl
Response converter file name: | IMSPHEKD .chl

Generate all ko driver

'@:‘ i Finish | [ Cancel ]

Figure 15. XML Converterstab with Generate all to driver check box selected

a. Accept the default values for the location and names of the COBOL
converters and driver.

b. Ensurethat Generate all to driver isselected. This option specifies that
the generated web service artifacts (driver, inbound converter, and
outbound converter) are al placed in the samefile.
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c. IntheWSDL and XSD tab:

%2 145 Enterprise Suite SOAP Gateway - Create New Service Int... ._

File, Data Set, or Member Selection

Select the source and targets For the Web services enablement artifacts,

1 %ML corverters | £ W3SDL and %5D | 5] Properties

Select targets For the service interface definitions

Generate o @ Same project O Femote location

Interface file container: | JIMSPhoneBook)GenerationfTargets
wWSDL File name: IMSPHEK cwesdl
Regquest =50 file name: IMSPHEKL s

Respanse XS0 file name: | IMSPHEKO xsd

Finish ] [ Cancel ]

Figure 16. XSD filesto be generated

i. Accept the default location and name for the WSDL file.

ii. Ensure that the WSDL file name check box is selected.

iii. Optionally, enter names the inbound and outbound X SD filesto be
generated. These files are not required by SOAP Gateway .

iv. Click Finish.

13. The following files are generated:
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I=-.: ] ({' - ] v{'. -
[RESTProj £2 . T Mavigat | — O
= o

=ik MSPHER_SYNC_Compiler
+-= Source
+-[= zeneration
+-[= Mapping
=-1f= IMSPhoneBook
+-[= Source
== Generation
K| Conkainer,xml
%| PlatformProperties,xml
%| Servicespecification, xml
=|-[=> Targets
B IMSPHEE.wsd)
%] IMSPHEE. xml
1] IMSPHBKD chl
%] IMSPHEEI.xsd
%| IMSPHEED, xsd
== TMAPPLProvider
+-[= Source
t-[= zeneration
+- [ asyncc alloutTyP
- [ synccalloutTye

Figure 17. Generated WSDL and Correélator files

IMSPHBKD.chl: COBOL converter driver file

IMSPHBK .xml: correlator XML file

IMSPHBK .wsdl: WSDL file

IMSPHBKI.xsd and IMSPHBK O.xsd: Inbound and outbound X SD files
(optional; these files are not necessary for SOAP Gateway)

o O O O

The next step is to deploy the converter driver fileto IMS Connect, recyclethe IMS
Connect instance, and then deploy the IM S Phonebook application web service with
the SOAP Gateway management utility.

Part 2. Deploying the generated artifacts

The following diagram demonstrates the where the generated XML converter driver, the
correlator file and the WSDL file need to be deployed.
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Figure 18. Deploying the gener ated artifacts

2.1 Deploying the XML converter driver to IMS Connect
To deploy the XML converter driver:

1. Transfer the XML converter driver (IMSPHBKD.chl) from your workstation to
the IMS Connect instance by using FTP. Transfer thefilein ASCIl mode. Do
not use a binary mode FTP client or the COBOL source file may be corrupted.

Y ou may have to use this FTP option in some cases.
quot e site sbdataconn=(|1BM 037, | BM 1252)

2. Modify the provided IMSPHBKD..jcl sample JCL job to compile and bind the
XML converter. The Rational Developer for System z datasets must be
catalogued ahead of time. The highlighted values must be replaced with values
specific to your environment. Consult your IMS system programmer for details.

/11 MSPHBKD JOB LI NK, MSGLEVEL=1, REG ON=640K, CLASS=G, MSGCLASS=H,
/1 USER=USRT004, PASSWORD=ALL1SDUN, NOTI FY=&SYSUl D

// ORDER JCLLI B ORDER=I GYV4R20. S| GYPRCC

/1 COWPI LE EXEC | GYWCL, LNGPRFX=I GYV4R20, PARM COBCL=LI ST,

/1 PARM LKED=' LET, LI ST, MAP, AMODE( 31) "

/1 COBOL. SYSLI B DD DSN=CEE. SCEESAMP, DI SP=SHR

// COBOL. SYSI N DD DI SP=SHR, UNI T=SYSDA, VOL=SER=I MSDCE,

/1 DSN=SANDY. XM_CNV. SOURCE( | MSPHBKD)

/1 LKED. SYSLI B DD DSN=TECDORO. RDZ8032. SFEKLOAD, DI SP=SHR
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/1 DD DSN=CEE. SCEELKED, DI SP=SHR

/1 LKED. SYSLMOD DD DSN=I MSTESTL. TNUCO, DI SP=SHR
// LKED. SYSI N DD *

ENTRY | MSPHBKD

ALI AS | MSPHBKX

NAVE | MSPHBKD( R)

3. Add the Rational Developer for System z datasets to your IMS Connect
STEPLIB.

4. If you have not done so already, obtain APF authorization to access the Rational
Developer for System z SFEKLOAD dataset, for example, with the MVS START
command:

S APF, F=ADD, D=" TEODORQ. RDZ8032. SFEKLOAD , V=vol um_nane
This command adds the data set to the APF authorization list.
5. Restart IMS Connect.

For more information:

For IMS Version 12, seethe “IM S Connect XML message conversion” topic
in IMSVersion 12: Communications and Connections.
For IMS Version 11, seethe “IM S Connect XML message conversion” topic
in IMSVersion 11: Communications and Connections.

2.2 Deploying the web service artifacts to the SOAP Gateway server

The following steps show you how to use the SOAP Gateway management utility to
deploy your IMS application as aweb service to a SOAP Gateway server on the zZ/OS

platform.

1. Storethe WSDL file and the correlator XML file in the SOAP Gateway server file
system:

a. Storethe WSDL file (IMSPHBK.wsdl) in the SOAP Gateway server at the

same location installation_directory/imssoap/wsdl. For example:
[/ ES22/ cl onel/ essg3/ i nesoap/ wsdl /

. Store the correlator file (IMSPHBK.xml) in the IMS Enterprise Suite

SOAP Gateway XML directory: installation_directory/imssoap/xml. For
example: / ES22/ cl one/ essg3/ i mssoap/ xni /

Recommendation: Store the WSDL and XML filesin atemporary
directory as a backup. When you use the management utility to undeploy
thisweb service, for example, i ogmgnt —undepl oy —r

myCor rel at or. xn , the correlator file and service fileswill be deleted
from the IMS Enterprise Suite SOAP Gateway XML and services
directories respectively and you will have to restore them.

Migrate the generated correlator file to the new schemarequired for IMS
Enterprise Suite V2.2. This step is needed only if you are using Rational
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Developer for System zvV8.0.3.x or V8.5. V8.5.1 or later generates the
new correlator schema and no migration is needed.
i. Go to the management utility directory at

<soap_install _dir>/insserver/depl oy

For example:
cd / ES22/ cl one/ essg3/i nsserver/ depl oy

ii. Migrate the correlator by using the following command:
i ogngnt —migrate correl ator

2. Start the IMS Enterprise Suite SOAP Gateway server.
Start the SOAP Gateway server by the job name. The default job nameis
AEWIOGPR.
[ START AEW OGPR

The message “10G3001I: The SOAP Gateway server isnow up and running”
appears in the console.

3. Create a connection bundle using the SOAP Gateway management utility.
a. Changedirectory to <soap_instal |l _dir>/inmsserver/depl oy if you

are not there already. For example:
cd / ES22/ cl one/ essg3/i nsserver/ depl oy

b. Usethe Management Utility to create a connection bundle entry named
IMSPHBK. A connection bundleis afilethat contains connection
information for IMS Connect.

I ssue the following command:
i ogmgnt —conn —c —n | MSPHBK —d dat ast ore_nanme —h host _namne
—p port_nunber

For example:
i ogngnt —conn —¢c —n | MSPHBK —d | M51 -h
csdnmec06. vnec. svl .i bm com —p 9999

$ iogmgnt -conn -c -n IMSPHBK -d I MS1 -h
csdnmec06. vnec. svl . i bm com -p 9999

| OGD01131: The create connection bundle entry (IMSPHBK) conmand
successful ly changed the SOAP Gat eway naster configuration. The
paraneters submitted with the command were:

-conn
-C

-n | MSPHBK
-d M8l

-h  csdmec06. vnec. svl . i bm com

-p 9999. The SOAP Gateway server file system was
updat ed. The changes will be reflected in the runtine
configuration of the server after the next time that the SOAP
Gateway starts. No action is required.
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In the command shown:

-conn  specifies connection bundle tasks;

-C specifies the create task;

-n specifies the connection bundle entry name;

-d specifies the datastore name of the target IMS Connect (case
sensitive);

-h specifies the TCP/IP host name of the target IMS Connect;

-p specifies the listening port number of the target IMS Connect.

4. Optional: Use the management utility command:

i ogmgnt -view —cf | MSPHBK. xmi
to view the correlator XML file to verify the contents:

$ iogngnt -view -cf | MSPHBK. xmi

| OGD0301l: List of correlator entries fromcorrelator file
(I MSPHBK. xm) in the runtime configuration:

Correl ator Type: Provider

Servi ce nane: | MSPHBKServi ce

Oper ation nane: | MSPHBKOper ati on
XML adapter type: |BM XM. Adapter
Converter nane: | MSPHBKD
Transacti on code: |VINO
Connection bundl e: connbundl e2
Socket tineout: O

Execution tineout: O

Lt er m nane:

WS- Security Type: SAM_20Si gnedTokenTr ust Any

6. Optional: You can use the command:
i ognmgnt —corr —u -r correlator_nane -i service_nane -p
operation_nane -s 4000

to update or add information to the correlator XML file.

$ iogngm -corr -u -r | MSPHBK. xm -i | MSPHBKService -p | MSPHBKOperation -s
4000

| OGD05031: The update correl ator command successful |y updated | MSPHBK. xmi
in the master and runtinme configuration. The correlator and paraneters
submitted with the command were:

-s 4000

The SOAP Gateway server file systemwas updated with the listed
properties. No action is required.
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In the command shown, the following parameter specifies the correlator property
to update and the new value for the property:

-S specifies the socket timeout value in milliseconds

The steps so far have all required web service artifacts generated, stored, and configured
in the appropriate location. The next step is to deploy the Phonebook application and
specify the WS-Security SAML token type during the deployment.

Part 3. Setting up and enabling WS-Security for this web service

The steps below describe how to enable WS-Security for thisweb service. If you do not
want to enable WS-Security, skip to the next section, “Part 4. Enabling client
authentication over HTTPS communication,” which shows you how to set up for client
(mutual) authentication.

To enable web services security, you need to set up the SOAP Gateway server and
prepare the client application.

3.1 On the server side

1. Deploy IMSPHBK web service with WS-Security enabled (SOAP Gateway
server is still running).
To enable the WS-Security for the web service, you need to ensure that the end
point of the WSDL file (IMSPHBK.wsdl) points to the secure port. The default
secure port number is 8443. We are using 8993 in this phonebook sample.
a. Editthe WSDL file (i n <soap_i nstal | _dir>/inssoap/wsdl ). Goto

the bottom lines and edit the port number:

<wsdl : servi ce name="1 MSPHBKSer vi ce" >

<wsdl : port

bi ndi ng="t ns: | MSPHBKBI ndi ng" name="1 MSPHBKPort " >

<soap: address | ocati on=
"https://localhost:8993/imssoap/services/IMSPHBKService"/ >
</ wsdl : port>

</ wsdl : servi ce>

b. Usetheiogmgmt -deploy command to deploy the web service:
i ogngnt -depl oy -w | MSPHBK. wsdl -r | MSPHBK. xm —t
SAM_20Si gnedTokenTr ust Any

$ iognmgnt -depl oy -w | MSPHBK. wsdl -r | MSPHBK. xm -t

SAML20Si gnedTokenTr ust Any

| OGD01041: The depl oy command successful |y depl oyed the | MSPHBKSer vi ce
web service to the runtime and master configurations: Wb ser

vice definition and associ ated schema XM fil es:

[ ES22/ cl one/ essg3/i nesoap/ wsdl / | MSPHBK. wsdl . Correl ator XM
file:/ES22/cl onel/ essg3/

i mesoap/ xm /| MSPHBK. xni .
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In the command:
-deploy specifies the task

-W specifies the complete path to the WSDL file
-r specifies the complet path to te correlator XML
-t specifies the WS-Security token type

(SAML20SignedTokenTrustAny)

2. If the deployment is successful, go to the next step for client side setup. If
unsuccessful, undeploy the IMSPHBK web service (while the SOAP Gateway
server isrunning) and redeploy. As recommended earlier, make sure you have a
backup copy of the WSDL file and correlator XML file before you undeploy a
web service because these files will be removed from the wsdl and xml
directories when aweb service is undeployed.

To undeploy, use the following command:

$ iogngnt -undeploy -r | MSPHBK. xmi

| OGDO7501 : The undepl oy command successful |y undepl oyed the service
with correlator (IMSPHBK. xm and /ES22/cl one/ essg3/i nssoap/ WEB- |

NF/ servi ces/ /| MSPHBKSer vi ce. aar) fromthe SOAP Gateway naster and
runtime configurations.

In the command shown:

-undeploy specifies the task

-r specifies the correlator file name of the web service you want to
undepl oy

The associated correlator XML and the service file are del eted (see the previous
recommendations for storing the XML and WSDL files.)

3. Verify that the deployment has completed successfully. Your IMS application is
enabled as aweb service. To verify this, do the following:

a. Open an Internet browser and start the SOAP Gateway Administrative
Console entering ht t p: / / host nane: port/i nssoap

(80 1MS Enterprise Suite SOAP Gateway Administrative Conscie - Mazilla Firefox
] =

quiuthutun - Yahoo! Mail l& 9.30.132.151 - FireFTP M5 Enterprize Suite SOAP Ga... x | +

i 9301321511 " | [ #8- Googs

Figure 19. The SOAP Gateway administrative console
a. Click View Deployed Web Services.
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b. Click Servicesintheright panel. You will see“IMSPHBK Service” in
the list of deployed services.

3.2 On the client side

We need to create a client application that can process the signed SAML tokens. The

general steps are:

1. Usewsdl2java xmlbean.sh to generate the proxy Java code. This shell script
uses the Apache Axis WSDL 2Java utility to generate the client stub code.

2. Update the generated stub file (IMSPHBK ServiceStub.java) to import the
required web services security related classes, set the token type and SAML

attributes, and issue the token.

3. Issuetheant Conpil e. sh build.xm command to compile the sourcefile.

4. Make sure client side binding and policy files are present.

5. Rename IMSPHBK Service.aar generated in the output directory
(output/build/lib/ ) to IMSPHBK Service,jar.

6. Edit SAMLIssuerConfig.propertiesto set the correct path to the keystores folder.

The following diagram shows the general steps demonstrated in this part of the task.

Part 3: WS-Security setup

Client side
Aufus ernane

Generate stub file from YWSDL
by using wesdl2java

Customize generated
=tub fila

|

Compile

l

Canfigure the
SAMLIssuerCaonfin. properties file

:g: SANIL toRD

lient application

Server side

<soap install dirr/imssoap

/ IMS Enterprise Suite

SOAP Gateway

SOAP Gateway
management utility

iogmgmnt -deploy
-w wadl Ffilepame

\

-r corﬁéldtor_filendme
Lo-t 1'1.325'.5'-3-:1,:_;!'1'i::rrl"-:v}cen5!‘:,?3:-e/f

|
|
L

SOAP Gateway

runtime configuration

%

)

Figure 20. Running wsdl2java to gener ate the client application

To clearly distinguish the directory where you work on your client application from
where the SOAP Gateway server runs, we will be using a user directory for al client-side

work.
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e When you see apath such as<soap_i nstal | _di r>/i nssoap, thetask isfor the
server side.

e When you see apath such as/ u/ user nane, thetask isfor the client side.

We will be creating the client stub, an application generated from aWSDL file for
handling the SOAP messages.

Take the following steps to create a Java client stub:

1. Usethewsdl2java xmlbean.sh to generate a proxy java code.

a

—h

Create adirectory. In this example, we have a user caled “giusun” and we

create a directory path asfollows:
/u/ qi usun/ sam / xm bean_ES22

Use the nkdi r command to create the directory path.

Copy the wsdl2java_xmlbean.sh file provided with this package into this
directory. Thisfile generates a Java client based on the WSDL file by
using the XML beans approach.

Copy the IMSPHBK.wsdl file into the same directory.

Go to the directory that stores the wsdl2java xmlbean.sh and

IMSPHBK .wsdl files.

Edit wsdl2java xmlbean.sh with the correct value for IMSSOAP _DIR.

| ssue the following command:
wsdl 2j ava_xml bean. sh | MSPHBK. wsdl out put

$ wsdl 2j ava_xnl bean. sh | MSPHBK. wsdl out put

Retrieving docunent at 'IMSPHBK. wsdl ' .

| og4j : WARN No appenders could be found for | ogger

(org. apache. axi s2. descri pti on. WBDL11ToAl | Axi sSer vi cesBui | der).
| og4j : WARN Pl ease initialize the |og4j system properly.
(Location of error unknown)Duplicate variable declaration for:
"i sUnwr apPar anet er s’

(Location of error unknown)Duplicate variable declaration for:
' oper ati onNan®g'

(Location of error unknown)Duplicate variable declaration for:
"i nput count'

(Location of error unknown)Duplicate variable declaration for:
"input count’

In the command shown, the first argument should be the compl ete path to the
WSDL file. In this case, we are assuming that the IMSPHBK .wsdl fileis already
copied into the same directory.

The second argument is the generated output directory

Note: You can ignore those warning messages. There is no functional problem,
nothing failed, and the messages can be safely ignored.

IBM IMS Enterprise Suite Version 2.2 SOAP Gateway: 25
Enabling an IMS application as aweb service provider with SAML signed assertion

December 2012



2. You need to update the generated client stub file (IM SPHBK ServiceStub.java) to
set SAML context to the message context. This stub file has been generated in

the previous step in the following directory:
[ u/ gi usun/ sam / xm bean_ES22/ out put/ src/
filesl1347061119810/target/

Compare the stub file with the one provided with this sasmple. The provided
sample file contains comments that highlight places where changes or additions

that are required. Search for
/1l @tart SAM.Si gnedAsserti onSupport

and
/1 @nd SAMLSi gnedAsserti onSupport

for the required changes.

Note: Dueto Axis 2 version update, for the stub file that was generated by

Enterprise Suite 2.2, we need to manually call the following line:
_servicedient.engageMdul e("wss");

Without thisline, the SAML Token object will not be generated and inserted to
the SOAP envelope.

3. Compile the source file using the antCompile.sh.
a. If you have not yet done so, download Ant from
http://ant.apache.org/bindownload.cgi. Store the downloaded ant.jar and ant-
launcher.jar filein aconvenient location.

Note: In this example, we suggest that you store them under
/u/ gi usun/ sam / xm bean_ES22/ ant / bi nary

S0 you can use the antCompile.sh script without too many changes.

b. Modify the antCompile.sh script to set the IMSSOAP_DIR and
JAVA_HOME variables based on your environment. If you storethemina
different location, modify antCompile.sh accordingly.

c. Ensurethat the SOAP Gateway installation directory, and the ant.jar and ant-
launcher.jar file location are specified in you classpath. A setclasspath.sh file
is provided with this sample.

i. Modify the script for your environment settings.
e Ensure that the SOAP Gateway installation directory is updated
based on your environment.
e Ensure that the ant.jar and ant-launcher jar files are pointed to in the
classpath.

ii. Execute the shell script:
./ setcl asspat h. sh

b. Copy the antCompile.sh and ant.sh file provided with this package into the
temporary directory / u/ gi usun/ sant / xm bean_ES22/ out put . Use the
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ASCII modeif you are using an FTP tool.

c. Issuethe command:
./ ant Conpi | e. sh buil d. xm

$ . ./antConpile.sh build. xm

The output looks as follows:

on <javac encodi ng="UTF-8" debug="on" nenoryMaxi munti ze="512nt
nmenorylnitial Si ze="512m" fork="true" destdir="%{classes}" srcdir
="${src}">
<j avac encodi ng="UTF-8" debug="on" nenoryMaxi munsi ze="512n{
nenorylnitial Si ze="512m" fork="true" destdir="%{cl asses}">
buil d.xm already has proper encoding
.. /ulqiusun/:/ES22/cl one/ essg3/i nsserver/server/lib/iogaxis/*:/ES22/
cl one/ essg3/inmsserver/server/lib/iogwss/*:/ES22/ cl one/ essg3/i nmsser
ver/server/lib/iogsoap/*:/ES22/cl onel essg3/i mssoap/ VEB-| NF/ i b/*:/
ES22/ cl one/ essg3/i nsserver/depl oy/ *:/javaroot/jdk170/J7.0/1ib/ibnc
fw jar:/javaroot/jdk170/J7.0/1ib/ibnjgssprovider.jar:/javaroot/jdkl70
/J7.0/1ib/ibnpkcs.jar:/javaroot/jdk170/J7.0/1ib/ext/ibmnjceprovi
der.jar:/javaroot/jdk170/J7.0/1ib/ext/ibnmpkcsllinpl.jar:/ES22/clone/
essg3/inmsserver/server/lib/servlet-api.jar:/ES22/cl one/ essg3/ins
soap/ VEB- | NF/ |'i b/ | MSPHBKSer vi ce. j ar:/ ES22/ cl one/ essg3/ i nssoap/ \EB-
I NF/ 1'i b/ XBeans- packaged. j ar::/ES22/ cl one/ essg3/i nsserver/server/|
b/ i ogaxi s/ *: [ ES22/ cl one/ essg3/i nsserver/server/lib/iogwss/*:/ES22/
cl one/ essg3/inmsserver/server/lib/iogsoap/*.jar::/ES22/cl onel/ essg3/
i mesoap/ VEB- I NF/ i b/ *::/ES22/ cl one/ essg3/i nmssoap/ i neserver/ depl oy/ *:
Bui I dfile: /u/qiusun/sam/xm bean_ ES22/ out put/ bui | d. xn
init:
j ar. xbeans:
pre.conpile.test:

[echo] Xm Beans Availability = true

[echo] Stax Availability= true

[echo] Axis2 Availability= true

conpil e. src:
[javac] /u/giusun/sam /xm bean_ES22/ out put/buil d. xm : 49:
war ni ng: 'includeantruntinme' was not set, defaulting to

bui | d. syscl asspat

h=l ast; set to false for repeatable builds

echo. cl asspat h. probl em

jar.server:

BU LD SUCCESSFUL

Total time: 4 seconds

4. Renamethe IMSPHBK Service.aar to IMSPHBK Service,jar. Renaming thefile
is needed because thisfile because it is not intended as a web service, but is
needed as a JAR file later during the compilation of the client application in Part
5 of the sample.
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5. Edit the SAMLIssuerConfig.propertiesfile provided in the
SAM_Si gnedAsser ti on\ SAM.\ sani - cr eat i on directory to set the correct path
to the keystores folder. The KeyStorePath value must be edited with your path.

| ssuer URI =ht t p: / / www. webspher e. i bm conf SAM./ Sel f | ssuer
Key St or ePat h=/ u/ qi usun/ sam / sam - provi der. j ceks

KeySt or eType=j ceks

Key St or ePasswor d=st or epass

KeyAl i as=sanl i ssuer

KeyPasswor d=samni i ssuer

KeyNanme=CN=SAM_I| ssuer, O=I BM C=US

This properties file defines the default keystore, the password to open the
keystore, and the private key to sign SAML tokens.

Part 4. Enabling client authentication over HTTPS
communication

Secure HTTPS communication is required for web services that use WS-Security with
SAML tokens and the SAML 2.0 sender-vouches confirmation method. SAML tokens
contain security information in the message header that is not protected unless the
message is encrypted with SSL or transport-layer security. Y ou can configure SOAP
Gateway to provide this security in addition to WS-Security.

The client must make an HTTPS connection to IM S Enterprise Suite SOAP Gateway
server. The client uses alocal truststore to verify that the public key from IMS Enterprise
Suite SOAP Gateway istrusted and SOAP Gateway verifies the client public key with the
server truststore before continuing communication.

The following diagram shows the steps to create keystores and truststores on both the
client and the server in order to set up HTTPS communication from the client to the
SOAP Gateway server.
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|
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Create a Java keystaore for the client (client. keystore ks, and
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Figure 21. Setting up for client authentication

The following steps demonstrate the commands used with the IBM Java tools to create
and configure the Java security stores on the SOAP Gateway server. Replace

“/javaroot/jdk170/ J7.0” with your javainstallation path.
cd /javaroot/jdk170/J37.0/bin

Create anew ssl directory. For example:

nkdi r /u/qgiusun/ssl

1. Createthe JavaKeystore for IMS Enterprise Suite SOAP Gateway
(server.keystore.ks) containing an RSA key pair.

keyt ool -genkey -alias server.keystore -dnane " CN=Server
Keystore OU=I BM SW5, O=I BM C=US" -keyal g RSA - keypass i nmssoap
-storepass inssoap -keystore /u/qiusun/ssl/server. keystore. ks
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2. Export the public key from server.keystore.ks as a certificate (server.keystore.cer)

keyt ool -export -alias server.keystore
-storepass inssoap -file /u/qiusun/ssl/server. keystore.cer
-keystore /u/qgiusun/ssl/server. keystore. ks

Y ou can ignore the message JVMI9VMD82E Unabl e to switch to | FA
processor - issue "extattr +a |ibj9ifa24.so"

3. Createthe Java Truststore for IMS Enterprise Suite SOAP Gateway
(server.truststore.ks).

keytool -genkey -alias server.truststore

-dnanme "CN=Server Truststore, OU=I BM SW5 O=I BM C=US"
-keyal g RSA -keypass i nmssoap -storepass inmssoap
-keystore /u/qgiusun/ssl/server.truststore. ks

Directory “/ u/ gi usun/ ssl ” should now contain “server.keystore.cer”,
“server.truststore.ks’ and “server.keystore.ks’

4. Create client side keystore (client.keystore.ks) containing an RSA key pair.

keyt ool -genkey -alias client.keystore

-dnane "CN=Cient Keystore, OkIBM SW5 O=IBM C=US"
-keyal g RSA -keypass i nssoap -storepass i nssoap
-keystore /u/qgiusun/ssl/client. keystore. ks

5. Export the public key from client.keystore.ks as a certificate (client.keystore.cer)

keyt ool -export -alias client.keystore -storepass inssoap -file
/u/ giusun/ssl/client.keystore.cer -keystore
/u/ giusun/ssl/client.keystore. ks

6. Create client side truststore (client.truststore.ks):

keyt ool -genkey -alias client.truststore -dname "CN=C i ent
Truststore OU=I BM SW5 O=IBM C=US" -keyal g RSA -keypass inssoap
-storepass inssoap -keystore /u/qgiusun/ssl/client.truststore. ks

7. Transfer the server certificate (server.keystore.cer) to the client side with FTP.
Then, import the server.keystore.cer certificate into the client trust store

keytool -inport -v -trustcacerts -alias server -file

/u/ gi usun/ ssl/server. keystore. cer -keystore
/u/giusun/ssl/client.truststore.ks -keypass i nssoap -storepass
i mssoap

The output |ooks as follows:
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Omner: CN="Server Keystore OU=I BM SW5', O=I BM C=US
| ssuer: CN="Server Keystore OU=I BM SW5', O=I BM C=US
Serial nunber: 6a9807a9
Valid from 11/8/12 2:58 PMuntil: 2/6/13 2:58 PM
Certificate fingerprints:
MD5: 6F: 24: 34: A8: 54: 1D: 07: 50: 81: 14: 3D: 18: Al: CF: EB: EA
SHA1:
24: CA: 4F: 51: 05: 7C. D3: CD: 18: E4: 49: EE: 15: 5C. 9C. B6: 96: 90: 73: 94
SHA256:
86: 53: E3: BC. C7: F3: BC. 52: AE: 35: 4E: 05: EO: 5D: E8: 9F: 08: A4: FA: 40: 93: B5
:00: 18: EB: 6C:. D1: 4F: AA: 92: 8A: 05
Si gnature al gorithm nane: SHA256wi t hRSA
Version: 3

Ext ensi ons:

#1: bjectld: 2.5.29.14 Criticality=false
Subj ect Keyl dentifier [

Keyldentifier [

0000: 2b 1a 47 ca Oa 85 df da f9 ec 9e 75 54 57 4f 8c
G uTVO.

0010: 52 07 74 43 RtC

]
]

Trust this certificate? [no]: vyes
Certificate was added to keystore
[Storing /u/qiusun/ssl/client.truststore.ks]

8. Transfer the client certificate (client.keystore.cer) to the SOAP Gateway server
side by using FTP if the server isrunning on a different system.

9. Import the client.keystore.cer into SOAP Gateway server truststore.

keytool -inport -v -trustcacerts -alias client

-file /ulqiusun/ssl/client.keystore.cer

-keystore /u/qgiusun/ssl/server.truststore. ks -keypass inssoap
-storepass i nmssoap

The output looks as follows:

$ keytool -inport -v -trustcacerts -alias client -file /u/qiusun/ssl/
client. keystore. cer -keystore /u/ qi usun/ ssl/server.truststore. ks -
keypass i mssoap -storepass inssoap
Onner: CN=Client Keystore, OU=I BM SW5 O=I BM C=US
| ssuer: CN=Cient Keystore, OUIBM SW5 O=IBM C=US
Serial nunber: 60a2853f
Valid from 11/8/12 3:00 PMuntil: 2/6/13 3:00 PM
Certificate fingerprints:
MD5:  4B: 5F: FO: 5F: 44: DE: 08: A8: C4: 14: D5: D8: 53: B9: F5: 17
SHA1: OB: 2A: D5: AA: 71: 63: EC: 45: 8C: 52: F8: 12: 15: 8D: 9E: B1: AB: 5D: C9: 18
SHA256:
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Al: C6: D2: 38: 8E: 5D: 47: 32: 95: 32: FF: 2C. 31: DA: 25: 53: D5: 54: 9B: B1: 6B: C8: 34: F6: B2

61: 1E: EC. E6: 86: C1: FO
Si gnature al gorithm nane: SHA256w t hRSA
Version: 3

Ext ensi ons:
#1: Objectld: 2.5.29.14 Criticality=fal se

Subj ect Keyl dentifier [
Keyl dentifier [

0000: 83 cc a8 38 da 8e 54 b3 b7 f6 ae 4f 75 ce 8b 35 ...8..T....Qu..5
0010: 4f c8 6d 1la Om

]

]

Trust this certificate? [no]: vyes

Certificate was added to keystore
[Storing /ulqgiusun/ssl/server.truststore. ks]

10. Configure the IM S Enterprise Suite SOAP Gateway for client authentication with
the management utility. Use the command
iogngnt -prop -u -clientauth true -s 8993
-k server keystore -w keystore password
—t server_truststore —a truststore_password

$ iogngnt -prop -u -clientauth true -s 8993 -k

[ u/ qi usun/ ssl/server. keystore.ks \-w inssoap -t

/u/ qiusun/ssl/server.truststore.ks -a ins

soap

| OGD00951: Cient Authentication was successfully enabled in the
SOAP Gat eway server master configuration. The changes will take
effect the next time that the SOAP Gateway server starts.

In the command shown:

-prop —u specifies the update properties task

-clientauth true  enables client authentication

-S specifies the secured port number _

-k specifies the fully qualified path to the server side keystore
-wW specifies the password for the keystore _

-t specifiesthe fully qualified path to the server side truststore
-a specifies the password for the truststore

11. To disable client authentication, you canissuei ogngnt —prop —-u —
clientauth fal se

$ iogngnt -prop -u -clientauth fal se
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| OGD0085I: The client authentication property value was set to
(false). The indicated property was successfully updated. You
nmust restart the SOAP Gateway server for the change to take

ef fect.

Part 5. Creating and running the Java client application

To test the scenario, use a Java client application to invoke the web service. A sample
Java application isincluded to invoke the IMS Phonebook application web service.

The provided IMSPHBK _Security.java sample client application includes the security
and SSL-related import statements, the security SAML token that is passed in through the

SOAP header, and the SSL keystore and truststore information.

This client application calls the IMS Phonebook web service to obtain the following

information:

System out. println("Comrand: " + output.getQutCrd() );
Systemout. println("Last Nane: " + output.getQut Nanel() )
Systemout.println("First Nanme: " + output.get Qut Nane2(
Systemout. println("Extension: " + output.getQutExtn()
Systemout.printin("Zip Code: " + output.getQutZp()

it

The SOAP envel ope and message are hardcoded for demonstration purposes.

I mportant: Before using this sample, you must edit it and replace the hard-coded path to

the keystore and truststore in the following statements:

System set Property("j avax. net.ssl.trustStore",

"fulqiusun/ssl/client.truststore. ks");

System set Property("j avax. net. ssl.trust St orePassword", "i nssoap");
System set Property("j avax. net.ssl.trust StoreType","JKS");

System set Property("j avax. net. ssl . keyStore",
"/ulqiusun/ssl/client.keystore. ks");

System set Property("j avax. net. ssl . keySt or ePasswor d",
System set Property("j avax. net. ssl . keySt oreType", "JKS");

"i mesoap");

Y our SOAP Gateway server address and port must also be updated accordingly:

| MSPHBKSer vi ceSt ub stub = new | MSPHBKSer vi ceSt ub(nul |,

"https://9.30.132.151: 8993/ i nssoap/ servi ces/ | MNSPHBKSer vi ce") ;

System out. println("Message: " + output.getQutMg() );
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5.1 Setting the PATH and CLASSPATH variables
a Set the Java PATH:

A setpath.sh fileis provided with this package to set the java path.

$ cat setpath.sh

#!/ bi n/ sh

export | MSSOAP_DI R=/ ES22/ cl one/ essg3
export JAVA HOVE=/j avaroot/j dk170/J7.0

Modify the script to your SOAP home and JAV A home directory location, and
execute it.

./ set pat h. sh

b. Make sure that the Java CLASSPATH is updated to point to where the generated
IMSPHBK Service.jar and XBeans-packaged.jar (generated in Part 3 of the
sample) are stored.

A setclasspath.sh file is provided with this package to set the Java classpath.
Modify the script to your environment settings and execute it.

./ setcl asspat h. sh

5.2 Compiling the Java client application
I ssue this command:

javac | MSPHBK Security.java

5.3 Running the Java application

To run the Java application, issue:
java | MSPHBK Security

The output looks as follows:

$ java | MSPHBK Security

| og4j : WARN No appenders coul d be found for | ogger

(org. apache. axi s2. descri pti on. Axi sQperati on).

| og4j : WARN Pl ease initialize the |og4j system properly.
configured client side policy set

SAML=<saml 2: Assertion

xm ns: sam 2="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion" Version="2.0"
| D="_93986F9A19C044EE6B1352411733983" | ssuel

nst ant ="2012- 11- 08T21: 55: 33. 982Z" ><saml 2: | ssuer >l BM | MS SOAP
Gat eway</ sam 2: | ssuer ><ds: Si gnhat ure

xm ns: ds="http://ww. w3. or g/ 2000/ 09
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/ xml dsi g#" ><ds: Si gnedl nf o><ds: Canoni cal i zati onMet hod
Al gorithm="http://wwmv w3. org/ 2001/ 10/ xm - exc- c14n#"
/ ><ds: Si ghat ur eMet hod Al gor
ithm"http://wwv wW3. or g/ 2000/ 09/ xm dsi g#r sa- shal" /><ds: Ref erence
URI ="# 93986F9A19C044EE6B1352411733983" ><ds: Tr ansf or ne><ds: Transfo
rm Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#envel oped-
signature" /><ds: Transform
Al gorithm="http://wmv w3. org/ 2001/ 10/ xm - exc-cl
4dn#" [ ></ds: Transf or ne><ds: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"
/ ><ds: Di gest Val ue>t t 5a0OYR8BsWJy UquML3YReD
AYM=</ ds: Di gest Val ue></ ds: Ref erence></ ds: Si gnedl nf o><ds: Si ghat ure
Val ue>NvC3EeaC50+ci f sB8L61yNoTP1g4CEbi x97hGF 8t vvKasn6YKZULenbhEupC
dwoLl HANeyookM cCbUG aj NOogVSXybQrt ex4/ Dp79H4p4ki gOlZaYsaTsVElI OnE
FgPlFpCeRaDaa/ neoEj Z1i 2ygLBoOPo3exwdgnmxOnj Ogwagz TVWBzcsMLNt pz+A+V9
ryolxug@Azj | eh1RwzwBDVWYj LXXUi Ldl M2l Ry X0QoWagCOADWI5dy Ej hVYSwPHsh
GPt 6AMKj EsH5f 00DVh SRFy SugSOHIr XYZW (B886bgnLMZ72MD+Fd 2/ mQKFGxi Cv+E
BEJX+gQZNMmt S+0aSg==</ ds: Si gnat ur eVal ue><ds: Keyl nf o><ds: X509Dat a><
ds: X509Certificate>M | C zCCAeegAW BAgl ENf m2 PDANBgk ghki GOWOBAQs FADA
WM WCQYDVQRGEW] VUz EMVIAC GA1 UECh MDSUJ NVRMAMEQY DVQRDEWP TQUL MSXNz d Wy M
B4XDTEy MTAXNTA4M kONFoXDTI 2MDYy NDA4M kO NFowvDEL MAk GA1 UEBhMCVVIMK DDA
KBgNVBAOTAOI CTTETMBEGALUEAXMKUOFNTEI zc3VI cj CCASI wDQYJKoZI hvc NAQEBB
QADggEPADCCAQuCggEBANLgEVT RkohcEo7U2Ws YaD5KGe x| x6xf ngf W wRl 01HNo/ a
0St pSI6UXXsMBuz MVCxHy EnFYCYei ac0cB7UdXOXr L+D8/ 4UJul Pj Un/ 70LNz VA/ NE
0Kgs8cW4npYWc3hf ZKFni | oEy GDNr 7180z u9net DrgVf +MHLzy pTsABNT2QgPf 7
345EA/ Fwogz2vg/ h9qd hF84YZnbaFnmaGrz EuV4t zr Gs UKzbDplz mwPf CwDx W SOgK
Q& &xQvdt Rv3gad GryDHAt On/ 2pt gA9ceKh6VVz INON8HXgJLFsLr 9Cx| j RMM2wWTpT
0BohNUi 61ud/ nbO4+az/ 7Xbr 7JnHYJ MBCAWEAAaVh MB8WHQYDVROOBBYEFM: 2pMDo 1
wQ oOVBWIW58s K8x03LMAOGCSqGSI b3DQEBOWMUAA4T BAQBr f Rzn(@B3y31LAl JV590U
j i1 X3l VR3SAW XOxI ki r QuKuci 029/ wHhJ5gvNYW aDr bk51 / 463ZcQ Q2bG JKQ G
8y6KEt Rsx21gK/ mj wgB0+5d2954WRgEJWUgl dzt xkuZNhM j z5k+P+9y8uS4dKgsdo
0dCSi eP1ddgl nVnTCP4evndFCHI HghXu7cUz2j 21 hHOr MAoJFsTNNvkvyucViuXGayY
R5r nPGgQoHNNh/ Pl usazG L1INMAe6c6al k4hMH3ByVauV2axXevJuTF5/ FDP7PxEoWs6
nmdQ2j j WnXTgj sJPI kqj f ulR1TeyHr HNE3z CGCl hx801KI 5¢ci 6Jj nesyH</ ds: X509
Certificate></ds: X509Dat a></ ds: Keyl nf o></ ds: Si gnat ur e><sanl 2: Subj e
ct><sam 2: Nanel D>Al i ce</ sam 2: Nanel D><samnl 2: Subj ect Confi rmati on
Met hod="ur n: oasi s: nanes: t c: SAM.: 2. 0: cm sender - vouches™
[ ></ sam 2: Sub
j ect ><sani 2: Condi ti ons Not Bef ore="2012-11-08T21: 55: 34. 1032"
Not OnOr Af t er =" 2012- 11- 08T22: 55: 34. 103Z"
[ ><sam 2: Attri but eSt at ement ><sam
[ 2: Attribute Nane="Address" AttributeNanespace="1BM WbSphere
nanespace" ><samnl 2: Attri but evVal ue>123 SAM. street,
Austin</sam 2: Attrib
ut eVal ue></sam 2: Attri but e><sanm 2: Attri bute
Nanme=" G oups" ><sam 2: Attri but eVal ue>admi n
users</sam 2: Attri but eVal ue><sam 2: Attri but eVa
| ue>Bui | di ng
ABC</ sam 2: Attri but eVal ue><sam 2: Attri but evVal ue>Reporting to
Joe</sam 2: Attri but eVal ue></sam 2: Attri bute></sam 2: Attrib
ut eSt at erent ></ sam 2: Assertion>

bef ore execute, envlope = <?xm version="1.0" encoding="utf-
8' ?><soapenv: Envel ope
xm ns: soapenv="htt p://schenmas. xm soap. or g/ soap/ en
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vel ope/ " ><soapenv: Body><i ns: | NPUTM5G
xmns:ims="http://ww. | MSPHBKI . com schemas/ | MSPHBKI | nt er f ace" ><i s
cin_l1>32</ims:in_|ll><inms:in_
zz>0</imB:in_zz><ins:in_trcd> VINO</ins:in_trcd><ins:in_cnd>displa
y</ins:in_cnd><ins:in_nanel>LAST1</ins:in_nanel></ins: | NPUTMSG></ s
oapenv: Body></ soapenv: Envel ope>

after execute, envlope = <?xm version="1.0" encoding="utf-

8' ?><soapenv: Envel ope
xm ns: soapenv="htt p://schenmas. xm soap. or g/ soap/ env
el ope/ "><soapenv: Header ><s: Security xm ns:s="http://docs. oasi s-
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-secext-1. 0. xsd"
xm n
s:u="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd"
soapenv: nmust Under st and="1" ><u: Ti nest anp><u:
Creat ed>2012- 11-
08T21: 55: 37. 956Z</ u: Cr eat ed></ u: Ti nest anp></ s: Securi t y></ soapenv: H
eader ><soapenv: Body><OUTPUTMSG xm ns="htt p: // wwv. |
MSPHBKO. conl schenmas/ | MSPHBKO nt er f ace" ><out _| | >93</out _| | ><out _zz>
768</ out _zz><out _nmsg>ENTRY WAS DI SPLAYED</ out _nsg><out _cnmd>Dl SPLAY
</ out _cmd><out _nanel>LAST1</out namel><out nanme2>FI RST1</ out _name2
><out _extn>8-111-1111</out _ext n><out _zi p>33333</out_zi p><out _segno
>0001</ out _segno></ QUTPUTMSG></ soapenv: Body></ soapenv: Envel ope>
Command: DI SPLAY
Last Nanme: LAST1
First Nanme: FIRST1
Extension: 8-111-1111
Zip Code: 33333
Message: ENTRY WAS DI SPLAYED

Thelast six lines are the response to the request.

Summary
The following diagram shows the overall task flow demonstrated in this sample.
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For more information about the web service provider scenario support in SOAP Gateway,

Seel

e Web service provider scenario for an overview of how IMS applications can be
enabled as aweb service and related support for security.
e Enabling an IMS application as aweb service provider for information about how to

create the required web service artifacts, deploy the web service, and write a client

application.

For more information about creating client applications, see
http://axis.apache.org/axis2/javalcore/docs/userguide-creati ngclients.html.
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