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About Backup, Recovery, and Media Services for i5/0S
(SC41-5345)

This book provides information about how to install and use the Backup, Recovery, and Media Services
(BRMS) for i5/0S product. This information includes instructions on how to design and implement a
comprehensive backup, recovery, and media management strategy for your company. Following is a list
of the topics that are discussed in this book:

* Installing and initializing BRMS.

* Installing the BRMS System i Navigator client.

* An immediate backup of your entire system.

* Using BRMS recovery reports to assist you in recovering your entire system.
* Tailoring a backup strategy that best suits the specific needs of your company.
* Performing recoveries of selected libraries and objects.

* Designing an effective, automated media tracking system using BRMS.

* Performing daily and weekly maintenance tasks in BRMS.

* Securing your backup, recovery, and media operations.

* Saving to save files.

+ Establishing BRMS as a client to Tivoli® Storage Manager (TSM).

* Creating a network of BRMS systems.

* Setting up for online backup of Lotus® servers.

* Backup and recovery of auxiliary storage pool devices.

* Using tape automation with BRMS.

This book provides step-by-step instructions on how to perform each of these tasks, and provides
detailed examples whenever possible.

Many BRMS functions are available through the BRMS System i Navigator client. For more information
about the BRMS functions that are available in System i Navigator, follow the link to locate the BRMS
topic in the Information Center:

http://www.ibm.com/systems/i/infocenter/
Systems Management=-Backup and Recovery=-Backup, Recovery, and Media Services

Who should read this book

This book is designed for system administrators and operators who work with BRMS on a regular basis,
and for those responsible for designing backup, recovery, and media management strategies.

This book assumes familiarity with standard usage and terminology. It also assumes familiarity with the
Recovering your system, SC41-5304-10 book.

Prerequisite and related information

Use the IBM i Information Center as your starting point for IBM i technical information.

You can access the Information Center in two ways:
* From the following Web site:
http://www.ibm.com/systems/i/infocenter/

© Copyright IBM Corp. 1998, 2010 ix



* From the i5/0S Information Center CD, SK3T-4091 . This CD-ROM ships with your new System i
hardware or IBM i software upgrade order. You can also order the CD-ROM from the IBM®
Publications Center:

http://www.ibm.com/shop/publications/order

The IBM i Information Center contains new and updated IBM i information such as software and
hardware installation, Linux, WebSphere®, Java™, high availability, database, logical partitions, CL
commands, and system application programming interfaces (APIs). In addition, it provides advisors and
finders to assist in planning, troubleshooting, and configuring your System i hardware and software.

With every new hardware order, you receive the System i Access for Windows DVD, SK3T-4098. This DVD
contains IBM i Access for Windows. IBM i Access Family offers a powerful set of client and server
capabilities for connecting workstations to System i platforms.

How to send your comments

Your feedback is important in helping to provide the most accurate and high-quality information. If you
have any comments about this book or any other IBM i documentation, fill out the readers' comment
form at the back of this book.

* If you prefer to send comments by mail, use the readers’' comment form with the address that is
printed on the back. If you are mailing a readers' comment form from a country or region other than
the United States, you can give the form to the local IBM branch office or IBM representative for
postage-paid mailing.

* If you prefer to send comments by FAX, use either of the following numbers:

— United States, Canada, and Puerto Rico: 1-800-937-3430
— Other regions: 1-507-253-5192

 If you prefer to send comments electronically, use one of these e-mail addresses:

— Comments on books:
RCHCLERK®@us.ibm.com

— Comments on the IBM i Information Center:
RCHINFOC®@us.ibm.com

Be sure to include the following:

* The name of the book or IBM i Information Center topic.

* The publication number of a book.

* The page number or topic of a book to which your comment applies.
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Summary of Changes

Below is a comprehensive summary of the enhancements to Backup, Recovery, and Media Services
(BRMS) for IBM i for 7.1.

BRMS functionality is always being enhanced. Enhancements between regularly scheduled software
releases are provided by PTF. You should periodically review the [BRMS Web site| to learn of any new
functions that might improve your backup and recovery strategy.

Another good source of operational information about BRMS is Informational APAR 1109772 — Index of
BRMS Informational APARs. It is good practice to review this APAR periodically for new Informational

APARs that might be of interest to your implementation of BRMS.

For detailed information about the BRMS client to System i Navigator, see the IBM i Information Center,
or download and review the BRMS Graphical User Interface Student Guides which can be found on the

BRMS Web site

Software Enhancements

These sections describe the software enhancements to the BRMS commands, policies, displays, menus,
and the System i Navigator client.

Command Changes

This section describes the new command parameters or new special values added to existing parameters.
See the command help for additional information about these special values or parameters, and any
restrictions which may apply to their use.
* Duplicate Media using BRMS (DUPMEDBRM) command

A new special value *FROMVOL was added to the Expiration date (EXPDATE) parameter. This special

value gives you the capability to have the expiration date on the duplicate volume set to the same
expiration date as the volume being duplicated.

* Restore Object using BRM (RSTBRM) command

The Output (OUTPUT) parameter was added to allow you a way to specify an outfile which will
contain recovery information about the restored objects.

* Restore Library using BRM (RSTLIBBRM)

The Output (OUTPUT) parameter was added to allow you a way to specify an outfile which will
contain recovery information about the restored objects.

The Saved auxiliary storage pool (SAVASP) parameter was added to allow you a way to specify the
auxiliary storage pool (ASP) from which the library or object was saved.

A new special value *COMPATIBLE was added to the Allow object differences (ALWOBJDIF) parameter.
This value allows differences that are compatible with existing database files.

* Restore Object using BRM (RSTOBJBRM) command

The Output (OUTPUT) parameter was added to allow you a way to specify an outfile which will
contain recovery information about the restored objects.

The Saved auxiliary storage pool (SAVASP) parameter was added to allow you a way to specify the
auxiliary storage pool (ASP) from which the library or object was saved.

A new special value *COMPATIBLE was added to the Allow object differences (ALWOBJDIF) parameter.
This value allows differences that are compatible with existing database files.

* Start Recovery using BRMS (STRRCYBRM) command
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The Override recovery element (OVERRIDE) and Recovery element override (RCYELEM) parameters were
added. These two parameters allow the capability to specify a different time period for a specific
recovery element selected for recovery.

* Resume Retrieve using BRMS (RSMRTVBRM) command

A new special value *COMPATIBLE was added to the Allow object differences (ALWOBJDIF) parameter.
This value allows differences that are compatible with existing database files.

* Set Retrieve Controls for BRM (SETRTVBRM) command

A new special value *COMPATIBLE was added to the Allow object differences (ALWOBJDIF) parameter.
This value allows differences that are compatible with existing database files.

Changes to Policies

This section describes new displays or prompts added to BRMS policies . See the display and prompt
help for additional details.

* System Policy
Changes or additions to the Change Network Group display:

— A new panel, BRMS Media Information was added. This panel now contains the BRMS media
information values. When you press F11 to display this new panel, you will see three columns, Local
Receives, Remote Receives and Remote Ouverrides. Local Receives replaces the old parameter Receive media
information, this enables better control for receiving media information. It no longer is a global
setting, but can now be defined per system in the BRMS network. Remote Receives represents the
BRMS media information value on the remote system. Remote Overrides represents any media
information overrides that are in place for the I-ASP high availability support, which is documented
in section [“High Availability Support for I-ASPs in a BRMS Network” on page 284

* Recovery Policy

The prompts that were added to the Change Recovery Policy and Restore Command Defaults displays:

— A new option, Output options for recoveries was added for the capability to specify an outfile which
will contain recovery information about the restored objects. Under this option are new prompts,
Output, File to receive output, Library, Member to receive output, and Replace or add records.

— Output options for directory object recoveries option was also added to support the integrated file
system objects that are restored. The prompt under this option is Output.

— A new special value *COMPATIBLE was added to the Allow object differences prompt.
* Retrieval Policy

The prompts that were added to the Change Retrieval Policy display:

— A new special value *COMPATIBLE was added to the Allow object differences prompt.

Display Changes
This section describes changes to other displays. See the display and prompt help for additional details.
* Enhancements to the Display Media Information display:
Number of objects saved prompt was increased in size to show a greater amount of objects saved.
* Enhancements to the Work with Media Information display:
Objects saved column was increased in size to show a greater amount of objects saved.
* Enhancements to the Confirm Remove of Media Information display:
Objects saved column was increased in size to show a greater amount of objects saved.
* Enhancements to the Work With Media display:

A new option Remove volume error status was added. This allows you to clear out the *ERR value that
shows when BRMS detects the volume in error. This new option also appears on the Work With Serial
Set display.

* Enhancements to the Display Save Information display:
Number of objects saved column was increased in size to show a greater amount of objects saved.
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* Enhancements to the Work with Directory Information display:
Objects saved column was increased in size to show a greater amount of objects saved.
* Enhancements to the Display Saved Directory Information display:
Number of objects saved column was increased in size to show a greater amount of objects saved.

BRMS GUI Client Enhancements

As an alternative to the character-based interface, BRMS provides a full function graphical user interface
(GUI). The BRMS GUI is a plug-in for the System i® Navigator installed client application and the IBM
Systems Director Navigator for i Web browser environment.

This section describes enhanced BRMS GUI functions:

* Support for the IBM Systems Director Web browser environment.

* Scheduling support for IBM Systems Director Navigator for i Web browser environment.
* High Availability disk pool (auxiliary storage pool) enhancement.

* Enhanced the electronic mail function to support multiple addresses.

* Enhanced the BRMS log filter to provide the option to filter on control groups.

* BRMS maintenance feature in the Backup policy now allows the user to run movement, expire partial
volume sets and reorganize BRMS database files.

For more information and a comparison between the BRMS GUI and character-based interface, see
What's new in BRMS]

Compatibility

These changes have been made to BRMS functions which may affect your operations.

* When media are marked for duplication or saved items on the media are marked for duplication, the
media will not be allowed to expire. This is to protect the saved data so that it has a chance to be
duplicated, especially when using virtual media. In order for the expiration to happen, the user must
either duplicate the media or remove the duplication mark. To remove the mark from the media, run
WRKMEDBRM and type an option 19 next to the media. To remove the mark from a saved item, run
WRKMEDIBRM and type an option 19 next to the saved item that is on that media.

* For users backing up with BRMS and using a Tape Media Library, they will get an inquiry message
BRM1730. From this inquiry message, the user may choose to type a cartridge id of a volume NOT
enrolled in BRMS, or type a "c" "C" to Cancel the backup operation. For users backing up with BRMS
and using a stand-alone tape device, they will get an inquiry message BRM1729. From this inquiry
message, the user may at that time, load a volume NOT enrolled in BRMS media inventory, and type a

"R" or "r" to attempt the backup operation again , or the user may type a "c" or "C" to cancel the
backup operation.

* Media that hasn't moved, but is scheduled to move, will now show on the report.

* For all new installs of BRMS, a QIBMLINK *LNK list entry will be added to the shipped control group
*SYSGRP. This will backup system IFS data directories (/QIBM/ProdData and /QOpenSys/QIBM/
ProdData). This entry will not be added for upgrades. In addition, BRMS is also shipping a new link
list called QALLUSRLNK, which saves /*, but omits the system IFS data directories. This list is not
being added to any of the shipped control groups.

Book Enhancements

This section outlines the major additions and updates made to this book for 7.1.

* These sections were changed in [Chapter 4, “Recovering Your Entire System,” on page 27

— [‘Concurrent Recovery” on page 35 the content was changed significantly.

Summary of Changes xiii


http://www.ibm.com/servers/eserver/iseries/service/brms/new.html

— [“Attention — Save/Restore Master Key for Encryption” on page 41| was updated with the correct
load master key command.

— [“STEP 002 : Recover Operating System” on page 43| was changed to not show system values
anymore.

— ['STEP 027 : Verify System Information” on page 65 was updated to include the UPDSYSINF
command.

— [‘STEP 030 : Perform IPL” on page 67| was updated to include additional steps for a successful IPL.

* [Chapter 7, “Tailoring Your Backup,” on page 117 section [“Control Group Processing Order” on page]
139| was updated with the most current order.

* [Chapter 8, “Performing Selected Recoveries,” on page 179} section [“Recovery Policy” on page 179 was
updated with a new screen showing the new output parameters.

* These sections were changed in [Chapter 14, “Networking with BRMS,” on page 253)|

— [“TCP/IP Network configuration” on page 257 was updated with the new parameter Communication
method.

— ["How the Networked Systems Receive Media Information” on page 266/ was updated with new
screen shots of the new network interface for receive media information.

* [Chapter 15, “Advanced Functions Feature,” on page 281| was updated with a new feature
Availability Support for I-ASPs in a BRMS Network” on page 284}

Information Center Enhancements

The BRMS topics in the Information Center were updated to include the new functions in the BRMS
System i Navigator client. Follow this link to locate the BRMS topic in the Information Center:

http://www.ibm.com/systems/i/infocenter/
Systems Management=>Backup and Recovery=>Backup, Recovery, and Media Services
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Part 1. Getting Started with BRMS
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Chapter 1. Introduction to IBM Backup Recovery and Media
Services for i (BRMS)

The Backup Recovery and Media Services (BRMS) product provides separately priced, separately

installed components. These components consist of a standar