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Introduction to WebSphere Plug-in

Plug-in is a glue between a Web Server and WebSphere
Application Server

Plug-in’s primary responsibility is to forward HTTP requests to
the WebSphere Application Server

The web server plug-in is developed native C language

The plug-in code varies slightly depending on the operating
system (OS) and the Web server being used although its
operation and functionality remains the same.

The plug-in code is in the form of a DLL library on Windows®,
and SO library on Unix® (ie. AIX®, Solaris®, and so on).
This library resides on the Web server machine and is loaded
by the Web server startup process.
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Plug-in is an Agent:

You can think of the WebSphere plug-in as an “agent”
using the HTTP protocol.

redirecting HTTP requests from the WebServer to the application server

As seen in Figure 1, an HTTP request from a Web browser enters the Web server
and is then redirected to the application server.

This redirection is performed by the WebSphere plug-in.

Figure 1. The plug-in agent
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Plug-in Operation:
The plug-in “sends” HTTP requests, and acts as an HTTP

client.

The application server receives those requests, and is
therefore an HTTP Server.

The component inside the application server which does the
job of an HTTP Server is known as the HttpTransport.

The HttpTransport of the appserver, listens on specific ports
for HTTP (ie. 9080) and for HTTPS (ie. 9443).

If there are multiple application server on the same node,
they must be configured to use unique port numbers.
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Figure 2. Detailed view of the plug-in operation
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Some Plug-in related definitions.

httpd.conf: The default configuration file of the IBM HTTP
Server (IHS) Web server.

Plug-in: DLL residing on the same system as the Web server
IS loaded into memory by the Web server during startup and
runs inside the same process as the Web server.

plugin-cfg.xml: This is the web server plug-in configuration
file and contains information about which URLs should be
serviced by WebSphere.

HttpTransport: This component® job is to accept the HTTP
request from the plug-in, and then forward it to the Web
container.

Web container: It is responsible for processing data inside
the request and giving the response data back to the plug-in.
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Understanding the Plugin-cfg.xml file

plugin-cfg.xml file is created by clicking the “Generate Plug-in” button
on the web servers page of the WebSphere administrative console.

Also GenPluginCfg.bat script can be used to “generate” a plug-in
configuration file called plugin-cfg.xml

The GenPluginCfg.bat picks information from AppServer Server
configuration xml files to populate the plugin-cfg.xml file

If the web server is on a different system than WebSphere Application
Server, the plugin config (plugin-cfg.xml file) must be copied
(propagated) from WAS to the web server system.

The Plug-in configuration file is made of several areas called Elements

Each Element contains specific configuration properties.
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Plugin-cfg.xml Elements

Config Element

Log Element

Property Element
VirtualHostGroup Element
UriGroup Element

Route Element

ServerCluster Element
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Config, Log, Property, and VirtualHostGroup

<?xml version="1.0" encoding="ISO-8859-1"7>
<I--HTTP server plugin config file for the webserver gamelCell01.GAME2Node01.IHS61
generated on 2008.11.11 at 05:40:33 PM MST-->
<Config ASDisableNagle="false" AcceptAllContent="false"
AppServerPortPreference="HostHeader" ChunkedResponse="false" FIPSEnable="false"
[ISDisableNagle="false" lISPIuginPriority="High" IgnoreDNSFailures="false"
Refreshinterval="60" ResponseChunkSize="64" VHostMatchingCompat="false">
<Log LogLevel="Trace" Name="C:\Program
Files\IBM\HTTPServer\Plugins\logs\IHS61\http_plugin.log"/>
<Property Name="ESIEnable" Value="true"/>
<Property Name="ESIMaxCacheSize" Value="1024"/>
<Property Name="ESlInvalidationMonitor" Value="false"/>
<Property Name="ESIEnableToPassCookies" Value="false"/>
<VirtualHostGroup Name="serverl host">
<VirtualHost Name="*:9080"/>
<VirtualHost Name="*:9443"/>
<VirtualHost Name="server1:80"/>
<VirtualHost Name="server1:443"/>
</Virtual[HostGroup>
<VirtualHostGroup Name="default_host">
<VirtualHost Name="*:80"/>
<VirtualHost Name="*:443"/>
<VirtualHost Name="*:9082"/>
<VirtualHost Name="*:9081"/>
<VirtualHost Name="*:9444"/>
<VirtualHost Name="*:9445"/>
</VirtualHostGroup>
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Config Element

<Config ASDisableNagle="false"
AcceptAllContent="false"
AppServerPortPreference="HostHeader"
ChunkedResponse="false" FIPSEnable="false"
lISDisableNagle="false" IISPluginPriority="High"

IgnoreDNSFailures="false" Refreshinterval="60"
ResponseChunkSize="64"

VHostMatchingCompat="false">
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Log and Property Elements

Log Element
<Log LogLevel="Trace" Name="C:\Program
Files\IBM\HTTPServer\Plugins\logs\IHS61\http_plugin.log"/>

Property Element
<Property Name="ESIEnable" Value="true"/>
<Property Name="ESIMaxCacheSize" Value="1024"/>
<Property Name="ESlInvalidationMonitor" Value="false"/>
<Property Name="ESIEnableToPassCookies" Value="false"/>

WebSphere® Support Technical Exchange



| IBM Software Group

VirtualHostGroup Element

<VirtualHostGroup Name="serverl host">
<VirtualHost Name="*:9080"/>
<VirtualHost Name="*:9443"/>
<VirtualHost Name="serverl1:80"/>
<VirtualHost Name="serverl1:443"/>
</VirtualHostGroup>

<VirtualHostGroup Name="default_host">

<VirtualHost Name="*:80"/>

<VirtualHost Name="*:443"/>
<VirtualHost Name="*:9082"/>
<VirtualHost Name="*:9081"/>
<VirtualHost Name="*:9444"/>
<VirtualHost Name="*:9445"/>

</VirtualHostGroup>
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Plugin-cfg.xml: ServerCluster Element

<ServerCluster CloneSeparatorChange="false" GetDWLMTable="false"
IgnoreAffinityRequests="true" LoadBalance="Round Robin"
Name="serverl GAME2Node0Ol1l Cluster" PostBufferSize="64" PostSizeLimit="-1"
RemoveSpecialHeaders="true" Retrylnterval="60">

<Server ConnectTimeout="0" ExtendedHandshake="false" MaxConnections="-1"
Name="GAME2Node01l serverl" ServerlOTimeout="0" WaitForContinue="false">
<Transport Hostname="GAMEZ2" Port="9080" Protocol="http"/>
<Transport Hostname= "GAME2" Port="9443" Protocol="https">
<Property Name="keyring" Value="C:\Program
Flles\lBM\HTTPServer\PIugms\conflg\lHSGl\pIugln key.kdb"/>
<Property Name="stashfile" Value="C:\Program
Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>
</Transport>
</Server>

</ServerCluster>
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Plugin-cfg.xml: ServerCluster Element (cont)

<ServerCluster CloneSeparatorChange="false" GetDWLMTable="false" IgnoreAffinityRequests="true" LoadBalance="Round Robin" Name="cluster61"
PostBufferSize="64" PostSizeLimit="-1" RemoveSpecialHeaders="true" Retrylnterval="60">
<Server ClonelD="12n750trp" ConnectTimeout="10" ExtendedHandshake="false" LoadBalanceWeight="19" MaxConnections="-1"
Name="GAME2Node01 _memberl" ServerlOTimeout="60" WaitForContinue="false">
<Transport Hostname="GAME2" Port="9081" Protocol="http"/>
<Transport Hosthname="GAME2" Port="9444" Protocol="https">
<Property Name="keyring" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.kdb"/>
<Property Name="stashfile" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>
</Transport>
</Server>
<Server ClonelD="12n750viu" ConnectTimeout="10" ExtendedHandshake="false" LoadBalanceWeight="19" MaxConnections="-1"
Name="GAME3Node01 _member2" ServerlOTimeout="60" WaitForContinue="false">
<Transport Hostname="GAME3" Port="9081" Protocol="http"/>
<Transport Hostname="GAME3" Port="9444" Protocol="https">
<Property Name="keyring" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\lIHS61\plugin-key.kdb"/>
<Property Name="stashfile" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>
</Transport>
</Server>
<Server ClonelD="12n7510r0" ConnectTimeout="10" ExtendedHandshake="false" LoadBalanceWeight="20" MaxConnections="-1"
Name="GAME2Node01 _member3" ServerlOTimeout="60" WaitForContinue="false">
<Transport Hostname="GAME2" Port="9082" Protocol="http"/>
<Transport Hostname="GAME2" Port="9445" Protocol="https">
<Property Name:"keyrin(];" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\lIHS61\plugin-key.kdb"/>
<Property Name="stashfile" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>
</Transport>
</Server>
<Server ClonelD="12n7511dh" ConnectTimeout="10" ExtendedHandshake="false" LoadBalanceWeight="20" MaxConnections="-1"
Name="GAME3Node01 member4" ServerlOTimeout="60" WaitForContinue="false">
<Transport Hostname="GAME3" Port="9082" Protocol="http"/>
<Transport Hostname="GAME3" Port="9445" Protocol="https">
<Property Name="keyring" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.kdb"/>
<Property Name="stashfile" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\lHS61\plugin-key.sth"/>
</Transport>
</Server>
<PrimaryServers>
<Server Name="GAME2Node01_memberl"/>
<Server Name="GAME3Node01 member2"/>
<Server Name="GAME2Node01_member3"/>
<Server Name="GAME3Node01 _member4"/>
</PrimaryServers>
</ServerCluster>
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UriGroup and Route

<UriGroup Name="default_host_cluster61_URIs">
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/snoop/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/hello"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/hitcount"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="|jsessionid" Name="*.jsp"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="|jsessionid" Name="*jsv"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="|jsessionid" Name="*jsw"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/]_security_check"/>
<Uri AffinityCookie="JSESSIONID" AfflnltyURLIdentlfler—"]sessmnld" Name="/ilbm_security logout"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/servlet/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/DynWeb1/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/helloWorld/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/helloCountry/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/helloState/*"/>

</UriGroup>

<Route ServerCluster="cluster61" UriGroup="default_host cluster61_ URIs"

VirtualHostGroup="default_host"/>

<UriGroup Name="serverl _host_serverl GAME2NodeOl1l_Cluster_URIs">
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid™ Name="/WebSphereTPHosts/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="|jsessionid" Name="/TestPublish/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/UTC/*"/>
</UriGroup>
<Route ServerCluster="serverl _GAME2NodeOl1_Cluster"
UriGroup="serverl_host_serverl GAME2NodeOl1_Cluster_URIs" Virtual[HostGroup="serverl_host"/>
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Plug-in MustGather documents

If using IBM Http Server (IHS) with Plug-in, use:
http://www.ibm.com/support/docview.wss?rs=177&uid=swq21141306

If using any other web server with Plug-in, use:
http://www.ibm.com/support/docview.wss?rs=177&uid=swg21174894

IHS >>> LogLevel debug >>> httpd.conf
Plug-in >>> LogLevel=“Trace” >>> plugin-cfg.xml

WAS >>> use trace string shown in mustgather
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Files to get from the customer:

From IBM Http Server (IHS):
httpd.conf

error.log

access.log

From Plug-in:
plugin-cfg.xml

http_plugin.log <<<< Plug-in trace file

From WebSphere Application Server (WAS):
SystemOut.log

Trace.log
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Plug-in Build Date

Plug-in Build Date can be used to determine what is the exact level of Plug-in the
customer is using. In the http_plugin.log file you will see something like this:

PLUG N. Bl d version: 6.1.0

PLUG@ N. Bl d date: Aug 29 2007, 09:17:37

PLUG N. Webserver: | BM HTTP_Server

PLUG N: Host nane = GAME2

PLUG N. OS version 5.1, build 2600, 'Service Pack 2

Use this technote to match up the Bld date with the Plug-in level:

http://www.ibm.com/support/docview.wss?rs=180&uid=swg27013332

Bld date: Aug 29 2007 >>>>>>> means Plug-in level 6.1.0.11
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Multiple web server child processes

On most platforms, the IHS web server can have
more than one child process.

IHS on Windows only has ONE child process.

Each web server child process loads a separate
“Instance” of the Plug-in.

All Plug-in instances write to the same log file.
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Configure IHS for only one (few) processes

http://publib.boulder.ibm.com/httpserv/ihsdiag/ihs performance.html#WebSpherePlugin

http://www.ibm.com/support/docview.wss?rs=177&uid=swq21167658

In the httpd.conf file for IBM Http Server (IHS)

# 2-4 child processes
# 100 t hreads each
<| f Modul e wor ker.c>

ThreadLi m t 100
ServerLimt 4
Start Servers 2
MaxCl i ents 400

M nSpar eThr eads 100
MaxSpar eThr eads 200
Thr eadsPer Chi | d 100
MaxRequest sPerChild O
</ | f Modul e>

WebSphere® Support Technical Exchange
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Process id / Thread id in plug-in trace

[ Thu Gct 30 14:51:12 2008] 0000Q cef70ba0 - TRACE: ws_conmmon: webspher eShoul dHandl eRequest: No route found

[Thu Cct 30 14:51:12 2008]( 00000772 ee670bal
[Thu Cct 30 14:51:12 2008] 00000
[ Thu Gct 30 14:51:12 2008] 00000772 ee670ba0 - TRACE: nod_was_ap20 http: in as_| ogger

TRACE: nod_was_ap20_http: as_fixups main request
eeb/7/0ba0 - TRACE: nod was_ap20_http: as_handler: In the app server handl er

[Thu Cct 30 14:51:12 2008] 00000756 fle77ba0 - TRACE: HTTP/ 1.1 100 Conti nue

[ Thu Cct 30 14:51:12 2008] 00000756 fle77ba0 - TRACE: Content-Length: O

[Thu Cct 30 14:51:12 2008] 00000756 fle77ba0 - TRACE: Date: Thu, 30 Oct 2008 18:51:12 GMr

[ Thu Cct 30 14:51:12 2008] 00000756 fle77ba0 - TRACE: Server: WebSphere Application Server/6.0

[ Thu Gct 30 14:51:12 2008] 00000756 fle77ba0 - TRACE: |ib_htrequest: htrequestWite: Witing the request content

[ Thu Gct 30 14:51:12 2008] 00000756 e/7ba0 - TRACE: lib_htrequest: htrequestWite: content length is 39
[ Thu Gct 30 14:51:12 2008]( 00000756 fle77bal TRACE: lib _htrequest: htrequestWite: Allocating buffer of 39 for
POST cont ent

[ Thu GCct 30 14:51:12 2008] 00000756 fle77ba0 - TRACE: nod_was_ap20 http: cb_read _body: In the read body call back

[ Thu GCct 30 14:51:12 2008] 00000756 fle77ba0 - TRACE: nod_was_ap20 http: cb_read _body: Read fromIHS client 39 -
avai | abl e 39

[ Thu Cct 30 14:51:12 2008] 0000073a ec66cbal0 - TRACE: lib_ util: parseHostHeader: Defaulting port for schene
"http'

[ Thu Cct 30 14:51: 12 2008]( 0000073a ec66cbal TRACE: lib util: parseHostHeader: Host: 'www. phil osophy.com, port
80

[ Thu GCct 30 14:51:12 2008] 0000073a ec66cbal0 - TRACE: ws_common: websphereCheckConfig: Current time is
1225392672, next stat time is 1225392720

[ Thu Gct 30 14:51:12 2008] 0000073a ec66cbal0 - TRACE: ws_conmon: webspher eShoul dHandl eRequest: trying to match a
route for: vhost="wwv. phil osophy.com ; uri="/web/store/ A axHeader D spl ay'
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Elements of a plug-in transaction

request received

matching VirtualHostGroup

matching UriGroup

determining which ServerCluster

determining which Server  (load balance, fail-over, affinity)
opening stream to the Server

sending the request

reading the response

replying to client
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Request received

Transaction begins with “parseHostHeader”

Start of the transaction

DEBUG |ib_util:CparseHost Header D Defaul ting port for herre

DEBUG |ib util: \W i Host:, port

DEBUG ws_common: websphereCheckConfig: Current time i S 1221083454, next stat
time is 1221083458

DETAI L: ws_comon: webspher eShoul dHandl eRequest: trying to match a route for:
vhost =' ganme2'; uri @
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Matching VirtualHostGroup

Looking for a match in the serverl host VirtualHostGroup

7N\

in Vhost G oup:
i n Vhost Group:

TRACE: ws_common: webspher eVhost Mat ch: Conpari
TRACE: ws_common: webspher eVhost Mat ch: Conpari ' server 1: 80

TRACE: ws_common: webspher eVhost Mat ch: Conpari : "to '
TRACE: ws_conmmon: webspher eVhost Mat ch: Conparing ' '
TRACE: ws_comon: websphereVhost Match: Failed to mat ch: ganeZ 80
DEBUG ws_conmon: webspher ePort Nunber For Mat chi ng: Usi oglca
TRACE: ws_comon: webspher eVhost Mat ch: Conparing .2~ ganeZ:SO‘ in
TRACE: ws_common: webspher eVhost Mat ch: Conpari ng o ' gane2: 80" |
TRACE: ws_common: webspher eVhost Mat ch: Conparing '
TRACE: ws_common: webspher eVhost Mat ch: Conpari ng
TRACE: ws_common: webspher eVhost Mat ch: Conpari ng
TRACE: ws_common: webspher eVhost Mat ch: Conpari ng

o 'gane2: 80
"gane2: 80" i NN
'gane2: 80" in Vho

DEBUG. ws_conmmon: webspher eVhost Mat ch: Found a match—*:80" to 'gane2:80" in Vhbste oup:

exact match O

server1l_hos
serverl host
serverl host
serverl host

default_ho
defaul t _host
defaul t _host

o 'gane2:80" (in VhostC?oupf
\ def aul t _host

(case 2)
case 2)

default _host with score 1,

Looking for a match in the default_host VirtualHostGroup

URL in browser was\http://game2/snoop

WebSphere® Support Technical Exchange

So far, plug-in has matched this part.




| IBM Software Group

Matching UriGroup

DEBUG ws_common: websphereUri Mat ch:(Found a match ’/snoop' to '/snoop' in
Uri Goup: default _host cluster6l URIs w score 6, exact match 6

TRACE: ws_common: websphereUri Match: uri length smaller than uri defs so skipping
t he rest

URL in browser was http://game

Now, plug-in has matched this part, too.
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Determining which ServerCluster to use

Here is the route statement from the plugin-cfg.xml file:

<Route ServerCIusterriGroup:"defauIt_host_cluster6l_URIs" VirtualHostGroup="default_host"/>

If the request matches both the UriGroup and the VirtualHostGroup,

then the route specifies which ServerCluster to use for the request.

[ —

I

TRACE: ws_common: webspher eFi ndServer G oup: Setting the server group:
curScore of 7 greater than high of O

DETAI L: ws_comon: websphereFi ndServer G oup: Setting the server group: cluster6l;

hi ghScore: 7; highExact Match: 6; affinityCookie: JSESSIONID;, affinityURL:
j sessionid
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Determining which Server to use:
(non-clustered)

<Server Cl uster C oneSepar at or Change="f al se" Get D\NLMlabl e="f al se"
| gnor eAf finityRequests="true" LoadBal ance="Round Robi n"
Name="server 1l GAME2NodeOl Cl uster" PostBufferSi ze="64" PostSizeLimt="-
1" RenoveSpeci al Headers="true" Retrylnterval =" 60">
<Server Connect Ti neout =" 0" ExtendedHandshake="fal se"
MaxConnecti ons="-1" Nane="GAME2NodeOl1l server 1" Server | OTi neout =" 0"
Vi t For Cont i nue="fal se" >
<Transport Host nanme="GAME2" Port="9080" Protocol ="http"/>
<Transport Host nane="GAME2" Port="9443" Protocol ="https">
<Property Nane="keyring" Val ue="C.\Program
Fil es\ | BM HTTPSer ver\ Pl ugi ns\ confi g\ | HS61\ pl ugi n- key. kdb"/ >
<Property Nane="stashfile" Val ue="C:\Program
Fil es\ | BM HTTPSer ver\ Pl ugi ns\ confi g\ | HS61\ pl ugi n- key. sth"/ >
</ Transport >
</ Server >
</ Serverd uster>
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Determining which Server to use: (clustered)

<Server Cl ust er C oneSepar at or Change="f al se" Get DALMTabl e="f al se" |gnoreAffinityRequests="true" LoadBal ance="Round
Robi n" Nanme="cl uster 61" PostBufferSi ze="64" PostSizeLimt="-1" RenpbveSpeci al Headers="true" Retrylnterval ="60">
<Server O onel D="12n750trp" Connect Ti meout =" 10" Ext endedHandshake="fal se" LoadBal anceWi ght =" 19"
MaxConnecti ons="-1" Nanme="GAME2Node0l1 nenber 1" Server| OTi neout =" 60" Wit For Conti nue="fal se">
<Transport Hostnane="GAME2" Port="9081" Protocol ="http"/>
<Transport Hostnane="GAME2" Port="9444" Protocol ="https">
<Property Nane="keyring" Val ue="C:\Program Fil es\| BM HTTPSer ver\ Pl ugi ns\ confi g\ | HS61\ pl ugi n- key. kdb"/ >
<Property Nane="stashfile" Value="C: \Program Fil es\|BM HTTPSer ver\ Pl ugi ns\ confi g\ | HS61\ pl ugi n- key. sth"/>
</ Transport>
</ Server >
<Server C onel D="12n750vi u" Connect Ti meout =" 10" Ext endedHandshake="fal se" LoadBal anceWi ght = 19"
MaxConnecti ons="-1" Name="GAME3Node0l1l nenber 2" Server| OTi neout =" 60" Wit For Conti nue="fal se">
<Transport Hostnane="GAME3" Port="9081" Protocol ="http"/>
<Transport Hostnane="GAME3" Port="9444" Protocol ="https">
<Property Nanme="keyring" Value:"C:\Progran1F|Ies\lBN&FWTPServer\PIugins\confi?\lFBGl\pIugin—kei.kdb"/>
<Property Name="stashfile" Val ue="C:\Program Fil es\|BM HTTPSer ver\ Pl ugi ns\ confi g\ | HS61\ pl ugi n- key. sth"/>
</ Transport >
</ Server >
<Server O onel D="12n7510r 0" Connect Ti neout =" 10" Ext endedHandshake="f al se" LoadBaIanceVélght =*20"
MaxConnecti ons="-1" Nanme="GAME2Node01 rnenber 3" Server| OTi neout =" 60" Wi t For Conti nue="fal se">
<Transport Hostname="GAME2" Port="9082" Protocol ="http"/>
<Tr ansport Fbstnane "GAME2" Port="9445" Protocol ="https">
<Property Nane="keyring" Val ue="C.\Program Fil es\| BM HTTPSer ver\ Pl ugi ns\ confi g\ | HS61\ pl u
<Property Nane="stashfile" Value="C:\Program Fil es\|IBM HTTPSer ver\ Pl ugi ns\ confi g\ | HS61\ p
</ Transport >
</ Server >
<Server Conel D="12n7511dh" Connect Ti neout =" 10" ExtendedHandshake="fal se" LoadBal anceWi ght ="20"
MaxConnecti ons="-1" Nanme=" GAME3NodeOl1l nenber 4" Server| OTi neout =" 60" Wit For Conti nue="fal se">
<Transport Hostnane="GAME3" Port="9082" Protocol ="http"/>
<Transport Hostnane="GAME3" Port="9445" Protocol ="https">
<Property Nane="keyring" Val ue="C:.\Program Fil es\| BM HTTPSer ver\ Pl ugi ns\ confi g\ | HS61\ pl ugi n- key. kdb"/ >
<Property Nane="stashfile" Val ue="C: \Program Fil es\|BM HTTPServer\ Pl ugi ns\ confi g\ | HS61\ pl ugi n- key. sth"/>
</ Transport >
</ Server >
</ Server Cl ust er>

key. kdb"/ >

gn
['ugi n-key.sth"/>
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Is this an “affinity” request?

1) Check for SSLISESSION cookie
2) Check for JISESSIONID cookie
3) Check for URL rewrite (jsessionid) in the URL

4) Check partitionlD against partition table if any
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If JSESSIONID Is present, get the cloneid

TRACE: ws_common: webspher eHandl eSessi onAffinity: Checking for session affinity

TRACE: ws_common: webspher eHandl eSessi onAffinity: Checking the SSL cookie affinity: SSLIJSESSI ON

TRACE: |ib_htrequest: htrequest Get Cooki eVal ue: Looking for cookie: 'SSLJSESSI ON

TRACE: ht request: htrequest Get Cooki eVal ue: No cookie found for: 'SSLJSESSI ON

TRACE: ws_common: webspher eHandl eSessi onAffinity: Checking the cookie affinity: JSESSI ONI D

TRACE: |ib_htrequest: htrequest Get Cooki eVal ue: Looking for cookie: 'JSESSI ONI D

TRACE: I|b_htrequest ht r equest Get Cook+EV e~\hanme=" JSESSI ONI D ,
val ue=" 0000nFKj 2sPj nt T6hh5Q WQLr U:

TRACE: ws_comon: webspher eHandl eSessi on Arty: Checking the JSESSIONI D in cookie:
0000NnFKj 2sPj nt T6hh5Q WQLr U: 12n7511dh

DEBUG ws_common: websphereParseC onel D Parsing clone ids from
' 0000NnFKj 2sPj mt T6hh5Q WQLr U: 12n7511dh’

TRACE: ws_common: websphereParseC onel D: Adding clone id '12n7511dh’

TRACE: ws_common: websphereParseC onel D. Returning list of clone ids

TRACE: ws_server_group: server G oupFi ndCl one: Looking for clone

TRACE: ws_server_group: serverGoupGetFirstPrimryServer: getting the first rlnary server

TRACE: ws_server _group: server G oupFi ndC one: Conparing curC onelD '12n7511d to server clone id
'12n750t r p'

TRACE: ws_server _group: server G oupCGet NextPrimaryServer: getting the next primary server

TRACE: ws_server _group: server G oupFi ndC one: Conparing curC onelD '12n7511dh' to server clone id
'12n750vi U’

TRACE: ws_server _group: server G oupGet NextPrimaryServer: getting the next pri mar

TRACE: ws_server_group: server G oupFi ndC one: Conparing curCl onelD '12n7511dh" t
' 12n7510r 0

TRACE: ws_server _group: server G oupGet Next PrimaryServer: getting the next primar

TRACE: ws iﬁ{ver _group: server G oupFi ndd one: Conparing curClonelD '12n7511dh" t
'12n7511

TRACE: ws_server _group: server G oupFi ndC one: Match for clone ' GAME3NodeOl1 nenber 4'

lib_
lib_

y server _
o server clone id

y server _
o server clone id
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If no match found, use Round Robin or Random

TRACE: ws_common: webspher eHandl eSessi onAffinity: Checking for session affinity
TRACE: ws_common: webspher eHandl eSessi onAffinity: Checking the SSL cookie affinity:
SSLJSESSI ON
TRACE: |ib_htrequest: htrequest Get Cooki eVal ue: Looking for cookie: 'SSLJSESSI ON
TRACE: |ib_htrequest: htrequest Get Cooki evVal ue: No cookie found for: 'SSLJSESSI ON
TRACE: ws_common: webspher eHandl eSessi onAffinity: Checking the cookie affinity:
JSESSI ONI D
TRACE: |ib_htrequest: htrequest Get Cooki eVal ue: Looking for cookie: 'JSESSI ONI D
TRACE: |ib_htrequest: htrequest Get Cooki eval ue: No cookie found for: 'JSESSIONI D
TRACE: ws c%nnnn webspher eHandl eSessi onAffinity: Checking the url rewite affinity:
sessi oni
TRACE Ws_conmon: mebsphereParseSeSS|onID' Parsing session id from
'/ hel | oWorl d/worl d.j sp’
TRACE: ws_common: webspher ePar seSessionl D. No session found for jsessionid
TRACE: ws_common: webspher eHandl eSessi onAffinity: Bypassing check for partitionlD
cookie affinity. No stored partition table.
DEBUG ws_server _group: server G oupNext RoundRobi nServer: Round Robin | oad bal anci ng
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LoadBalance: Round Robin

For the first request (after web server start-up), the server will
be chosen randomly.

After that, the plug-in will use the next server in the list and
so on... (memberl, member2, member3, member4)

Each time a server is “picked”, the load balance weight is
decremented by one.

Any server with a weight below 0 will no longer be used for
new requests. But, affinity requests will still go through.
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LoadBalance: Round Robin (cont)

When all servers have a weight of less than 0O, the plug-in
will “reset” the weights to the starting values.

By default affinity requests do NOT cause the plugin to
decrement the weight of the server. This can lead to an
uneven distribution when there are many affinity requests.

To resolve the affinity problem use this option:
IgnoreAffinityRequests="false"
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LoadBalance: Random

For all non-affinity requests, the server is “picked” randomly.
The affinity requests are sent to the matching clone id.

LoadBalance “weight” is not used at all in the Random case.
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The trace shows which server was “picked”

[Wed Sep 10 17:26:29 2008] 00001f 18 00000cb0 - TRACE: ws_server _group:
| ockedSer ver G oupUseServer: Server GAME3NodeOl nenber4 picked, weight 6.

[Wed Sep 10 17:26:29 2008] 00001f 18 00000cb0 - TRACE: ws_server _group:
server G oupl ncrenent Connecti onCount: Server GAME3NodeOl nenber4 picked,
pendi ngConnecti onCount 1 total ConnectionsCount 1.

[Wed Sep 10 17:26:29 2008] 00001f 18 00000cb0 - DEBUG ws_server _group:
server G oupNext RoundRobi nServer: use server GAME3NodeOl nenber4

| like to search the trace file for the string “picked, weight” to
qguickly see which servers are being chosen in what order.
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Open a stream to the server:

DEBUG ws_server _group: server G oupNext RoundRobi nServer: use server
GAME3NodeOl1 nenber 4

TRACE: ws_common: webspher eFi ndTransport: Finding the transport

DETAI L: ws_common: websphereFi ndTransport: Setting the transport(case 2): GAME3
on port 9082

TRACE: ws_common: webspher eExecute: Executing the transaction with the app server

DEBUG ws_comon: websphereCGet Stream GCetting the streamto the app server

TRA%E: Ws_transport: transport StreanDequeue: Checking for existing streamfrom
t he queue

TRACE:qws_connDn: websphereCGet Stream Have a connect tineout of 10; Setting
socket to not block for the connect

TRACE: errno O

TRACE: RET 1

TRACE: READ SET O

TRACE: WRITE SET 1

TRACE: EXCEPT SET O

TRACE: ws_common: websphereGet Stream Reseting socket to bl ock

TRACE: ws_common: websphereGet Stream setting the Serverl OTi neout for socket 600

DEBUG ws _common: websphereGet Stream socket 600 connected to GAME3: 9082

DEBUG |ib_stream openStream QOpening the stream

DETAIt: ws_common: websphereGet Stream Created a new strean queue was enpty,
socket = 600
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Write the request to the server:

DEBUG

DETAI L:
DETAI L:

DETAI L:

lib_htrequest:

htrequest Wite: Witing the request:

GET /helloWwrld/world.jsp HTTP/ 1.1

Accept :
application/vnd. ns-excel,
appl i cati on/ msword,
Accept - Language:

i mage/ gi f, image/ x-xbitmap, i1mge/|peq,
appl i cation/vnd. ns- power poi nt,
appl i cation/ x-shockwave-fl ash, */*
en- us

| mage/ pj pegq,

DETAI L: Accept - Encodi ng: gzip, deflate

DETAI L: User-Agent: Mozilla/4.0 (conpatible; MSIE 6.0; Wndows NT
5.1; SV1; .NET CLR 2.0.50727)

DETAI L: Host: gane2

DETAI L: $WBI S: fal se

DETAI L: $WBSC: http

DETAI L: $SWEPR: HTTP/ 1.1

DETAI L: $WERA: 192. 168.0. 112

DETAI L: $WERH: 192. 168. 0. 112

DETAI L: $WESN. gane2

DETAI L: SWESP: 80

DETAI L: Surrogate-Capability: W5 ESI="ESI/ 1. 0+"

DETAI L: W5 HAPRT W.MVERSI ON: -1

TRACE: ws_commpn: websphereExecute: Wote the request; reading the
response
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Read response from the server:

DETAIL: |ib_htresponse: htresponseRead: Readi ng the response: 5c984c
DETAI L: HTTP/ 1.1 200 K

DETAI L: Content-Type: text/htm; charset=I SO 8859-1
DETAI L: Cont ent - Language: en-US
DETAI L: Content - Lengt h: 261

TRACE: |ib_htresponse: htresponseSet ContentlLength: Setting the content

| ength | 261
DETAI L: Set - Cooki e: JSESSI ONI D=0000Gyt zwDUes 2NUCI SYUDJ x UX
Pat h=/

DETAI L: Dat e: Wed, 10 Sep 2008 23:26:27 GWITI

DETAI L: Server: WebSphere Application Server/6.1

DETAI L: Expires: Thu, 01 Dec 1994 16: 00: 00 GV

DETAI L: Cache-Control : no-cache="set-cookie, set-cookie2"

TRACE: ws_common: websphereExecute: Read the response; breakigng out of
| oop

TRACE: ws_common: websphereExecute: Done with Request to app/server
processi ng

Server clone id is at the end of the JISESSIONID cookie in the response
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Send the response to the client (browser):.

TRACE: nod_was_ap20 http: cb wite headers: In the wite headers call back

TRACE: nod_was_ap20_ http: cb_ wite headers: Setting Content-type to text/htm;
char set =] SO- 8859-

TRACE: nod_mas_apzo_http: cb_wite headers: Adding header Content-Length val ue
is 261

TRACE: nod_was_ap20 _http: cb wite headers: Addi ng header Set-Cookie value is
JSESSI ONI D=0000Gyt zwDUes2NUCI SYUDIxUX3: 12n7511dh; Pat h=/

TRACE: nod _was_ap20 http: cb wite headers: Adding header Date value is Wd, 10
Sep 2008 23:26:27 GMI

TRACE: nod_was_ap20 _http: cb wite headers: Addi ng header Server value is
WebSphere Application Server/6.1

TRACE: npod_was_ap20 http: cb wite headers: Addi ng header Expires value is Thu,
01 Dec 1994 16:00: 00 GMVIT

TRACE: nod_was_ap20 _http: cb wite headers: Addi ng header Cache-Control value is
no- cache="set - cooki e, set-cooki e2"

TRACE: Iib_htresponse: ht r esponseCet Cont ent Bl ock: Getting the next content bl ock

TRACE: ws_esi: readResponseBody, |en_p=261

TRACE: nod_was_ap20 _http: cb wite body: In the wite body callback witing 261

DETAI L: ws_comon: webspher eEndRequest: Endi ng the request

DEBUG |ib stream flushStream Flushing the stream

TRACE: ws_transport: transportStreanEnqueue: Adding existing streamto the queue

DEBUG |ib_stream flushStream Flushing the stream

DEBUG ws_comon: webspher eEndRequest: socket 600 was added back to GAME3: 9082
queue

TRACE: nod_was_ap20_htt p: andl e et env WAS " GAME3: 9082"

TRACE: nod_was_ap20 http: in"as Iogger

¥ End of the transaction
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Common Plug-in problems HTTP 404

Usually a 404 (page not found) error in the response means
that the requested URI is not in the Plug-in config, and did
not match. The request was handled by the web server
Instead, but the file does not exist there either, so the web
server sends a HTTP 404 error back to the browser.

However, it is possible to get a 404 error from the WAS
server itself. If the plug-in does match and does send the
request to the WAS server, but that application is currently
stopped, the trace will show a 404 error coming back in the
response from the server. So the plug-in sends the 404 error
back to the browser.

WebSphere® Support Technical Exchange




| IBM Software Group

404 error In the response from WAS server:

DETAIL: |ib_htresponse: htresponseRead: Reading the response: 5c981c
DETAI L: HTTP/ 1.1 404 Not Found

DETAI L: Cont ent - Type: text/htm

DETAI L: Transf er - Encodi ng: chunked

DETAI L: Connection: C ose

DETAI L: Date: Tue, 02 Dec 2008 02: 05:08 GwvIr
DETAI L: Server: WebSphere Application Server/6.1

TRACE: ws_common: websphereExecute: Read the response; breaking out of |oop
TRACE: ws_common: websphereExecute: Done with Request to app server processing
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Common Plug-in problems: Internal Server Error

If the request is matched by the plug-in and is sent to
the WAS server, but the server is unresponsive or

down, the plug-in will send an HTTP 500 error, which
will show up as “Internal Server Error” in the browser.

If there are multiple servers in the ServerCluster, the
plug-in will try all of the servers before sending the
500 error to the browser.
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HTTP 500 - Internal Server Error

ERROR. ws_common: websphereGet Stream Connect tineout fired

TRACE: ws_conmmon: websphereCGet Stream socket 1628 cl osed - fail ed non-
bl ocki ng connect

ERROR. ws_common: websphereExecute: Failed to create the stream

ERROR ws_server: server SetFail overStatus: Marki ng GAME3NodeOl1 nenber 4
down

STATS: ws_server: server Set Fail over Status: Server GAME3NodeOl nenber4
pendi ngRequests 0 fail edRequests 1 affinityRequests O total Requests 1.

ERROR: ws_common: webspher eHandl eRequest: Failed to execute the
transaction to ' GAMESNodeOl1l nenber4' on host 'GAME3'; will try another
one

ERROR. ws_common: websphereW it eRequest ReadResponse: Failed to find an
app server to handle this request
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Plug-in Fixpacks

Often the problem stems from a defect in the plug-in code.
These types of problems are easily resolved by installing
the latest fixpack for the Plug-in.

Recommended Updates Page:
http://www.ibm.com/support/docview.wss?rs=180&uid=swg27004980

The plug-in level should be equal to, or greater than, the

level of WebSphere Application Server:
http://www.ibm.com/support/docview.wss?uid=swg21160581
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PK63499 / PK67161

This defect affected Plug-in levels 6.0.2.25, 6.0.2.27,
6.1.0.15, and 6.1.0.17.

If the browser disconnected it would cause the plug-in to
iIncorrectly mark the server as “down”.

After that many users would see 500 errors when trying to
access the application in WebSphere Application Server.

The fix for this defect is in 6.0.2.29 and 6.1.0.19 and higher.
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Summary

The web server plug-in is an agent between web server and WAS.
We have seen the elements of the Plug-in configuration.
Use Plug-in MustGather documents to know which traces to gather.

Understand the flow of a plug-in transaction so you can follow it in the
plug-in trace and look for problems.

We discussed Common Plug-in problems like 404 and 500 errors.

Install latest Plug-in fixpacks to see if the problem is fixed.
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Additional Web Server Plug-in Resources

WAS main support page: (search for errors and keywords)
http://www.ibm.com/software/webservers/appserv/was/support/

InfoCenter description of all plugin-cfg.xml settings and options:
http://publib.boulder.ibm.com/infocenter/wasinfo/véerl/index.|sp?topic=/co
m.ibm.websphere.nd.doc/info/ae/ae/rwsv plugincfg.html

Technote: Common questions about the web server Plug-in
http://www.ibm.com/support/docview.wss?rs=180&uid=swg21318463
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Questions and Answers

Contact: naveen@us.ibm.com or screid@us.ibm.com
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