
IBM Software Group

®

WebSphere® Support Technical Exchange

Demystifying the IBM® Web Server Plug-in

Naveen Shetty  AND  Steve Reid
IBM IHS / Plug-in Support Team



IBM Software Group

WebSphere® Support Technical Exchange 2

Agenda

� Part 1  – Plug-in fundamentals and configuration
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Agenda

� Introduction to WebSphere 6.1 Plug-in.

� Plug-in Operation

� Plug-in Configuration file

� Elements of Plugin-cfg.xml file
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Introduction to WebSphere Plug-in 

� Plug-in is a glue between a Web Server and WebSphere 
Application Server

� Plug-in’s primary responsibility is to forward HTTP requests to 
the WebSphere Application Server

� The web server plug-in is developed native C language 
� The plug-in code varies slightly depending on the operating 

system (OS) and the Web server being used although its 
operation and functionality remains the same.

� The plug-in code is in the form of a DLL library on Windows®, 
and SO library on Unix® (ie. AIX®, Solaris®, and so on).

� This library resides on the Web server machine and is loaded 
by the Web server startup process.
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Plug-in is an Agent: 

� You can think of the WebSphere plug-in as an “agent”
� using the HTTP protocol.

� redirecting HTTP requests from the WebServer to the application server 
� As seen in Figure 1, an HTTP request from a Web browser enters the Web server 
and is then redirected to the application server.
� This redirection is performed by the WebSphere plug-in.
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Plug-in Operation:
� The plug-in “sends” HTTP requests, and acts as an HTTP 

client. 

� The application server receives those requests, and is 
therefore an HTTP Server. 

� The component inside the application server which does the 
job of an HTTP Server is known as the HttpTransport.

� The HttpTransport of the appserver, listens on specific ports 
for HTTP (ie. 9080) and for HTTPS (ie. 9443).

� If there are multiple application server on the same node, 
they must be configured to use unique port numbers.
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Some Plug-in related definitions.

� httpd.conf: The default configuration file of the IBM HTTP 
Server (IHS) Web server.

� Plug-in: DLL residing on the same system as the Web server 
is loaded into memory by the Web server during startup and 
runs inside the same process as the Web server.

� plugin-cfg.xml: This is the web server plug-in configuration 
file and contains information about which URLs should be 
serviced by WebSphere.

� HttpTransport: This component©s job is to accept the HTTP 
request from the plug-in, and then forward it to the Web 
container. 

� Web container: It is responsible for processing data inside 
the request and giving the response data back to the plug-in.
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Understanding the Plugin-cfg.xml file

� plugin-cfg.xml file is created by clicking the “Generate Plug-in” button 
on the web servers page of the WebSphere administrative console.

� Also GenPluginCfg.bat script can be used to “generate” a plug-in 
configuration file called plugin-cfg.xml

� The GenPluginCfg.bat picks information from AppServer Server 
configuration xml files to populate the plugin-cfg.xml file

� If the web server is on a different system than WebSphere Application 
Server, the plugin config (plugin-cfg.xml file) must be copied 
(propagated) from WAS to the web server system.

� The Plug-in configuration file is made of several areas called Elements

� Each Element contains specific configuration properties.
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Plugin-cfg.xml Elements

� Config Element

� Log Element

� Property Element

� VirtualHostGroup Element

� UriGroup Element

� Route Element

� ServerCluster Element
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Config, Log, Property, and VirtualHostGroup
<?xml version="1.0" encoding="ISO-8859-1"?>
<!--HTTP server plugin config file for the webserver game1Cell01.GAME2Node01.IHS61 

generated on 2008.11.11 at 05:40:33 PM MST-->
<Config ASDisableNagle="false" AcceptAllContent="false" 

AppServerPortPreference="HostHeader" ChunkedResponse="false" FIPSEnable="false" 
IISDisableNagle="false" IISPluginPriority="High" IgnoreDNSFailures="false" 
RefreshInterval="60" ResponseChunkSize="64" VHostMatchingCompat="false">

<Log LogLevel="Trace" Name="C:\Program 
Files\IBM\HTTPServer\Plugins\logs\IHS61\http_plugin.log"/>

<Property Name="ESIEnable" Value="true"/>
<Property Name="ESIMaxCacheSize" Value="1024"/>
<Property Name="ESIInvalidationMonitor" Value="false"/>
<Property Name="ESIEnableToPassCookies" Value="false"/>
<VirtualHostGroup Name="server1_host">

<VirtualHost Name="*:9080"/>
<VirtualHost Name="*:9443"/>
<VirtualHost Name="server1:80"/>
<VirtualHost Name="server1:443"/>

</VirtualHostGroup>
<VirtualHostGroup Name="default_host">

<VirtualHost Name="*:80"/>
<VirtualHost Name="*:443"/>
<VirtualHost Name="*:9082"/>
<VirtualHost Name="*:9081"/>
<VirtualHost Name="*:9444"/>
<VirtualHost Name="*:9445"/>

</VirtualHostGroup>
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Config Element

<Config ASDisableNagle="false" 
AcceptAllContent="false" 
AppServerPortPreference="HostHeader" 
ChunkedResponse="false" FIPSEnable="false" 
IISDisableNagle="false" IISPluginPriority="High" 
IgnoreDNSFailures="false" RefreshInterval="60" 
ResponseChunkSize="64" 
VHostMatchingCompat="false">
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Log and Property Elements

� Log Element
<Log LogLevel="Trace" Name="C:\Program 

Files\IBM\HTTPServer\Plugins\logs\IHS61\http_plugin.log"/>

� Property Element
<Property Name="ESIEnable" Value="true"/>
<Property Name="ESIMaxCacheSize" Value="1024"/>
<Property Name="ESIInvalidationMonitor" Value="false"/>
<Property Name="ESIEnableToPassCookies" Value="false"/>
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VirtualHostGroup Element

<VirtualHostGroup Name="server1_host">
<VirtualHost Name="*:9080"/>
<VirtualHost Name="*:9443"/>
<VirtualHost Name="server1:80"/>
<VirtualHost Name="server1:443"/>

</VirtualHostGroup>

<VirtualHostGroup Name="default_host">
<VirtualHost Name="*:80"/>
<VirtualHost Name="*:443"/>
<VirtualHost Name="*:9082"/>
<VirtualHost Name="*:9081"/>
<VirtualHost Name="*:9444"/>
<VirtualHost Name="*:9445"/>

</VirtualHostGroup>
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Plugin-cfg.xml: ServerCluster Element

<ServerCluster CloneSeparatorChange="false" GetDWLMTable="false" 
IgnoreAffinityRequests="true" LoadBalance="Round Robin" 
Name="server1_GAME2Node01_Cluster" PostBufferSize="64" PostSizeLimit="-1" 
RemoveSpecialHeaders="true" RetryInterval="60">

<Server ConnectTimeout="0" ExtendedHandshake="false" MaxConnections="-1" 
Name="GAME2Node01_server1" ServerIOTimeout="0" WaitForContinue="false">

<Transport Hostname="GAME2" Port="9080" Protocol="http"/>
<Transport Hostname="GAME2" Port="9443" Protocol="https">

<Property Name="keyring" Value="C:\Program 
Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.kdb"/>

<Property Name="stashfile" Value="C:\Program 
Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>

</Transport>
</Server>

</ServerCluster>
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Plugin-cfg.xml: ServerCluster Element  (cont)
<ServerCluster CloneSeparatorChange="false" GetDWLMTable="false" IgnoreAffinityRequests="true" LoadBalance="Round Robin" Name="cluster61" 

PostBufferSize="64" PostSizeLimit="-1" RemoveSpecialHeaders="true" RetryInterval="60">
<Server CloneID="12n750trp" ConnectTimeout="10" ExtendedHandshake="false" LoadBalanceWeight="19" MaxConnections="-1" 
Name="GAME2Node01_member1" ServerIOTimeout="60" WaitForContinue="false">

<Transport Hostname="GAME2" Port="9081" Protocol="http"/>
<Transport Hostname="GAME2" Port="9444" Protocol="https">

<Property Name="keyring" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.kdb"/>
<Property Name="stashfile" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>

</Transport>
</Server>
<Server CloneID="12n750viu" ConnectTimeout="10" ExtendedHandshake="false" LoadBalanceWeight="19" MaxConnections="-1" 
Name="GAME3Node01_member2" ServerIOTimeout="60" WaitForContinue="false">

<Transport Hostname="GAME3" Port="9081" Protocol="http"/>
<Transport Hostname="GAME3" Port="9444" Protocol="https">

<Property Name="keyring" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.kdb"/>
<Property Name="stashfile" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>

</Transport>
</Server>

<Server CloneID="12n7510r0" ConnectTimeout="10" ExtendedHandshake="false" LoadBalanceWeight="20" MaxConnections="-1" 
Name="GAME2Node01_member3" ServerIOTimeout="60" WaitForContinue="false">

<Transport Hostname="GAME2" Port="9082" Protocol="http"/>
<Transport Hostname="GAME2" Port="9445" Protocol="https">

<Property Name="keyring" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.kdb"/>
<Property Name="stashfile" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>

</Transport>
</Server>
<Server CloneID="12n7511dh" ConnectTimeout="10" ExtendedHandshake="false" LoadBalanceWeight="20" MaxConnections="-1" 
Name="GAME3Node01_member4" ServerIOTimeout="60" WaitForContinue="false">

<Transport Hostname="GAME3" Port="9082" Protocol="http"/>
<Transport Hostname="GAME3" Port="9445" Protocol="https">

<Property Name="keyring" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.kdb"/>
<Property Name="stashfile" Value="C:\Program Files\IBM\HTTPServer\Plugins\config\IHS61\plugin-key.sth"/>

</Transport>
</Server>
<PrimaryServers>

<Server Name="GAME2Node01_member1"/>
<Server Name="GAME3Node01_member2"/>
<Server Name="GAME2Node01_member3"/>
<Server Name="GAME3Node01_member4"/>

</PrimaryServers>
</ServerCluster>
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UriGroup and Route
<UriGroup Name="default_host_cluster61_URIs">

<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/snoop/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/hello"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/hitcount"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="*.jsp"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="*.jsv"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="*.jsw"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/j_security_check"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/ibm_security_logout"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/servlet/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/DynWeb1/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/helloWorld/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/helloCountry/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/helloState/*"/>

</UriGroup>
<Route ServerCluster="cluster61" UriGroup="default_host_cluster61_URIs" 

VirtualHostGroup="default_host"/>

<UriGroup Name="server1_host_server1_GAME2Node01_Cluster_URIs">
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/WebSphereTPHosts/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/TestPublish/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/UTC/*"/>

</UriGroup>
<Route ServerCluster="server1_GAME2Node01_Cluster" 

UriGroup="server1_host_server1_GAME2Node01_Cluster_URIs" VirtualHostGroup="server1_host"/>



IBM Software Group

®

WebSphere® Support Technical Exchange

Troubleshooting the web server plug-in

Steve Reid

screid@us.ibm.com



IBM Software Group

WebSphere® Support Technical Exchange 20

Agenda

� Plug-in MustGather documents

� Key elements of the Plug-in trace

� Walk through of a Plug-in trace

� Common Plug-in problems

� Plug-in fixpacks
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Plug-in MustGather documents

� If using IBM Http Server (IHS) with Plug-in, use: 
http://www.ibm.com/support/docview.wss?rs=177&uid=swg21141306

� If using any other web server with Plug-in, use: 
http://www.ibm.com/support/docview.wss?rs=177&uid=swg21174894

� IHS  >>> LogLevel debug >>>    httpd.conf

� Plug-in  >>>    LogLevel=“ Trace” >>>    plugin-cfg.xml

� WAS  >>>    use trace string shown in mustgather



IBM Software Group

WebSphere® Support Technical Exchange 22

Files to get from the customer:

� From IBM Http Server (IHS):

� httpd.conf

� error.log

� access.log

� From Plug-in:

� plugin-cfg.xml

� http_plugin.log <<<< Plug-in trace file

� From WebSphere Application Server (WAS):

� SystemOut.log

� Trace.log
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Plug-in Build Date

Plug-in Build Date can be used to determine what is the exact level of Plug-in the 
customer is using.  In the http_plugin.log file you will see something like this:

PLUGI N:  - - - - - - - - - - - - - - - - - - - - Syst em I nf or mat i on- - - - - - - - - - - - - - - - - - - - - - -

PLUGI N:  Bl d ver s i on:  6. 1. 0

PLUGI N:  Bl d dat e:  Aug 29 2007,  09: 17: 37

PLUGI N:  Webser ver :  I BM_HTTP_Ser ver

PLUGI N:  Host name = GAME2

PLUGI N:  OS ver s i on 5. 1,  bui l d 2600,  ' Ser v i ce Pack 2'

PLUGI N:  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Use this technote to match up the Bld date with the Plug-in level:

http://www.ibm.com/support/docview.wss?rs=180&uid=swg27013332

Bld date: Aug 29 2007  >>>>>>>  means Plug-in level 6.1.0.11
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Multiple web server child processes

� On most platforms, the IHS web server can have 
more than one child process.

� IHS on Windows only has ONE child process.

� Each web server child process loads a separate 
“instance” of the Plug-in.

� All Plug-in instances write to the same log file.
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Configure IHS for only one (few) processes

� http://publib.boulder.ibm.com/httpserv/ihsdiag/ihs_performance.html#WebSpherePlugIn

� http://www.ibm.com/support/docview.wss?rs=177&uid=swg21167658

� In the httpd.conf file for IBM Http Server (IHS)

# 2- 4 chi l d pr ocesses                         # onl y 1 chi l d pr ocess
# 100 t hr eads each                            # 400 t hr eads
<I f Modul e wor ker . c>                           <I f Modul e wor ker . c>
Thr eadLi mi t 100                        Thr eadLi mi t 400
Ser ver Li mi t 4                        Ser ver Li mi t 1
St ar t Ser ver s 2                        St ar t Ser ver s 1
MaxCl i ent s 400                        MaxCl i ent s 400
Mi nSpar eThr eads 100                        Mi nSpar eThr eads 400
MaxSpar eThr eads 200                        MaxSpar eThr eads 400
Thr eadsPer Chi l d 100                        Thr eadsPer Chi l d 400
MaxRequest sPer Chi l d 0                        MaxRequest sPer Chi l d 0
</ I f Modul e>                                   </ I f Modul e>
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Process id  /  Thread id   in plug-in trace
[ Thu Oct  30 14: 51: 12 2008]  00000772 ee670ba0 - TRACE:  ws_common:  webspher eShoul dHandl eRequest :  No r out e f ound

[ Thu Oct  30 14: 51: 12 2008]  00000772 ee670ba0 - TRACE:  mod_was_ap20_ht t p:  as_f i xups mai n r equest

[ Thu Oct  30 14: 51: 12 2008]  00000772 ee670ba0 - TRACE:  mod_was_ap20_ht t p:  as_handl er :  I n t he app ser ver  handl er

[ Thu Oct  30 14: 51: 12 2008]  00000772 ee670ba0 - TRACE:  mod_was_ap20_ht t p:  i n as_l ogger

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:     HTTP/ 1. 1 100 Cont i nue

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:     Cont ent - Lengt h:  0

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:     Dat e:  Thu,  30 Oct  2008 18: 51: 12 GMT

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:     Ser ver :  WebSpher e Appl i cat i on Ser ver / 6. 0

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:  l i b_ht r equest :  ht r equest Wr i t e:  Wr i t i ng t he r equest  cont ent

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:  l i b_ht r equest :  ht r equest Wr i t e:  cont ent  l engt h i s 39

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:  l i b_ht r equest :  ht r equest Wr i t e:  Al l ocat i ng buf f er  of  39 f or  
POST cont ent  

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:  mod_was_ap20_ht t p:  cb_r ead_body:  I n t he r ead body cal l back

[ Thu Oct  30 14: 51: 12 2008]  00000756 f 1e77ba0 - TRACE:  mod_was_ap20_ht t p:  cb_r ead_body:  Read f r om I HS cl i ent  39 -
avai l abl e 39

[ Thu Oct  30 14: 51: 12 2008]  0000073a ec66cba0 - TRACE:  l i b_ut i l :  par seHost Header :  Def aul t i ng por t  f or  scheme 
' ht t p‘

[ Thu Oct  30 14: 51: 12 2008]  0000073a ec66cba0 - TRACE:  l i b_ut i l :  par seHost Header :  Host :  ' www. phi l osophy. com' ,  por t  
80

[ Thu Oct  30 14: 51: 12 2008]  0000073a ec66cba0 - TRACE:  ws_common:  webspher eCheckConf i g:  Cur r ent  t i me i s 
1225392672,  next  st at  t i me i s 1225392720

[ Thu Oct  30 14: 51: 12 2008]  0000073a ec66cba0 - TRACE:  ws_common:  webspher eShoul dHandl eRequest :  t r y i ng t o mat ch a 
r out e f or :  vhost =' www. phi l osophy. com' ;  ur i =' / web/ st or e/ Aj axHeader Di spl ay'
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Elements of a plug-in transaction
� request received

� matching VirtualHostGroup

� matching UriGroup

� determining which ServerCluster

� determining which Server      (load balance, fail-over, affinity)

� opening stream to the Server

� sending the request

� reading the response

� replying to client



IBM Software Group

WebSphere® Support Technical Exchange 28

Request received

� Transaction begins with “parseHostHeader”

DEBUG:  l i b_ut i l :  par seHost Header :  Def aul t i ng por t  f or  scheme ' ht t p'
DEBUG:  l i b_ut i l :  par seHost Header :  Host :  ' game2' ,  por t  80
DEBUG:  ws_common:  webspher eCheckConf i g:  Cur r ent  t i me i s 1221083454,  next  st at  

t i me i s 1221083458
DETAI L:  ws_common:  webspher eShoul dHandl eRequest :  t r y i ng t o mat ch a r out e f or :  

vhost =' game2' ;  ur i =' / snoop'

Start of the transaction
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Matching VirtualHostGroup

TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' ser ver 1: 443'  t o ' game2: 80'  i n Vhost Gr oup:  ser ver 1_host  ( case 2)
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' ser ver 1: 80'  t o ' game2: 80'  i n Vhost Gr oup:  ser ver 1_host  ( case 2)
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' * : 9443'  t o ' game2: 80'  i n Vhost Gr oup:  ser ver 1_host
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' * : 9080'  t o ' game2: 80'  i n Vhost Gr oup:  ser ver 1_host
TRACE:  ws_common:  webspher eVhost Mat ch:  Fai l ed t o mat ch:  game2: 80
DEBUG:  ws_common:  webspher ePor t Number For Mat chi ng:  Usi ng l ogi cal .
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' * : 9445'  t o ' game2: 80'  i n Vhost Gr oup:  def aul t _host
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' * : 9444'  t o ' game2: 80'  i n Vhost Gr oup:  def aul t _host
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' * : 9081'  t o ' game2: 80'  i n Vhost Gr oup:  def aul t _host
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' * : 9082'  t o ' game2: 80'  i n Vhost Gr oup:  def aul t _host
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' * : 443'  t o ' game2: 80'  i n Vhost Gr oup:  def aul t _host
TRACE:  ws_common:  webspher eVhost Mat ch:  Compar i ng ' * : 80'  t o ' game2: 80'  i n Vhost Gr oup:  def aul t _host
DEBUG:  ws_common:  webspher eVhost Mat ch:  Found a mat ch ' * : 80'  t o ' game2: 80'  i n Vhost Gr oup:  def aul t _host wi t h scor e 1,  

exact  mat ch 0

Looking for a match in the server1_host VirtualHostGroup

Looking for a match in the default_host VirtualHostGroup

URL in browser was http://game2/snoop

So far, plug-in has matched this part.
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Matching UriGroup

DEBUG:  ws_common:  webspher eUr i Mat ch:  Found a mat ch ' / snoop'  t o ' / snoop'  i n 
Ur i Gr oup:  def aul t _host _cl ust er 61_URI s wi t h scor e 6,  exact  mat ch 6

TRACE:  ws_common:  webspher eUr i Mat ch:  ur i l engt h smal l er  t han ur i def s so ski ppi ng 
t he r est

URL in browser was http://game2/snoop

Now, plug-in has matched this part, too.
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Determining which ServerCluster to use

Here is the route statement from the plugin-cfg.xml file:

<Route ServerCluster="cluster61" UriGroup="default_host_cluster61_URIs" VirtualHostGroup="default_host"/>

If the request matches both the UriGroup and the VirtualHostGroup,

then the route specifies which ServerCluster to use for the request.

TRACE:  ws_common:  webspher eFi ndSer ver Gr oup:  Set t i ng t he ser ver  gr oup:  c l ust er 61;  
cur Scor e of  7 gr eat er  t han hi gh of  0

DETAI L:  ws_common:  webspher eFi ndSer ver Gr oup:  Set t i ng t he ser ver  gr oup:  c l ust er 61;  
hi ghScor e:  7;  hi ghExact Mat ch:  6;  af f i ni t yCooki e:  JSESSI ONI D;  af f i ni t yURL:  
j sessi oni d
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Determining which Server to use:
(non-clustered)

<Ser ver Cl ust er Cl oneSepar at or Change=" f al se"  Get DWLMTabl e=" f al se"  
I gnor eAf f i ni t yRequest s=" t r ue"  LoadBal ance=" Round Robi n"  
Name=" ser ver 1_GAME2Node01_Cl ust er "  Post Buf f er Si ze=" 64"  Post Si zeLi mi t =" -
1"  RemoveSpeci al Header s=" t r ue"  Ret r yI nt er val =" 60" >

<Ser ver  Connect Ti meout =" 0"  Ext endedHandshake=" f al se"  
MaxConnect i ons=" - 1"  Name=" GAME2Node01_ser ver 1"  Ser ver I OTi meout =" 0"  
Wai t For Cont i nue=" f al se" >

<Tr anspor t  Host name=" GAME2"  Por t =" 9080"  Pr ot ocol =" ht t p" / >
<Tr anspor t  Host name=" GAME2"  Por t =" 9443"  Pr ot ocol =" ht t ps" >

<Pr oper t y Name=" keyr i ng"  Val ue=" C: \ Pr ogr am 
Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. kdb" / >

<Pr oper t y Name=" st ashf i l e"  Val ue=" C: \ Pr ogr am 
Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. st h" / >

</ Tr anspor t >
</ Ser ver >

</ Ser ver Cl ust er >
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Determining which Server to use: (clustered)
<Ser ver Cl ust er Cl oneSepar at or Change=" f al se"  Get DWLMTabl e=" f al se"  I gnor eAf f i ni t yRequest s=" t r ue"  LoadBal ance=" Round 

Robi n"  Name=" cl ust er 61"  Post Buf f er Si ze=" 64"  Post Si zeLi mi t =" - 1"  RemoveSpeci al Header s=" t r ue"  Ret r yI nt er val =" 60" >
<Ser ver  Cl oneI D=" 12n750t r p"  Connect Ti meout =" 10"  Ext endedHandshake=" f al se"  LoadBal anceWei ght =“ 19"  

MaxConnect i ons=" - 1"  Name=" GAME2Node01_member 1"  Ser ver I OTi meout =" 60"  Wai t For Cont i nue=" f al se" >
<Tr anspor t  Host name=" GAME2"  Por t =" 9081"  Pr ot ocol =" ht t p" / >
<Tr anspor t  Host name=" GAME2"  Por t =" 9444"  Pr ot ocol =" ht t ps" >

<Pr oper t y Name=" keyr i ng"  Val ue=" C: \ Pr ogr am Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. kdb" / >
<Pr oper t y Name=" st ashf i l e"  Val ue=" C: \ Pr ogr am Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. st h" / >

</ Tr anspor t >
</ Ser ver >
<Ser ver  Cl oneI D=" 12n750vi u"  Connect Ti meout =" 10"  Ext endedHandshake=" f al se"  LoadBal anceWei ght =“ 19"  

MaxConnect i ons=" - 1"  Name=" GAME3Node01_member 2"  Ser ver I OTi meout =" 60"  Wai t For Cont i nue=" f al se" >
<Tr anspor t  Host name=" GAME3"  Por t =" 9081"  Pr ot ocol =" ht t p" / >
<Tr anspor t  Host name=" GAME3"  Por t =" 9444"  Pr ot ocol =" ht t ps" >

<Pr oper t y Name=" keyr i ng"  Val ue=" C: \ Pr ogr am Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. kdb" / >
<Pr oper t y Name=" st ashf i l e"  Val ue=" C: \ Pr ogr am Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. st h" / >

</ Tr anspor t >
</ Ser ver >
<Ser ver  Cl oneI D=" 12n7510r 0"  Connect Ti meout =" 10"  Ext endedHandshake=" f al se"  LoadBal anceWei ght =“ 20"  

MaxConnect i ons=" - 1"  Name=" GAME2Node01_member 3"  Ser ver I OTi meout =" 60"  Wai t For Cont i nue=" f al se" >
<Tr anspor t  Host name=" GAME2"  Por t =" 9082"  Pr ot ocol =" ht t p" / >
<Tr anspor t  Host name=" GAME2"  Por t =" 9445"  Pr ot ocol =" ht t ps" >

<Pr oper t y Name=" keyr i ng"  Val ue=" C: \ Pr ogr am Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. kdb" / >
<Pr oper t y Name=" st ashf i l e"  Val ue=" C: \ Pr ogr am Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. st h" / >

</ Tr anspor t >
</ Ser ver >
<Ser ver  Cl oneI D=" 12n7511dh"  Connect Ti meout =" 10"  Ext endedHandshake=" f al se"  LoadBal anceWei ght =“ 20"  

MaxConnect i ons=" - 1"  Name=" GAME3Node01_member 4"  Ser ver I OTi meout =" 60"  Wai t For Cont i nue=" f al se" >
<Tr anspor t  Host name=" GAME3"  Por t =" 9082"  Pr ot ocol =" ht t p" / >
<Tr anspor t  Host name=" GAME3"  Por t =" 9445"  Pr ot ocol =" ht t ps" >

<Pr oper t y Name=" keyr i ng"  Val ue=" C: \ Pr ogr am Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. kdb" / >
<Pr oper t y Name=" st ashf i l e"  Val ue=" C: \ Pr ogr am Fi l es\ I BM\ HTTPSer ver \ Pl ugi ns\ conf i g\ I HS61\ pl ugi n- key. st h" / >

</ Tr anspor t >
</ Ser ver > 

</ Ser ver Cl ust er >
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Is this an “affinity” request?

1) Check for SSLJSESSION cookie

2) Check for JSESSIONID cookie

3) Check for URL rewrite (jsessionid) in the URL

4) Check partitionID against partition table if any
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If JSESSIONID is present, get the cloneid

TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y :  Checki ng f or  sessi on af f i ni t y
TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y :  Checki ng t he SSL cooki e af f i ni t y :  SSLJSESSI ON
TRACE:  l i b_ht r equest :  ht r equest Get Cooki eVal ue:  Looki ng f or  cooki e:  ' SSLJSESSI ON'
TRACE:  l i b_ht r equest :  ht r equest Get Cooki eVal ue:  No cooki e f ound f or :  ' SSLJSESSI ON'
TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y :  Checki ng t he cooki e af f i ni t y :  JSESSI ONI D
TRACE:  l i b_ht r equest :  ht r equest Get Cooki eVal ue:  Looki ng f or  cooki e:  ' JSESSI ONI D'
TRACE:  l i b_ht r equest :  ht r equest Get Cooki eVal ue:  name=' JSESSI ONI D' ,  

val ue=' 0000nFKj 2sPj mt T6hh5Ql WyQ1r U: 12n7511dh'
TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y :  Checki ng t he JSESSI ONI D i n cooki e:  

0000nFKj 2sPj mt T6hh5Ql WyQ1r U: 12n7511dh
DEBUG:  ws_common:  webspher ePar seCl oneI D:  Par s i ng c l one i ds f r om 

' 0000nFKj 2sPj mt T6hh5Ql WyQ1r U: 12n7511dh'
TRACE:  ws_common:  webspher ePar seCl oneI D:  Addi ng c l one i d ' 12n7511dh'
TRACE:  ws_common:  webspher ePar seCl oneI D:  Ret ur ni ng l i s t  of  c l one i ds
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupFi ndCl one:  Looki ng f or  c l one
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupGet Fi r st Pr i mar ySer ver :  get t i ng t he f i r s t  pr i mar y ser ver
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupFi ndCl one:  Compar i ng cur Cl oneI D ' 12n7511dh'  t o ser ver  c l one i d 

' 12n750t r p'
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupGet Next Pr i mar ySer ver :  get t i ng t he next  pr i mar y ser ver
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupFi ndCl one:  Compar i ng cur Cl oneI D ' 12n7511dh'  t o ser ver  c l one i d 

' 12n750vi u'
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupGet Next Pr i mar ySer ver :  get t i ng t he next  pr i mar y ser ver
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupFi ndCl one:  Compar i ng cur Cl oneI D ' 12n7511dh'  t o ser ver  c l one i d 

' 12n7510r 0'
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupGet Next Pr i mar ySer ver :  get t i ng t he next  pr i mar y ser ver
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupFi ndCl one:  Compar i ng cur Cl oneI D ' 12n7511dh'  t o ser ver  c l one i d 

' 12n7511dh'
TRACE:  ws_ser ver _gr oup:  ser ver Gr oupFi ndCl one:  Mat ch f or  c l one ' GAME3Node01_member 4'
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If no match found, use Round Robin or Random
TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y:  Checki ng f or  sessi on af f i ni t y
TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y:  Checki ng t he SSL cooki e af f i ni t y:  

SSLJSESSI ON
TRACE:  l i b_ht r equest :  ht r equest Get Cooki eVal ue:  Looki ng f or  cooki e:  ' SSLJSESSI ON'
TRACE:  l i b_ht r equest :  ht r equest Get Cooki eVal ue:  No cooki e f ound f or :  ' SSLJSESSI ON'
TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y:  Checki ng t he cooki e af f i ni t y:  

JSESSI ONI D
TRACE:  l i b_ht r equest :  ht r equest Get Cooki eVal ue:  Looki ng f or  cooki e:  ' JSESSI ONI D'
TRACE:  l i b_ht r equest :  ht r equest Get Cooki eVal ue:  No cooki e f ound f or :  ' JSESSI ONI D'
TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y:  Checki ng t he ur l r ewr i t e af f i ni t y:  

j sessi oni d
TRACE:  ws_common:  webspher ePar seSessi onI D:  Par si ng sessi on i d f r om 

' / hel l oWor l d/ wor l d. j sp'
TRACE:  ws_common:  webspher ePar seSessi onI D:  No sessi on f ound f or  j sessi oni d
TRACE:  ws_common:  webspher eHandl eSessi onAf f i ni t y:  Bypassi ng check f or  par t i t i onI D

cooki e af f i ni t y.   No st or ed par t i t i on t abl e.
DEBUG:  ws_ser ver _gr oup:  ser ver Gr oupNext RoundRobi nSer ver :  Round Robi n l oad bal anci ng
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LoadBalance:  Round Robin 

� For the first request (after web server start-up), the server will 
be chosen randomly.

� After that, the plug-in will use the next server in the list and 
so on… (member1, member2, member3, member4)

� Each time a server is “picked”, the load balance weight is 
decremented by one.

� Any server with a weight below 0 will no longer be used for 
new requests.  But, affinity requests will still go through.
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LoadBalance:  Round Robin (cont)

� When all servers have a weight of less than 0, the plug-in 
will “reset” the weights to the starting values.

� By default affinity requests do NOT cause the plugin to 
decrement the weight of the server.  This can lead to an 
uneven distribution when there are many affinity requests.

� To resolve the affinity problem use this option: 
IgnoreAffinityRequests=" false"
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LoadBalance:  Random

� For all non-affinity requests, the server is “picked” randomly.

� The affinity requests are sent to the matching clone id.

� LoadBalance “weight” is not used at all in the Random case.
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The trace shows which server was “picked”

[ Wed Sep 10 17: 26: 29 2008]  00001f 18 00000cb0 - TRACE:  ws_ser ver _gr oup:  
l ockedSer ver Gr oupUseSer ver :  Ser ver  GAME3Node01_member 4 pi cked,  wei ght  6.

[ Wed Sep 10 17: 26: 29 2008]  00001f 18 00000cb0 - TRACE:  ws_ser ver _gr oup:  
ser ver Gr oupI ncr ement Connect i onCount :  Ser ver  GAME3Node01_member 4 pi cked,  
pendi ngConnect i onCount 1 t ot al Connect i onsCount 1.

[ Wed Sep 10 17: 26: 29 2008]  00001f 18 00000cb0 - DEBUG:  ws_ser ver _gr oup:  
ser ver Gr oupNext RoundRobi nSer ver :  use ser ver  GAME3Node01_member 4

� I like to search the trace file for the string “picked, weight” to 
quickly see which servers are being chosen in what order.
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Open a stream to the server:

DEBUG:  ws_ser ver _gr oup:  ser ver Gr oupNext RoundRobi nSer ver :  use ser ver  
GAME3Node01_member 4

TRACE:  ws_common:  webspher eFi ndTr anspor t :  Fi ndi ng t he t r anspor t
DETAI L:  ws_common:  webspher eFi ndTr anspor t :  Set t i ng t he t r anspor t ( case 2) :  GAME3 

on por t  9082
TRACE:  ws_common:  webspher eExecut e:  Execut i ng t he t r ansact i on wi t h t he app ser ver
DEBUG:  ws_common:  webspher eGet St r eam:  Get t i ng t he st r eam t o t he app ser ver
TRACE:  ws_t r anspor t :  t r anspor t St r eamDequeue:  Checki ng f or  exi st i ng st r eam f r om 

t he queue
TRACE:  ws_common:  webspher eGet St r eam:  Have a connect  t i meout  of  10;  Set t i ng 

socket  t o not  bl ock f or  t he connect
TRACE:  er r no 0
TRACE:  RET 1
TRACE:  READ SET 0
TRACE:  WRI TE SET 1
TRACE:  EXCEPT SET 0
TRACE:  ws_common:  webspher eGet St r eam:  Reset i ng socket  t o bl ock
TRACE:  ws_common:  webspher eGet St r eam:  set t i ng t he Ser ver I OTi meout f or  socket  600
DEBUG:  ws_common:  webspher eGet St r eam:  socket  600 connect ed t o GAME3: 9082
DEBUG:  l i b_st r eam:  openSt r eam:  Openi ng t he st r eam
DETAI L:  ws_common:  webspher eGet St r eam:  Cr eat ed a new st r eam;  queue was empt y,  

socket  = 600
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Write the request to the server:

DEBUG:  l i b_ht r equest :  ht r equest Wr i t e:  Wr i t i ng t he r equest :
DETAI L:     GET / hel l oWor l d/ wor l d. j sp HTTP/ 1. 1
DETAI L:     Accept :  i mage/ gi f ,  i mage/ x- xbi t map,  i mage/ j peg,  i mage/ pj peg,  

appl i cat i on/ vnd. ms- excel ,  appl i cat i on/ vnd. ms- power poi nt ,  
appl i cat i on/ mswor d,  appl i cat i on/ x- shockwave- f l ash,  * / *

DETAI L:     Accept - Language:  en- us
DETAI L:     Accept - Encodi ng:  gzi p,  def l at e
DETAI L:     User - Agent :  Mozi l l a/ 4. 0 ( compat i bl e;  MSI E 6. 0;  Wi ndows NT 

5. 1;  SV1;  . NET CLR 2. 0. 50727)
DETAI L:     Host :  game2
DETAI L:     $WSI S:  f al se
DETAI L:     $WSSC:  ht t p
DETAI L:     $WSPR:  HTTP/ 1. 1
DETAI L:     $WSRA:  192. 168. 0. 112
DETAI L:     $WSRH:  192. 168. 0. 112
DETAI L:     $WSSN:  game2
DETAI L:     $WSSP:  80
DETAI L:     Sur r ogat e- Capabi l i t y:  WS- ESI =" ESI / 1. 0+"
DETAI L:     _WS_HAPRT_WLMVERSI ON:  - 1
TRACE:  ws_common:  webspher eExecut e:  Wr ot e t he r equest ;  r eadi ng t he 

r esponse
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Read response from the server:

DETAI L:  l i b_ht r esponse:  ht r esponseRead:  Readi ng t he r esponse:  5c984c
DETAI L:     HTTP/ 1. 1 200 OK
DETAI L:     Cont ent - Type:  t ext / ht ml ;  char set =I SO- 8859- 1
DETAI L:     Cont ent - Language:  en- US
DETAI L:     Cont ent - Lengt h:  261
TRACE:  l i b_ht r esponse:  ht r esponseSet Cont ent Lengt h:  Set t i ng t he cont ent  

l engt h | 261|
DETAI L:     Set - Cooki e:  JSESSI ONI D=0000Gyt zwDUes2NUCI SYUDJxUX3: 12n7511dh;  

Pat h=/
DETAI L:     Dat e:  Wed,  10 Sep 2008 23: 26: 27 GMT
DETAI L:     Ser ver :  WebSpher e Appl i cat i on Ser ver / 6. 1
DETAI L:     Expi r es:  Thu,  01 Dec 1994 16: 00: 00 GMT
DETAI L:     Cache- Cont r ol :  no- cache=" set - cooki e,  set - cooki e2"
TRACE:  ws_common:  webspher eExecut e:  Read t he r esponse;  br eaki ng out  of  

l oop
TRACE:  ws_common:  webspher eExecut e:  Done wi t h Request  t o app ser ver

pr ocessi ng

Server clone id is at the end of the JSESSIONID cookie in the response
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Send the response to the client (browser):
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_header s:  I n t he wr i t e header s cal l back
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_header s:  Set t i ng Cont ent - t ype t o t ext / ht ml ;  

char set =I SO- 8859- 1
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_header s:  Addi ng header  Cont ent - Lengt h val ue 

i s 261
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_header s:  Addi ng header  Set - Cooki e val ue i s 

JSESSI ONI D=0000Gyt zwDUes2NUCI SYUDJxUX3: 12n7511dh;  Pat h=/
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_header s:  Addi ng header  Dat e val ue i s Wed,  10 

Sep 2008 23: 26: 27 GMT
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_header s:  Addi ng header  Ser ver  val ue i s 

WebSpher e Appl i cat i on Ser ver / 6. 1
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_header s:  Addi ng header  Expi r es val ue i s Thu,  

01 Dec 1994 16: 00: 00 GMT
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_header s:  Addi ng header  Cache- Cont r ol  val ue i s 

no- cache=" set - cooki e,  set - cooki e2"
TRACE:  l i b_ht r esponse:  ht r esponseGet Cont ent Bl ock:  Get t i ng t he next  cont ent  bl ock
TRACE:  ws_esi :  r eadResponseBody,  l en_p=261
TRACE:  mod_was_ap20_ht t p:  cb_wr i t e_body:  I n t he wr i t e body cal l back wr i t i ng 261
DETAI L:  ws_common:  webspher eEndRequest :  Endi ng t he r equest
DEBUG:  l i b_st r eam:  f l ushSt r eam:  Fl ushi ng t he st r eam
TRACE:  ws_t r anspor t :  t r anspor t St r eamEnqueue:  Addi ng exi st i ng st r eam t o t he queue
DEBUG:  l i b_st r eam:  f l ushSt r eam:  Fl ushi ng t he st r eam
DEBUG:  ws_common:  webspher eEndRequest :  socket  600 was added back t o GAME3: 9082 

queue
TRACE:  mod_was_ap20_ht t p:  as_handl er :  set  env WAS " GAME3: 9082"
TRACE:  mod_was_ap20_ht t p:  i n as_l ogger

End of the transaction
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Common Plug-in problems     HTTP 404

� Usually a 404 (page not found) error in the response means 
that the requested URI is not in the Plug-in config, and did 
not match.  The request was handled by the web server 
instead, but the file does not exist there either, so the web 
server sends a HTTP 404 error back to the browser.

� However, it is possible to get a 404 error from the WAS 
server itself.  If the plug-in does match and does send the 
request to the WAS server, but that application is currently 
stopped, the trace will show a 404 error coming back in the 
response from the server.  So the plug-in sends the 404 error 
back to the browser.
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404 error in the response from WAS server:

DETAI L:  l i b_ht r esponse:  ht r esponseRead:  Readi ng t he r esponse:  5c981c
DETAI L:     HTTP/ 1. 1 404 Not  Found
DETAI L:     Cont ent - Type:  t ext / ht ml
DETAI L:     Tr ansf er - Encodi ng:  chunked
DETAI L:     Connect i on:  Cl ose
DETAI L:     Dat e:  Tue,  02 Dec 2008 02: 05: 08 GMT
DETAI L:     Ser ver :  WebSpher e Appl i cat i on Ser ver / 6. 1
TRACE:  ws_common:  webspher eExecut e:  Read t he r esponse;  br eaki ng out  of  l oop
TRACE:  ws_common:  webspher eExecut e:  Done wi t h Request  t o app ser ver  pr ocessi ng
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Common Plug-in problems:   Internal Server Error

� If the request is matched by the plug-in and is sent to 
the WAS server, but the server is unresponsive or 
down, the plug-in will send an HTTP 500 error, which 
will show up as “Internal Server Error” in the browser.

� If there are multiple servers in the ServerCluster, the 
plug-in will try all of the servers before sending the 
500 error to the browser.
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HTTP 500  - Internal Server Error

ERROR:  ws_common:  webspher eGet St r eam:  Connect  t i meout  f i r ed
TRACE:  ws_common:  webspher eGet St r eam:  socket  1628 c l osed - f ai l ed non-

bl ocki ng connect
ERROR:  ws_common:  webspher eExecut e:  Fai l ed t o cr eat e t he st r eam
ERROR:  ws_ser ver :  ser ver Set Fai l over St at us:  Mar ki ng GAME3Node01_member 4 

down
STATS:  ws_ser ver :  ser ver Set Fai l over St at us:  Ser ver  GAME3Node01_member 4 :  

pendi ngRequest s 0 f ai l edRequest s 1 af f i ni t yRequest s 0 t ot al Request s 1.
ERROR:  ws_common:  webspher eHandl eRequest :  Fai l ed t o execut e t he 

t r ansact i on t o ' GAME3Node01_member 4' on host  ' GAME3' ;  wi l l  t r y anot her  
one

ERROR:  ws_common:  webspher eWr i t eRequest ReadResponse:  Fai l ed t o f i nd an 
app ser ver  t o handl e t hi s r equest
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Plug-in Fixpacks

� Often the problem stems from a defect in the plug-in code.  
These types of problems are easily resolved by installing 
the latest fixpack for the Plug-in.

� Recommended Updates Page:
http://www.ibm.com/support/docview.wss?rs=180&uid=swg27004980

� The plug-in level should be equal to, or greater than, the 
level of WebSphere Application Server:

http://www.ibm.com/support/docview.wss?uid=swg21160581
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PK63499  /  PK67161

� This defect affected Plug-in levels 6.0.2.25, 6.0.2.27, 
6.1.0.15, and 6.1.0.17.

� If the browser disconnected it would cause the plug-in to 
incorrectly mark the server as “down”.

� After that many users would see 500 errors when trying to 
access the application in WebSphere Application Server.

� The fix for this defect is in 6.0.2.29 and 6.1.0.19 and higher.
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Summary

� The web server plug-in is an agent between web server and WAS.

� We have seen the elements of the Plug-in configuration.

� Use Plug-in MustGather documents to know which traces to gather.

� Understand the flow of a plug-in transaction so you can follow it in the 
plug-in trace and look for problems.

� We discussed Common Plug-in problems like 404 and 500 errors.

� Install latest Plug-in fixpacks to see if the problem is fixed.
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Additional Web Server Plug-in Resources

� WAS main support page:   (search for errors and keywords)
http://www.ibm.com/software/webservers/appserv/was/support/

� InfoCenter description of all plugin-cfg.xml settings and options:
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r1/index.jsp?topic=/co

m.ibm.websphere.nd.doc/info/ae/ae/rwsv_plugincfg.html

� Technote:  Common questions about the web server Plug-in
http://www.ibm.com/support/docview.wss?rs=180&uid=swg21318463
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Questions and Answers

Contact: naveen@us.ibm.com or screid@us.ibm.com


