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 Who needs a log analysis tool?
DBAs and Application Programmers 

responsible for application integrity
responsible for maintaining test environments
test new program functions with SQL

Auditors 
need to know who updated DB2 data
need to monitor sensitive databases and tables for 
unauthorized/inaccurate changes
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Slide - Who needs a log analysis tool? 
The primary DB2 Log Analysis Tool users are DBAs and Application 
Programmers who are responsible for application integrity.

With advances in hardware technology, fewer hardware errors occur than 
before. More data is corrupted now from application errors. Recovery from 
an application problem is becoming a critical issue in many environments.  

The DB2 Log Analysis Tool is able to move changes quickly between 
production and development systems and it allows you to isolate a specific 
set of changes to move. This feature assists development personnel to 
maintain development databases more efficiently. The tool is also used 
within programs when testing SQL to ensure that SQL is actually performing 
the updates you need.

Other DB2 Log Analysis Tool users are auditors. Auditors require such 
information as who updated data and who accessed a specific table. The 
tool enables them to monitor sensitive databases for unauthorized or 
inaccurate changes.  



© 2003 IBM Corporation

IBM Software Group

 http://www.ibm.com/software/data/db2imstools/

 What is the IBM DB2 Log Analysis Tool?
A data “inspector”

A data “corrector”

Specializes in data changes
identifies
reports
audits
reverses
rolls data forward or backward to a specific point in time
applies changes from one database to another database
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Slide - What is the IBM DB2 Log Analysis Tool?
The DB2 Log Analysis Tool is a data inspector.  It reviews the log and 
identifies what changes were made and by whom. 

It is also a data corrector.  Once it is determined what changes are in the log, 
it is possible to create reversal SQL that can either undo the SQL in the log or 
reapply the changes by creating "redo SQL" to apply those changes.

In summary, the DB2 Log Analysis Tool is used to identify log updates, 
create update reports, audit the log, reverse data changes, roll the data 
forward or go backward to a selected point in time, and move data changes 
from one database to another. Because the SQL generated by the tool is 
standard SQL, it can run on the system where it was generated or another 
DB2 in the same complex. 
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 Robust data change reporting
Quickly distinguishes between 

changes made by users via SQL
changes resulting from referential integrity constraints

Filter reports by multiple criteria, including the following:
date/time
type of change (INSERT, UPDATE, etc.)
database, table, tablespace, column data
authid

Summary reports

Detail reports
reports on dropped objects
optional: you can load information about changed data to a DB2 table 
for advanced analysis
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Slide - Robust data change reporting (1 of 2)
With Data Reporting you can quickly identify SQL changes made by specific 
users.  Updates to DB2 tables are always logged so you can review the log 
and extract those changes.  For example, if auditors want to inspect what a 
particular user has done in DB2, they can identify all updates from that user 
quickly and easily.

Beginning with version 1.3, changes resulting from referential integrity 
constraint updates are flagged in the reports for ease of identification.  Many 
filters are available to identify specific data. In addition to extracting 
information about a specific user, you can extract information such as data 
additions, changes, and deletions, or you can request information within a 
date and time range. You can limit the reports based on the database, 
tablespace, or an actual table column. 



© 2003 IBM Corporation

IBM Software Group

 http://www.ibm.com/software/data/db2imstools/

Slide - Robust data change reporting (2 of 2)
You can filter on the AUTHID,  other DB2 object identifiers, and additional 
types of information. Two types of reports are available:

Summary Report - which summarizes the activity within the filter 
constraints 
Detail Report - which details each SQL updated in the log and the 
content of the row before and after the change. 

The DB2 Log Analysis Tool also reports on dropped objects.  Included 
with the tool is an interface to another IBM tool (DB2 Object Restore)  
which enhances reporting on dropped objects.  You can load detail 
records into a DB2 table and use SQL to perform advanced analysis on 
the data you need to track.



© 2003 IBM Corporation

IBM Software Group

 http://www.ibm.com/software/data/db2imstools/

 Rapid data restore/change reversal  
Quickly select undesired changes

Automatically generate SQL

Execute SQL to restore data to desired state

Easy to select “point in time”
roll data backward/forward
select choices from ISPF panels
example: recover a dropped object from an old image copy and apply 
REDO SQL
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Slide - Rapid data restore/change reversal  
An important feature of the Log Analysis Tool is the capability to remove 
unwanted changes to SQL. 

For example, if someone updates credit card limits using the wrong 
multiplier, the Log Analysis Tool can identify all the updates to that 
database and generate SQL to reverse the changes.  

If a tablespace becomes corrupted, and it still exists, and only a few 
changes must be removed, the tool can roll it backwards in time.  Or, if you 
need to restore to an image copy from a prior point in time, the tool can 
create SQL to run forward from that point in time.  You can also recover a 
dropped object from an old image copy and apply the SQL to bring it up to 
the point where it was dropped.

You use an ISPF panel interface to perform all these tasks. 
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 Rapid data restore/change reversal cont.
Referential integrity support

Create a static SQL program for applying large files of SQL

Full support for ROWID type columns

Use with DB2 Object Restore to bring objects back to original state even 
if they are no longer in the DB2 catalog
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Slide - Rapid data restore/change reversal cont.
The DB2 Log Analysis Tool provides referential integrity support which 
allows you to identify changes resulting from referential integrity 
restraints and not create the undo or redo SQL for the referential 
integrity updates, but only for the original updates.

A facility is also included that creates a static program to apply large 
SQL files which processes more efficiently than dynamic SQL.

The tool also fully supports ROWID type columns. 

In addition to the report enhancing tool, DB2 Log Analysis Tool 
interfaces with a product called Object Restore. Object Restore can 
return objects to their original state even if they are no longer in the DB2 
catalog.  Upon restoring the data, the Log Analysis Tool then rolls the 
data forward to the current point of the drop.
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 Enhancements in Version 1.3
New rollback reporting

Identify log records caused by DB2 referential integrity updates

Enhanced dropped object reporting

Column data filters specified in ISPF dialogs

Advanced archive log specification

Performance enhancements

Specific partition processing

Support for ROWID columns

ASCII and Unicode support
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Beginning with Version 1.3, Log Analysis Tool contains rollback reporting. 
Some installations frequently encounter application errors which inhibit 
completion of jobs. When an error occurs, it is necessary to do a rollback 
to return to a point before the error. This becomes expensive if done on a 
regular basis. With a rollback report, the DBA knows who caused the 
rollback and talks with the programmer to determine when the error 
occurred. By identifying the cause of the error, they can see if it is 
possible to revise the application to prevent future errors.

Also included in this release is a process to identify log records caused by 
DB2 referential integrity updates. This enables you to filter out the 
referential integrity updates when creating undo and redo SQL.

Some additional enhancements were added to the dropped object 
reporting feature. You can now report on those objects based on the 
specified new or old DB2 identifiers.

Slide - Enhancements in Version 1.3 (1 of 2)
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Column data filters are part of an ISPF dialog, making them easier to 
specify. In addition, there are advanced Archive Log specifications which 
provide control over which Archive Logs are used.  In previous versions 
Log Analysis Tool read the bootstrap data set and used the primary copy in 
the Archive Log.  Now, you can specify which Archive Log to use. 

A number of performance enhancements were added in Version 1.3 
making it run significantly faster than Version 1.2. Processing for specific 
partitions was also added allowing you to process individual partitions.

The ROWID column support is available beginning with Version 1.3 as well 
as enhanced ASCII support and support for Unicode data.  If Log Analysis 
Tool encounters ASCII or Unicode data in a system 390 tablespace, it is 
translated to EBCDIC to make it readable in reports.

Slide - Enhancements in Version 1.3 (2 of 2)
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Overview
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Slide - Overview
This schematic shows how Log Analysis Tool works. The input at the top of 
the screen is the DB2 log. On the General Report panel you specify the 
filter criteria, which are applied against the Log Analysis Tool to create a 
General Report. The General Report shows the units of recovery which 
qualify based on your filter criteria.  

A Summary Report is produced which summarizes activity that matches 
the filters you specified.  A Log Extract File is then created and provided as 
input to DTL processing.  DTL processing generates the undo or redo SQL. 
At this point, you can change the filter criteria.  For example, if you 
originally requested all updates for a table in a certain General Report, you 
can amend the filter for the Detail Report so that you receive only the 
changes for a particular column.

The Tool provides a Detail Report and a file you can load into DB2 and 
optionally undo or redo SQL.  The undo SQL is used to roll backwards from 
the current system to a particular point in time. The redo is used to replay 
the SQL.
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Overview - Log backward vs. log forward processing
Log backward processing

default operating mode
uses current DB2 data and works backward through the log to 
construct UNDO/REDO SQL

Log forward processing
optional mode
starts with an IMAGE copy and processes forward from that point
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Slide - Log backward vs. log forward processing

Key processing modes:

Log Backwards: The default operating mode. This mode begins on the 
DB2 object as it exists on DASD today and works backward from the log 
to build undo/redo SQL and detail images of the rows.  

Log Forward: An optional processing mode.  This mode is required rows 
could have been moved as a result of running utilities  against a 
tablespace.  This is not detectable in Log Backwards mode. 
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Overview - Normal vs. continuous mode processing
Normal processing

considers only completed units-of-recovery within the time period 
specified

Continuous mode processing
reports on all units-of-recovery completed within the time period 
specified
saves "in-flight" units-of-recovery for processing in the next run
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Slide - Normal vs. continuous mode processing
Processing begins with an image copy of the database and processes 
the log forward from the image copy to the end time specified in the 
Log Analysis Tool run.  

You can also process normally in continuous mode.  Normal 
processing includes only completed units of work within the time 
period specified in Log Analysis Tool.  For example, if you specify that 
Log Analysis Tool should interrogate the log from 9:00 a.m. to 10:00 
a.m. and you have a unit of work that started at 8:55 a.m. and ended 
at 9:05 a.m., that unit of work is not included in the reports. Only the 
units that started and ended within the specified time period are 
included.

In Continuous mode, you can start and run a process to the end of the 
log. Any units of recovery that are in-flight at the end of the process 
are saved in a file and are included in the next run. This way if you run 
Log Analysis Tool every hour, all changes are eventually reported.
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Overview - Advanced BSDS Options
Use only ARCHLOG1

Use only ARCHLOG2

Active log priority

Default for all options is “N”

Explicitly specify log data sets
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Slide - Advanced BSDS Options
 

Beginning with Version 1.3, advanced bootstrap options are available. 
These options allow you to specify which archive copy of the log to use 
or to specify the active log as a priority.  You normally would specify 
archive logs in order to prevent the Log Analysis Tool from interfering 
with DB2 processing.

The default for these options is "No" so that the new functionality is 
used. However, you can change the setting to "Yes" to use the old 
method.

There is also an option to explicitly specify the log data sets. If you 
want to use a particular data set, you can specify the data set name.
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Overview - Main Menu
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The DB2 Log Analysis Tool Main Menu contains five options:

Generate General Report
Detail Report
Load the Data Into DB2
Generate A Static SQL Program
Execute in Batch

This product does not contain many panels because it is primarily 
used to specify criteria to run a batch job.  

Subsequent slides provide details on the underlying panels for 
each of those options.

Overview - Main Menu
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Overview - Generate general report
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Slide - Generate general report
When generating a general report, you can specify which log data set to 
use by entering "Y" for the Specify Log option.

The Use Object List option, the third item in the right column under Filters 
for log data, allows you to specify a list of objects. 

The Additional Lists option, the last item under Filters for log data, 
provides the ability to specify additional filtering criteria. 

These two options were added in Version 1.3.
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Overview - Specify lists of objects
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The Object List filter screen enables you to specify tablespace or table 
filters.

For example, the first line of the data on the sample screen is a table 
filter for the table owner of IBM151 and table name of Restaurants. 
The second line is a tablespace filter which gives you the database 
name and tablespace name. 

If you press PF3 after specifying the filter criteria, the filter data is 
ignored. Using PF3 provides the opportunity to change the filters, 
even while you are specifying them. If you press ENTER, the filters 
are used. 

Slide - Specify lists of objects
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Overview - Specify additional list filters
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The Additional List sub-screen enables you to enter the Authid, plan 
filters, and the job name. As shown in the sample screen, they are 
specified by the single character filter type followed by the name of the 
filter.  

Wildcards are also supported; so, for example, you can enter IBM% to 
filter any item beginning with IBM.

Slide - Specify additional list filters
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Overview - Generate detail report
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The Detail Report screen enables you to select the information to 
include in the Detail report.

Slide - Generate detail report
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Overview - Load data into DB2



© 2003 IBM Corporation

IBM Software Group

 http://www.ibm.com/software/data/db2imstools/

The Load Data Into DB2 screen enables you to map source fields to 
target fields in the load process. 

The change flag indicator, located on the third line of the second 
column, sets a flag for changed columns regardless of the value. An 
example of when setting the flag to Yes is helpful would be when an 
auditor needs to know whether any values in a specific table column 
were changed. 

 

Slide - Load data into DB2
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Generate static SQL program
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The Generate Static SQL program screen enables you to set the criteria 
for the SQL program you are generating. A high-speed batch SQL 
processor enhancement was added in Version 1.3.  The enhancement 
eliminates the need to generate the static SQL. 

To set the criteria in this screen it is necessary to know DB2 libraries, 
subsystem names, and various library names.

Slide - Generate static SQL program
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Overview - Program to process dynamic SQL in batch
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Generating a batch program to process the SQL dynamically is more 
efficient than processing regular dynamic SQL, and entering 
specifications is simpler, as well.

Slide - Program to process dynamic SQL in batch
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Tutorial
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The tutorial for Log Analysis Tool was moved to the main panel in 
Version 1.3 so that you can locate it more easily than in previous 
versions. 

The tutorial is very helpful for learning about the tool. 

Slide - Tutorial
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Summary

Application level recovery
UNDO/REDO SQL

Auditing
Who did what when

Continuous mode processing


